Defense Science Board
2006 Summer Study

on

21%' Century Strategic
Technology Vectors

Volume I11
Strategic Technology Planning

February 2006

Office of the Under Secretary of Defense
For Acquisition, Technology, and Logistics
Washington, D.C. 20301-3140



Volume | of the Defense Science Board 2006 Summer Study on 21* Century
Strategic Technology Vectors represents the consensus view of the study’s
membership. This volume (111) is the report of the Strategic Technology
Planning panel of the summer study. Its findings and recommendations were
used to create volume I and it provides additional detail. Findings and
recommendations provided in this and the other panel reports (volumes Il and
V) do not necessarily represent the consensus view of the full summer study
membership.

This report is a product of the Defense Science Board (DSB).
The DSB is a Federal Advisory Committee established to provide independent advice to the
Secretary of Defense. Statements, opinions, conclusions, and recommendations in this report
do not necessarily represent the official position of the Department of Defense.

This report is unclassified.



TABLE OF CONTENTS | i

Table of Contents

SUMIMANY ..ot iii
Chapter 1. StrategiC CONEXL......covvvriririererie s 1
Uncertainty and SUIPFISE ......c..vceveiiieeicee e 1
U.S. Strategic Technology Advantages are Eroding.............cccccovevvinenen. 2
Chapter 2. What Is Not Working Well Enough ..., 6
A Lack of Strategic DIreCtion ..........cccoeverivninninnienesseee s 6
Enterprise Processes Have Deteriorated Over Time.........cccooevvenne. 7
Chapter 3. What iS Needed..........ccocviriinniniinniese s 13
Strategic Technology Planning: Mission Portfolios..............cccceeuunn. 13
Enhanced EXecution CapaCity.........cccoevnenennennissseseeieeneens 14
Chapter 4. Historical PreCedent ..........cccooevevrinninninnienieseeeeens 19
Features of Most Great Developments...........ocovvnnnninnenennn, 19
Mission Portfolios in the 1960s and 1970S ..........ccccovevrennennernenen. 20
Chapter 5. RecOmmEeNdations ...........ccocvvirninninniniese s 29
Strategic Technology Planning ... 30
Enhanced Execution Capability ..., 42
A Refocused AT&L ENtErprise......cvnnenninniesieseeseiens 45
Chapter 6. CONCIUSION ..o s 46
Appendix A. Terms of Reference..........ccooevvvvenneinncisncsneseens 49
Appendix B. Panel MembBership ... 53
Appendix C. Presentations to the Panel ..., 54
Appendix D. Statute and Policy Background............cccccoeovrivninninininnn. 56
Appendix E. Current JCIDS and S&T ProCesses........ccouvvrerrerirernieeens 58
Appendix F. lllustrative Execution Agent ROIES..........ccoovvvirvniniennn. 79
Appendix G. Historical PErspective ... 81

APPENIX H. GIOSSAIY .....ocvcviviiieiiice s 92



iil TABLE OF CONTENTS



SUMMARY | iii

Summary

The 2006 Quadrennial Defense Review (QDR) emphasized the
need for greater agility in the Department of Defense (DOD)—a need
amplified as terrorists exhibit the very adaptability so desired. The QDR
also specified that to achieve this goal, DOD must undertake
organizational change.

The QDR provided insights into the potential threat environment
for decades to come. The current and future threats to national security
cannot be addressed and managed by simple, single-dimensional
actions. Rather, an enterprise-wide action plan is called for that includes
changes to people, processes, and technologies. To achieve such drastic
enhancements, actions are needed throughout the department.

As part of the Defense Science Board 2006 Summer Study on 21*
Century Strategic Technology Vectors (see Terms of Reference in
Appendix A), this report focuses on the DOD science and technology
enterprise and how it could be transformed to meet the nation’s future
security challenges. It reflects the findings and recommendations of the
study’s panel on strategic technology planning (see Panel Membership
in Appendix B), which was charged with reviewing the processes by
which national security objectives are used to derive needed operational
capabilities, which in turn are used to develop and prioritize science and
technology plans and programs.
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Chapter 1. Strategic Context

The Quadrennial Defense Review (QDR) and other strategic
documents identify key future challenges and the broad capabilities
required to meet those challenges—in other words, the “what.” This
report addresses the “how”—the processes by which technologies are
developed against the context of those challenges to better deliver
required capabilities.

Any assessment must begin with the acknowledgement that many of
the relevant global environmental factors influencing the explosive
development of technology are also creating challenges to U.S. security.
These factors enable state and non-state actors to develop capabilities
that can be used against the United States and its allies. These factors are
increasingly outside of U.S. control or influence. Thus, it is not feasible to
separate the technology-threat-countermeasure sequence in the way that
was once possible. This relationship will become more critical as the
ability to leverage relevant commercial technologies shortens the time
from idea to deployment and reduces the costs to adversaries.

Uncertainty and Surprise

The uncertainty and surprise that will dominate the strategic
environment, as outlined in the QDR, should itself not be a surprise.
Rather, the post-Cold War paradigm is predictably dynamic. Therefore,
the Department of Defense (DOD) must establish processes and
environments for technology and systems development that can function
in a rapidly changing world.

Current threats challenge traditional, overpowering U.S. superiority
by finding and exploiting asymmetric advantage. In the QDR framework
the asymmetries are:
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= Global war on terror: The use of unconventional means to
traditional standing military power.

= Emergence of peer: The use of conventional means in
dimensions that avoid closing on U.S. strengths or that favor
their strategic advantages, such as deep sea or dispersed
ground (not air or space).

= Rogue adversary: The use of weapons of mass destruction
(WMD).

= Unstable nation states: Placing at risk or destroying the
foundations of civil society or government with the use of
chaos or violating the established rules of engagement.

DOD needs to develop a response capability that is more than
equally ingenious as the current evolution of asymmetric threats.
Fostering this new ingenuity will require that many forces within the
department work together. Of these many factors, improving the
strategic technology planning process is a key to providing the disruptive
capability needed to enhance security in this dynamic global environment.
To be successful, the department should establish a new framework for
technologies, systems, and capabilities development that overcomes or
offsets the responsiveness of current and future adversaries.

U.S. Strategic Technology Advantages are Eroding

Since WWII, the United States has exploited technology to its
advantage more quickly and efficiently and with more powerful results
than any other country. This crucial national advantage was
empowered by:

= apreviously simple threat-peer environment
= technical leadership that was the mainstay of the department

= relatively small levels of innovation by nations other than the
United States and its traditional allies

= U.S. science and technology (S&T) investment that dwarfed the
levels of S&T investment elsewhere
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= a military-industrial complex that was the primary source for
U.S. technology

= 3 DOD that drew the best technical minds available

= anational outlook that valued strategic technology.

Today, many, if not all, of these factors have changed. The dynamic
in which the department must function is different, requiring
adjustment to expectations and accordingly to processes.

Asymmetric Adversaries and Technology Programs

Improvements in technology could enable DOD to create the
systems needed to prevail over the systems deployed by new
adversaries. But adversaries are likely to be leveraging much of the same
global technology base in developing threats and countermeasures. In
this highly mobile, global technological environment, the same
technology concepts and sources the DOD should seek will likely be
sought for exploitation by adversaries. This challenge will increase as
commercial technologies become more commonly integrated into high-
and low-cost weapon systems.

Current adversaries have shown an increasing ability to respond to
U.S. deployed capabilities in innovative, fast, low-cost, and regional-
specific ways. In response, the United States struggles to exercise the
entire “legacy S&T development system” to counteract these threats.
While the legacy S&T development system is optimized to produce
high quality, reliable systems, its products are slow to be fielded,
expensive, and too often optimized for global deployment, rather than
the fleeting and regional problems at hand. In addition, decision aids
for commanding and controlling the force, or to effectively integrate
coalition forces, must continuously evolve so as to remain ahead of
these newly delivered systems.

The United States must be capable of fighting in a way that
emphasizes its superior innovative capabilities. Effective technology
development is essential to turn the adaptation cycle to the advantage
of the United States. The adaptation cycle of adversaries is often

3
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facilitated by their willingness to apply available commercial technology
in creative ways and to rapidly integrate technologies into systems.

This new exploitation of asymmetry between U.S. forces and a suite
of adversaries accentuates the differences in motivations and norms.
America’s focus on quality of life, the respect for human life, and
individual liberty is countered by the reckless disregard for human life,
lack of focus on a stable nation-state foundation, and a greater
emphasis on religious and ethnic ties rather than national loyalties.
In addition, employing non-kinetic instruments of warfare blurs the
definition of winning or losing in war as the motivations, goals, and
assumptions of U.S. adversaries are so elucidated. These circumstances
amplify the asymmetry by providing small, disenfranchised groups
with disproportionate power against traditional armies or established
nation states.

To these ends U.S. adversaries have sought the capability to
accelerate the development and deployment of systems using:

= globalization and the Internet, which enables the rapid spread
of technology and proliferation of information gleaned from the
relative openness of the American defense industry and
multinational firms

= integrative innovation to quickly achieve new capabilities
without using exotic technologies

= global knowledge and quality education to make adherents more
capable in areas that directly enhance their ability to engineer
new asymmetric capabilities

= experimentation, basic operations, and enhanced operations
that are being combined into one continuous, rapid effort to
develop solutions to system deployment challenges.
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Pace of Adversarial Changes and DOD Technology
Implementation

A primary issue is the time sequencing of activities. The department
should establish processes that will exploit this rapidly changing global
technology domain. A concerted effort is needed to develop a DOD
technology strategy that not only continues to addresses long-term
concerns but also evolves to support rapidly changing, short-term needs.

DOD should assemble and manage its capabilities development
process to exploit the same attributes of highly compressed urgent
collaboration, innovation, and expediency that U.S. adversaries are
exercising to adapt to the modern operational battlefield.

Currently, the technology development budget process does neither
well, since strategic technology planning is more the product of
stakeholder consensus. Furthermore, incentives create an environment
where participants are more likely to disrupt progress with their
bureaucratic self-interests rather than facilitate advances."

As a result, the end state must take into account the elements of costs,
resources, and speed. The cost/resource struggle is exacerbated by the fact
that the United States will likely have more demands and fewer resources
to meet them. Conversely, adversaries will likely, as a deliberate strategy,
refine their exploitation of technologies to deploy new capabilities ever
more expeditiously, rather than respond to a lack of resources. Finally,
western cultures require a high wage for technology workers who are
needed to support these new development paradigms while many
adversaries have significantly lower manpower costs.

1. For example, with a relatively fixed top-line budget for DOD technology development,
Congressional earmarks for S&T projects not requested by the war fighters can displace other
funded S&T projects. Without a clearly articulated vision that would enable the department to
more effectively say no to these additional programs, earmarks will continue to divert scarce
S&T staff resources in the military service and defense agencies. Additionally, many “earmarks”
are not even mandated by statute, but by committee report language.

5
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Chapter 2.

What Is Not Working Well Enough

DOD science and technology programs are not well-positioned
to meet the nation’s strategic challenges.

The challenges described in the QDR place even greater demands
on the department’s deployed forces. DOD needs to be more adaptive
in order for these forces to continue to meet future challenges. A better
linkage is needed between the technology community and the war
fighter so that deployed forces are better informed about technological
possibilities and the department’s ability to develop missions,
capabilities, and requirements is enhanced.

A Lack of Strategic Direction

Today’s complex and changing environment demands careful
strategic direction to better focus technology development and
investments. The Department of Defense needs an overarching
strategic plan that identifies all capabilities likely to be needed in the
near- and far-term to address major challenges. This strategic plan
should identify existing capabilities, those in need of improvement, and
those in need of development. Capability areas in need of improvement
or development should be prioritized relative to the demands of the
strategic environment. The plan should also be capable of identifying
those technologies that are reaching or past their utility.

Future joint concepts and capability needs would be better
developed with an informed understanding of the technological
possibilities available to the United States, as well as the technology
options available to adversaries. These technology vectors need to be
well considered before capabilities and concepts are fixed. A high
degree of peer-to-peer interaction between technologists and mission-
planners will be required to achieve these results.
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Whether it is future technological developments by a near peer or
future commercial technological developments in the hands of
terrorists, technologists must anticipate these possibilities if the
capabilities development enterprise is to be fully prepared to meet the
threat posed by adaptive adversaries. Thus, the requirement to help
shape the scope and focus of future capabilities must be part of the
department’s strategic technology plan. Pure war-fighter-driven
technology programs are insufficient to assure that the necessary
technologies will be in place to meet future needs, given the pace and
nature of current and future operating environments.

Enterprise Processes Have Deteriorated

The launch of Sputnik on October 4, 1957 triggered a major
reorganization of military research and development (R&D). The
Defense Reorganization Act of 1958 created the office of the Director
of Defense Research and Engineering (DDR&E) to provide a
centralized authority to approve, disapprove, or modify all R&D
programs of the Defense Department. In that post—-Korean War
period, concern about the Soviet Union’s possession of the hydrogen
bomb and its potential to deliver one over intercontinental distances
provided a renewed high-level interest in the ability of science and
technology to develop defensive and offensive counters to this threat.
Science and technology programs became quickly focused on the space
and missile defense arenas. The Advanced Research Projects Agency
(later renamed the Defense Advanced Research Projects Agency
[DARPA]) was created to conduct special projects in this area, free
from interference by the military services. The emphasis in DOD was
on establishing the overall technology agenda, eliminating redundancy,
and reducing inter-service rivalry, with the DDR&E serving as the final
authority. These strategic technology processes remained relatively
constant throughout the Cold War.

But, since the mid-1980s, the department’s management of S&T has
been dispersed and decentralized. The role of the Office of the Secretary
of Defense (OSD) is best described as one of policy and oversight. This
role contrasts with the more proactive, high-level direction and strategy-
shaping role characteristic of the 1960s and 1970s. The events of

7
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September 11, 2001, drastically changed the strategic thinking of the
Department of Defense, while S&T approaches have remained stuck in
the 1980s. It is of immense importance that DOD’s current proactive
approach to strategies, plans, and programs be accompanied by a
proactive technology enterprise that is refocused to address the current
strategic environment and its compelling new challenges.

The Joint Capabilities Integration Development System (JCIDS) was
created to replace the previous service-specific requirements-generation
system, which was widely seen as having created redundancies in
capabilities and failed to meet the combined needs of the combatant
commanders who actually employ the capabilities provided by the
services, Special Operations Command, and the defense agencies.” As the
JCIDS process is struggling to evolve into an effective system, the
current strategic technology planning process is still criticized as simply
compiling a list of service technology programs and not an enterprise
strategic plan. Additionally, it is not informed by, nor does it effectively
inform, the JCIDS requirement process.

Strategic technology planning is the responsibility of the DDR&E in
the role of principal staff advisor to the Under Secretary of Defense for
Acquisition, Technology, and Logistics (USD [AT&L]). The DDR&E
staff of approximately 60 people has the following responsibilities:

= develop strategies and supporting plans

= conduct analyses and studies

= develop policies

= provide technical leadership, oversight, and advice
= make recommendations

= issue guidance

= recommend approval, modification, or disapproval
of programs and projects

2. Appendix E contains more detailed explanation of the JDICS and S&T processes
within DOD.
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provide guidance during the Planning, Programming, Budgeting
and Execution (PPBE) process

develop defense and transformation planning guidance
consistent with a capabilities-based planning approach

develop technology planning guidance for the Secretary of
Defense

recommend appropriate funding levels

represent the research and engineering (R&E) program as a
member of the Program Review Group

recommend programmatic adjustments

advise the Secretary of Defense on whether the President’s
budget meets DOD goals and objectives

oversee the DOD laboratories

promote coordination and cooperation within DOD and
between DOD and other federal agencies and the civilian
community

ensure R&E interchange with allied and friendly nations

provide support to the Defense Technology Security
Administration

provide advice and assistance for rapid technology transition

develop and maintain an R&E metrics program to measure
and assess progress

provide technical evaluation of DOD component special
access programs

provide technical support to USD (AT&L) on technology
readiness of programs for the Defense Acquisition Board
and industrial base issues

9
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= serve on boards, committees, and other groups in R&E
functional areas and represent OSD on DDR&E matters
outside the DOD.?

The current staff is overwhelmed with day-to-day activities inherent
within these assigned responsibilities. For example, they are often given
only a short time period to perform a technical readiness assessment for
a complex acquisition program consisting of multiple technical risks
and a variety of performing contractors. In addition to performing
these technical readiness assessments, they are often called upon to
recommend ways to mitigate high-risk programs. In part, these short-
term requests have in essence transformed the DOD Chief Technology
Officer into the DOD Chief Engineer. The Chief Engineer’s staff is
then constrained to an approximately two-week period to review the
service Program Objective Memorandum submissions for compliance
with departmental guidance. Because of the press of these day-to-
day activities, important long-term functions such as strategic
planning do not receive the necessary attention.

Strategic technology planning by the DDR&E has been further
hampered by an inability to arrive at an intimate understanding of war
fighter needs. These insights can only be obtained from a frequent and
continuing peer-to-peer interaction with operational military personnel.
They require in-depth knowledge of national and departmental strategic
goals and objectives and an ability to translate these objectives into
specific strategic technology vectors to guide the creation of service and
agency technology plans. It also requires deep technical knowledge to
understand what is possible and what is not. Finally, it requires sufficient
staff for contemplative thinking and collaboration with the services, other
government agencies, and with industry, universities, and allies. DDR&E
currently accomplishes strategic planning during lulls between day-to-day
demands, rather than with sufficient people to dedicate to the process.

This failure to develop a credible strategic plan in some part results in
an uninspired technology community that tends to revert to an over-
emphasis on immediate problems—resulting in a near-term rather than

3. DOD Directive 5134.3.
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strategic focus. The increasingly near-term and risk-averse science and
technology investment accounts (budget categories 6.2 and 6.3) reflect
this trend, aggravated by the natural tendency of service program
managers to focus technology resources toward solving their current
programmatic challenges.

In contrast, a credible, continually refreshed strategic technology
plan will:

= provide meaningful technical goals and objectives (from
the vision) to better prepare for an uncertain future

= inspire and encourage technologists to take risks (longer
term vision)

= Dbalance technology investments between requirements
and opportunities

= puild consensus and advocacy within the user community
to support technology investments and pave the way for
technology transition

= rationalize and justify the technology program to Congress
with arguments that give strong support for the priorities set
out in the President’s budget.

Over the past several decades, DOD (and, in some cases, the
nation) has lost its leadership position in technical areas that are
iImportant to maintaining military superiority. For example, in technical
areas such as information technology, biology, and microelectronics,
the DOD is no longer a significant player as a technology developer or
even as a significant buyer. Because of the huge world-wide market in
these high-technology areas, the DOD is now a small-volume buyer.
The relevant industry is willing to sell the department standard
commercial products but is increasingly hesitant to alter technology or
production process just to satisfy unique military needs.

In other cases, the best available technology is not always available to
the DOD. Federal Acquisition Regulations require specific and rigid cost
accounting standards that differ markedly from those used by
commercial industry and are often too much of a burden for some
organizations. Another impediment is the regulations that require rights

11
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to intellectual property that serve to discourage industry from entering
into DOD R&D contracts. These regulations especially impact small
companies that typically have new and innovative technology. Even
the best and brightest industry scientists and engineers who once
were traditionally drawn to DOD technologies and programs now
often choose to work in the more lucrative and faster evolving
commercial arena.

With so much technology innovation in the world markets, the DOD
has yet to organize and staff accordingly. The DOD does not know what
it does not know and to date has yet to construct solutions or processes
to overcome this important barrier. There are no systematic and
enterprise-wide mechanisms to determine how global technologies can
be used to enhance military capabilities or how these technologies can be
used against the United States by potential adversaries.

Defense companies (such as Boeing, Lockheed Martin, Northrop
Grumman, and Raytheon) typically allocate significant amounts
(approximately $1.5 billion annually) of discretionary independent
research and development funding each year. Yet, without a strategic
plan, DOD lacks the ability to leverage and optimize industry
investment for mutual benefit. Major commercial companies allocate
even larger discretionary resources for research and development (such
as the pharmaceutical, automotive, and electronics industries). Sony
alone, for example, spends in research and development more than
DARPA'’s annual budget.
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Chapter 3. What is Needed

To address the problems described in the previous chapter and
establish an effective strategic technology planning process in the
Department of Defense, the panel identified two broad areas where
improvements can be made: mission-oriented planning and enhanced
execution.

Strategic Technology Planning: Mission Portfolios

The 2006 QDR characterized the future environment—with all its
myriad uncertainties—well enough to pose a meaningful list of strategic
challenges. But beyond those broad challenges, the DOD requires a set
of overarching operational objectives to provide a focus for technology
development. An example of such an objective, used in earlier decades by
the Air Force, was “having the capability to strike any target, at any place,
at any time, with precision.” An attribute-related expression of this
objective might have been “We seek stealth, precision, and speed.”

This compact objective provided a trajectory to the S&T community
and shaped technology development activities at all levels. Well-
articulated operational objectives of this nature are required to develop
mission-relevant technology visions that will provide a context for setting
resource priorities. Once the technology vision is defined, a set of
technology strategies is required to guide planning and programming and
to outline the mechanisms by which the defined technology objectives
will be inserted into the capability planning process.

A strong partnership between the USD (AT&L) and the Vice
Chairman of the Joint Chiefs of Staff (VCJCS) will be a key enabler for
the development and execution of the technology vision and strategy.
Their leadership will guide the S&T community to leverage the best
solutions from both a capabilities focus (demand-pull) as well as an
S&T focus (technology-push).
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A dedicated cadre of mission portfolio strategists will be
needed to develop the technology visions and associated strategies.
This group should be tasked to assess current technological realities and
the technological possibilities, from near- to far-term, which hold the
potential to create the key capabilities needed to meet the range of
challenges facing the department (such as the global war on terror, an
emerging peer, rogue states, and failing states).

Through this portfolio approach, plans can be put in place for
enterprise-wide investment strategies that are needed to direct the
development of technologies over multiple timeframes, as well as to
highlight relevant risks and opportunities. Furthermore, if called upon,
a mission-oriented portfolio approach could provide the basis for
investment and disinvestment decisions, driven by available resources,
shifting strategies, or concepts that do not prove out.

Enhanced Execution Capacity

In addition to establishing a cadre of mission portfolio strategists,
DOD needs to bolster its ability to execute the technology strategies. In
broad terms, this means establishing technology development mechanisms,
as described in Table 1. Five execution agents are needed: developer,
innovator, speculator, prospector, and expeditor.*

As noted, the DOD must operate in an unpredictable world, where
new threats and new national security challenges can emerge very
quickly. Thus, while preparing a best estimate of what the future will
bring is prudent, there must be a recognition that the future cannot be
known with certainty and DOD needs to be prepared to adapt quickly
to changing strategic environments.

In addition, commercially developed technologies are universally
available, improving quickly, and are increasingly being adapted for
military purposes through aggressive Darwinian “real world development

4. Volume I, which integrates across all the panel reports, identifies a sixth execution agent,
the “anticipator.” The anticipator explores how foes could use technology to field
capabilities disruptive to U.S. goals.
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and testing” processes seeking to thwart U.S. defenses—the threat from
improvised explosive devices (IED) is a current deadly example, but
others just as serious and surprising will certainly follow. Just as these
new commercial technologies can quickly turn into threats, DOD needs
to have an efficient mechanism to exploit the emergence of these
technologies to improve its own capabilities.

Table 1. Taxonomy of Technology Development Mechanisms

Developer | Develops systems in direct response to requirements using the established

Taxonomy ‘ Functions ‘

acquisition system; delivers to users.

Innovator Funds risky technologies with the potential for enormous payoff in military

capability; develops prototypes; responds to current or anticipated needs;
delivers to developer or expeditor.

Speculator | Funds “bottoms-up” discovery to create disruptive breakthroughs in DOD

areas without clear commercial application; not directly requirements-
driven; very high risk; typically requires sustained investments over
substantial time horizons; delivers to innovator, developer, or expeditor.

Prospector | Finds global solutions to address current needs; informs execution agents

of what's available now.

Expeditor | Accelerates technology to war fighter in less than two years, especially in

response to changing operational needs; uses current or developmental
technologies; driven by “requirements pull”; conducts rapid prototyping,
testing, and demonstration; delivers to users.

For these reasons, the United States must balance its goal of
prioritizing technology development resources based on assumptions
about the future, with the need to be adaptive in a rapidly changing world.
Furthermore, the DOD must continue to foster (through empowered
people) the innovation that has long been a hallmark of U.S. technological
dominance—bringing change to the larger world, rather than simply being
on the receiving end of change as described above. This “bottoms-up”
innovation is an important element in the technology development arsenal.

15
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These fundamental tensions—between “top-down”  versus
“bottoms-up” and fast-cycle-time versus sustained effort—call for a
number of execution agents, each with a different purpose, discrete
core competency, and focus. Summed together, this suite of agents can
better foster the competition of ideas required for continued U.S.
dominance. The job of the USD (AT&L), in the “technology” role, is
to create an environment, across the full taxonomy of S&T domains,
where the technology aperture can be open as wide as possible.
Further, when appropriate, it should adjudicate between the efforts of
its various execution agencies. The USD (AT&L) must aim to create
a Darwinian competition of ideas, resulting in the development of the
full mix of capabilities: near- and long-term, requirements-driven
and innovation-enabled, developed by DOD and harvested from
commercial technologies.

“Developers” mature technology in direct response to requirements
and operate within the traditional (often ponderous) acquisition system.
As requirements-driven organizations, they are focused on delivering a
specified level of performance to the user on a set schedule, at a set cost
that is determined well in advance. They are well suited to implement the
top-down S&T prioritization, especially those with long-time horizons.

Other mechanisms are required for more risky technology
development. Another element in the suite of execution agents is the
“innovator,” funding very risky technologies beyond those within the
charter of the developers that, if successful, have the potential for
enormous payoff in military capability. The innovator should not be
constrained by excess oversight or peer-reviewed processes, since these
can prevent the emergence of very high-risk technologies. Innovators
are a complement to, not a replacement for, the developers.

Where innovators select their technology investments based on
directly supporting military capability needs, experience shows that it is
also important to provide a “speculator” mechanism to fund “bottoms-
up” discovery in those areas important to DOD, often initially without a
clear war fighter application. Such efforts are not requirements-driven
and, further, are typically very high risk. Therefore, they may not appear
to be wise bets when viewed through the lens of capability needs based
on mission analysis. However, history shows that creative risk-taking is
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iImportant in achieving disruptive breakthroughs, which in turn are
necessary for providing the unexpected technology opportunities that
enable new, unforeseen, war fighting capabilities—new and better ways
to do things that have heretofore been seen as *“acceptable.” This
function is becoming increasingly important to fund within the DOD,
since the defense sector’s speculative independent research and
development investments have fallen victim to the extreme pressures of
the market. To be successful, such efforts typically require sustained
investments over substantial time horizons in order to bear fruit.

One of the more important aspects of the security environment is the
proliferation of commercial technologies. These are globally available to
U.S. enemies and can be expected to be effectively, often asymmetrically,
exploited by them. The United States should do the same. In addition,
one of the key assumptions of the QDR is the potential for sudden
surprise. In a newly emerging strategic reality, there may be an abundance
of “low-hanging technology fruit” that could be fielded more or less
directly. A healthy S&T system would create a process to harvest
commercial technologies into effective capabilities for the DOD through
a “prospector” mechanism.

Fast cycle times are critical to this function, in order to keep pace
with the fast-changing commercial environment, to identify mission
solutions or new capabilities of which war fighters would otherwise be
unaware, and to respond quickly to new threats as they come to the fore.
This insight is gained by trawling the world market, especially the
commercial market, for promising concepts and technologies that could
be acquired and easily adapted in the very near-term (“off the shelf”).
These concepts and technologies would then be quickly handed off to
others in the DOD to capture and create the connection to immediate
war fighter needs.

Finally, it is important to have an “expeditor” mechanism to rapidly
fill requirements gaps with those technologies that can be matured
relatively quickly—that is, in less than two years. The goal is to
accelerate the transition of technology into fielded capabilities in much
shorter times than is typical today. This type of work is driven by
“requirements pull” rather than “technology push,” and may use
existing technology directly or adapt it as necessary to fit within a time-

17
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certain window. The scope of this effort must include rapid
prototyping, testing, and, ultimately, demonstration of new capabilities.’

To summarize, a number of different types of execution agents,
each with distinct core competences and cultures and governed by
different rules sets and incentives, are required to meet conflicting
demands: top-down versus bottom-up, long development time versus
quick response time, requirements-driven versus innovation-driven,
DOD-specific technologies versus commercial technologies, and
planned-for threat versus newly emerged threat.

5. Volume 1V of the 2006 summer study report, Accelerating the Transition of Technologies
in U.S. Capabilities, discuses the expeditor function in greater detail, including
recommendations for implementation in DOD.
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Chapter 4. Historical Precedent

An examination of how DOD has, in the past, executed technology
strategies developed to meet then-relevant security challenges provides
ample precedent for the panel’s broad prescriptions described in the
previous chapter.

Features of Most Great Developments

A historical look at many developments reveals some common
features that are instructive in the context of implementing the
recommendations of this report.®

The “great” developments have been conceived and championed by
remarkable individuals who provided vision and effective management.
The approaches consistently used by such individuals focused on people,
not processes. This context is in stark contrast to a current Pentagon
culture that emphasizes processes over people. Indeed, this cultural shift
has now existed for so long that today the very existence of many people
in the system revolves around processes and consensus, with resulting
“capabilities processes” that are bloated, intellectually numbing acts.

The great developments of the past have often had a driving vision
that provided coherence and direction over time—a vision
characterized by substance and depth. These coherent visions identified
“thrusts,” examples of which will be described later in this chapter.
These thrusts were developed and honed by small groups of top-notch,
mid-level “up and comers” who were given the freedom to innovate.
Within the military, these young officers often became well-known
general officers in later years.

6. Appendix G elaborates more on the features of great developments and offers examples
of many past successes.
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Such concepts, however, would have gone nowhere except for the
senior leadership who championed the activities—service chiefs or senior
officials such as the DDR&E, for example. Typically, such innovative
concepts were disruptive and were therefore resisted by existing
organizations. As a result, senior leaders had to override this tendency to
resist. That they often did so is perhaps remarkable to those familiar with
the “innovator’s dilemma” in industry, but defense planning has
objectors playing far different roles than in profit-making institutions.

Mission Portfolios in the 1960s and 1970s

In the 1960s and 1970s, during the height of the Cold War, the
United States had four diverse strategic missions: strategic deterrence,
assuring the North Atlantic Treaty Organization (NATO), containing
Asian communism, and opposing Soviet “wars of national liberation.”
Each was addressed with a different mixture of political means,
technical programs, military deployments, and combat interventions. As
a result, the de facto centers for decision-making developed in different
parts of the federal government.

Table 2 identifies the principal de facto “mission portfolio strategists”
that operated within each mission area. While other organizations could
properly qualify as portfolio strategists, only the principal ones are listed
in the interest of space. The role of the portfolio strategist is
characterized by an end-to-end perspective of the whole mission
response, even though some mission portfolio strategists focused their
attention on particular programs and technical domains. The mission
portfolio strategists often exercised some degree of authority over
technical direction and budget. In other cases, the mission portfolio
strategists exercised only advisory functions. Some mission portfolio
strategists were focused on technical programs, others focused on
diplomatic actions.

The sections that follow describe each of these strategic missions
and examine how they were approached in a mission-oriented context.
They serve as example of the mission portfolios needed in the
department today.



HISTORICAL PRECEDENT |

Table 2. De facto “Mission Portfolio Strategists” of the 1960s and 1970s

Mission ‘
Strategic Deterrence

DDR&E Strategic Office
RAND Physics Department

Joint Strategic Targeting and Planning Staff Scientific Advisory Group

Air Force Scientific Advisory Board Nuclear Panel

NATO Assurance
DDR&E Tactical Office

RAND, Institute for Defense Analyses, and other federally funded research and
development centers

Air Force Scientific Advisory Board, Army Science Board, and Naval Studies Board

Assistant secretaries in Departments of Defense and State

Asia Containment Mission
Assistant secretaries in Departments of Defense and State
Office of the Chief of Naval Operations and Commander in Chief Pacific

Commander, U.S. Forces Korea

Wars of National Liberation Mission
National Security Council and senior officials in Department of State

Intelligence community: collection, analysis, and operations

NOW—AT&L, and others, are organized by function, not by mission

Strategic Deterrence Mission

The strategy to deter nuclear strikes by the Soviet Union relied
largely on the development and deployment of early warning
surveillance satellites and strategic nuclear retaliatory forces, to include
specialized intelligence collection, communication means, and
command arrangements. This high dependence upon relatively novel
technical means led inevitably to a central role in decision-making by
technical leaders in the DOD and those national laboratories engaged
in nuclear weapons development. Those leaders routinely discussed
problems, progress, and choices with the national security leadership,
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including the President of the United States. The home office of the
head of the U.S. arms control negotiating team, Paul Nitze, was located
within the offices of the DDR&E (when that job had roughly the scope
of the current USD [AT&L]).

Aircraft designed to deliver nuclear weapons were acquired through
existing organizations. However, the nuclear-capable missile programs
in all the military services were executed through newly established
special purpose acquisition organizations. Similarly, ballistic missile
defense programs were conducted by dedicated organizations, largely in
the Army. All of these special acquisition teams were, to varying
degrees, monitored and controlled directly by the DDR&E Strategic
Office. In addition to these hardware acquisition teams, there were
many dedicated teams of technical personnel that devoted intense
time looking for unsuspected difficulties in executing retaliatory strikes
and devising solutions to suspected problems. DARPA was established
in 1958 in response the “technical surprise” of the Soviet Sputnik
satellite program. In its early days DARPA focused on ballistic missile
defense and directed energy—both of which are just now becoming
fielded weapons.

Moreover, several specialized S&T execution agents were
established or modified to bolster specific technical aspects of the
strategic mission capability. Two notable examples were the Defense
Nuclear Agency that performed S&T on nuclear weapons effects, and
the Ballistic Missile Submarine (SSBN) Security Program that
performed S&T on those aspects of anti-submarine warfare related to
the SSBN force, to assure its survivability. In both cases, the Strategic
Office of DDR&E exercised direct technical direction, as well as
funding and policy oversight. Moreover, the DDR&E Strategic Office
received the knowledge generated by this specialized S&T and used it to
inform decisions on major weapons programs. During this period, the
National Reconnaissance Office was established to provide detailed
intelligence in support of the strategic mission. Due to security
concerns, the National Reconnaissance Office directed and funded its
own supporting S&T.
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Portfolio Strategist

Since the strategic deterrence mission was heavily based on advanced
technical programs in missiles and nuclear weapons, the mission portfolio
strategists were predominantly technical in perspective and position.

The personnel within the DDR&E Strategic Office were, with rare
exceptions, professionally trained scientists and engineers, often with
executive experience in the aerospace industry. The director of the office
had a flag officer as his military assistant, who also had professional
technical education and program management experience. About 20
percent of the professional staff were military officers with similar
backgrounds. The total office consisted of about two dozen professionals.

Project RAND was established in the late 1940s to provide planning
and technical advice to the newly created U.S. Air Force. The RAND
physics department was primarily concerned with nuclear weapons and
strategic nuclear delivery systems, including Army and Navy programs of
that type. It also had direct contractual relationships with national
laboratories developing nuclear weapons and made several key scientific
contributions to those programs. Members of the physics department
served on a number of high-level formal advisory committees in
Washington, thus providing essential connectivity to the arms control
and national strategy communities. Other RAND departments
contributed strongly to the development of concepts and strategy for
deterrence, extended deterrence, and political strategy.’

The Joint Strategic Targeting and Planning Staff was the joint
organization based at the Strategic Air Command headquarters in
Omaha, Nebrasks that prepared the operational plans for the
employment of nuclear weapons in support of the strategic mission. Its
scientific advisory group was composed of outside persons, properly
cleared, with both technical and operational experience. It was charged
with assuring that the strategic operational forces had the technical
ability to conduct their operational plans. In that role, the scientific
advisory group directed many S&T activities whose output included

7. Non-physics members included Albert Wohlstetter, Bernard Brodie, Fred Ikle, and B. W.
Augenstein, among others.
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assessments and new opportunities, as well as proposals for technical
solutions for problems. In 1992, the Strategic Air Command and the
JSTPS were disestablished, their functions assumed by the newly
formed U.S. Strategic Command.

The Air Force Scientific Advisory Board has a broad charter,
exercised through standing panels each devoted to particular technical
areas. In the Cold War era, nuclear weapons were deemed important
enough to garner a panel devoted to them. That panel became involved
in nuclear arms control matters, as well as nuclear weapons development
and strategic nuclear delivery systems. It routinely established sub-panels
to oversee critical technical issues affecting Air Force strategic forces.

NATO Assurance Mission

To assure the U.S. commitment to Europe, the nation drew on a
broad solution space within a political framework provided by NATO’s
newly established military command arrangements. Permanent
deployment of large U.S. forces—Iand, sea, and air—on European soil
provided both symbolic and actual capability to oppose a Soviet-led
invasion of Western Europe. Equipping those forces with nuclear
weapons provided a link to the U.S. strategic nuclear forces. The
continual modernization of those forces with advanced non-nuclear
weapons, platforms, communications, intelligence collection, and
logistics provided assurance that the United States was serious and
prepared. Contrary to much conventional wisdom, the bulk of overall
defense expenditures, defense acquisition programs, and S&T
expenditures were devoted to this “NATO mission.” Cooperative R&D
programs, as well as shared production of selected items, notably fighter
planes, served to maintain vitality in European industrial sources. This
mixed dependence on military and political means led to dedicated
organizations within the Department of State (State) and the DOD and
became known as “the NATO mission.”

Because of certain tensions that arose, the National Security Council
became deeply involved and, depending upon the issue, often became the
de facto decision forum. Because the weapon systems relevant to NATO
were largely “traditional” in nature, the S&T that supported their design
and development was largely controlled within the military services. The
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rise of the “air-land battle” and “follow-on forces attack” operational
concepts in the 1970s did lead to intense Army—Air Force collaboration,
but this collaboration was conducted largely outside of the formal Joint
Chiefs of Staff or OSD decision forums.

Portfolio Strategists

The DDR&E Tactical Office was organized and staffed in a similar
fashion to the DDR&E Strategic Office. It concerned itself with
weapon systems and munitions for land, sea, and air. Most of its
acquisition programs were conceived and directly managed by the
services. At the time, the combatant commanders did not have the
obligation, military staff, or technical support to participate in weapon
system decisions, much less in S&T decisions. A notable exception was
the Strategic Air Command, which as a specified combatant command
could rely upon its strong Air Force connections. But Strategic Air
Command did not really play in the NATO mission arena, though at
the time many thought it should.

RAND, the Institute for Defense Analyses, and several other
federally funded research and development centers conducted extensive
studies and provided much cogent and influential advice regarding
weapon systems and promising avenues of S&T exploration in support
of the NATO mission. The Institute for Defense Analyses was tasked by
OSD for the most part, but also housed the Weapon System Evaluation
Group, which served the Joint Staff and the Chairman of the Joint Chiefs
of Staff. Each of the services had an advisory body composed of senior
technical outsiders. They operated predominantly in a single-service
mode. However, that presented a true portfolio strategist view in only a
small minority of cases, but some were very important.

Tactical communications was probably the most notable case and
the lack of interoperable communications in legacy systems has
survived to this day. In reaction to this, OSD established a succession
of DOD-wide policies and OSD oversight organizations, of which the
Assistant Secretary of Defense for Networks Information and
Integration is the current successor. Technical change has been rapid in
this area, of course, and policy change has had a hard time keeping up
with technical opportunity.
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The Assistant Secretary of Defense for International Security
Affairs and the Assistant Secretary of State for Europe played very
important roles in portfolio strategy because everything associated with
NATO had a political dimension. In the S&T arena this was manifested
most directly in two nominally contradictory matters: (1) formal and
very active collaboration with NATO allies on many aspects of military
related technology, and (2) increasingly strong U.S. laws restricting the
export of “sensitive” U.S. products and technology.

Asia Containment Mission

Containing communism in Asia was supported by a mixed response
of political arrangements, forward military deployment—including
nuclear delivery systems—and large-scale conventional combat in
Vietnam until the early 1970s. During that combat, which included
traditional and counter-insurgency operations, there were major efforts,
mostly within the services, to bring S&T products quickly to the
battlefield. The response then shifted, with diminishing deployment of
military forces, to an increase in political engagement among the major
world powers, including Nixon’s opening to China. In this later period,
very few technical programs were justified based on the Asia mission—
most were in support of naval forces. As a result, the OSD-level
technical community was not a major force in the decision-making, and
direct and useful collaboration between the U.S. Navy and Department
of State became the forum for major decisions. The Navy technical
structure largely took care of such S&T as it was in direct support of
this mission.

Portfolio Strategist

During the combat phase of Vietnam, efforts to rapidly insert
technical solutions to solve real problems that were identified by the
operational forces led to the establishment of ad hoc organizations to
execute these programs. These organizations focused on the narrow but
consuming task of getting things built and delivered. Development
planning organizations in the services did provide some end-to-end
portfolio strategist activity, particularly with respect to air-to-air combat
(resulting in training programs such as Top Gun) and suppression of
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surface-to-air missiles and antiaircraft artillery threats (resulting in a
revival of electronic countermeasure pods for fighter aircraft and tactics
revisions for B-52s).

After combat came to a close, there was very little drive to orient
S&T toward the Asia containment mission. To be sure, some portfolio
strategic efforts on naval matters uncharacteristic to the Pacific were
undertaken by Office of the Chief of Naval Operations and the Pacific
Command, and DARPA funded some interesting and strong work in
this regard. There was a growing effort on the diplomatic front that
entailed issues of forward basing and cooperative training programs.
The portfolio strategy aspects were driven primarily by the regional
policy staffs in the Office of the Joint Chiefs of Staff, the Office of the
Secretary of Defense, and Department of State.

Wars of National Liberation Mission

Opposition to Soviet “wars of national liberation” was undertaken
with a mix of economic support and political engagement with Soviet
target states, together with a wide variety of overt to covert actions. Most
of these actions did not involve DOD resources, personnel, or S&T
programs to a significant degree. The bulk of the defense S&T community
was not particularly involved in the decision forum—although the S&T
arm of the intelligence community did play important roles. As such, the
de facto mission portfolio strategists were in the National Security
Council staff, high-level officials in the Department of State, and
particular planning cells in the intelligence community.

Summary

All of the portfolio strategists of the 1960s and 1970s were
“mission-oriented.” Often they had a limited scope of activity within
their planning purview and an even more limited scope of action. More
importantly, however, they uniformly had a wide, end-to-end
perspective of the whole mission. Indeed, those individuals who were
unable to have this “big picture” perspective were ridiculed and shoved
aside in the decision process.
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Roughly coincident with the end of the Cold War, the office of the
USD (AT&L) and many other relevant organizations changed from a
mission-oriented to a function-oriented basis. As a result, there is a fairly
limited capability in place to develop mission-oriented portfolio strategies.

Beyond broad mission challenges, the DOD needs a set of more
distinct candidates on which to focus its S&T planning and
investments—that is, overarching operational objectives. As mentioned earlier,
an example used previously by the Air Force was “having the capability
to strike any target, at any place, at any time, with precision.” This
compact objective pointed S&T in the right direction and affected all
levels of activity. An attribute-related expression of objectives, noted
earlier, might have been “We seek stealth, precision, and speed.” The
candidates for such overarching objectives, ideally articulated by the USD
(AT&L) and the VCICS, must be plausible and would truly make a difference
strategically. (Volume 1 and Il of this report describe such strategic
objectives and commensurate technology vectors for the 21% century.)
With such alternatives declared, the question becomes how to organize
investments, structures, and processes for success, all of which are
reflected in this report’s recommendations.
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Chapter 5. Recommendations

At the heart of the panel’s recommendations is a central
philosophy: the Department of Defense can only meet the strategic
challenges of the 21* century with a tighter integration of the user
and technology communities.

In a complex, rapidly changing environment filled with problems of a
large scale, the department needs to integrate the deep domain
expertise resident throughout its organization with enterprise-wide,
mission-oriented visions. DOD’s mission solutions need to be better
informed by the technological possibilities being generated throughout the
world, present and future, in order to avoid both the risk of degenerating
into wishful thinking and falling prey to a disruptive surprise.

Furthermore, the technology development community should be
better informed by the mission needs of the department—thus bounding
innovation and experimentation within the department’s priorities and
resources of the. The development of a rich peer-to-peer dialogue
between the capability definition communities of the combatant
commanders and force providers, and the DOD-wide technology
development enterprise should become the basis for future requirements
definition and technology planning, just as this partnership has been a
key component of success in the department’s past.

In order to complement a more informed capabilities generation and
planning process, the department needs a robust set of technology
development capacities. While the department once had numerous
technology development institutions that covered most of the relevant
technology domains, today gaps have emerged as the commercial market
place has grown. In particular, the department needs an organized
function that can “prospect” commercial, non-DOD, and foreign
technologies for good ideas and products.

In addition, the department needs to institutionalize its “expediting”
functions to ensure the war fighter can receive needed capabilities rapidly.
The department needs to strengthen and protect its “speculators”
operating on the technology frontiers, looking for the truly disruptive
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Recommendation #1: Establish Mission Portfolios

solutions. This set of technology development functions not only
enhances the department’s ability to execute plans and visions, but also it
acts as the ultimate hedge against poor plans and misguided visions.

The remainder of this chapter provides specific recommendations
in support of these two broad areas.

Strategic Technology Planning

In the area of strategic technology planning, the panel offers three
principal recommendations.

During the Cold War, the DOD enterprise could self-organize and
prioritize based on a single, well-known overarching challenge—the
strategic threat from the Soviet Union. Current and future
environments are far more complex with a multitude of strategic
challenges. In the absence of overarching visions or guidance, the
department tends to approach the threat along vertical and functional
lines—that is, the military services and agencies.

Yet, in most cases, and certainly in the business world, the better
response to global, complex environments has been to create matrix
organizations combining functional expertise with deep mission
(or customer) expertise. Institutions in the DOD that can provide a
cross-cutting, enterprise-wide, mission-oriented perspective are few and
far between—particularly with peer-level participation from the
technology world.

In order to offset this deficiency and provide a holistic, mission-
oriented view to help guide technology investments, the USD (AT&L)
and VCJCS should establish mission portfolios. These portfolios would
serve as the basis for developing an investment strategy that cuts across
strategic challenges and reflects both the needs of the war fighter and
the possibilities identified by technologists.
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The number of portfolios should be reasonably small. The panel
recommends no more than five, each of which is mission-specific. The
set of missions should encompass the full range of strategic challenges
that the nation faces. These mission portfolios should be based on or
relate to the set of missions identified in the broader strategy
documents used in the department—the National Security Strategy, the
National Defense Strategy, the QDR, the Defense Planning Scenarios,
and others.

For the purposes of this report, the panel has used challenges
identified within the QDR—emerging peer, rogue states, the global war
on terror, and failed states—to illustrate one possible organizing
construct for the portfolios. Ultimately, a key task of the USD (AT&L)
and VCJCS will be to identify the boundaries of the portfolios. It
should be noted that because the portfolios are organized by mission,
there will be intentional overlap in terms of capabilities that can be used
to solve the mission. Finally, the number and organization of the
portfolios should be reviewed periodically, perhaps during each or every
other QDR cycle.

The mission portfolio should represent an understanding of:
= the assumptions related to the current and future mission
= the risks related to the mission

= the capabilities across the doctrine, organization, training,
materiel, leadership, personnel, and facilities (DOTMLPF)
spectrum and technologies anticipated and necessary over the
near-, mid-, and long-term to successfully execute the mission
challenges

= capability and technology gap assessments associated with the
mission and potential new areas of investment

= alternative solutions and hedges to fill the gaps

= the metrics of success.
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A key function of the mission portfolios will be to identify the
range of capabilities necessary to successfully execute the mission,
enabled by available and developmental technologies. As illustrated by
“capability 1” in figure 1, in the near-term, existing technologies would
enable the evolution of capabilities that are currently undefined—
providing a “technology push.”

Capability 2 illustrates the situation where technologies in
development will be phased-in as older technologies and older
capabilities face obsolescence and are no longer able to meet the
challenges of the evolving threat. Generally, there is strong visibility in
terms of the technology potential.

Technology
Push Requirements Pull

20

Time (years)

Capability 1 Capability 2 Capability 3 Capability 4

I Available Technologies [ Technological Void
[ Developmental Technologies

Figure 1. Mission Portfolios Include a Variety of Capabilities Enabled by
Available and Developmental Technologies



RECOMMENDATIONS 1

The global war on terror demonstrates the need to continually meet
technological challenges as adversary methods and means become more
sophisticated and difficult to counter with currently deployed capabilities.
Notionally, there is a pressing need to rapidly perform capability and
technology gap assessments associated with the mission and to field
system solutions supported by available technology. In this case,
technology push comes from the DOD development environment with
technology available from the commercial and industrial sectors.

“Capability 3” encompasses “requirements pull,” where extensive
technology development is required to enable defined new capabilities.
This case would occur when considerable technology would be
developed to enable new strategic vectors.

In “capability 4,” technology development lags the timing proposed
for a particular defined capability, thus creating a “technology void.”
The availability of technology after the operational need is recognized
arises in situations that are driven by technological surprise and rapid
development and deployment of the threat. In these situations, there is
a potential to close the technology gap through either greater S&T
investment in the area or a decision to shift the effort to a high-risk
technology development.

The task of identifying the range of needed capabilities to accomplish
mission objectives, and marrying those needs with the development of
technology over time, is a complex task beyond the competency of any
individual. For that reason, the panel recommends establishing a cadre of
strategists (recommendation #2) charged with this responsibility.

Interaction With and Benefits for the Partnership between the
USD (AT¢ L) and VCJCS

The development of mission portfolios will enhance the growing
“capabilities” partnership between the USD (AT&L) and the VCICS. As
in the past, the VCJCS provides “demand” planning through the Joint
Staff (J7 and J8) and linkage with the joint world, including managing
joint capability areas, the JCIDS and Joint Requirements Oversight
Council (JROC) processes, and the integration of the combatant

33



341 CHAPTER 5

commanders’ priorities. The USD (AT&L) is providing the traditional
“supply” planning from technology to delivered material solutions.

Together, the USD (AT&L) and VCICS are currently partnering for
a variety of cross-cutting guidance and reviews where their
responsibilities intersect. Joint capability area reviews are being
conducted to ensure acquisition activities are consistent with broad
guidance in planning documents and with planning, programming, and
evaluation products. Their collective influence over mission
requirements is further enhanced through joint participation in the
JROC, the Senior Level Review Group, and the Deputy’s Advisory
Working Group (DAWG).

This partnership has recently engaged the Director, Program Analysis
and Evaluation (PA&E) to provide programmatic analysis to their
deliberations and decision-making. The mission portfolios will
significantly strengthen their deliberations and decision-making insights
for the front end of mission-wide requirements. This horizontal
perspective  will buttress the existing structures that manage
programmatic, acquisition, and requirements activities. Individually the
USD (AT&L) and the VCICS have sufficient bureaucratic “carrots and
sticks” to encourage compliance by the services, agencies, and the
combatant commanders.

The USD (AT&L) and VCICS will have many opportunities to
influence the mission portfolio development process. The first and
most strategic is the selection of the portfolios themselves. The second
major point for the USD (AT&L) and VCJCS will be the validation and
evaluation of the completed mission portfolios—the futures assumed,
risk assumptions, trade-off parameters, success metrics, and other
defining components. Finally, the cross-mission analysis, strengths and
weaknesses of options, and trade-off decisions will be a third strategic
point of engagement.
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Recommendation #2:
Establish Mission Portfolio Strategists

In order to create the mission portfolios, the USD (AT&L) and
VCJICS will need a cadre of mission portfolio strategists. This group is
intended to be small, with both military and civilian representation. While
each strategist group is a part of the USD (AT&L) organization, the
strategists are selected and staffed by both the USD (AT&L) and VCJCS.
It is important to note that the panel intends for this cadre to be a staff
group with no direct authority or control over budgets, except as provided
through AT&L under current rules and regulations. Finally, these mission
portfolio strategists should be hired for three- to five-year terms. This work
requires a substantial investment in time and multiple cycles of analysis to
achieve competence. The past successes described earlier resulted in large
part from the combination of hand-picked personnel and long tours of
duty. Any less and the required depth of understanding cannot be
achieved; any more and bureaucratic ossification will set in.

The mission portfolio strategists’ positions will not be easy to fill
given the necessary technology expertise required to relate to the
technology development enterprise, as well as a working knowledge of
the mission’s operational strategy. The mission portfolio strategists are
meant to serve as the mission-oriented, technology intellectual capital of
the USD (AT&L) and VCICS.

Because of the breadth of the task and the group’s small size, the cadre
cannot exist in a vacuum and will need to interact with many organizations
and individuals throughout the department, as illustrated in Figure 2. To
inform their deliberations in the mission area, the strategist will need to
interact with the combatant commanders to understand how these
organizations envision carrying out the mission and the shortcomings they
see in their current and future ability to meet missions. They will interact
with the services and agencies to gain an understanding of their operational
and war fighting visions, their current S&T development capabilities, and
their planned enhancements. This perspective will include insights into all
acquisition programs of record. They will similarly engage with the defense
and joint processes communities such as the JROC, JCIDS, Functional
Capability Boards, and others.
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Figure 2. Interactions Enabling Portfolio Strategies

Similarly, the strategists will reach out to the broad technology
community. The existing DOD technology development institutions,
such as the service labs, will be critical partners in developing an
understanding of the department’s technological possibilities.
Interaction with the department’s “innovation” factories such as
DARPA, the Defense Threat Reduction Agency (DTRA), and those
particular entities “speculating” in the fringes of technology, will
provide insights into what is possible on the horizon. The strategists
must develop an understanding of what is technologically possible from
commercial industry, DOD contractors, and other sources. In addition
to developing a set of broad social networks the strategists will have to
rely heavily on the “prospector” organization for insights into global
trends and innovations otherwise beyond the lens of the traditional
DOD S&T enterprises.

Because all proposed mission solutions should ultimately be cost-
constrained, the strategist team must also iteratively engage with cost
estimators, from the Director of Program Analysis and Evaluation and
within the Services. The ultimate success of the portfolios will be based
on the strategists’ ability to deliver mission cost analyses and
information to the USD (AT&L) and the VCICS.
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Finally, each mission portfolio strategist team will need to stay
attuned to the directions and intentions of the other strategist teams,
because the final recommendations about how to best balance within
and among the missions will be based on cost-benefit trade-offs across
all the missions.

Mission Portfolio Strategist Tasks

Although each individual would have his or her own style, the panel
expects that each mission portfolio strategist would conduct the
following tasks:

1. Identify the critical-component capabilities necessary to
accomplish the mission. This task can be seen as a *systems
engineering” approach, but it will also seem natural to commanders
experienced in developing operation plans. The key idea is that all
critical components must be developed, not just those that are
technically, organizationally, or doctrinally convenient. The critical-
component capabilities must be specified at a meaningful level of detail
if they are to be useful.

2. Alternative Projections. A key task of the mission portfolio
strategists will be to develop alternative projections of the future,
including the potential interaction of measure-countermeasure
competition for the critical capability components. It is an enduring
characteristic of planning that as one side develops successful capabilities,
the other will look for ways to undercut them—whether by low-
technology tactics or high-technology solutions.

One consequence for defense planners is the need to constantly
assess whether the time is ripe to continue or accelerate investment in
systems that currently provide high capability or whether it is instead
time to slow investment and begin the transition to the next generation
of technology. In such situations, planners are seldom sure how quickly
current capabilities will be obviated, which new technologies and
operational concepts will prove out, or how quickly and at what cost
they can be fielded. This is not a subject to be addressed with simple-
minded focus on the alleged best estimate: there are too many
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uncertainties. Instead, planners should encourage experimentation,
variation, and competition.

3. Recommendations for well-hedged investments. The
implication of the task above is the need for well-hedged investment
programs. This need translates into funding “redundant” efforts,
especially with S&T. It is not, however, a blank check to pursue all ideas
at any cost. Some ideas can be culled out by good analysis; other ideas
can lose out (or be deferred) after their development encounters serious
problems; still others can lose out when prototypes are competed. To
make this philosophy effective, however, planners need to have
relatively concrete notions of what metrics to use in tracking progress
or non-progress and conducting competitions. At some point, painful
program cancellations will be necessary, even though program
proponents will fight them.

The mission portfolio strategists should be sensitive to these issues
and should have concrete recommendations for hedging, decision
points, and metrics. Finally, they should identify natural “increments”
of capability that should be separately priced and evaluated. Foregoing
“nice to have” features, particularly on early blocks, can both save
money and avoid serious problems that result from immature
technology. Similarly, the traditional question of “How much is
enough?” is always relevant. Program proponents are often hesitant to
provide alternative increments for acquisition, but the information is
essential for sound planning and tradeoffs.

Fortunately, when making investment decisions, it is sometimes
possible to learn a great deal about alternative approaches with
relatively small S&T expenditures; in other cases, relatively definitive
assessments can be achieved with only moderately expensive
prototypes. In still other cases, parallel engineering development and
even limited production is necessary before uncertainties about both
need and capability will resolve themselves.

4. The need for special measures. The mission portfolio
strategists will find themselves distinguishing sharply among what can
be accomplished “now,” in the near-term, in the mid-term, and
eventually. For the “now” and “near-term” possibilities, they may
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conclude that nothing will in fact happen unless special measures are
taken to expedite development along with all the other aspects of
DOTMLPF necessary for successful fielding. They may then identify
possible expediting mechanisms. In other cases, they may believe that
commercial or other-country technology “should” be very relevant, but
is not well understood. In that case, they may look for potential
“prospectors” to do more careful evaluation. When thinking about the
long-term, they may have the sense that technology might allow for
revolutionary change, even though key enablers are just not available
and the requisite interest not yet stimulated.

Figure 3 shows an illustrative flow pulling together the various
concepts described here. At the left are the four portfolios recommended
by the panel, one of which relates to the global war on terror (GWOT)
mission. One of the first things for the portfolio manager to develop
would be a set of the “critical component” capabilities—that is, those
capabilities on which success of the mission depends. These are not just
contributors to the mission, but necessary for success.

Portfolios Critical Strategic ) T
Components Thrusts Technologies 2
Needed for
Perceptions Understanding go?tg:t:;al
h in xploitation
Defend borders TN W
: Ubiguitous Statistical/machine
Defend interally observation learning
Attack terrorists Contextual Contextual analysis
globally exploitation Social/cultural
measurements
T Influence state Rapidly tailored and ,:ode,s
supporters effects
Pattern discovery
Attack state .
supporters 1

Figure 3. lllustrative Logical Flow from Portfolios to Technologies

Since the mission portfolio strategist is not intended to do
everything, much less reproduce the vast work of the services, there
should be an effort to find a smaller subset of cross-cutting strategic
technology thrusts with particular salience for the office of the USD
(AT&L). In Figure 3, for illustrative purposes, it is assumed that the
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four cross-cutting thrusts are: understanding human terrain, ubiquitous
observation and recording, contextual exploitation, and rapidly tailored
effects—as described in Volumes I and Il of this report. It then
becomes necessary to identify the key technologies enabling each of the
cross-cutting thrusts. Other DOD components (such as the Functional
Capabilities Boards established by the JROC) organize problems
differently and it is assumed that the mission portfolio strategists will
draw upon these for insight and data.

Recommendation # 3:

Develop a Mission-Oriented Strategic Technology Plan

One of the uses of the mission portfolio output should be to serve
as the foundation of a strategic technology plan. As noted previously in
this chapter, the mission portfolio strategists will be developing a cross-
cutting, mission-oriented view of the capabilities and technologies
required. At this point the mission portfolio strategists will have the
insights from the range of actors within the DOD enterprise: the
services, combatant commanders, Joint Staff, agencies, the broader
technical community, industry, and others—all of whom are necessary
to develop a horizontal, mission perspective.

In its “technology” role, USD (AT&L) should be able to leverage the
technology component of the mission portfolio work and develop an
enterprise-wide strategic technology plan. In order to translate the
mission portfolio work into a strategic technology plan, functional
analyses will have to be undertaken, whereby cross-mission gaps and
overlaps in technology over a 20-year time span are identified. In
addition, input from the “prospecting” and “speculating” functions of
the technology development enterprise should be used to identify new
technology thrusts capable of enabling entirely new capabilities, not
identified via the mission perspective. As a product of the USD (AT&L)
and VCJCS mission portfolio analysis, this plan will be derived from a
mission context and informed by both the operational requirements and
the technological possibilities. As such, the plan will be more than just an
amalgamation of the services’ strategic technology plans.
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The strategic technology plan is the portfolio of technology
development necessary to enable emerging war fighting concepts. It
should have several key components:

= Establish the state of DOD'’s current technology base as it
relates to the five or fewer mission areas.

= Based upon a clear understanding of the operational requirements
of each mission, derive the projected technology needs identified
across the missions. As an output of the mission portfolio
process it should reflect a period of iteration between the
strategic technology plan and the operators that will identify the
realism of operational objectives given the limits of technology.
Following this iterative process, the USD (AT&L) should be able
to project desired technology end state requirements for both the
mid- and long-term.

= Clearly enumerate the resulting technology gaps and the

resources (time, money, and people) necessary to close these
gaps. A significant amount of effort will be necessary on the
part of USD (AT&L), in conjunction with the technology
development execution agents in the services, agencies, OSD
and industry, to determine: how these gaps get closed, by
whom, and in what priority. This process will, by definition,
highlight the ongoing technology programs that are not a
mission priority and that should, therefore, be terminated.

Implied in this process is the need to create a truly robust ability to
anticipate technology advances and to anticipate how potential
adversaries will adapt to these advances. This is a dynamic task, as is
tracking metrics and continually updating the plan. Given the conviction
that in this era operational capabilities are so dependent upon S&T
insights, the panel believes that the department’s operational destiny
should be influenced in large part by the S&T enterprise, supported by
the intelligence enterprise.

The completed strategic technology plan should stand on its own as
the rationale for S&T budget requests and as the conceptual framework
within which new technology investments are proposed. Given its
origins in the mission portfolio analysis, the proposed technology
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investments will have a linkage to either missions or their ability to
enable new capabilities; will reflect an enterprise-wide perspective and
will be resourced (providing an element of financial realism often
missing). The plan will thus provide a rationale for investment beyond
some arbitrary target, such as “S&T should be 3 percent of the top
line.” Furthermore, once analyzed within the cross-cutting, horizontal,
mission-context, the ability to make hard trade-offs in declining budget
environments—including what should be cut in order to free resources
to begin new initiatives—should be made easier. It should also provide
the S&T enterprise a basis to articulate why proffered Congressional
earmarks are helpful or not.

Enhanced Execution Capability

Recommendation # 4:

Expand Technology Development Execution Capacity

To complement a more informed capabilities generation and
planning process, the department needs a robust set of technology
development capacities. A broad set of technology development
functions not only enhances the ability to execute the department’s
plans and visions, but also strengthens the technology development
enterprise’s ability to “push” technology. Most importantly, a robust set
of technology development capabilities become the ultimate hedge
against poor plans and misguided visions (someone, somewhere will be
thinking of a solution).

The current technology development environment is mapped in
Figure 4, showing the execution agents and their activities as described
earlier in this report.
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DOD Agencies Ad Hoc Government

Organizations Venture Capital
DARPA NSA, DISA, Labs RD&E Centers (Rapid Equip-  Organizations

EXeoing MDA,  NGA (NRL, (NSWC, ping Force (In-Q-Tel,
DTRA ARL, SPAWAR, Joint IED Task Onpoint,
WRAIR) TARDEC' Force) DeVenCl)

Natick, AFRL

'
.
.

Aggregate commitments in... ' $ Billions
O $10's — $100's Millions

. Less than $10’s Millions

Figure 4. Current Technology Development Environment

Any individual organization that funds technology development
uses one or more of the elements of this taxonomy. The developer and
innovator mechanisms are currently well covered. The expeditor
mechanism has been created using ad hoc structures, such as those
established to face the problem associated with 1EDs (initially the Joint
IED Task Force, which transitioned first into the Joint IED Task Force
and then to the Joint IED Defeat Organization). However, there is no
standing “expeditor” capacity to expeditiously meet emerging war
fighter requirements and inadequate DOD-wide investment in truly
speculative technology research.

= Expeditor. The panel recommends the department create
standing institutional capacity to rapidly (less than two years)
move technology to fielded systems. (The expeditor is discussed
in further detail in Volumes | and 1V of this report.)
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Recommendation # 5: Establish a Prospector Function

= Speculator. This capability is a key shortfall in an environment
where avoiding technological surprise is a strategic challenge.
This capacity is needed to invest in speculative (inventor-like),
high-risk, high pay-off technologies that might satisfy future
needs—not meeting existing requirements. In a sense the
speculator is anticipating future needs. There will be many
failures, but without speculating, we are likely to be surprised or
caught short in the future.

The third area, the prospector, is less a technology developer than a
technology finder. For this reason the panel addresses the prospector in
a separate recommendation below.

In the new technology environment, identifying the global ideas
that can be acquired or adapted for DOD needs is a critically needed
capability. The DOD enterprise needs a “prospector” capacity designed
to find solutions to current and future needs—including solutions to
problems not yet recognized—that are emerging in the non-DOD
world. Further, this entity also searches for ideas that might enable
capabilities not envisioned by the department or its adversaries. This
capability currently exists on an ad hoc and small basis throughout DOD
and the intelligence community. For example, the Navy has a group of
individuals based around the globe tasked to monitor relevant foreign
sea power technologies. However, it is a capability that is severely
lacking on a systematic and enterprise-wide basis.

The USD (AT&L) should establish a group of people knowledgeable
about the needs of the DOD to trawl commercial industry, foreign
governments, and academia for promising products and technology
solutions. This group’s role will be to inform the mission portfolio
strategists and all participants in the DOD chain of the technology
investment process, including the war fighters (combatant commanders
and joint community), the services and laboratories, PA&E, and USD
(AT&L) and DDR&E, about emerging problems, solutions, and
promising research that could provide needed or new capabilities. The
goal is to keep the DOD community intimately part of and not apart
from the wider, global technological community. The prospectors should
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also inform the DOD enterprise about the range of technological options
available to adversaries.

The prospector fulfills an additional critical function. In a world of
rapid technological development occurring outside of government
(including adversary adaptation of such technologies), the United States
cannot simply react to fielded weapons or countermeasures. It is too
late to wait to respond until confronted with a system on the battlefield.
But it is not possible to anticipate what our adversaries might do, and
how they might do it, unless we are intimately familiar with the range of
technologies that might be available to them. The prospector can
anticipate what might occur in the battlefield by seeing what is
happening in the marketplace of products, ideas, and technologies.

A Refocused AT &L Enterprise

Implementing these challenging recommendations will result in a
refocused USD (AT&L) enterprise—one oriented around missions
rather than functions.

The payoff to such change will be a capabilities-generation process
that is more in sync with the global marketplace. It will return the DOD
technology enterprise to a strategic investment focus that was once
successful, vice the current emphasis on process reviews, oversight, and
day-to-day emergencies. It will enhance effectiveness across multiple
time frames and economic futures, and, using the QDR as a point of
departure, it will address multiple capabilities in multiple domains.

The ways and means to implement this study lie within the AT&L
enterprise. The required organizational and process efficiencies to free
these resources can be found in the details of recommendations in prior
Defense Science Board (DSB) reports.
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Chapter 6. Conclusion

The recommendations in this report are designed to equip the
DOD to lead technology development in the 21* century, leveraging
the pace and change occurring in the non—-DOD environment.

The most important benefit of the portfolio-strategist approach is
that the priorities of the Secretary of Defense will be directly and
explicitly addressed in a way that cuts through the fog of Pentagon
bureaucracy to recommend meaningful, well-defined, effective actions;
to monitor the effects of implementation; and to adapt as necessary.

This role is not subordinate to other planning processes, but rather is
a “special” role that draws on and connects to the myriad other processes
as proves useful. Over time, perhaps this special role will no longer be
necessary because routine processes will become more effective and
streamlined. And, over even more time, new and different techniques for
accomplishing these “special” functions will need to be introduced.

The mission portfolio strategists, recommended in this report, would
inform and motivate strategic thrusts not only for the department,
but over time for national strategy as well, thereby affecting other
agencies such as the Departments of Energy, Homeland Security, State,
and others.

The mission portfolio strategists would not only recommend how
to allocate resources within their separate portfolios, but would also
provide the insights necessary to inform cross-portfolio tradeoffs. The
panel understands that these trade-offs are not likely to be a result of
highly quantitative decision analysis. Rather, top-level decisions will be
informed by clearly developed characterizations where investments
would most likely have big benefits and where somewhat reduced
investments would introduce only tolerable risk.

The cadre of mission portfolio strategists and a strategic technology
plan will serve as leverage points for a DOD-wide discourse between
and among the components of the technology development enterprise,
which is necessary for a technology strategy that transparently optimizes
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its investment strategy. Complemented with more capacity in execution,
through the expeditor’s rapid fielding and the speculator’s investment in
the future, as well as the prospector’s identification of emerging risks
and opportunities, the department will be better equipped to meet the
challenges that the nation faces today and in the future.
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Appendix A. Terms of Reference
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AND LOGISTICS

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Terms of Reference — 2006 Summer Study on 21 Century Strategic
Technology Vectors

Many technology thrusts were initiated during the Cold War to support
operational needs, but a few strategic capabilities proved enormously successful to
enhancing U.S. combat capabilities. Stealth, speed, precision, and tactical ISR
were developed to penetrate enemy battlespace with minimal losses and increase
combat effectiveness. These capabilities provided the highest operational
leverage, especially against State actors who chose massed force on force modes
of conflict. Although hindsight easily verifies the importance of these capabilities,
their implementation was uneven and problematic.

Today, adversaries (both State and non State) have moved away from
massed forces to negate or mitigate U.S. combat capabilities. Denial and
deception proved very effective in reducing air power effectiveness in the Kosovo
air campaign. Dual use technology bestows strategic capability to small groups
for relatively low investments and also allows both State and non State adversaries
to economically develop effective countermeasures which lessen U.S. capabilities.
The very nature of dual use technology creates significant uncertainty about any
group’s capabilities. Non state actors exploit seams in the international system by
operating within the boundaries of sovereign states and take advantage of legal
systems to plan, equip and train their forces. In effect, adversaries created
operational safe havens against U.S. military capabilities.

In addition, the Department of Defense (DoD) is increasingly involved in
two major mission areas of non combat operations. These include stability
operations and domestic civil support missions during catastrophic natural
incidents or WMD events. These mission areas stress DoD differently than
combat operations and require the identification and development of new DoD
capabilities.

The next generation of DoD capabilities must counter or negate safe havens

and provide more effective capability in the new mission areas. Potential
operational mission characteristics include:
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1) US and allied freedom to operate in both State and non State’s safe havens

in order to deny the adversary sanctuary,

2) Ability to identify and track at suitable standoff distances, material,
transactions, and items of interest across all environments;

3) Creation of sufficient situational awareness at all user levels to know when
action is required and then act upon it with a high degree of effectiveness.

4) Ability to avoid substantial collateral damage and non-combatant casualties
in all environments.

The Summer Study should:

1) Review previous attempts (both successful and not) by DoD to identify
critical technologies in order to derive lessons that would help illuminate the
current challenge;

2) Identify the National Security objectives for t