
Public Key Infrastructure (PKI)

Frequently Asked Questions

What is the role of PKI?

PKI is a fundamental component of the DoD’s Net-Centric vision and is essential to providing enhanced Information Assurance and Identity Management capabilities. The DoD use of PKI in our Identity Management capability is recognized as the world leader in this area.  

What is the status of PKI?

While the DoD has obtained an Initial Operating Capability (IOC) for the functions of PKI, the DoD PKI Enterprise-wide capability must continue to expand in order to enable applications to exploit the technology.  The DoD Components must continue to make available and/or develop the enabling technology to utilize PKI capabilities. 

What is the role of the Common Access Card?  

DoD has chosen the Common Access Card (CAC) as the primary token for protecting private keys associated with identity, signature, and encryption certificates issued by the DoD PKI to DoD eligible users.  These eligible users are active duty uniformed services personnel,  (including the U.S. Coast Guard, National Oceanographic and Atmospheric Administration (NOAA), etc.) members of the Selected Reserve, DoD civilian employees, and personnel working on site at DoD facilities using DoD network and e-mail services.  

Do PKI requirements apply only to DoD, or do they extend to industry?  

DoD industry partners that process electronic transactions with the DoD, or exchange e-mail containing DoD sensitive information, or who sign document (e.g. contracts), or who require certificates to interact with PK-Enabled DoD applications, must obtain certificates from DoD-approved external PKIs.  Currently there are two groups of DoD-approved external PKIs:

· The Interim External Certificate Authority (IECA) (which will be come the External Certificate Authority)

· The Federal Bridge

What is the purpose of the Interim External Certificate Authority and the follow-on External Certification Authority?  
Given no means to directly issue certificates to external partners, the DoD created an External Certificate Authority Program to employ multiple vendors to offer the service of issuing compliant DoD PKI certificates.  This program is in an Interim (hence, Interim External Certificate Authority or IECA) phase and will transition the three current vendors to full compliance by end of this fiscal year at the latest. Additional information is available at http://iase.disa.mil/pki/eca/.

What is the Federal Bridge?  

The Federal Bridge is the mechanism for validating trust between disparate PKIs.  The Federal Bridge provides the means to create a certificate trust path to the entity that issued the PKI certificate.  

Currently the DoD is partially cross-certified with the Federal Bridge.  Once this cross certification is complete, the DoD will have the capability to accept the other PKIs that have also cross certified with the Federal Bridge. Additional information is available at http://www.cio.gov/fbca/.

What progress has been made to date?  

Today, the DoD has issued more than 8 Million PKI Certificates to the DoD population.  The DoD Components have enabled more than 50% of all of their desktop clients to be able to utilize PKI Capabilities.  One hundred percent of DoD Private Web Servers have been PKI enabled and there are numerous commercial and Component specific applications available to provide PKI enabled services.  

What issues have impacted the use of PKI?  

The magnitude of the DoD PKI has presented some challenges.  For example, the ability to use PKI on a Smart Card for access to networks is limited by COTS technology not accepting standards-based PKI certificates.  Also, certificate status checking has been problematic.  This is the ability to verify that a certificate is still valid (comparable to a credit card authorization at the point of purchase). The migration from a Certificate Revocation List (CRL)(which has grown to a massive unusable size) to alternative standards based COTS technologies for certificate revocation checking is a challenge.   

 When will IOC occur?  

Initial IOC is anticipated in April 2004.  Others capabilities will continue to be made available to ensure that the DoD PKI is a foundation for enabling Identity Management supporting Information Assurance Component of the Global Information Grid Architecture.  All DoD Components are continuing their efforts to enable applications.  Further, the DoD will be fully cross-certified with the Federal PKI Bridge by the end of 2004 enabling trusted exchanges with this community.  There is no deadline or mandate for external partners to register by April 1, 2004 for issuance of any type of DoD PKI certificate.  However, all of our external partners need to realize that every day more and more DOD information resources are being protected by PKI.  Without a DoD approved PKI certificate our partners will have an increasingly limited ability to have access to or exchange information with the DoD. 

