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1 Purpose
This document provides information on how to use the IUID Registry Application Program Interface (API) web services.
2 Scope
The IUID Registry is a searchable database with public and controlled access views.  In addition to the web interface, there are three APIs available for accessing the database in a systemic manner.  These APIs can be used to verify that an entry exists for on or more Unique Item Identifiers (UII); return the UIIs for an Enterprise Identifier and Serial number, and optionally Part Number and Batch/Lot; and fetch a subset of the pedigree data for a given UII.

This document describes each API, providing samples for valid and invalid XML formats.  In addition, examples using SOAP and HTTP are also provided but familiarity with these protocols is expected and these samples may or may not work on another network due to internal configuration.
3 IUID Registry APIs
The IUID Registry provides interfaces that allow software to access selected information.  These interfaces are implemented as web services which take in parameters and return results via XML.  
While each API request has a different schema, there is a single schema for the response.  Within the response XML, is a ResultStatus section.  This section says whether or not the XML was successfully processed.  If the tag <Success> contains “true”, the request XML was processed by the IUID Registry and the requested information provided.  If the <Success> tag contains “false”, there was a problem with the request XML and the IUID Registry data was not accessed.  There is a <Message> section that provides more information about the response if a “false” status is returned.
For each of the APIs, there is a schema document as well as a web page where the XML format can be tested prior to system implementation.  Table 1 provides the URLs and links to the schemas.

Table 1.  API Schemas and Web Sites

	API
	Schema
	Web Site

	UII Verification
	UII_Verification_Schema_V1.xsd
	https://www.bpn.gov/iuidapi/UIIVerification.asmx?op=UIIVerification

	Elements Retrieval
	Retrieve_Elements_Schema_V1.xsd
	https://www.bpn.gov/iuidapi/Retrieval.asmx?op=ElementRetrieval

	UII Retrieval
	Retrieve_UII_Schema_V1.xsd 
	https://www.bpn.gov/iuidapi/Retrieval.asmx?op=UIIRetrieval


3.1  UII Verification API
This API is used to verify whether or not a UII resides in the registry.  One or more UIIs may be provided in a single query.  For each UII provided, the API will return a “registered” or “not registered” value that lets the questioner know if an item with that UII value has already been registered.   
3.1.1 Valid XML
A sample XML string passed to the web service contains two UII values, one that is in the IUID Registry and one that is not:

<?xml version="1.0" encoding="UTF-8"?>
<UIIVerification xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="UII_Verification_Schema_V1.xsd">
<Version>1.0</Version>
<Contact>
    <Name>Joe Tester</Name>
    <Organization>00000</Organization>
    <Phone>555-123-4567</Phone>
</Contact>
<UIIList>
    <UII>D00000123456</UII>
    <UII>D00000123478</UII>
</UIIList>
</UIIVerification>
In response, the following XML string is returned from the web service showing the different results for UIIs that are in the IUID Registry and for those that are not in the IUID Registry:

<?xml version="1.0" encoding="utf-8" ?> 

<UIIVerificationResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema"     xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<Version>1.0</Version> 

<ProcessDate>2006-05-12T16:44:35.0000000-05:00</ProcessDate> 

<ResultStatus>

  <Success>true</Success>

</ResultStatus>

<Verification>

  <VerificationResult>

    <UII>D00000123456</UII>

( Not in IUID Registry
    <Result>not registered</Result>

  </VerificationResult>

  <VerificationResult>

    <UII>D00000123467</UII>

( In IUID Registry
    <Result>registered</Result>

  </VerificationResult>

</Verification>

</UIIVerificationResponse>

3.1.2 Invalid XML
When the API receives a query that is not in a format it expects or that is a badly formed XML, it will return a XML with an error message in the ResultStatus section.  The following example shows what may be returned when the API receives a non-XML format:
 <?xml version="1.0" encoding="utf-8"?>

<UIIVerificationResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <Version>1.0</Version>

  <ProcessDate>2006-06-20T12:39:17.4558365-04:00</ProcessDate>

  <ResultStatus>

    <Success>false</Success>

    <Message>XML error</Message>

  </ResultStatus>

</UIIVerificationResponse>
3.2 Elements Retrieval API
This API is used to retrieve a subset of the pedigree data for a UII; namely, Enterprise Identifier, Serial Number, Original Part Number, and Batch Lot.  One or more UIIs may be provided in each API call. 
3.2.1 Valid XML

The following sample query contains two UIIs.  One is in the IUID Registry and the other one is not. The XML string passed to the web service is below:
<?xml version="1.0" encoding="UTF-8"?>

<ElementsRetrieval xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="Retrieve_Elements_Schema_V1.xsd">

<Version>1.0</Version>

<Contact>

    <Name>Joe Tester</Name>

    <Organization>00000</Organization>

    <Phone>555-123-4567</Phone>

</Contact>

<UIIList>

    <UII>D00000123456</UII>
    <UII>D00000123478</UII>
</UIIList>

</ElementsRetrieval>

The results of the API call are below.  Notice that some of the elements retrieved are populated with ‘none’ regardless of whether or not the UII was in the IUID Registry.  When this occurs, there is no data in the IUID Registry for that pedigree element.
<?xml version="1.0" encoding="utf-8" ?> 

<ElementsRetrievalResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<Version>1.0</Version> 

<ProcessDate>2006-05-15T16:44:54.0000000-05:00</ProcessDate> 

<ResultStatus>

  <Success>true</Success> 

</ResultStatus>

<RetrievalResult> 

  <ElementResult>

    <UII> D00000123456</UII>


( In IUID Registry with no Batch/Lot data
    <RetrievalInfo>

      <EnterpriseIdentifier>00000</EnterpriseIdentifier>

      <SerialNumber>123456</SerialNumber>

      <PartNumber>20E10201</PartNumber>

      <BatchLot>none</BatchLot>

    </RetrievalInfo>

    <ResultStatus>

      <Success>true</Success> 

    </ResultStatus>

  </ElementResult>
  <ElementResult>

    <UII> D00000123456</UII>


( Not in IUID Registry
    <RetrievalInfo>

      <EnterpriseIdentifier>none</EnterpriseIdentifier>

      <SerialNumber>none</SerialNumber>

      <PartNumber>none</PartNumber>

      <BatchLot>none</BatchLot>

    </RetrievalInfo>

    <ResultStatus>

      <Success>false</Success> 
      <Message>UII not found</Message>
    </ResultStatus>

  </ElementResult>

</RetrievalResult>

</ElementsRetrievalResponse>

3.2.2 Invalid XML
When the API receives a query that is not in a format it expects or that is a badly formed XML, it will return a XML with an error message in the ResultStatus section.  The following example shows what may be returned when the API receives an improperly formed XML:
  <?xml version="1.0" encoding="utf-8" ?> 

   <ElementsRetrievalResponsexmlns:xsd="http://www.w3.org/2001/XMLSchema"  

     xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
   <Version>1.0</Version> 

   <ProcessDate>2006-06-20T12:29:33.9227175-04:00</ProcessDate> 

   <ResultStatus>

     <Success>false</Success> 

     <Message>Unspecified error.</Message> 

  </ResultStatus>

  </ElementsRetrievalResponse>

3.3 UII Retrieval API
The UII Retrieval API returns one or more UII if their pedigree elements match all of the elements provided in the XML.  The XML can contain values for one or more of the elements Enterprise Identifier, Serial Number, Part Number, and Batch/Lot.  
3.3.1 Valid XML
The following sample is looking for any UII in the IUID Registry whose Enterprise Identifier is ‘97942’ with the serial number ‘1160’:
<?xml version="1.0" encoding="UTF-8"?>
<UIIRetrieval xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="Retrieve_UII_Schema_V1.xsd">
<Version>1.0</Version>
<Contact>
    <Name>Joe Tester</Name>
    <Organization>00000</Organization>
    <Phone>555-123-4567</Phone>
</Contact>
<ElementList>
     <Element> 
        <EnterpriseIdentifier>97942</EnterpriseIdentifier>
        <SerialNumber>1160</SerialNumber>
     </Element>
</ElementList>
</UIIRetrieval>

The result of the API call returns multiple UII since the same Enterprise Identifier and serial number were matched to multiple UII records in the IUID Registry.  For convenience, the query parameters are provided as well as the matching UIIs.
<?xml version="1.0" encoding="utf-8" ?> 

<UIIRetrievalResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<Version>1.0</Version> 

<ProcessDate>2006-05-15T16:51:42.0000000-05:00</ProcessDate> 

  <RetrievalResult> 

    <UIIResult>

      <Element>

        <EnterpriseIdentifier>97942</EnterpriseIdentifier>
( Query parameters
        <SerialNumber>1160</SerialNumber>

      </Element>

      <ResultStatus>

        <Success>true</Success> 

      </ResultStatus>

      <UIIList>

        <UII>D9794220E102011160</UII>


( Matching UII list
        <UII>D9794230B2985321160</UII>
      </UIIList>

    </UIIResult>

  </RetrievalResult>

  <ResultStatus>

    <Success>true</Success> 

  </ResultStatus>

</UIIRetrievalResponse>

3.3.2 Invalid XML
Like the previous two APIs, a query with a badly formed XML or  a non-XML format will generate a return with a ‘false’ ResultStatus.  A sample is provided below:
 <?xml version="1.0" encoding="utf-8" ?> 

 < UIIRetrievalResponse:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

 <Version>1.0</Version> 

 <ProcessDate>2006-06-20T12:29:33.9227175-04:00</ProcessDate> 

 <ResultStatus>

    <Success>false</Success> 

    <Message>Unspecified error.</Message> 

  </ResultStatus>

  </UIIRetrievalResponse>

3.4 Testing via Web Page
The IUID Registry provides a web page for each API that is available to test the XML format of a query (see Table 1 above).  In addition, each web page provides information on using SOAP and HTTP to submit the API but assumes that the developer has experience with the protocols.
When the UII Verification web page is accessed, a screen is provided where the XML to be tested is placed.  Figure 1 shows the screen after the XML has been placed inside the box.
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Figure 1 - Web Entry Form

To perform the test, click the “invoke” button in the bottom right-corner of the screen.  A second screen will appear with the results of the query.  The results will be similar to those provided in the samples above.
4 System Protocols
Each API can be invoked by using a SOAP or HTTP interface and each API web page provides information on using the interfaces with the IUID Registry.  Examples of each interface is provided below but is expected that modifications will need to be made to match individual system’s configurations.
These samples are provided as examples only and are not designed to instruct the developer in how to code or implement.

4.1 SOAP with Java
The following sample java code will construct a SOAP request for the Verification API, submit it to the IUID Registry, and process the results:
package bpn.gov.uid.api.verification;

import org.apache.axis.AxisProperties;

import org.apache.axis.message.MessageElement;

public class UIIVerificationServiceTestCase extends junit.framework.TestCase {

    public UIIVerificationServiceTestCase(java.lang.String name) {

        super(name);

    }

    public void testUIIVerificationServiceSoapWSDL() throws Exception {

        javax.xml.rpc.ServiceFactory serviceFactory = javax.xml.rpc.ServiceFactory.newInstance();

        java.net.URL url = new java.net.URL(new bpn.gov.uid.api.verification.UIIVerificationServiceLocator().getUIIVerificationServiceSoapAddress() + "?WSDL");

        javax.xml.rpc.Service service = serviceFactory.createService(url, new bpn.gov.uid.api.verification.UIIVerificationServiceLocator().getServiceName());

        assertTrue(service != null);

    }    // Test operation

        bpn.gov.uid.api.verification.UIIVerificationResponseUIIVerificationResult value = null;

        value = binding.UIIVerification(XML);

        MessageElement[] response = value.get_any();

        System.out.println(response[0].getAsString());

    }

    public void test1UIIVerificationServiceSoapUIIVerification() throws Exception {

        String XML = 

"<UIIVerification xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\" xsi:noNamespaceSchemaLocation=\"UII_Verification_Schema_V1.xsd\">" +

"<Version>1.0</Version>" +

"<Contact>" +

"  <Name>Scott Stricker</Name>" +

"  <Organization>00000</Organization>" +

"  <Phone>703-556-3671</Phone>" +

"</Contact>" +

"<UIIList>" +

"  <UII>UN009248782Z100001</UII>" +

"  <UII>D134991415</UII>" +

"</UIIList>" +

"</UIIVerification>";

        bpn.gov.uid.api.verification.UIIVerificationServiceSoapStub binding;

        try {

            binding = (bpn.gov.uid.api.verification.UIIVerificationServiceSoapStub)

                          new bpn.gov.uid.api.verification.UIIVerificationServiceLocator().getUIIVerificationServiceSoap();

        }

        catch (javax.xml.rpc.ServiceException jre) {

            if(jre.getLinkedCause()!=null)

                jre.getLinkedCause().printStackTrace();

            throw new junit.framework.AssertionFailedError("JAX-RPC ServiceException caught: " + jre);

        }

        assertNotNull("binding is null", binding);

        // Time out after a minute

        binding.setTimeout(60000);

        // Test operation

        bpn.gov.uid.api.verification.UIIVerificationResponseUIIVerificationResult value = null;

        value = binding.UIIVerification(XML);

        MessageElement[] response = value.get_any();

        System.out.println(response[0].getAsString());

    }

…

}

The following is a portion of an Ant build script.  It will generate the Axis stub that is invoked in the above code sample.

<target name="wsdl" depends="init">

        <axis-wsdl2java

          output="src"

          testcase="true"

          verbose="true"

          url="file:///${basedir}/xml/UIIVerification.wsdl" >

<mapping

                namespace="http://www.bpn.gov/IUIDAPI/UIIVerification"

                package="bpn.gov.uid.api.verification" />

        </axis-wsdl2java>

        <mkdir dir="${test.src.dir}/bpn/gov/uid/api/verification" />

        <move todir="${test.src.dir}/bpn/gov/uid/api/verification">

            <fileset dir="${src.dir}/bpn/gov/uid/api/verification/"

                     includes="*TestCase.java"/>

        </move>

    </target>
The following is the output of executing the code above.  The ‘Request’ section contains the request that was submitted to the web service. ‘Response’ contains the information returned from the web service.

REQUEST:
POST /iuidapi/UIIVerification.asmx HTTP/1.0

Content-Type: text/xml; charset=utf-8

Accept: application/soap+xml, application/dime, multipart/related, text/*

User-Agent: Axis/1.4

Host: www.bpn.gov

Cache-Control: no-cache

Pragma: no-cache

SOAPAction: "http://www.bpn.gov/IUIDAPI/UIIVerification/UIIVerification"

Content-Length: 846
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

   <soapenv:Body> 

      <UIIVerification xmlns="http://www.bpn.gov/IUIDAPI/UIIVerification"> 

<xmlIn>&lt;UIIVerification xmlns:xsi=&quot;http://www.w3.org/2001/XMLSchema-instance&quot;xsi:noNamespaceSchemaLocation=&quot;UII_Verification_Schema_V1.xsd&quot;&gt;&lt;Version&gt;1.0&lt;/Version&gt;&lt;Contact&gt;&lt;Name&gt;Joe Tester&lt;/Name&gt;&lt;Organization&gt;00000&lt;/Organization&gt;&lt;Phone&gt;703-555-1234&lt;/Phone&gt;&lt;/Contact&gt;&lt;UIIList&gt;&lt;UII&gt;UN009248782Z100001&lt;/UII&gt;&lt;UII&gt;D134991415&lt;/UII&gt;&lt;/UIIList&gt;&lt;/UIIVerification&gt;</xmlIn> 

</UIIVerification> 

     </soapenv:Body> 

</soapenv:Envelope>

RESPONSE:
HTTP/1.1 200 OK

Date: Fr, 23 Jun 2006 17:45:13 GMT

X-AspNet-Version: 1.1.4322

Cache-Control: private, max-age=0

Content-Type: text/xml; charset=utf-8

Content-Length: 907

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema"> 

<soap:Body> 

<UIIVerificationResponse xmlns="http://www.bpn.gov/IUIDAPI/UIIVerification"> 

<UIIVerificationResult> 

<UIIVerificationResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns=""> 

<Version>1.0</Version> 

<ProcessDate>2006-06-23T13:45:29.0144990-04:00</ProcessDate> 

<ResultStatus> 

<Success>true</Success> 

</ResultStatus> 

<Verification> 

<VerificationResult> 

<UII>UN009248782Z100001</UII> 

<Result>not registered</Result> 

</VerificationResult> 

<VerificationResult> 

<UII>D134991415</UII> 

<Result>registered</Result> 

</VerificationResult> 

</Verification> 

</UIIVerificationResponse> 

</UIIVerificationResult> 

</UIIVerificationResponse> 

</soap:Body> 

</soap:Envelope>
4.2  HTTP with Perl
The following sample perl code will construct XML for the UII Verification API, submit it to the IUID Registry, and process the results:
#!/usr/bin/perl -I .
require 5.001;
use strict;

use LWP::UserAgent;

use HTTP::Request::Common;

use Socket;

use Sys::Hostname;

use XML::Simple qw(:strict);

use Data::Dumper;

MAIN:

{


#


# Setup the web environment, including proxy information.


#


my $host = hostname();


my $address = inet_ntoa( scalar gethostbyname( $host || 'localhost' ) );


my $ua = LWP::UserAgent->new;

 
$ua->agent("MyApp/0.1 ");

 
#

 
# Setup proxy settings if your network goes through a proxy, skip this section if no proxy is involved.

 
#

 
my $proxy_setting = 'http://spider.northgrum.com:80/';


if ($address !~ /^(192|127|65)/) { $ua->proxy(['http', 'https'], $proxy_setting); }


$ua->no_proxy('localhost', 127.0.0.1);


#


# Build the XML to send to the service


#


my @uidlist = ('D00000123456', 'D00000123478'); # List of UII to be verified


my $buf =<<START_OF_BUF;

<?xml version="1.0" encoding="UTF-8"?>

<UIIVerification xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="UII_Verification_Schema_V1.xsd">

<Version>1.0</Version>

<Contact>

  <Name>Joe Tester</Name>

  <Organization>00000</Organization>

  <Phone>703-555-1234</Phone>

</Contact>

<UIIList>

START_OF_BUF


for my $uii (@uidlist) { $buf .= "  <UII>$uii</UII>\n";
} # Append the UII from the list above.


$buf .= <<END_OF_BUF;

</UIIList>

</UIIVerification>

END_OF_BUF

#

  
# Pass request to the IUID Registry API service and get a response back

  
#

  
my $req = HTTP::Request->new(POST => 'https://www.bpn.gov/iuidapi/UIIVerification.asmx/UIIVerification');

  
$req->content_type('application/x-www-form-urlencoded');

  
$req->content("xmlIn=$buf");

  
my $res = $ua->request($req);

  
# Check the outcome of the response

  
if ($res->is_success) {

  

#

  

# If the query was succesful and we got a good response back, display the results.

  

#

  

$buf =~ s/></>\n</g; # Split the buffer lines to make the output more readable.



#



# Print input XML and result XML



#

  

print "--- Submitted ---\n\n";

  

print $buf . "\n\n";

  

print "--- Results ---\n\n";

   

print $res->content;

  

print "\n\n---------------\n\n";



#



# Set up for creating the XML structure



#



my ($doc, @forceList, $expected);

  

my $xs1 = XML::Simple->new();



@forceList = ( 'VerificationResult' );



#



# Create the structure and fetch and display the return status.



#



$doc = $xs1->XMLin($res->content,
forcearray => \@forceList, keyattr => [] );



my $result_status = $doc->{ResultStatus}->{Success};



my $result_message = $doc->{ResultStatus}->{Message};



print "Status is $result_status\n";



print " --- $result_message\n" if ($result_status eq "false");



#



# Check the results for UII verification



#



my $data_array = $doc->{Verification}->{VerificationResult};



my $data_array_len = $#$data_array;



for (my $i=0; $i<=$data_array_len; $i++) {




#




# Loop through the response array and display the results.




#




print "UII[$i] $data_array->[$i]->{UII} is $data_array->[$i]->{Result}\n";



}



#



# Dump out the XML structure just to look at it.



#



print  "\n--- XML Structure ---\n\n" . Dumper($doc);

  
}

  
else {


#



# Errors in the transmission are handled here.



#
   

print "WWW Response status is ", $res->status_line, "\n";

 
}

}
The following is the output of executing the code in the previous section.  The ‘Request’ section contains the XML that was submitted to the web service. ‘Response’ contains the XML returned from the web service followed by condensed output generated by the script to simply list the UII and status in the registry.  The last, ‘XML Structure’ section is simply a dump of the XML structure generated from the response XML.  This structure can be analyzed more easily than the raw XML. 
REQUEST:
<?xml version="1.0" encoding="UTF-8"?>

<UIIVerification xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="UII_Verification_Schema_V1.xsd">

<Version>1.0</Version>

<Contact>

  <Name>Joe Tester</Name>

  <Organization>00000</Organization>

  <Phone>703-555-1234</Phone>

</Contact>

<UIIList>

  <UII>D00000123456</UII>

  <UII>D00000123478</UII>

</UIIList>

</UIIVerification>

RESPONSE:
<?xml version="1.0" encoding="utf-8"?>

<UIIVerificationResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <Version>1.0</Version>

  <ProcessDate>2006-06-20T12:09:37.6690415-04:00</ProcessDate>

  <ResultStatus>

    <Success>true</Success>

  </ResultStatus>

  <Verification>

    <VerificationResult>

      <UII>D00000123456</UII>

      <Result>not registered</Result>

    </VerificationResult>

    <VerificationResult>

      <UII>D00000123478</UII>

      <Result>registered</Result>

    </VerificationResult>

  </Verification>

</UIIVerificationResponse>

---------------

Status is true

UII[0] D00000123456 is not registered

UII[1] D00000123478 is registered
XML STRUCTURE:
$VAR1 = {

          'Version' => '1.0',

          'xmlns:xsi' => 'http://www.w3.org/2001/XMLSchema-instance',

          'ProcessDate' => '2006-06-20T12:09:37.6690415-04:00',

          'Verification' => {

                              'VerificationResult' => [

                                                      {

                                                        'Result' => 'not registered',

                                                        'UII' => 'D00000123456'

                                                      },

                                                      {

                                                        'Result' => 'registered',

                                                        'UII' => 'D00000123478'

                                                      }

                                                    ]

                            },

          'ResultStatus' => {

                              'Success' => 'true'

                            },

          'xmlns:xsd' => 'http://www.w3.org/2001/XMLSchema'

        };
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