GOVERNMENT FACILITIES CHECKLIST

· Government Facilities.

· Meet your escort at the airport if possible. Your Escort should provide maps of the local area, location of the US Embassy, list of emergency numbers, and your tourist passport. 
· Ensure you have reviewed security measures at the facility you are traveling to for various Force Protection Conditions, ask if any special precautions are required. 
· When you arrive at the government facility stay in your car, provide ID for all occupants, and cooperate with the guard instructions. Remain alert for suspicious activities outside the gate area. 
· If you observed strange activity outside the gate tell the security guard what you have seen and provide a description of any individuals. 
· Take time to learn the security countermeasures. If you see something out of place report it. 
· If you notice a contract employee displaying suspicious activity, make a list of his/her activities and report them to your intel officer immediately. 
· If you notice doors or windows propped open, point out the security violation to one of the facility managers. 
· If security enters you building and tells you to evacuate secure classified information, and then exit down the staircase. 

· Mail Security.  

· Have all your personal mail sent to the military or embassy post office. 
· Trained personnel should screen Official mail coming to your office away from the work area.
· Report suspicious packages left in front of office buildings and never pick them up.
· If you notice mail that has too much postage, misspellings or anything else out of the ordinary, leave the package alone, isolate the room, and notify security personnel.

· Other Useful Tips. 

· Always look for the suspicious and make mental notes of the dress, appearance, and behavior of persons acting strangely. 
· Report anything suspect. It is better to be embarrassed by a false alarm than not report a potentially dangerous situation. 
· Know where help can be found, namely US military installations, the American embassy or consulate, or even American businesses that can offer assistance. 
· Walk with confidence in the middle of the sidewalk. Avoid walking too close to the curb or buildings. 
