  FRAUD INDICATORS:

Frequent Complaints by Users of Supplies or Services:

Frequent user complaints of poor quality of supplies or services provided under a contract may indicate that contractors are delivering something less than what you are paying for. The cause may be a poorly written contract, weak contract administration, or fraud involving contractors and employees.

Government Estimates and Contract Award Prices are Consistently Very Close:

Employees may be releasing advance purchasing information to favored contractors.  Additionally, the unauthorized release of advance information may be indicated when the same contractor receives a preponderance of contract awards for a particular requirement, even when competition exists.


Contractor Complaints of Late Payment by the Agency:

Complaints by contractors or suppliers that they are not being paid in a timely manner may indicate fraudulent manipulations and diversion of Government resources through supply or finance operations.

Abnormal Increase in Consumption of Fuel or Supply Items:

Abnormally high consumption of fuel or common supply items such as automotive parts, tools, and individual equipment indicates the items could have been diverted for personal use or resale.

Failure to De-obligate Canceled Purchase Orders:

This situation may indicate that employees are attempting to transfer funds from one fiscal year to another or that employees are receiving a refund for canceled items and are not depositing the refund with the Government.

Excessive Number of Photocopies of Invoices in File:

Alter approved invoices with 'white-out' or similar correction fluid and copy the invoice, destroying the original. The attempt may be to manipulate the audit trail or commit the fraud via the alteration. Secure external and internal copies for comparison. 

Duplicate copies of supplier invoices could also indicate the possibility of multiple payments of the same invoice with the checks diverted.

Less Than Adequate Consideration:

If assets are sold or transferred for what appears to be less than adequate consideration this may indicate a sham transaction with no economic reality. Businesses exist to make a profit and anything in contravention of this goal should be questioned.

REPORT POTENTIAL FRAUD:

REPORT suspicions of Procurement Fraud promptly!
DO NOT WAIT FOR PROOF
Contact Your Procurement Fraud Advisor, Law Enforcement Official, Legal Office or contact a Fraud Hotline
Local Agent _________________________

DSN________________________________

Email_______________________________

Or 

Report via DoD Fraud, Waste & Abuse HOTLINE:

Phone: 1-800-424-9098

  1-877-363-3348 (Iraq and Afghanistan)
Email: hotline@dodig.mil
Web Address: www.dodig.mil/HOTLINE
When calling or sending in a complaint, please be as specific as possible.  Your complaint should provide: 
- The service member's or employee's full name 
- Rank or pay grade 

- Duty station 

- Specifically what wrongdoing you are reporting 

- Specific dates and times 

- Specific location where wrongdoing occurred
- How the individual completed the alleged wrongdoing 

- Why the individual perpetrated the offense 

- Why you believe the alleged activity was misconduct
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IDENTIFYING FRAUD INDICATORS

Fraud is the misrepresentation of a material fact with the intent to deceive.  Includes:

· Deliberate omission of material facts

· False or misleading representation
Fraud can be a single act or combination of circumstances, can be the suppression of truth or the suggestion of what is false, and/or may occur by direct falsehood, by innuendo, by speech, by silence, by word of mouth or by look or gesture.
Who Commits Fraud?  People do!  They could be employees or management; contractor personnel or government employees; military or civilian.  Companies can also be held responsible for actions of their employees and managers.
FRAUD AWARENESS and identification:

YOU

are the first line of defense



   COMMON OFFENSES:

- Bribery, Kickbacks, and Gratuities:

Contractor offers money for preferential treatment during award process.

--Contracting Official accepts money, gifts or favors from a bidder in return for awarding a Government contract.

-- An employee in the Contracting Office, who has no actual authority to award contracts, promises to ensure award of a contract to a bidder if the bidder pays the employee money.

- Making or Using a False Statement:

- Falsifying, concealing, or covering up a material fact by any trick, scheme or device.

- Making false, fictitious, or fraudulent statements or representations.

- Making or using any false document or writing.

- Falsely Making or Altering a Document:

Examples:

-- Contractor falsified time cards of employees by inflating the number of hours allegedly worked, thereby increasing costs on a cost-reimbursement contract.

-- An individual manufactures proposals for bids using the names of several Contractors without the Contractors knowledge or approval. The proposals are then submitted in an effort to obtain various contracts.

-- Contracting Officer’s Representative falsifies DD250 (Material Inspection and Receiving Report) for receipt of goods and services.                                                  

- Companies Conducting Business under Several Names:

Company officials may attempt to conceal a reputation of poor contract performance by conducting business under several different names simultaneously. Such companies may also submit more than one bid or offer in response to a solicitation.

- Collusive Bidding:

A group of companies with the capability of providing the same goods or services conspire to exchange bid information on contract solicitations and then take turns at submitting the low bid, effectively defeating competition. Such action may be carried out in collusion with procuring officials. 

Indicators of bid rigging:

· Identical bids are received.

· A number of bids are received that are much higher than published costs of previous contracts of the same type, or of previous bids by the same firms for similar contracts.

· Fewer firms bid than would normally be expected from that industry:

· There is an inexplicably large gap between the winning bid and all other bids.

· The successful bidder subcontracts work to companies that submitted higher bids on the same project.

· Competing contractors regularly socialize, or contractors and Government procurement personnel socialize.

- Conspiracy to Defraud:

- Two or more persons agree to commit a criminal act such as false claims, false statement, etc. 

- One or more of the persons make an overt act.

- Overt act could have been as simple as drafting up a fake proposal even if they did not submit the document. 

Examples:

-- COR submits false receiving documents on behalf of a Contractor indicating a specific amount of materials on a contract had been received when in fact the materials were never delivered.

-- Individual contacts a Contractor and requests it prepare several different proposals for one individual contract. The individual specifically asks the Contractor to prepare one in the “individual’s name”, one in the “contractors name”, and to “invent” another one. The Contractor then prepares the proposals as requested.

- Disclosure of Proprietary Source Selection Sensitive Information

- Contracting office official illegally discloses information regarding an upcoming Request for Proposal (RFP) providing an unfair advantage.

- Contracting official discloses one offeror’s information to another offeror.  

- Insufficient Delivery of Contracted Items

Examples:

-- Contractor under two separate contracts to deliver 10,000 ballistic vests and 540 ballistic vests only delivers 10,000 vests.

- Failure to Meet Specifications:

A contractor increases profits by providing goods or services that do not meet contract specifications. Such action is often difficult to detect because materials omitted from end products are not readily identifiable. 

-- A contractor uses one coat of paint instead of two; uses watered loads of concrete: installs inferior memory chips in computers; or uses inferior automobile replacement parts.
 COMMON SCHEMES:

Rigged Specifications:

The requesting organization tailors specifications to meet the qualifications of one particular company, supplier, or product.

Unvarying Patterns in Small Purchases:

Unvarying patterns in small purchases may indicate that a buyer is awarding contracts to favored vendors without soliciting competitive offers from additional firms. The buyer may also be entering fictitious competitive quotations and consistently awarding a favored vendor at inflated prices.

Splitting Large Requirements:

Contracting or requiring activity personnel may be splitting requirements into small purchase orders to avoid the scrutiny required for larger dollar value contracts. Splitting the requirement may waste funds by losing the economic advantage of volume purchasing. Favoritism or other forms of fraud are easier to conceal when small purchase methods are used.

Duplicate Payment:

A vendor submits the original voucher for payment, while the purchaser, acting alone or in collusion with the vendor,
 collects for the same item from the cash fund.

Overstatement of Shipment Weights:

Carriers may be defrauding the Government by artificially inflating the weight of a shipment.

Possible Methods:

· Fuel Bumping: Getting the tare weight with less than a full tank of gas and the gross weight with a full tank. 

· Double Billing on Small Shipments (500 to 3,000 pounds): Getting two tare weight tickets for the truck, picking up the two small shipments, getting two gross weight tickets for the combined weight of both shipments, then submitting both tickets for payment. 

· False Tickets: Paying the weight master to provide a false weight ticket or having a supply of blank or false weight tickets. If blank tickets are used, the weight will usually be handwritten rather than printed.

SITUATIONS ENABLING FRAUD:

Failure to Properly Monitor Contract Performance:

Without adequate inspection or through collusion, contractors providing goods and services have an opportunity to be paid for more work or supplies than actually delivered. 

For example, work orders for the removal and installation of partitions, electrical outlets, telephones, plumbing, etc., can be compromised by inflating the quantities of items removed or installed.

No Acquisition Checks and Balances:

Same individual authorized to order and receive goods and services.

-- Persons controlling both the ordering and receiving functions can arrange for diversion of supplies or services for their own benefit or sign for "phantom," incomplete, or technically inferior shipments in exchange for money or favors from the contractor.

Service Contract Specifications Include Bid Schedule Items for Which There is Little or No Requirement:

Contract services include bid items for which there is little or no demand in annual requirement contracts. Individuals working in requirements or contracting activities may be in collusion with incumbent contractors by including such items in bid solicitations. As a result, incumbent contractors gain an unfair advantage by bidding "no charge" or "token" prices for the items, thereby restricting competition.

Poor Physical Security:

Conditions such as poor warehouse lighting, insecure storage areas, and private vehicles permitted to park adjacent to storage areas are examples of weaknesses that encourage or contribute to theft of Government property.

Receipt of Items that Cannot Be Traced to a Valid Requisition:

Items received that cannot be traced to a valid requisition could have been ordered for personal use or resale with the resulting paperwork destroyed.
