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PART 239—ACQUISITION OF INFORMATION TECHNOLOGY  
* * * * *

subpart 239.71--security and privacy for computer systems

* * * * *

239.7102  Policy and responsibilities.

239.7102-1  General.


(a)  Agencies shall ensure that information assurance is provided for information technology in accordance with current policies, procedures, and statutes, to include—

* * * * *


(5)  DoD Directive 8500.1, Information Assurance; and


(6)  DoD Instruction 8500.2, Information Assurance Implementation.[;]


[(7)  DoD Directive 8570.1, Information Assurance Training, Certification, and Workforce Management; and



(8)  DoD Manual 8570.01-M, Information Assurance Workforce Improvement Program.]

* * * * *

[239.7102-3  Information assurance contractor training and certification.

(a)  For acquisitions that include information assurance functional services for DoD information systems, or that require any appropriately cleared contractor personnel to access a DoD information system to perform contract duties, the requiring activity is responsible for providing to the contracting officer—


(1)  A list of information assurance functional responsibilities for DoD information systems by category (e.g., technical or management) and level (e.g., computing environment, network environment, or enclave); and



(2)  The information assurance training, certification, certification maintenance, and continuing education or sustainment training required for the information assurance functional responsibilities.


(b)  After contract award, the requiring activity is responsible for ensuring that the certifications and certification status of all contractor personnel performing information assurance functions as described in DoD 8570.01-M, Information Assurance Workforce Improvement Program, are in compliance with the manual and are identified, documented, and tracked.  


(c)  The responsibilities specified in paragraphs (a) and (b) of this section apply to all DoD information assurance duties supported by a contractor, whether performed full-time or part-time as additional or embedded duties, and when using a DoD contract, or a contract or agreement administered by another agency (e.g., under an interagency agreement).

(d)  See PGI 239.7102-3 for guidance on documenting and tracking certification status of contractor personnel, and for additional information regarding the requirements of DoD 8570.01-M.]
239.7103  Contract clause[s].

[(a)]  Use the clause at 252.239-7000, Protection Against Compromising Emanations, in solicitations and contracts involving information technology that requires protection against compromising emanations. 

[(b)  Use the clause at 252.239-7001, Information Assurance Contractor Training and Certification, in solicitations and contracts involving contractor performance of information assurance functions as described in DoD 8570.01-M.]

* * * * *
PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* * * * *
252.239-7000  Protection Against Compromising Emanations.


As prescribed in 239.7103[(a)], use the following clause:

* * * * *
[252.239-7001  Information Assurance Contractor Training and Certification.


As prescribed in 239.7103(b), use the following clause:
INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION 

(JAN 2008)


(a)  The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program.  The Contractor shall meet the applicable information assurance certification requirements, including—



(1)  DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M; and 



(2)  Appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M.


(b)  Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.


(c)  Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.

(End of clause)]
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