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[PGI 227 – PATENTS, DATA, AND COPYRIGHTS

PGI 227.3 – PATENT RIGHTS UNDER GOVERNMENT CONTRACTS

PGI 227.304-1  General.


(1)  The Interagency Edison Program offers guidance and information on electronic invention reporting.  See https://s-edison.info.nih.gov/Edison/ 

     (2)  USD(AT&L) guidebook "Intellectual Property:  Navigating Through Commercial Waters" (http://www.acq.osd.mil/dpap/specificpolicy/intelprop.pdf ), Chapter 4, Issues and Solutions.

PGI 227.6 – FOREIGN LICENSES AND TECHNICAL ASSISTANCE AGREEMENTS
PGI 227.670  Foreign intellectual property agreements and licenses.

PGI 227.670-3  Procedures.
  (b)  Assistance with patent rights and royalty payments in the United States European Command (USEUCOM) area of responsibility is available from HQ USEUCOM, ATTN: ECLA, Unit 30400, Box 1000, APO AE 09128; Telephone: DSN 430-8001/7263, Commercial 49-0711-680-8001/7263; Telefax: 49-0711-680-5732.

PGI 227.670-4  Export control of intellectual property.  
  The following is a list of agencies that control exports of various items and intellectual property related to those items, and associated laws and regulations:
    (1)  Department of State.  The International Traffic in Arms Regulations (22 CFR part 121) administered by the Directorate of Defense Trade Controls relate to defense articles and defense services on the U.S. Munitions List (Section 38 of the Arms Export Control Act (22 U.S.C. 2778)).

    (2)  Department of Commerce.  The Export Administration Regulations (15 CFR part 730 et seq.) administered by the Bureau of Industry and Security relate to dual use technologies on the Commerce Control List. (Export Administration Act of 1979, Pub. L. 96-72, 93 Stat. 503, as amended) (50 U.S.C. App. 2406)

    (3)  Treasury Department, Office of Foreign Assets Control.  Regulations administered by the Office of Foreign Assets Control implement broad controls and embargo transactions with certain foreign countries.  These regulations include controls on exports and reexports to certain countries (31 CFR chapter V).  Trading with the Enemy Act (50 U.S.C. app. section 1 et seq.), and International Emergency Economic Powers Act (50 U.S.C. 1701, et seq.)

    (4)  U.S. Nuclear Regulatory Commission.  Regulations administered by the U.S Nuclear Regulatory Commission control the export and reexport of commodities related to nuclear reactor vessels (10 CFR part 110), Atomic Energy Act of 1954, as amended (42 U.S.C. part 2011 et seq.).

    (5)  Department of Energy.  Regulations administered by the Department of Energy control the export and reexport of technology related to the production of special nuclear materials (10 CFR part 810), Atomic Energy Act of 1954, as amended (42 U.S.C. section 2011 et seq.).

    (6)  Patent and Trademark Office.  Regulations administered by the Patent and Trademark Office provide for the export to a foreign country of unclassified technology in the form of a patent application or an amendment, modification, or supplement thereto or division thereof (37 CFR part 5).  The Bureau of Industry and Security has delegated authority under the Export Administration Act to the Patent and Trademark Office to approve exports and re-exports of such technology which is subject to the Export Administration Act.  Exports and re-exports of such technology not approved under Patent and Trademark Office regulations must comply with the Export Administration Act.

PGI 227.70—INFRINGEMENT CLAIMS, LICENSES, AND ASSIGNMENTS

PGI 227.7002  Requirements for filing an administrative claim for patent or copyright infringement or a secrecy order claim.

(e)  Addresses.
    (i)  For the Department of the Army--the Intellectual Property Counsel of the Army, U.S. Army Legal Services Agency:

U.S. Army Legal Services Agency

Attn: JALS-IP

901 North Stuart Street

Arlington, VA  22203-1837.



(ii)  For the Department of the Navy--The Patent Counsel for Navy, Office of Naval Research:

Office of the Patent Counsel for the Navy

800 South Quincy Street

Arlington, VA 22204-1562.



(iii)  For the Department of the Air Force--Chief, Patents Division, the Air Force Legal Services Agency, Office of the Judge Advocate General:

Air Force Legal Services Agency

1501 Wilson Boulevard, 6th Floor




Arlington, VA  22209.
(iv)  For all other defense agencies--the agency’s General Counsel.
PGI 227.7003  Investigation and administrative disposition of claims.

  (c)  Disposition of trademark infringement claims.

Because the disposition of trademark infringement claims can take so many different forms, no sample settlement agreement is included in this guidance.  Examples of various ways a trademark infringement claim might be disposed include the following:

(i)  Consent agreements.
(ii)  Termination of use of the allegedly infringed trademark.
(iii)  A license including conditions on how the trademark must be used. 

(iv)  A joint ownership agreement.
(v) Denial of the claim.

PGI 227.7004  Notification and disclosure to a claimant.
  (b)(3)  The following is an example of how to draft a denial of an administrative claim: 

Thank you for your letter of [date] seeking compensation from [agency] for the alleged unlicensed use of U.S. Patent________.  We have determined that your client is not entitled to compensation for the activity that you allege because no valid claim of the asserted patent has been used without authorization by or for [agency].  The [agency] therefore denies your request for compensation.  This is a final agency action. 
PGI 227.71 – RIGHTS IN TECHNICAL DATA AND COMPUTER SOFTWARE

PGI 227.7102  Policy.

  (i)  Additional information on protection of technical data and computer software from unauthorized activities:  


  (A)  Information confidentiality is a core element of the DoD Information Assurance Program.  See— 
     
(1)  Federal Information Security Management Act (FISMA) 44 U.S.C. Chapter 35, Subchapter III, §§ 3541-3549;


(2)  10 U.S.C. 2224, Defense Information Assurance Program;



(3)  DoDD 8500.1, Information Assurance; and 


(4)  DoDI 8500.2, Information Assurance Implementation.  


  (B)  Protection of trade secrets. 




(1)  18 U.S.C. 1905, Trade Secrets Act. 




(2)  18 U.S.C. 1831-1839, Economic Espionage Act. 




(3)  41 U.S.C. 403, Procurement Integrity Act. 




(4)  5 U.S.C. 552(b)(4), FOIA Exemption 4.

  (C)  Copyright infringement:  28 U.S.C. 1498(b).


  (D)  Trademark infringement:  15 U.S.C. 1114, 1122, 1127.  

PGI 227.7103  Acquisition of technical data and computer software.

PGI 227.7103-1  Acquisition planning.

  For additional regulations and guidance, see—



(1)  FAR Part 7 and DFARS Part 207; and 



(2)   Chapter 3 (Acquisition Planning) of the USD(AT&L) guidebook "Intellectual Property:  Navigating Through Commercial Waters" (http://www.acq.osd.mil/dpap/specificpolicy/intelprop.pdf) 
PGI 227.7103-3  Identification and assessment of Government minimum needs.
  (a)(i)(A)  Data needs must be established giving consideration to—




(1)  The contractor's economic interests in data pertaining to items, components, or processes that have been developed at private expense; 



(2)  The Government's costs to acquire, maintain, store, retrieve, and protect the data; 



(3)  Reprocurement needs; 



(4)  Repair, maintenance and overhaul philosophies;



(5)  Spare and repair part considerations; and 



(6)  Whether procurement of the items, components, or processes can be accomplished on a form, fit, or function basis.  

    (B)  When it is anticipated that the Government will obtain unlimited or government purpose rights in technical data that will be required for competitive spare or repair parts procurements, such data should be identified as deliverable data items.  
      (C)  Reprocurement needs may not be a sufficient reason to acquire detailed manufacturing or process data when items or components can be acquired using performance specifications, form, fit and function data, or when there are a sufficient number of alternate sources which can reasonably be expected to provide such items on a performance specification or form, fit, or function basis.

    (ii)  In addition to desired software performance, compatibility, or other technical considerations, needs determinations should consider such factors as—



(A)  Multiple site or shared use requirements;



(B)  Whether the Government's software maintenance philosophy will require the right to modify or have third parties modify the software; and 


(C)  Any special computer software documentation requirements.

PGI 7104  License rights in technical data and computer software.

PGI 227.7104-1   General.

   (b)  Doctrine of segregability.  For example, the lowest practicable segregable portion of the data or software may be at any segregable sub-item or sub-component level, or any segregable portion of a process, or at a software subroutine that performs a specific function. 



(i)  Determining which rights-allocation clause is applicable.  When technical data or computer software involves a mixture of noncommercial, Small Business Innovation Research (SBIR), and/or commercial data or software, the appropriate rights in technical data and computer software clause is applied at the lowest practicable segregable level.  



(ii)  Determining the source of funds for development.  The determination of the source of development funds for technical data or computer software should be made at the lowest practicable segregable level.  Contractors may assert restrictions on any segregable element that otherwise qualifies for restrictions under the appropriate rights in technical data and computer software clause.


(e)  For additional information, see the USD(AT&L) guidebook "Intellectual Property: Navigating Through Commercial Waters" 

http://www.acq.osd.mil/dpap/specificpolicy/intelprop.pdf.  

227.7104-4  Rights in technical data and computer software—Small Business Innovation Research (SBIR) Program.

For additional information on SBIR data rights, see section 8 of the Small Business Administration directive “Small Business Innovation Research Program Policy Directive,” published in the Federal Register on September 24, 2002 (Volume 67, Number 185, pages 60071-60098 (http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=2002_register&docid=02-24026)), or from the Small Business Administration at http://www.sba.gov/sbir/SBIR-PolicyDirective.pdf.

227.7104-5  Rights in commercial technical data and commercial computer software.

  (c)  The contracting officer must determine whether the commercial license governing the computer software or computer software documentation is consistent with Federal procurement law and meets the agency's needs.  Contracting officers will coordinate with legal counsel and program managers in making this determination.  If the license fails to meet either of these criteria, the contracting officer will resolve any legal issues and/or negotiate for mutually acceptable license terms  prior to contract award.

    (1)  Open source software and other special cases.  (i)  Generally, the term "open source software" is used to reference computer software for which the source code (as well as the executable/object code) is made publicly available at no charge under licensing terms that authorize the user to use, study, modify, and redistribute the software.  Some open source software licenses require that, if further distributed in its original or modified form, the software must be distributed under the same terms and conditions of the original open source software.

      (ii)  In almost all cases, open source software will meet the definition of "commercial computer software" at 252.227-7015(a)(1), and thus will be governed by 227.7104-5.  In the rare exception that open source software does not qualify as commercial computer software, it will be treated as noncommercial computer software (defined at 252.227-7013(a)(16)) under 227.7104-3.  Although open source software may require no "out of pocket" expense, open source software is not entirely "free" or "in the public domain" to the extent that those terms imply that the software is completely open and unrestricted.  Open source software is distributed subject to licensing terms and conditions that are binding on the licensee/user.  Like any other form of commercial computer software, these licenses typically include important restrictions or affirmative obligations on use, modification, or redistribution.  These license terms must be evaluated in the same manner as any other type of commercial computer software to determine whether the license is consistent with Federal procurement law and otherwise meets the agency's needs.

    (iii)  To accept delivery of commercial computer software, including open source software, the contracting officer must understand— 

      (A)  What the software is and the licensing constraints that govern its use; 

      (B)  How the software will be used within the system being procured; 

      (C)  Whether it is likely the software will need to be modified and/or distributed over the lifecycle of the system; and 

      (D)  The potential impacts on other computer software, both commercial and noncommercial, that may be contained in the software license terms (e.g., some open source software licenses require that any other software that is integrated with, linked to, or used in connection with the OSS must then be governed by the open source software license).   

    (2)  Determining whether the license is consistent with Federal procurement law and meets the agency’s needs.  It is important to understand that a commercial computer software (including open source software) license is often the sole or primary contractual document that governs the acquisition of the software in the commercial marketplace.  As such, the license includes much more than a mere list of authorized uses—the license includes many additional terms and conditions that may conflict with other terms and conditions found elsewhere in the contract.  The following is a list of sample issues common to many forms of commercial computer software licenses (including open source software):

      (i)  Indemnification by Government.  The license may require the Government to indemnify the contractor/vendor against potential liabilities in a manner that violates fiscal law (e.g., the Antideficiency Act, 31 U.S.C. 1341 et seq., and 31 U.S.C. 1517) or other policy requirements.

    (ii)  Disputes and Remedies.  Disputes arising in Federal contracts are governed by the Contract Disputes Act (41 U.S.C. 601 et seq.), as implemented at FAR Part 33.  Commercial computer software licenses may include terms that provide for specific remedies (e.g., injunctive relief) or procedures that conflict with the Contract Disputes Act.

    (iii) Choice of law and venue.  Federal contracts are governed by Federal law.  Commercial computer software licenses often specify that the license will be governed by the laws of a particular State, and may specify a particular venue for any legal actions related to the license.

    (iv)  Disclaimer of warranties; inspection and acceptance. Many commercial computer software licenses include disclaimers of all or most express or implied warranties (e.g., warranty of merchantability, or fitness for a particular purpose), and provide the software "as is."  This may conflict with the warranty, or inspection and acceptance, requirements included in the parent contract under which the computer software is being acquired.  In some cases, the contracting officer may accept these terms and conditions (e.g., see FAR 12.402 and 12.404). 

    (v)  Terminations.  Federal contracts have mandatory requirements and clauses governing terminations.  Commercial computer software license provisions regarding terminations may conflict with these mandatory requirements.  See FAR 12.403 for guidance regarding the use or tailoring of termination requirements for commercial items generally. 

    (vi)  Operational considerations: "time bombs" or disabling subroutines.  As a technical mechanism to enforce license payments or term/duration of the license, commercial software code may include subroutines that automatically disable the software from operating upon the occurrence (or non-occurrence) of certain conditions (e.g., at the expiration of the license period, changes to the hardware configuration, or the failure to pay license fees or other breach of the licensing terms).  In cases where continuity and reliability of software operation is critical, the Government must not allow commercial software items to have disabling subroutines in the software.
  (3)  Special considerations for open source software licenses.  Open source software licenses may include additional terms, or raise additional issues, that are not typical of other, non-open source software, licenses.     
    (i) Inability to negotiate.  The owner(s) of the intellectual property rights in the open source software might not be available for negotiating lesser or greater rights than those rights provided by the license that governs the open source software.  Accordingly, the contracting officer may not be able to negotiate specialized licenses under DFARS 227.7104-5(a)(2) and (b), and, therefore, must not presume that it will be possible to accept the use of the software with the intent of renegotiating problematic terms later.  

    (ii)  So-called “viral” licenses.  Some open source software licenses require that any modifications to the licensed open source software, and/or any other software that may be combined or merged with the licensed open source software, must also be made subject to that same open source software license—which may include mandatory release of the code, including source code as discussed in paragraph (iii).  Such open source software licenses are sometimes referred to as "viral" in that the open source software license is viewed as "infecting" other software (please note this terminology should not be interpreted as prejudicial to, or a negative evaluation of, the open source software or license -- it is merely a short-hand reference to one aspect of the licensing terms).  In some cases, the open source software license terms may be inconsistent with legal rights or restrictions that govern the affected software, making it impossible to modify the open source software, or combine or merge the open source software with the other software, without violating either the open source software license or the legal rights or restrictions that otherwise govern the other software.  In some cases, a well-defined Application Program Interface (API), protocol, or data format may serve as a buffer between the open source software and the other software, to insulate the other software from being subject to the open source software license terms.

    (iii)  Mandatory release (of source code).  Open source software licenses generally require that the program code (i.e., executable or object code) and the source code be made freely available to all recipients of the executable code, which may require a public release in some cases.  This is an important factor when open source software is being considered for use in, or in connection with, a military system that is classified, export controlled, or otherwise restricted from public release.  This issue is even more critical when the open source software license is "viral" in nature (see paragraph (ii)), such that using, merging, or combining the licensed open source software with another classified or sensitive program may require that the other program also be governed by the terms of the open source software license that requires open or public release of the source code.  Accordingly, the Government must be aware of the issues created by the open or public nature of the open source software, and the potential for use of such open source software to affect other sensitive, non-public programs.   
  (4)  Contractor use of, but not delivery of, commercial computer software.  In cases where the contractor proposes to use open source software while performing under a contract, but not to deliver open source software, program managers and data managers should take care that such use does not create Government obligations under the open source software licensing scheme.  

  (5) Authorization and Consent for patent or copyright infringement.  Authorization and consent issues can arise in any acquisition of commercial or noncommercial computer software, but have been identified as a special concern area for open source software.  

    (i)  General.  Computer software may be covered by a U.S. patent or copyright.  If the Government uses patented or copyrighted software without a license or other permission of the patent or copyright owner, the Government may be sued in the U.S. Court of Federal Claims for money damages for the unauthorized use or "infringement," but can not be enjoined from using the software (28 U.S.C. 1498).  This exclusive remedy applies when the unauthorized use is directly by the Government, or by another person (e.g., a Government contractor) with the authorization and consent of the Government.  The contracting officer may provide authorization and consent expressly (e.g., in writing, typically in a contract clause), or impliedly through action.  Whether the contracting officer has provided authorization and consent is a question that is determined based on the specific facts of each case.  When a contractor uses patented or copyrighted software without the Government's authorization and consent, the contractor, but not the Government, may be sued for infringement in a U.S. District Court.

    (ii)  Authorization and consent for patented software.  Authorization and consent for the use of patented technologies generally is addressed at FAR 27.201, and its associated clauses.  When the prescribed clauses are included in a contract involving use or delivery of computer software that is covered by a U.S. patent, these requirements, procedures, and clauses would control the determination of authorization and consent for the use of patented features of that computer software.  
    (iii)  Authorization and consent for copyrighted software.  (A) There is no current FAR or DFARS coverage that directly addresses Authorization and consent for copyrighted works of any kind.  Policy for copyrighted works requires that the Government or its contractor secure the appropriate license rights for the use of that work.  Accordingly, contracts generally should only in exceptional circumstances include any clause or language that provides express authorization and consent for the unlicensed/unauthorized use of copyrighted works.  However, in individual and appropriate cases, the contracting officer may provide authorization and consent when it is in the Government's interest to do so.  Contracting officers should carefully address authorization and consent issues with legal counsel and should provide authorization and consent only in appropriate, limited circumstances.

      (iv)  Contracting officers should require the contractor to identify any instances in which it is unable to secure the necessary licenses rights to use (or incorporate into a deliverable) any third-party commercial computer software, or whenever there is a legitimate dispute regarding whether the license rights acquired are valid.  
PGI 227.7104-8  Contract clauses. 


(d)  Doctrine of segregability.  For example, when the contractor will modify a commercial item under the contract to meet DoD requirements, the clause at 252.227-7013 and the clause at 252.227-7015 are both incorporated in the contract:  the clause at 252.227-7013 applies to the segregable portions of the commercial items that are to be modified under the contract, and the clause at 252.227-7015 is applied to the remainder of the (unmodified) portions of the commercial item.  

PGI 227.7106  Conformity, acceptance, warranty, and validation of asserted restrictions on technical data and computer software.

PGI 227.7106-1  Conformity and acceptance.

  (b)  For example—



(i)  When the sole purpose of a contract is to produce the data, the relative value of that data may be considerably higher than the value of data produced under a contract where the production of the data is a secondary objective; and


(ii)  When the Government will maintain or repair items, repair and maintenance data may have a considerably higher relative value than data that merely describe the item or provide performance characteristics.

PGI 227.7106-3  Unjustified and nonconforming markings.

  (a)  Unjustified markings.  For example, a limited rights legend placed on technical data pertaining to items, components, or processes that were developed under a Government contract either exclusively at Government expense or with mixed funding (situations under which the Government obtains unlimited or Government purpose rights) is an unjustified marking.

PGI 227.72–Rights in works
PGI 227.7200  Scope of Subpart.

  (b)  Acquisition of Works vs. Technical Data and Computer Software.

    (i)  Technical Data.  (A)  Pursuant to 10 U.S.C. 2320, the Secretary of Defense shall prescribe regulations for the acquisition of technical data (including computer software documentation).  These regulations are found in subpart 227.71. Thus, it is not appropriate to use the Rights in Works – License or the Rights in Works–Ownership clauses to acquire either a license to or ownership of the rights to a work that comprises technical data. 

      (B)  DoD is prohibited from requiring contractors to give up rights in, or refrain from offering, technical data in order to be responsive to a solicitation or for contract award. See 10 U.S.C. 2320(a)(2)(F).  However, the clauses are prescribed by subpart 227.71 for the acquisition of technical data, i.e., 252.227-7013, 252.227-7014, and 252.227-7015, provide that the standard license rights granted to the Government may be modified only by mutual written agreement.  Thus, DoD may negotiate for additional rights, including the assignment of intellectual property rights, to technical data, but it is prohibited from making the assignment of rights a condition as being responsive to a solicitation or as a condition for contract award.

    (ii)  Computer Software.  The requirement to assign intellectual property rights to works contained in the Rights in Works–Ownership clause, if applied to computer software, would conflict with the policy for the acquisition of rights to computer software stated in 227.7102.  This policy is that only the rights to computer software necessary to satisfy agency needs will be acquired (however, contractors are not precluded from voluntarily offering additional rights).  In most cases the minimum rights needed by DoD will be a license to the computer software.  If assignment of the intellectual property rights is actually required, the parties may negotiate as above, but the Government is prohibited from requiring the assignment of copyright to the computer software as a condition as being responsive to a solicitation or as a condition for contract award.]
� Moved from PGI 227.670-1(c)
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