Government Support Contractor Access to Technical Data
DFARS Case 2009-D031
Interim Rule
PART 209—CONTRACTOR QUALIFICATIONS
* * * * *
SUBPART 209.4—DEBARMENT, SUSPENSION, AND INELIGIBILITY

* * * * *

209.403  Definitions.
“Debarring and suspending official.”



(1)  For DoD, the designees are—



Army—Commander, U.S. Army Legal Services Agency



Navy—The [Assistant] General Counsel [(Acquisition Integrity)] of the Department of the Navy 

* * * * *
SUBPART 209.5—ORGANIZATIONAL AND CONSULTANT CONFLICTS OF INTEREST

[209.505  General rules.

209.505-4  Obtaining access to proprietary information.

(b)  Non-disclosure requirements for contractors accessing third party proprietary technical data or computer software are addressed at 227.7103-7(b), through use of the clause at 252.227-7025 as prescribed at 227.7103-6(c) and 227.7203-6(d).  Pursuant to that clause, covered Government support contractors may be required to enter into non-disclosure agreements directly with the third party asserting restrictions on limited rights technical data, commercial technical data, or restricted rights computer software.]
* * * * *

PART 227-PATENTS, DATA, and COPYRIGHTS

* * * * *

SUBPART 227.71--RIGHTS IN TECHNICAL DATA

* * * * *

227.7102-2  Rights in technical data.


(a)  The clause at 252.227-7015, Technical Data--[—]Commercial Items, provides the Government specific license rights in technical data pertaining to commercial items or processes.  DoD may use, modify, reproduce, release, perform, display, or disclose data only within the Government.  The data may not be used to manufacture additional quantities of the commercial items and, except for emergency repair or overhaul, [and for covered Government support contractors,] may not be released or disclosed to, or used by, third parties without the contractor's written permission.  Those restrictions do not apply to the technical data described in 227.7102-1(a).

* * * * *

227.7103-5  Government rights.

* * * * *


 (c)  Limited rights.



* * * * *



(2)  Data in which the Government has limited rights may not be used, released, or disclosed outside the Government without the permission of the contractor asserting the restriction except for a use, release or disclosure that is—



(i)  Necessary for emergency repair and overhaul; or



(ii)  [To a covered Government support contractor; or 




(iii)]  To a foreign government, other than detailed manufacturing or process data, when use, release, or disclosure is in the interest of the United States and is required for evaluational or informational purposes.
* * * * *



(4)  When the person asserting limited rights permits the Government to release, disclose, or have others use the data subject to restrictions on further use, release, or disclosure, or for a release under paragraph (c)(2)(i)[, (ii),] or (ii[i]) of this subsection, the intended recipient must complete the use and non-disclosure agreement at 227.7103-7[, or receive the data for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends,] prior to release or disclosure of the limited rights data.

* * * * *
PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES
* * * * *
252.212-7001  Contract Terms and Conditions Required to Implement Statutes or Executive Orders Applicable to Defense Acquisitions of Commercial Items.

As prescribed in 212.301(f)(iii), use the following clause:
CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES

OR EXECUTIVE ORDERS APPLICABLE TO DEFENSE ACQUISITIONS OF

COMMERCIAL ITEMS (JAN [MAR] 2011)


(a)  The Contractor agrees to comply with the following Federal Acquisition Regulation (FAR) clause which, if checked, is included in this contract by reference to implement a provision of law applicable to acquisitions of commercial items or components.

* * * * *

(b)  The Contractor agrees to comply with any clause that is checked on the following list of Defense FAR Supplement clauses which, if checked, is included in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items or components.



(1) * * *


(4) ____ 252.219-7004, Small Business Subcontracting Plan (Test Program) (OCT 2010[JAN 2011]) (15 U.S.C. 637 note)

* * * * *


(7) ____ 252.225-7009, Restriction on Acquisition of Certain Articles Containing Specialty Metals (JUL 2009[JAN 2011]) (10 U.S.C. 2533b).
* * * * *


(17) ____ 252.227-7015, Technical Data—Commercial Items (NOV 1995[MAR 2011]) (10 U.S.C. 2320).
* * * * *
252.227-7013  Rights in Technical Data—Noncommercial Items.

As prescribed in 227.7103-6(a), use the following clause:

RIGHTS IN TECHNICAL DATA—NONCOMMERCIAL ITEMS (NOV 1995[MAR 2011])

(a)  Definitions.  As used in this clause:[—]

* * * * *



(4)  “Computer software documentation” means * * * 



[(5)  "Covered Government support contractor" means a contractor under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.]



(5[6])  “Detailed manufacturing or process data” means * * *  


{Editorial Note:  Redesignate paragraphs 6 through 12 as 7 through 13, respectively}
* * * * *



(13[14])  “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or disclose technical data, in whole or in part, within the Government.  The Government may not, without the written permission of the party asserting limited rights, release or disclose the technical data outside the Government, use the technical data for manufacture, or authorize the technical data to be used by another party, except that the Government may reproduce, release[,] or disclose such data or authorize the use or reproduction of the data by persons outside the Government if[—



(i)  The] reproduction, release, disclosure, or use is—





([A]i)  Necessary for emergency repair and overhaul; or





([B]ii)  A release or disclosure [to—






(1)  A covered Government support contractor, for use, modification, reproduction, performance, display, or release or disclosure to authorized person(s) in performance of a Government contract; or 






(2)  A foreign government,] of technical data (other than detailed manufacturing or process data) to, or[when] use of such data by, a[ the] foreign government that is in the interest of the Government and is required for evaluational or informational purposes; 




(iii)  [The recipient of the technical data is s]Subject to a prohibition on the further reproduction, release, disclosure, or use of the technical data; and




(i[ii]v)  The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or use.



(14[15])  “Technical data” means * * * 



(15[16])  “Unlimited rights” means * * * 


(b)  Rights in technical data.  The Contractor grants * * * 



(3)  Limited rights.



* * * * *




[(iv)  The Contractor acknowledges that—





(A)  Limited rights data is authorized to be released or disclosed to covered Government support contractors;





(B)  The Contractor will be notified of such release or disclosure;





(C)  The Contractor (or the party asserting restrictions as identified in the limited rights legend) may require each such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for a non-disclosure agreement;  





(D)  Any such non-disclosure agreement shall address the restrictions on the covered Government support contractor's use of the limited rights data as set forth in the clause at 252.227-7025, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement; and





(E)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request.]


* * * * *

ALTERNATE II (NOV 2009[MAR 2011])

As prescribed in 227.7103-6(b)(2), add the following paragraphs
(a)( 16[17]) and (b)(7) to the basic clause:

(a)( 16[17])  "Vessel design" means * * * 

* * * * *
252.227-7014  Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.

As prescribed in 227.7203-6(a)(1), use the following clause:

RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND NONCOMMERCIAL COMPUTER SOFTWARE DOCUMENTATION (JUN 1995[MAR 2011])

(a)  Definitions.  As used in this clause:[—] 
* * * * *



[(6)  "Covered Government support contractor" means a contractor under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.]



(6[7])  * * *
{Editorial Note: Redesignate paragraphs 7 through 13 as 8 through
  14, respectively}

* * * * * 



(14[15])  “Restricted rights” apply only to noncommercial computer software and mean the Government's rights to—

* * * * *




(iv)  Modify computer software provided that the Government may—





(A)  Use the modified software only as provided in paragraphs (a)(14[5])(i) and (iii) of this clause; and




(B)  Not release or disclose the modified software except as provided in paragraphs (a)(14[5])(ii), (v)[, (vi),] and (vi[i]) of this clause;



(v)  Permit contractors or subcontractors * * * 




(C)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(14[5])(iv) of this clause, for any other purpose; and




(D)  Such use is subject to the limitation in paragraph (a)(14[5])(i) of this clause; and



(vi)  Permit contractors or subcontractors * * * 





(B)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(14[5])(iv) of this clause, for any other purpose. [; and




(vii)  Permit covered Government support contractors to use, modify, reproduce, perform, display, or release or disclose the computer software to authorized person(s) in the performance of Government contracts that contain the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.]


(15[16])  “Unlimited rights” means * * * 


(b)  Rights in computer software or computer software documentation.  * * *



(3)  Restricted rights.

* * * * *




[(iii)  The Contractor acknowledges that—





(A)  Restricted rights computer software is authorized to be released or disclosed to covered Government support contractors;





(B)  The Contractor will be notified of such release or disclosure;





(C)  The Contractor (or the party asserting restrictions, as identified in the restricted rights legend) may require each such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or the party asserting restrictions) regarding the covered Government support contractor’s use of such software, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for a non-disclosure agreement;  





(D)  Any such non-disclosure agreement shall address the restrictions on the covered Government support contractor's use of the restricted rights software as set forth in the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement; and





(E)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request.]

* * * * *

252.227-7015  Technical Data—Commercial Items. 
As prescribed in 227.7102-3(a)(1), use the following clause:

TECHNICAL DATA—COMMERCIAL ITEMS (NOV 1995[MAR 2011])


(a)  Definitions.  As used in this clause:[—]


(1)  “Commercial item” does not include commercial computer software.



[(2)  “Covered Government support contractor” means a contractor under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.]



(2[3])  “Form, fit, and function data” means * * * 



(3[4])  The term “item” includes * * *



(4[5])  “Technical data” means * * *


(b)  License.

* * * * *



(2)  Except as provided in paragraph (b)(1) of this clause, the Government may use, modify, reproduce, release, perform, display, or disclose technical data within the Government only.  The Government shall not—




(i)  Use the technical data to manufacture additional quantities of the commercial items; or




(ii)  Release, perform, display, disclose, or authorize use of the technical data outside the Government without the Contractor's written permission unless a release, disclosure[,] or permitted use is necessary for emergency repair or overhaul of the commercial items furnished under this contract[, or for performance of work by covered Government support contractors.


(3)  The Contractor acknowledges that—




(i)  Technical data covered by paragraph (b)(2) of this clause is authorized to be released or disclosed to covered Government support contractors;




(ii)  The Contractor will be notified of such release or disclosure;




(iii)  The Contractor (or the party asserting restrictions as identified in a restrictive legend) may require each such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for an non-disclosure agreement;  




(iv)  Any such non-disclosure agreement shall address the restrictions on the covered Government support contractor's use of the data as set forth in the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement; and




(v)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request.]

* * * * *

(End of clause)

ALTERNATE I  (NOV 2009[MAR 2011])
As prescribed in 227.7102-3(a)(2), add the following paragraphs
(a)( 5[6]) and (b)( 3[4]) to the basic clause:

(a)( 5[6])  "Vessel design" means * * * 

(b)( 3[4])  Vessel designs.  For a vessel * * * 

* * * * *
252.227-7018  Rights in Noncommercial Technical Data and Computer Software—Small Business Innovation Research (SBIR) Program.

As prescribed in 227.7104(a), use the following clause:

RIGHTS IN NONCOMMERCIAL TECHNICAL DATA AND COMPUTER SOFTWARE—SMALL BUSINESS INNOVATION RESEARCH (SBIR) PROGRAM (JUN 1995[MAR 2011])


(a)  Definitions.  As used in this clause:[—] 

* * * * * 



[(6)  “Covered Government support contractor” means a contractor under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—



(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to the technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.]



(6[7])  “Detailed manufacturing or process data” means * * * 

{Editorial Note:  Redesignate paragraphs 7 through 13 as 8 through 14, respectively}


* * * * *



(14[15])  “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or disclose technical data, in whole or in part, within the Government.  The Government may not, without the written permission of the party asserting limited rights, release or disclose the technical data outside the Government, use the technical data for manufacture, or authorize the technical data to be used by another party, except that the Government may reproduce, release[,] or disclose such data or authorize the use or reproduction of the data by persons outside the Government if[—



(i)  The]  reproduction, release, disclosure, or use is—





(i[A])  Necessary for emergency repair and overhaul; or





(ii[B])  A release or disclosure [to—






(1)  A covered Government support contractor, for use, modification, reproduction, performance, display, or release or disclosure to authorized person(s) in performance of a Government contract; or 






(2)  A foreign government,] of technical data (other than detailed manufacturing or process data) to, or[when] use of such data by, a[ the] foreign government that is in the interest of the Government and is required for evaluational or informational purposes;



(iii)  [The recipient of the technical data is s]Subject to a prohibition on the further reproduction, release, disclosure, or use of the technical data; and




(i[ii]v)  The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or use.

{Editorial Note:  Redesignate paragraphs 15 and 16 as 16 and 17, respectively}
* * * * *  



(17[18])  “Restricted rights” apply only to noncommercial computer software and mean the Government's rights to—

* * * * *



(iv)  Modify computer software provided that the Government may—





(A)  Use the modified software only as provided in paragraphs (a)(17[8])(i) and (iii) of this clause; and




(B)  Not release or disclose the modified software except as provided in paragraphs (a)(17[8])(ii), (v) and (vi) of this clause;



(v)  Permit contractors or subcontractors * * * 




(B)  Such contractors or subcontractors are subject to the non-disclosure agreement at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS) or are Government contractors receiving access to the software for performance of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends;




(C)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(17[8])(iv) of this clause, for any other purpose; and




(D)  Such use is subject to the limitation in paragraph (a)(17[8])(i) of this clause; and



(vi)  Permit contractors or subcontractors * * * 




(A)  The intended recipient is subject to the non-disclosure agreement at DFARS 227.7103-7 or is a Government contractor receiving access to the software for performance of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government–Furnished Information Marked with Restrictive Legends; and




(B)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(17[8])(iv) of this clause, for any other purpose.[; and




(vii)  Permit covered Government support contractors to use, modify, reproduce, perform, display, or release or disclose the computer software to authorized person(s) in the performance of Government contracts that contain the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends. ]


(18[19])  “SBIR data rights” * * * 


(19[20])  “Technical data” * * *


(20[21])  “Unlimited rights” * * *

(b)  Rights in technical data and computer software.  * * * 
     [(8)  Covered Government support contractors.  The Contractor acknowledges that—




(i)  Limited rights technical data and restricted rights computer software are authorized to be released or disclosed to covered Government support contractors;




(ii)  The Contractor will be notified of such release or disclosure;




(iii)  The Contractor may require each such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or the party asserting restrictions as identified in a restrictive legend) regarding the covered Government support contractor’s use of such data or software, or alternatively that the Contractor (or party asserting restrictions) may waive in writing the requirement for an non-disclosure agreement;  




(iv)  Any such non-disclosure agreement shall address the restrictions on the covered Government support contractor's use of the data or software as set forth in the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement;  and




(v)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request.]

* * * * *

252.227-7025  Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.

As prescribed in 227.7103-6(c), 227.7104(f)(1), or 227.7203-6(d), use the following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF GOVERNMENT-FURNISHED INFORMATION MARKED WITH RESTRICTIVE LEGENDS (JAN [MAR] 2011])


(a)(1)  For contracts [in which the Government will furnish the Contractor with ]requiring the delivery of technical data, the terms ["covered Government support contractor," ]“limited rights[,]” and “Government purpose rights” are defined in the [clause at 252.227-7013, ]Rights in Technical Data–Noncommercial Items clause of this contract.



(2)  For contracts [in which the Government will furnish the Contractor with computer software or computer software documentation]that do not require the delivery of technical data, the terms ["covered Government support contractor,"] “government purpose rights[,]” and “restricted rights” are defined in the [clause at 252.227-7014, ]Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.



(3)  For Small Business Innovative[on] Research program contracts, the terms ["covered Government support contractor,"] “limited rights[,]” and “restricted rights” are defined in the [clause at 252.227-7018, ]Rights in Noncommercial Technical Data and Computer Software—Small Business Innovative[on] Research (SBIR) Program clause of this contract.


(b)  Technical data or computer software provided to the Contractor as Government[-]furnished information (GFI) under this contract may be subject to restrictions on use, modification, reproduction, release, performance, display, or further disclosure. 



(1)  GFI marked with limited or restricted rights legends.     

 


[(i)]  The Contractor shall use, modify, reproduce, perform, or display technical data received from the Government with limited rights legends or computer software received with restricted rights legends only in the performance of this contract.  The Contractor shall not, without the express written permission of the party whose name appears in the legend, release or disclose such data or software to any [unauthorized] person.




[(ii)  If the Contractor is a covered Government support contractor, the Contractor further agrees and acknowledges that—





(A)  The data or software will be accessed and used only for the purposes stated in this contract and shall not be used to compete for any Government or non-Government contract;

 



(B)  The Contractor will take all reasonable steps to protect the technical data or computer software against any unauthorized release or disclosure;





(C)  The Contractor will ensure that the party whose name appears in the legend is notified of the Contractor's access or use of such data or software;





(D)  The Contractor will enter into a non-disclosure agreement with the party whose name appears in the legend, if required to do so by that party, and that any such non-disclosure agreement will implement the restrictions on the Contractor's use of such data or software as set forth in this clause, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement; 





(E)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request; and




(F)  That a breach of these obligations or restrictions may subject the Contractor to—






(1)  Criminal, civil, administrative, and contractual actions in law and equity for penalties, damages, and other appropriate remedies by the United States; and






(2)  Civil actions for damages and other appropriate remedies by the party whose name appears in the legend.]


(2)  GFI marked with government purpose rights legends.  The Contractor shall use technical data or computer software received from the Government with government purpose rights legends for government purposes only.  The Contractor shall not, without the express written permission of the party whose name appears in the restrictive legend, use, modify, reproduce, release, perform, or display such data or software for any commercial purpose or disclose such data or software to a person other than its subcontractors, suppliers, or prospective subcontractors or suppliers, who require the data or software to submit offers for, or perform, contracts under this contract.  Prior to disclosing the data or software, the Contractor shall require the persons to whom disclosure will be made to complete and sign the non-disclosure agreement at 227.7103-7[.] of the Defense Federal Acquisition Regulation Supplement (DFARS).



(3)  GFI marked with specially negotiated license rights legends.  The Contractor shall use, modify, reproduce, release, perform, or display technical data or computer software received from the Government with specially negotiated license legends only as permitted in the license.  Such data or software may not be released or disclosed to other persons unless permitted by the license and, prior to release or disclosure, the intended recipient has completed the non-disclosure agreement at DFARS 227.7103-7.  The Contractor shall modify paragraph (1)(c) of the non-disclosure agreement to reflect the recipient's obligations regarding use, modification, reproduction, release, performance, display, and disclosure of the data or software.
    [(4)  GFI marked with commercial restrictive legends.  



(i)  The Contractor shall use, modify, reproduce, perform, or display technical data that is or pertains to a commercial item and is received from the Government with a commercial restrictive legend (i.e., marked to indicate that such data are subject to use, modification, reproduction, release, performance, display, or disclosure restrictions) only in the performance of this contract.  The Contractor shall not, without the express written permission of the party whose name appears in the legend, use the technical data to manufacture additional quantities of the commercial items, or release or disclose such data to any unauthorized person.




[(ii)  If the Contractor is a covered Government support contractor, the Contractor further agrees and acknowledges that—





(A)  The data or software will be accessed and used only for the purposes stated in this contract and shall not be used to compete  for any Government or non-Government contract;

 



(B)  The Contractor will take all reasonable steps to protect the technical data against any unauthorized release or disclosure;





(C)  The Contractor will ensure that the party whose name appears in the legend is or has been notified of the Contractor's access or use of such data;





(D)  The Contractor will enter into a non-disclosure agreement with the party whose name appears in the legend, if required to do so by that party, and that any such non-disclosure agreement will implement the restrictions on the Contractor's use of such data as set forth in this clause, and shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement; 





(E)  The Contractor shall provide a copy of any such non-disclosure agreement or waiver to the Contracting Officer, upon request; and




(F)  That a breach of these obligations or restrictions  may subject the Contractor to—






(1)  Criminal, civil, administrative, and contractual actions in law and equity for penalties, damages, and other appropriate remedies by the United States; and






(2)  Civil actions for damages and other appropriate remedies by the contractor or subcontractor whose technical data is affected by the breach.]

* * * * *
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