DFARS Case 2012-D055

Detection and Avoidance of Counterfeit Electronic Parts

Proposed Rule

PART 202 - DEFINITIONS OF WORDS AND TERMS
SUBPART 202.1--DEFINITIONS

202.101  Definitions.

*  *  *  *  *

[Counterfeit part means—

(1)  An unauthorized copy or substitute part that has been identified, marked, and/or altered by a source other than the part's legally authorized source and has been misrepresented to be from a legally authorized source;

(2)  An item misrepresented to be an authorized item of the legally authorized source; or

(3)  A new, used, outdated, or expired item from a legally authorized source that is misrepresented by any source to the end-user as meeting the performance requirements for the intended use.]
*  *  *  *  *

[Electronic part means an integrated circuit, a discrete electronic component (including, but not limited to, a transistor, capacitor, resistor, or diode), or a circuit assembly (section 818(f)(2) of Pub. L. 112-81).]

*  *  *  *  *

[Legally authorized source means the current design activity or the original manufacturer or a supplier authorized by the current design activity or the original manufacturer to produce an item.]

*  *  *  *  *

[Suspect counterfeit part means a part for which visual inspection, testing, or other information provide reason to believe that a part may be a counterfeit part.]

*  *  *  *  *
PART 231 - CONTRACT COST PRINCIPLES AND PROCEDURES

*  *  *  *  *
SUBPART 231.2--CONTRACTS WITH COMMERCIAL ORGANIZATIONS
*  *  *  *  *
[231.205-71  Cost of remedy for use or inclusion of counterfeit electronic parts and suspect counterfeit electronic parts.


(a)
Scope. This subsection implements the requirements of section 818(c)(2), National Defense Authorization Act for Fiscal Year 2012 (Pub. L. 112-81) and section 833, National Defense Authorization Act for Fiscal Year 2013 (Pub. L. 112-239).


(b) Contractors that are subject to the Cost Accounting Standards (CAS) under 41 U.S.C. Chapter 15, as implemented in regulations found at 48 CFR 9903.201-1 (see the FAR appendix), and that supply electronic parts or products that include electronic parts under CAS-covered contracts are responsible for detecting and avoiding the use or inclusion of counterfeit electronic parts or suspect counterfeit electronic parts in such products and for any rework or corrective action that may be required to remedy the use or inclusion of such parts.

(c) The costs of counterfeit electronic parts or suspect counterfeit electronic parts and the cost of rework or corrective action that may be required to remedy the use or inclusion of such parts are expressly unallowable, unless—


(1)  The contractor has an operational system to detect and avoid counterfeit parts and suspect counterfeit electronic parts that has been reviewed and approved by DoD pursuant to 244.303;


(2)  The counterfeit electronic parts or suspect counterfeit electronic parts are Government-furnished property as defined in FAR 45.101; and


(3)  The covered contractor provides timely notice to the Government.]

* * * * *

PART 244 - SUBCONTRACTING POLICIES AND PROCEDURES

*  *  *  *  *

subpart 244.3--contractors' purchasing systems reviews

*  *  *  *  *

244.303  Extent of review.


[(a)]
Also review the adequacy of rationale documenting commercial item determinations to ensure compliance with the definition of “commercial item” in FAR 2.101.


[(b)
Also review the adequacy of the contractor’s counterfeit electronic part avoidance and detection system under DFARS 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System.]

*  *  *  *  *

244.305-71  Contract clause.

Use the [Contractor Purchasing System Administration ]clause [or its alternate as follows:

(a)  Use the clause ]at 252.244-7001, Contractor Purchasing System Administration[--Basic], in solicitations and contracts containing the clause at FAR 52.244-2, Subcontracts.

[(b) Use the clause at 252.244-7001, Contractor Purchasing System Administration—Alternate I, in solicitations and contracts that contain the clause at 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System, but do not contain FAR 52.244-2, Subcontracts.]

*  *  *  *  *

PART 246 - QUALITY ASSURANCE

*  *  *  *  *

SUBPART 246.8—CONTRACTOR LIABILITY FOR LOSS OF OR DAMAGE TO PROPERTY OF THE GOVERNMENT

*  *  *  *  *

[246.870  Contractors’ Counterfeit Electronic Part Avoidance and Detection Systems.

246.870-1  Scope.

This section—


(a)
Implements section 818(c) of the National Defense Authorization Act for Fiscal Year 2012 (Pub. L. 112-81); and


(b)
Prescribes policy and procedures for preventing counterfeit parts and suspect counterfeit parts from entering the supply chain when procuring electronic parts or end items, components, parts, or materials that contain electronic parts.

246.870-2  Policy.

(a)
General.  Contractors are required to establish and maintain an acceptable counterfeit electronic part avoidance and detection system. Failure to do so may result in disapproval of the purchasing system by the contracting officer and/or withholding of payments (see 252.244-7001).


(b)
System criteria.  A contractor’s counterfeit electronic part avoidance and detection system must address, at a minimum, the following areas:



(1)  The training of personnel.



(2)  The inspection and testing of electronic parts, including criteria for acceptance and rejection.



(3)  Processes to abolish counterfeit parts proliferation.



(4)  Mechanisms to enable traceability of parts to suppliers.



(5)  Use and qualification of trusted suppliers.



(6)  The reporting and quarantining of counterfeit electronic parts and suspect counterfeit electronic parts.



(7)  Methodologies to identify suspect counterfeit parts and to rapidly determine if a suspect counterfeit part is, in fact, counterfeit.



(8)  The design, operation, and maintenance of systems to detect and avoid counterfeit electronic parts and suspect counterfeit electronic parts.



(9)  The flow down of counterfeit avoidance and detection requirements to subcontractors.

246.870-3  Contract clause.
Use the clause at 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System, in solicitations and contracts (other than in contracts with educational institutions, Federally Funded Research and Development Centers (FFRDCs), or University Associated Research Centers (UARCs) operated by educational institutions) when procuring electronic parts or an end item, component, part, or material containing electronic parts or services where the contractor will supply electronic components, parts, or materials as part of the service and the resulting contract will be subject to the Cost Accounting standards under 41 U.S.C. chapter 15, as implemented in regulations found at 48 CFR 9903.201-1 (see the FAR Appendix).]

*  *  *  *  *

PART 252 - SOLICITATION PROVISIONS AND CONTRACT CLAUSES

*  *  *  *  *

SUBPART 252.2 - TEXT OF PROVISIONS AND CLAUSES

*  *  *  *  *

252.244-7001 Contractor Purchasing System Administration.
As prescribed in 244.305-71, [use one of]insert the following clause[s.]

[(a) Contractor Purchasing System Administration—Basic.  For the specific use of the clause, see the prescription at 244.305-71(a).]

CONTRACTOR PURCHASING SYSTEM ADMINISTRATION[—BASIC] (DATE)

*  *  *  *  *

(c)  System criteria. The Contractor’s purchasing system shall—

*  *  *  *  *


(19)  Establish and maintain policies and procedures to ensure purchase orders and subcontracts contain mandatory and applicable flowdown clauses, as required by the FAR and DFARS, including terms and conditions required by the prime contract and any clauses required to carry out the requirements of the prime contract[, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System, if applicable;]



(20)  Provide for an organizational and administrative structure that ensures effective and efficient procurement of required quality materials and parts at the best value from responsible and reliable sources[, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System, if applicable;]



(21)  Establish and maintain selection processes to ensure the most responsive and responsible sources for furnishing required quality parts and materials and to promote competitive sourcing among dependable suppliers so that purchases are reasonably priced and from sources that meet contractor quality requirements[, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System, if applicable;]

*  *  *  *  *
[
(b) Contractor Purchasing System Administration—Alternate I.  For the specific use of Alternate I, see the prescription at 244.305-71.  Alternate I paragraph (c) does not include paragraphs (c)(1) through (c)(18) and (c)(22) through (c)(24) of the basic clause and paragraphs (c)(19) through (c)(21) of the basic clause are revised and renumbered in Alternate I.
CONTRACTOR PURCHASING SYSTEM ADMINISTRATION—ALTERNATE I (DATE)


(a)  Definitions. As used in this clause— 


Acceptable purchasing system means a purchasing system that complies with the system criteria in paragraph (c) of this clause.


Purchasing system means the Contractor’s system or systems for purchasing and subcontracting, including make-or-buy decisions, the selection of vendors, analysis of quoted prices, negotiation of prices with vendors, placing and administering of orders, and expediting delivery of materials.


Significant deficiency means a shortcoming in the system that materially affects the ability of officials of the Department of Defense to rely upon information produced by the system that is needed for management purposes.


(b)  General.  The Contractor shall establish and maintain an acceptable purchasing system. Failure to maintain an acceptable purchasing system, as defined in this clause, may result in disapproval of the system by the Contracting Officer and/or withholding of payments.


(c)  System criteria.  The Contractor’s purchasing system shall—



(1)  Establish and maintain policies and procedures to ensure purchase orders and subcontracts contain mandatory and applicable flowdown clauses, as required by the FAR and DFARS, including terms and conditions required by the prime contract and any clauses required to carry out the requirements of the prime contract, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System;



(2)  Provide for an organizational and administrative structure that ensures effective and efficient procurement of required quality materials and parts at the best value from responsible and reliable sources, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System; and


(3)  Establish and maintain selection processes to ensure the most responsive and responsible sources for furnishing required quality parts and materials and to promote competitive sourcing among dependable suppliers so that purchases are from sources that meet contractor quality requirements, including the requirements of 252.246-70XX, Contractor Counterfeit Electronic Part Avoidance and Detection System.

(d)  Significant deficiencies. (1)  The Contracting Officer will provide notification of initial determination to the Contractor, in writing, of any significant deficiencies. The initial determination will describe the deficiency in sufficient detail to allow the Contractor to understand the deficiency.


(2)  The Contractor shall respond within 30 days to a written initial determination from the Contracting Officer that identifies significant deficiencies in the Contractor's purchasing system. If the Contractor disagrees with the initial determination, the Contractor shall state, in writing, its rationale for disagreeing.



(3)  The Contracting Officer will evaluate the Contractor's response and notify the Contractor, in writing, of the Contracting Officer’s final determination concerning—




(i)  Remaining significant deficiencies;




(ii)  The adequacy of any proposed or completed corrective action; and 




(iii)
System disapproval, if the Contracting Officer determines that one or more significant deficiencies remain.


(e)  If the Contractor receives the Contracting Officer’s final determination of significant deficiencies, the Contractor shall, within 45 days of receipt of the final determination, either correct the significant deficiencies or submit an acceptable corrective action plan showing milestones and actions to eliminate the deficiencies.


(f)  Withholding payments. If the Contracting Officer makes a final determination to disapprove the Contractor’s purchasing system, and the contract includes the clause at 252.242-7005, Contractor Business Systems, the Contracting Officer will withhold payments in accordance with that clause.

(End of clause)]

*  *  *  *  *

[252.246-70XX  Contractor Counterfeit Electronic Part Avoidance and Detection System.

As prescribed in 246.870-3, use the following clause:

CONTRACTOR COUNTERFEIT ELECTRONIC PART AVOIDANCE AND DETECTION SYSTEM (DATE)


(a)  Definitions.  As used in this clause—

Counterfeit part means—


(1)  An unauthorized copy or substitute part that has been identified, marked, and/or altered by a source other than the part's legally authorized source and has been misrepresented to be from a legally authorized source;



(2)  An item misrepresented to be an authorized item of the legally authorized source; or



(3)  A new, used, outdated, or expired item from a legally authorized source that is misrepresented by any source to the end-user as meeting the performance requirements for the intended use.


Counterfeit electronic part avoidance and detection system means the Contractor’s system or systems for eliminating counterfeit electronic parts from the supply chain.


Electronic part means an integrated circuit, a discrete electronic component (including, but not limited to, a transistor, capacitor, resistor, or diode), or a circuit assembly.


Legally authorized source means the current design activity or the original manufacturer or a supplier authorized by the current design activity or the original manufacturer to produce an item.


Suspect counterfeit part means a part for which visual inspection, testing, or other information provide reason to believe that a part may be a counterfeit part.


(b)
General.  The Contractor shall establish and maintain an acceptable counterfeit electronic part avoidance and detection system. Failure to maintain an acceptable counterfeit electronic part avoidance and detection system, as defined in this clause, may result in disapproval of the purchasing system by the Contracting Officer and/or withholding of payments.


(c)
System criteria.  The Contractor’s counterfeit electronic part avoidance and detection system shall develop and implement policies and procedures that address—


(i)  The training of personnel;



(ii)  The inspection and testing of electronic parts, including criteria for acceptance and rejection;



(iii)  Processes to abolish counterfeit parts proliferation;



(iv)  Mechanisms to enable traceability of parts to suppliers; 



(v)  Use and qualification of trusted suppliers;



(vi)  The reporting and quarantining of counterfeit electronic parts and suspect counterfeit electronic parts;



(vii)  Methodologies to identify suspect counterfeit parts and to rapidly determine if a suspect counterfeit part is, in fact, counterfeit;



(viii)  The design, operation, and maintenance of systems to detect and avoid counterfeit electronic parts and suspect counterfeit electronic parts; and



(ix)  The flow down of counterfeit avoidance and detection requirements to subcontractors.


(d)  Government review and evaluation of the Contractor’s policies and procedures will be accomplished as part of the evaluation of the Contractor’s purchasing system in accordance with 252.244-7001, Contractor Purchasing System Administration.]

(End of clause)]
*  *  *  *  *
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