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PGI 207.1—ACQUISITION PLANS
PGI 207.105  Contents of written acquisition plans.
  (b)(19)  [Other considerations.]
  (E)  Special considerations for acquisition planning for crisis situations outside the United States.
* * * * *



 [(F)  CONUS Antiterrorism Considerations.  For acquisitions that require services to be delivered to or performed on a DoD installation, DoD occupied space, ship, or aircraft, ensure that the requirements of DoD Instruction 2000.16, DoD Antiterrorism Standards, are addressed.  DoD Instruction 2000.16 is available at the Washington Headquarters Services website at http://www.dtic.mil/whs/directives/.

 


(1)  Acquisition planning must consider antiterrorism (AT) measures when the effort to be contracted could affect the security of operating forces, particularly in-transit forces.  Contracting officers must work closely with Antiterrorism Officers (ATOs) and legal advisors to ensure that AT security considerations are properly and legally incorporated into the acquisition planning process.  Consider AT performance as an evaluation factor for award (past performance and proposed performance under the instant contract), and as a performance metric under the resultant contract.



(2)  The geographic Combatant Commander’s AT policies take precedence over all AT policies or programs of any DoD component operating or existing in that command’s area of responsibility.  These policies, in conjunction with area specific AT security guidance, form the core of AT security criteria which shall be applied to all contracts as a baseline.  The ATO has access to the Joint Staff's Antiterrorism Enterprise Portal on the NIPRNET, https://atep.dtic.mil/portal/site/atep/, a password-protected integrated interface for current and planned AT tools.  Coordinate with the ATO to incorporate AT security considerations into the contracting process, including suggestions for specific AT security measures that should be employed.  At a minimum—


 


(i)  Consider AT Risk Assessment results when developing alternative solutions to contract requirements that will mitigate security risks.  The impact of local security measures on contract performance and possible contract performance outcomes that could improve or leverage local security measures should be considered when selecting among alternative contract performance requirements.



 

 (ii)  Antiterrorism procedures incorporate random schedules, access, and/or search requirements.  There also may be frequent changes in the local threat level.  Consider the impact of these practices when developing performance work statements and special contracting requirements, especially those related to site access controls. 

 
 

 (iii)  Consider the need for contractor personnel screening requirements to be met prior to commencing work under the contract.  The contracting officer should notify the ATO prior to the start of contract performance to ensure all required AT security measures are in place.



 

 (iv)  Performance work statements should be written with the understanding that the need for and level of AT measures may change during contract performance.  Performance work statements should provide for the conduct of periodic inspections to ensure adherence to access control procedures.  Consider the need for reviewing contract AT measures if the local threat changes and/or if contract terms or requirements change.]
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