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SUBPART 203.9—WHISTLEBLOWER PROTECTIONS FOR CONTRACTOR 
EMPLOYEES 

(Revised April 28, 2014) 
 
 
203.900  Scope of subpart. 
This subpart applies to DoD instead of FAR subpart 3.9. 
 
 (1)  This subpart implements 10 U.S.C. 2409 as amended by section 846 of the  
National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181), section 842 
of the National Defense Authorization Act for Fiscal Year 2009 (Pub. L. 110-417), and 
section 827 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L. 
112-239). 
 
 (2)  This subpart does not apply to any element of the intelligence community, as  
defined in 50 U.S.C. 3003(4).  This subpart does not apply to any disclosure made by an 
employee of a contractor or subcontractor of an element of the intelligence community if 
such disclosure— 
 
  (i)  Relates to an activity or an element of the intelligence community; or 
 
  (ii)  Was discovered during contract or subcontract services provided to an  
element of the intelligence community. 
 
203.901  Definitions. 
“Abuse of authority,” as used in this subpart, means an arbitrary and capricious 
exercise of authority that is inconsistent with the mission of DoD or the successful 
performance of a DoD contract. 
 
203.903  Policy. 
 
 (1)  Prohibition.  10 U.S.C. 2409 prohibits contractors and subcontractors from 
discharging, demoting, or otherwise discriminating against an employee as a reprisal  
for disclosing, to any of the entities listed at paragraph (3) of this section, information  
that the employee reasonably believes is evidence of gross mismanagement of a DoD 
contract, a gross waste of DoD funds, an abuse of authority relating to a DoD contract, a 
violation of law, rule, or regulation related to a DoD contract (including the competition 
for or negotiation of a contract), or a substantial and specific danger to public health or 
safety.  Such reprisal is prohibited even if it is undertaken at the request of an 
executive branch official, unless the request takes the form of a non-discretionary 
directive and is within the authority of the executive branch official making the 
request. 
 
 (2)  Classified information.  As provided in section 827(h) of the National Defense 
Authorization Act for Fiscal Year 2013, nothing in this subpart provides any rights to 
disclose classified information not otherwise provided by law. 
 
 (3)  Entities to whom disclosure may be made: 
 
  (i)  A Member of Congress or a representative of a committee of Congress. 
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  (ii)  An Inspector General that receives funding from or has oversight over 
contracts awarded for or on behalf of DoD. 
 
  (iii)  The Government Accountability Office. 
 
  (iv)  A DoD employee responsible for contract oversight or management.  
 
  (v)  An authorized official of the Department of Justice or other law enforcement 
agency. 
 
  (vi)  A court or grand jury. 
 
  (vii)  A management official or other employee of the contractor or subcontractor 
who has the responsibility to investigate, discover, or address misconduct. 
 
 (4)  Disclosure clarified.  An employee who initiates or provides evidence of  
contractor or subcontractor misconduct in any judicial or administrative proceeding 
relating to waste, fraud, or abuse on a DoD contract shall be deemed to have made a 
disclosure. 
 
 (5)  Contracting officer actions.  A contracting officer who receives a complaint of  
reprisal of the type described in paragraph (1) of this section shall forward it to legal 
counsel or to the appropriate party in accordance with agency procedures. 
 
203.904  Procedures for filing complaints. 
 
 (1)  Any employee of a contractor or subcontractor who believes that he or she has  
been discharged, demoted, or otherwise discriminated against contrary to the policy in 
203.903 may file a complaint with the Inspector General of the Department of Defense. 
 
 (2)  A complaint may not be brought under this section more than three years after  
the date on which the alleged reprisal took place. 
 
 (3)  The complaint shall be signed and shall contain— 
 
  (i)  The name of the contractor; 
 
  (ii)  The contract number, if known; if not, a description reasonably sufficient to  
identify the contract(s) involved; 
 
  (iii)  The violation of law, rule, or regulation giving rise to the disclosure; 
 
  (iv)  The nature of the disclosure giving rise to the discriminatory act, including  
the party to whom the information was disclosed; and 
 
  (v)  The specific nature and date of the reprisal. 
 
203.905  Procedures for investigating complaints. 
 
 (1)  Unless the DoD Inspector General makes a determination that the complaint is 
frivolous, fails to allege a violation of the prohibition in 203.903, or has been previously 
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addressed in another Federal or State judicial or administrative proceeding initiated by 
the complainant, the DoD Inspector General will investigate the complaint. 
 
 (2)  If the DoD Inspector General investigates the complaint, the DoD Inspector 
General will— 
 
  (i)  Notify the complainant, the contractor alleged to have committed the 
violation, and the head of the agency;  and 
 
  (ii)  Provide a written report of findings to the complainant, the contractor 
alleged to have committed the violation, and the head of the agency. 
 
 (3)  Upon completion of the investigation, the DoD Inspector General— 
 
  (i)  Either will determine that the complaint is frivolous, fails to allege a 
violation of the prohibition in 203.903, or has been previously addressed in another 
Federal or State judicial or administrative proceeding initiated by the complainant, or  
will submit the report addressed in paragraph (2) of this section within 180 days after 
receiving the complaint; and 
 
  (ii)  If unable to submit a report within 180 days, will submit the report within 
the additional time period, up to 180 days, as agreed to by the person submitting the 
complaint. 
 
 (4)  The DoD Inspector General may not respond to any inquiry or disclose any 
information from or about any person alleging the reprisal, except to the extent that 
such response or disclosure is— 
 
  (i)  Made with the consent of the person alleging reprisal; 
 
  (ii)  Made in accordance with 5 U.S.C. 552a (the Freedom of Information Act) or 
as required by any other applicable Federal law; or 
 
  (iii)  Necessary to conduct an investigation of the alleged reprisal. 
 
 (5)  The legal burden of proof specified at paragraph (e) of 5 U.S.C. 1221 (Individual 
Right of Action in Certain Reprisal Cases) shall be controlling for the purposes of an 
investigation conducted by the DoD Inspector General, decision by the head of an 
agency, or judicial or administrative proceeding to determine whether prohibited 
discrimination has occurred. 
 
203.906  Remedies. 
 
 (1)  Not later than 30 days after receiving a DoD Inspector General report in 
accordance with 203.905, the head of the agency shall determine whether sufficient 
basis exists to conclude  
that the contractor has subjected the complainant to a reprisal as prohibited by 
203.903 and shall either issue an order denying relief or shall take one or more of 
the following actions: 
 
  (i)  Order the contractor to take affirmative action to abate the reprisal. 
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  (ii)  Order the contractor to reinstate the person to the position that the 
person held before the reprisal, together with compensatory damages (including 
back pay), employment benefits, and other terms and conditions of employment that 
would apply to the person in that position if the reprisal had not been taken. 

 
  (iii)  Order the contractor to pay the complainant an amount equal to the 
aggregate amount of all costs and expenses (including attorneys’ fees and expert 
witnesses’ fees) that were reasonably incurred by the complainant for, or in 
connection with, bringing the complaint regarding the reprisal, as determined by 
the head of the agency. 
 
 (2)  If the head of the agency issues an order denying relief or has not issued an 
order within 210 days after the submission of the complaint or within 30 days after the 
expiration of an extension of time granted in accordance with 203.905(3)(ii), and there 
is no showing that such delay is due to the bad faith of the complainant— 
 
  (i)  The complainant shall be deemed to have exhausted all administrative 
remedies with respect to the complaint; and 
 
  (ii)  The complainant may bring a de novo action at law or equity against the 
contractor to seek compensatory damages and other relief available under 10 U.S.C. 
2409 in the appropriate district court of the United States, which shall have jurisdiction 
over such an action without regard to the amount in controversy.  Such an action shall, 
at the request of either party to the action, be tried by the court with a jury.  An action 
under this authority may not be brought more than two years after the date on which 
remedies are deemed to have been exhausted. 
 
 (3)  An Inspector General determination and an agency head order denying relief 
under paragraph (2) of this section shall be admissible in evidence in any de novo 
action at law or equity brought pursuant to 10 U.S.C. 2409(c). 
 
 (4)  Whenever a contractor fails to comply with an order issued by the head of 
agency in accordance with 10 U.S.C. 2409, the head of the agency or designee shall 
request the Department of Justice to file an action for enforcement of such order in the 
United States district court for a district in which the reprisal was found to have 
occurred.  In any action brought under this paragraph, the court may grant appropriate 
relief, including injunctive relief, compensatory and exemplary damages, and 
reasonable attorney fees and costs.  The person upon whose behalf an order was issued 
may also file such an action or join in an action filed by the head of the agency. 
 
 (5)  Any person adversely affected or aggrieved by an order issued by the head of the 
agency in accordance with 10 U.S.C. 2409 may obtain judicial review of the order’s 
conformance with the law, and the implementing regulation, in the United States 
Court of Appeals for a circuit in which the reprisal is alleged in the order to have 
occurred.  No petition seeking such review may be filed more than 60 days after 
issuance of the order by the head of the agency or designee.  Review shall conform to 
Chapter 7 of Title 5, Unites States Code.  Filing such an appeal shall not act to stay the 
enforcement of the order by the head of an agency, unless a stay is specifically entered 
by the court. 
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 (6)  The rights and remedies provided for in this subpart may not be waived by any 
agreement, policy, form, or condition of employment. 
 
203.970  Contract clause. 
 
See DoD Class Deviation 2016-O0003, Prohibition on Contracting with Entities that 
Require Certain Internal Confidentiality Agreements, issued October 29, 2015. This 
deviation is effective for contract actions issued using DoD funds appropriated by the 
Continuing Appropriations Act, 2016 and any subsequent FY 2016 appropriations act 
that extends to FY 2016 funds the same restrictions as are contained in sections 743 of  
division E, Title VII of the Consolidated and Further Continuing Appropriations Act, 
2015.  This class deviation remains in effect until incorporated in the FAR or otherwise 
rescinded. 
 
See DoD Class Deviation 2015-O0010, Prohibition on Contracting with Entities that 
Require Certain Internal Confidentiality Agreements, issued February 5, 2015. This 
deviation is effective for contract actions issued using funds made available by the 
Financial Services and General Government Appropriations Act, 2015 (Division E of 
the Consolidated and Further Continuing Appropriations Act, 2015, Pub. L. 113-235), 
or any other Act, to include the Department of Defense Appropriations Act, 2015.  This 
class deviation remains in effect until incorporated in the FAR or otherwise rescinded. 
 
Use the clause at 252.203-7002, Requirement to Inform Employees of Whistleblower 
Rights, in all solicitations and contracts. 
 
 

http://www.acq.osd.mil/dpap/policy/policyvault/USA005618-15-DPAP.pdf
http://www.acq.osd.mil/dpap/policy/policyvault/USA001218-15-DPAP.pdf
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252203.htm#252.203-7002

