Instructions for Submitting Media
[bookmark: _GoBack][bookmark: OLE_LINK1][bookmark: OLE_LINK2]1)	For those instances when the contractor can identify all the files containing unclassified controlled technical information (CTI) that are part of the compromise, submit a copy of each file containing unclassified CTI associated with the compromise. 
2)	If the contractor cannot identify all the files containing unclassified CTI associated with the compromise, then the contractor can submit a bit for bit image.  In these cases, the preparation of the drive image(s) should be as follows for submission: create the image on a separate wiped hard drive, where the hard drive is overwritten using a suitable application or hardware that overwrites previous data with a pattern of binary data.  The hard drive can be wiped with utilities such as Unix 'dd' application or other commercially available hard drive duplicators with a drive wiping feature.  Suitable applications for creating drive images include, but are not limited to, the following:
	(A) Guidance Software’s EnCase (software)
	(B)  Access Software’s FTK Imager (software)
	(C)  Open source dd application (software)
	(D)  Hard Drive Duplicator (hardware)
3)	Submission of Media (as described in (1) and (2) above)
(A)  Create a cover letter that includes the following information:
(i)  Incident collection form report number.
		(ii)  Description of the type and number of media being submitted, along with make, model, and serial numbers and/or other identifying information as appropriate.
		(iii)  Explanation of how the media relate to the cyber incident. This description should provide context to the media submission, not simply repeat the incident summary reported in the incident report.
		(iv)  MD5 hash results for each item submitted.
	(B)  Send the cover letter and media via registered USPS mail, FedEx, UPS, or agency drop to:
DIBCERT (DCISE MAC)
911 Elkridge Landing Rd 
Linthicum, MD 21090-2993
	(C)  Send a digitally signed email to dcise@dc3.mil indicating media have been shipped. The subject line should read, “Media submission for [Incident Number]”.  If the image files are password-protected, include the password in this email.
	(D)  For more information, please contact DIBCERT: 410-981-0104, dcise@dc3.mil. 
4)	Upon receipt of the contractor media, DC3 will email the contractor and the contracting officer(s) for each affected contract to confirm the media have been received.
