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The 3in1 Tool automates the three key processes, Field Ordering, Receiving, and Payment, in one solution normally accomplished with the Standard Form 44 manual processes to purchase supplies and services used in contingency environments by a Field Ordering Officer (FOO) and Paying Agent (PA). The 3in1 Tool will record and transmit cash and carry type purchases and payment data, when conducting on-the-spot, over-the-counter, field cash purchases where GPC use is not feasible, to the prime database for remote reconciliation and review. The 3in1 Tool is a joint procurement and financial management solution developed to reduce risk to the field team, improve procurement and cash management on the battlefield, and provide immediate visibility into purchases and payments. 

Benefits of the 3in1 Tool:
· Eliminates problems associated with paper forms: wasted time duplicating documents, multiple entries into various systems, illegible handwriting, loss or damage to paper, storage/reproduction/shipping
· Reduces FOO/PA exposure to travel in hostile areas by reducing trips to multiple clearance offices by electronically sharing purchase information
· Reduces risk of unmatched disbursements of SF 44 purchases
· Reduces risk of payment duplication  through electronic verification
· Records all SF44 data, captures receipt images, uploads supporting documents for electronic filing/clearing 
· Eliminates need for field paying agents to calculate foreign currency exchange rates
· Automatically maintains obligations and expenditures by purchase request (PR) or cash advance (CA)
· Reduces errors and increases accountability with electronic record-keeping and reconciliation between FOO and Contracting Officer (KO), and PA and Disbursing Agent (DA)
· Provides centralized, electronic analysis of obligations, expenditures, available cash, and purchase activities
· Provides audit trail of all transactions in a designated AOR in the 3in1 Tool system
· Links payment and purchase data directly to financial system, eliminating need for manual entry

COMPONENTS: The 3in1 Tool is comprised of three components, a ruggedized handheld device with portable printer, a workstation application, and a prime database/server.  The handheld device is used in the field to input, temporarily store, and then transmit purchase and payment information. The small ruggedized printer provides field print capability to document cash payments until data is uploaded.  The workstation application is a hard client application that transmits data to the prime database/server in a fully connected mode; stores a replica of the prime database for offline operations; and caches data from the device for later synchronization with the prime database/server. The prime database/server, a specialized module within the Joint Contingency Contracting System (JCCS), is an existing system used to manage and post contracts and track contractors housed at DISA (DECC), . The 3in1 prime database is used to manage devices and role-based system access; stores, reports, and analyzes purchase and payment data; and transmits payment/ information to other financial systems and order/voucher and receipt images for official document storage to Electronic Data Access (EDA).  

PROCESS: Device, procurement, and financial management information is entered on the workstation by authorized personnel and then downloaded to the device to set it up for use by an assigned FOO and PA. FOO/PA are now able to processes orders/payments on the device which can be immediately transmitted to the prime database/server for daily online review/clearance. Status of clearance and procurement/financial updates are transmitted back to the device as they are processed to update the device. Once orders have completed the review/clearance process, the Disbursing Agent can download and transmit payment information to the Deployable Disbursement System. Once the voucher number has been assigned, the prime database/server will transmit the SF44 and receipt image to EDA for official document storage.

· ONLINE/OFFLINE OPERATIONS: The device and workstation application each operate independently, storing data until connectivity to the web is available. The device can transmit via GSM, Wi-Fi, or Ethernet to the prime database; or via USB or Cross Over cable to the workstation for cache and forward operations. For security purposes, only one communication port may be active at a time. Wireless connectivity requires contract officer approval at the time of device activation.  Data size is minimized to accommodate reduced bandwidth.

· AUTHENTICATION/SECURITY: Devices are uniquely registered with the 3in1 Tool prior to activation and data exchange. Data transmissions are encrypted for maximum security. Users register on the 3in1 workstation using DoD CAC cards to establish a user ID and DoD approved strong password and to obtain approval for role based access to the device or workstation. The role based access hierarchy approves all access based on designated roles.  Secure digital signatures activated by user names and passwords are used to execute orders by the FOO and payment certification by the PA.  As each step of the purchase is completed, the information is locked in a verifiable file and all data and images are transmitted to the 3in1 Workstation/Prime Database.  Any tampering with order or payment information is identified using the validation process when displayed or reported.

· FINANCIAL OPERATIONS:  Device will automatically calculate order total and exchange rates.  Obligations, expenditures, and cash availability are tracked on the device and prime database. Financial officers can increase or decrease PR and CA amounts on the workstation and transmit to the device in the field. During fiscal year change over, remaining cash can be re-associated with a new PR for the new FY. The Disbursing Agent can transfer cleared vouchers electronically to DDS for payment processing and to reduce the PA’s cash accountability. The PA will only need to return to the DA to obtain/return cash.  After DDS assigns a voucher number to each order and the data is transmitted back to the workstation, the SF44 and receipt can be transmitted to EDA for official permanent document storage.  

· PROCUREMENT CONTROLS:  Procurement controls prohibit purchases in excess of authorized limits or check items against unauthorized or special approval lists, and display customizable warning messages on the device. These orders are also flagged during clearance to assist reviewers when clearing orders/payments.

· RECEIPT AND RECORD OF PAYMENT: Vendor receipts are digitally recorded on the device using its onboard camera.  Government receipt of goods and vendor payment are recorded as a digital image of the physical signature on the device’s touch screen.  Accountable items can be flagged and reported for property book reporting. Final delivery locations can be recorded for property accountability tracking.

· ON-LINE REVIEW/CLEARANCE:  When connected, SF44 information is immediately available for review and clearance.  Reviewers can view all SF44 information, receipt image, signatures, and required approval letters.  Reviewers can approve, disapprove, or flag an order and transmit comments or questions to the field team for response on the device. 

· BACK UP AND DATA RESTORATION:  If a device is damaged, any data not uploaded to the prime database can be retrieved by the system administrator from the MicroSD card using another device.  If a device is stolen, it can be deactivated from the system by the system administrator from the workstation.  Should a device fail in the field, FOOs can execute manual SF44s with special PIINs issued during set up and then input the SF44 data, and upload the scanned SF44 into the workstation for automated review/clearance and payment and storage processing.   Data processed on the device while offline should be downloaded to the prime database or workstation as soon as possible for data backup and clearing.  

	Additional 3in1Hand-held Device Features
· Provides access to prices previously paid for market research
· Can record vendor location by GPS coordinates 
· Provides ability to attach notes to orders 
· Create shopping lists to minimize time in the market
· Reruns an order to quickly process a repeat order
· Can return items ordered, if required
· Fiscal Year cognizance prevents prior year PIIN use
· FOO and PAs are linked a team, multiple FOOs and PAs can be assigned to a device with the ability to re-associate as needed. Devices can only be used by assigned FOOs/PAs
	Additional 3in1 Workstation/Prime Database Features
Runs reports such as Individual and Total FOO Actions and Dollars, PIIN Logs
Generates and issues mass blocks of PIINs based on DoDDAC, FY, FOO ID, to all assigned FOOs, or individually
Provides customizable online role based review/clearance process Runs reports for use by the FOO, FOO Managers, PA, KO, DO/DA, and Commander 
Uploads supporting documents for retention in order’s electronic file (i.e. approvals, reviews, and receipts)
Tracks expenditures, purchases, cash in the field, obligations, available fund information daily 
Pushes PR,PIINs & procurement updates to device remotely
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