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For those instances when the contractor or subcontractor discovers and isolated malicious software, submit to DoD in accordance with the following instructions.  The DoD Cyber Crime Center (DC3) will collect and analyze malware submitted by the contractor or subcontractor.
To send malicious code samples to DC3, use a web browser to access the Malware Submission Form at https://dcise.cert.org/icf/.  (Note: Access to the Malware Submission Form requires the submitter to possess a DoD-approved PKI certificate.)
1) Include the following information: 
a. First Name
b. Last Name
c. Email Address
d. Company Name
e. Location
f. ICF Number (if applicable), e.g.   ICF 14123-001
g. Comments. Indicate how the malware sample relate to the submitted ICF and/or provide other information describing the reason for submission
2) Select the malicious code sample to upload. (Note: If uploading multiple files, add all files to a compressed archive prior to submitting.)
3) Click the Submit button at the bottom of the form.
In the event that the DIBNET-U Malware Submission Form is not available, or if other circumstances prohibit the submission of malicious code samples via the web form, please contact DCISE @dc3.mil for assistance.



