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1.0 Introduction
1.1 Purpose

The purpose of the Enterprise Monitoring and Management of Accounts (EMMA) System
Automated Provisioning User Manual is to assist authorized users of the application by
providing a concise, accessible instruction guide that explains the functionality of the
application. Agency/Organization Program Coordinator (A/OPC) Supervisors and Resource
Manager (RM) Supervisors are the authorized users for this tool.

1.2 Overview of the EMMA System

EMMA is a Defense Manpower Data Center (DMDC) web application that allows users to be
provisioned for other applications. As part of the provisioning process, users can create and
manage organizations and roles as well as assign and unassign users to the roles. The Purchase
Card Program Management Office (PCPMO) is utilizing EMMA to provision PCOLS users.
Currently, a PCOLS user provisioned in EMMA will be authorized to access EMMA and/or the
Authorization, Issuance, and Maintenance (AIM) application. In the future, this authorization
will also include access to the PCOLS Data Mining and Risk Assessment applications for some
users.

1.2.1 Automated Provisioning within the EMMA System

The EMMA System has incorporated an added feature that allows organizations to do a one-time
mass upload of all the users in their organization. This new feature is called Automated
Provisioning and was designed to assist users in moving forward with the use of PCOLS.
Automated Provisioning allows a user to fill hierarchical information (both organization as well
as user data) for a particular organization into an Excel spreadsheet. Once the completed sheet
has been run in the EMMA System, it will translate the information provided into the hierarchy
structure seen in EMMA.

1.3 System Requirements

The following components are required on your workstation in order to use EMMA:
e Microsoft Excel
e Internet Browser (Microsoft Internet Explorer 6.0 recommended)

e Microsoft Visio (optional)

1.4 Screen Captures and Prints

Due to Privacy Act considerations, protected information such as addresses, phone numbers, and
email addresses have either been fabricated or erased in the examples used throughout the
manual.
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1.5 Support Contact Information

The eBusiness Policy Support Center (eBPSC) provides Tier One policy support with escalation
capability to Tiers Two and Three. eBPSC will provide a single point of entry within the DoD
eBusiness community supporting multiple eBusiness systems for policy queries and issues.

If you need help or support, please contact the eBPSC:
e Website: http://www.acq.osd.mil/dpap/pdi/eb/ebusiness policy support center.html
e Toll-free Telephone: 1-877-376-5787 (1-877-ePOLSUPPORT)

e FEmail: defensepolicysupport@ebpsc.org

1.6 Performing EMMA Functions

This document is a manual specific to the Automated Provisioning feature. For instructions on
performing tasks in the EMMA application, reference the EMMA Application v2.2 User Manual
- for PCOLS users v1.2. The user manual has been added to this document for your convenience,

click the attachment icon () at the bottom right of the screen to view the document.

2.0 Hierarchical Structure of EMMA

The EMMA system was set up with a hierarchical structure. Each role has specific permissions
assigned to them — users are only able to provision the role and create or modify organizations
directly below their own level. The following chart depicts a high-level description of the
PCOLS role hierarchy within EMMA.

DMDC Application Representative
|
PCPMO Representative

Acquisition Executive Agent Component Resource Manager
(Lavel 2) |
|
HCA Agent Major Resource Manager
{Level 3) T

q

i Oplior—a&ssIgns oné ol or the other ™

/ \ Intermediate RM

TTTTOgNOn—gEsigns ona role or ing
I |

/ \ High-Level AIOPC
‘ RM Supervisor I

‘ AIOPC S.upervisc-r I | |

it |

Cardholders Supervisor

‘ AIOPC ‘ ‘ RM ‘
| [

‘ AIBO Supervisor ‘ ‘ RM Pool ‘
|

‘ ABO Pool ‘

| |
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3.0 EMMA Automated Provisioning Users

There are only two roles that can access the Automated Provisioning feature within EMMA: the
Resource Manager (RM) Supervisor and the Agency/Organization Program Coordinator
(A/OPC) Supervisor. Detailed definitions as well as a complete list of EMMA and AIM
functionality for these two roles and all additional roles within PCOLS can be found in Appendix
A: Roles and Definitions.

4.0 Automated Provisioning
4.1 Prerequisites

Once the decision has been made to provision users using the Automated Provisioning
worksheets, there are a few prerequisites that require completion prior to entering data into the
worksheets.

4.1.1 Provisioning in EMMA

There is a requirement for the provisioning of both procurement and financial hierarchies in the
EMMA application to be completed down to the A/OPC Supervisor and Resource Manager
Supervisor levels in order to use the Automated Provisioning worksheets. For additional
information on provisioning and the number of users that can be provisioned into each role, see
Appendix B: Number of Users in a Role.

4.1.2 Defining Your Hierarchy

The Automated Provisioning worksheet requires you to enter organization and user information.

It is critically important to define and/or draw out the hierarchy prior to initiating work on the

Excel sheet. Attached is a template of a filled in automated provisioning procurement hierarchﬁ
)

sheet as well as the hierarchy diagram that the template mimics. Click the attachment icon (|
at the bottom right of the screen to view the document. If the attachment icon is not visible, click
View on the menu, select Navigation Panel, and click Attachments.

Below is an example of a hierarchy that has been drawn using Microsoft Visio.
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AIOPC
ADAMS, MEGAN
E-MAIL XXX@XXXX

X

A/BO SUPV
OKEF, BERNARD
E-MAIL

]

A/BO
HOEFERKAMP,
RICHARD
E-MAIL XXX@XXXX

CH SUPV
STERLING,
HOWARD
E-MAIL XXX@XXXX

PCH
ALEXANDER ,
CYNTHIA
E-MAIL xxx@:

A/BO SUPV
CARTER, KATHY

E-MAIL XXX@XXXX

A/BO SUPV

CH SuPVv
'SWINT, REGIN,
@XXXX

MALLORY,
COREY
E-MAIL XXX@XXXX

AJOPC
BRYANT, CHRIS
E-MAIL XXX@XXXX

SUPSKI, KATHY
E-MAIL XXX@XXXX

A/BO
DAVID, SHANE
E-MAIL

AIBO
KELLY, SUSAN
E-MAIL XXX@XXXX|

A/BO SUPV
MILLER, ROBERT]
E-MAIL XXX@XXXX|

AIBO
FARREL, WAYNE
E-MAIL XXX@XXXX

CH SuPVv
TUCKER, TONY
E-MAIL XXX@XXXX|

PCH
CIUPAK, JOHN
E-MAIL XXX@XXXX

CH SUPV
PRESEY, DUANE
E-MAIL XXX@XXXX

CH SurPv

CH SupPv
ALFORD, DARYL

[ PANDY, LESIA
E

E-MAIL XXX@XXXX

E-MAIL XXX@XXXX

E-MAIL XXX@XXXX -MAIL XXX@XXXX

CH SupPv CH SupPv
NEWBY, MARY SWINT, REGINA

PCH
POST, VICTORIA
E-MAIL XXX@XXXX

PCH
MERERDUWIAN,
SOSSIE
E-MAIL XXX@XXXX

PCH
WALKER,
LORRAINE

PCH
BRINGLE, G.
STEVEN
E-MAIL

PCH
MALLORY, JEFF
E-MAIL XXX@XXXX

E-MAIL XXX@XXXX

PCH
PCH
MEREDITH, ELLIS, JAMES M

THOMAS E-MAIL XXX@XXXX
E-MAIL J ——

PCH
CZYNSKI, KATHY
E-MAIL XXX@XXXX

4.2 Required Forms

There are three worksheets in the EMMA Automated Provisioning document that you are
required to fill out. The following sections provide detailed instructions on filling out these
forms. The forms can be downloaded from the eBPSC website using the following URL:
http://www.acq.osd.mil/dpap/pdi/eb/pcols.html. There are two Microsoft Excel worksheets that
will need to be downloaded:

e EMMA Automated Provisioning - Financial . xls

e EMMA Automated Provisioning - Procurement.xls
4.2.1 Contact Information

The Contact Information tab is the first tab at the bottom of the EMMA Automated
Provisioning document and is the first sheet that you are required to fill out. This sheet requests
your contact information which will be used to contact you when the automated provisioning has
been completed or if there are any errors or additional information needed. The contact
information sheet looks like the following:
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Agency/Organization Program Coordinator Supv

Name: =hane Marcell
Address: 1256 Small Town Rd
Big Town, MD 20513
Phone Number: 5853583558
email Address: shane. Marcellf@usaf. mil
Organization Name: Boling Operations
COrganization 1D: 12344

» M} 1. Contact Information / 2. Crganization Data JENNE=gNEE

The following fields are required: Name, Email Address, and Organization ID. The Address,
Phone Number, and Organization Name fields are optional.

The Organization Name and Organization ID must be that of the EMMA Organization that you
are provisioned in.

To enter your address:
1. Inthe Address field, enter in line 1 of the address.
2. Press Alt+Enter on the keyboard. This will take the cursor down a line in the same cell.

3. Enter line 2 of your address.
4.2.2 Organization Data

The Organization Data tab is the second tab at the bottom of the EMMA Automated
Provisioning document. This sheet requests the organizational hierarchy information for the
organization(s) which users will be placed under. Enter in the information regarding the new
organization(s) being created.

1. Organization Name — Required field — Enter in the name of the new organization being
created.

2. Parent Organization — Required field — Enter in the organization name under which the new
organization will be created.

3. Description — Enter the description of the new organization being created. This is an optional
field.

4. Organization Affiliation — Required field — Select an affiliation for the new organization
from the drop-down list.
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10.
11.

12.

13.

14.

15.

16.

D | = | F |

1 |Organization Affiliation Address Line 1 Address Line 2
2 U5 Air Force |56 Small Town Rd
i u.5. Nax-";.-' ':'-iliﬂtiﬂl'l Sl Eg

115, Marine Corps agancy that [T41
5 |u.5. Coast Guard affiliated
B | U.5. Public Health Service
7 NOAA d

.5, Army Reserve
g 1.5, Air Force Reserve L i d
9 L5 A Force 1400 Srnall Town Bd

Address Line 1 — Required field — Enter line 1 of the address for the new organization.

Address Line 2 — Enter line 2 of the address for the new organization. This is an optional
field.

Address Line 3 — Enter any additional information for the address of the new organization.
This is an optional field.

City — Required field — Enter the city in which the new organization resides.

State — Required field — Select the state in which the new organization resides from the
drop-down list.

Zip Code — Enter the zip code for the new organization. This is an optional field.

Zip Code Extension — Enter the zip code extension for the new organization. This is an
optional field.

Postal Code — If the new organization resides outside of the United States, enter the postal
code for the organization. This is an optional field.

Country — Required field — Select the country in which the new organization resides from
the drop-down list.

POC Area Code — Required field — Enter the area code of the phone number for the point of
contact for the new organization. This field only allows three digits.

POC Primary Phone — Required field — Enter the phone number for the point of contact for
the new organization. The following format is required: XXXxXxXXx.

POC Primary Phone Extension — Enter the phone number extension for the point of contact
for the new organization. This is an optional field.

4.2.3 User Data

The User Data tab is the third tab at the bottom of the EMMA Automated Provisioning
document. This sheet requests user hierarchy information as well as their personal information.
All fields on this worksheet are required to be filled out prior to submission.

1.

Organization — Required field — Select the organization name under which the role is being
created from the drop-down list. This drop-down list is populated with the organization
names entered in the organizational data.
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2. User’s Role — Required field — Select the role type that is being created from the drop-down
list.

3. User’s Name — Required field — Enter the first and last name of the user being added to the
new role. The name should be in the following format: (First Last).

4. User’s Email Address — Required field — Enter the email address of the user being added to
the new role. This will be used to send the user a token to redeem.

4.3 Submission of Forms

The EMMA Automated Provisioning document has been created as two separate Excel files: one
for the Financial hierarchy and one for the Procurement hierarchy. The following files will be
accepted for submission. Both files should be formatted using the provided guidelines.

e EMMA Automated Provisioning - Financial.xls

= EMMA Automated Provisioning — Financial — RM Supervisor Name — Date.xls —
include your name and the date of submission in the file name.

e EMMA Automated Provisioning - Procurement.xls

= EMMA Automated Provisioning — Procurement — A/OPC Supervisor Name —
Date.xls —include your name and the date of submission in the file name.

Once an Automated Provisioning sheet has been completed, the Excel file must be submitted to
the following email address in order to be processed: dmdcpcols@osd.pentagon.mil.

5.0 Reading Email Reports

Emails are sent to you once the worksheets are run in the system. They will offer information of
success and failures. In addition, if there are any errors, details will be provided in the email
body.

5.1 Email Sections

The email has three general sections that should be kept in mind when reading them. A sample of
a successful e-mail has been provided below.

1. Date and Time Section — This section can be ignored as it is a timestamp of when the
information to its right was printed.

2. File and Contact Section — This section is to the right of the Date and Time Section. It prints
out the file name and contact information that was entered in the worksheet that was run.

3. Results Section — This section is below the Date and Time Section and File and Contact
Section. The section displays any errors that were compiled as well as the successful
additions to the EMMA hierarchy.

Document version 1.0, November 2008 7
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B Notification: EMMA Automated Provisioning Completed Successfully - Message (HTML)

File Edit “iew Insert Formatk  Tools  Actions Help  Adobe POF

g Reply _‘% Reply to &l _\; Forward | 5§ B | Ld | ¥ B | By X - - A | @ %
From: prols@osd. pentagon. mil Sent: Wed 09/03/2008 2:39 PM
Tos Provisioned User
Ce
Subject:  Motificakion: EMMA Automated Provisioning Completed Successfully
FProvisioned Uset, =
Ve have processed vour regquest for the automated provisioning of Purchase Card Ondine System (PCOLE) users into the EMMA system.
Here ate the results:
Diate and Time Section
03 SBIJ 2008 11-37-50] - File and Contact Section
03 Sep 2008 11:37:50/ -|Excel spreadsheet: Provisioned User, Wame of Or gavizafion - Automated Provisioning - Financial xls
03 Sep 2008 11:37:57| -|Contact name: Provisioned User
03 Sep 2008 11.37:57| -|Contact email address: resoutce manager. supv.ci@osd pentagonmil
03 Bep 2008 11.37:57| -|Contact role name: Resource Manager Supervisor
03 Bep 2008 11.37:57) -|Contact organization [D: Or ganizafion ID
03 Sep 2008 11.37:57| -|Contact organization: 'Name of Organization’
03 Bep 2008 113827 -
The following organizations were created as subordinates to your site "Name of Or gamization’ ,
(Crganization IDN; Reszults Zection
- 'Mame of Cr ganizafion’
+Org 134 (404578
+Org 13B (404575
03 Bep 2008 11:32:05 -
The following roles were added to) 'Name of Or gamization ' (Orgarizafion ID) - Resource Manager Supetvisor
+ 0Otz 134 (404574
+Fesource Wanager
User: Bm - resource manager.ct@osd pentagon mil
+ Otz 13B (404575)
+Resource Manager Fool
User: Rm Pool - resource manager pool.ctr@osd pentagon mil
This iz at avtomated email message. DO NOT REPLY TO THIZ EMAIL MESSAGE. If =
vou have any questions ot concerns about this message, please contact your
Acguisition Executive &Agent of your Component Resource Manager.

5.2 Completed with Errors Emails

There are two kinds of errors that can occur using Automated Provisioning: errors that can be
overlooked and errors that must be fixed before continuing. Emails that are tagged “***
Completed with Errors ***” notify you that there were errors while processing the file that was
submitted; however, they did not prevent the file from being processed completely.

An email with errors has the three general sections discussed in Section 5.1, Email Sections;
there is an added section labeled the Error Section that lists all of the errors that the system ran
into while processing the worksheet. See below for a sample. In the case of the sample email,
user is being informed that the maximum number of Resource Manager Pool members has been
reached and that no additional users can be added in the two organizations.

There is supplementary information in the Results Section; errors and warning messages are
listed as they occur while processing the worksheets. Errors can be identified by four asterisks
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like such, “****” surrounding the error message. The following are examples of both message
types:

e Error Message: “**** USER NOT PROVISIONED — MAX LIMIT EXCEEDED ##*#*%*”
e Warning Message: USER ALREADY PROVISIONED

Both types of messages do not require any action from you or require you to resubmit the
worksheet. Any changes that need to be made based off the errors/warnings listed must be made
through the EMMA application. For instructions on performing tasks in the EMMA application,
reference the EMMA Application v2.2 User Manual - for PCOLS users v1.2 (see Section 1.6,
Performing EMMA Functions, of this document).

B Notification: EMMA Automated Provisioning ***Completed with Errors***  Message (HTML)

File Edit Wiew Insert Format  Tools  Actions Help  Adobe PDF

& Reply | igReply toal | (O Forward | (S B | S | ¥ | 00 b - - A | @ §

From: pcols@osd, pentagon. mil Sent:  Thu 0971172008 1:46 PM
Tai Provisioned User

(lH

Subject:  Motification: EMMA Automated Provisioning ***Completed with Errors™®+*

| »

Provisioned User,

We have processed wour recquest for the automated provisioning of Purchase Card Online System (PCOLE) users into the EMMA system.
There were errors encountered during the processing. Please look over the errors reported, and if corrections are needed, make them through
the EMMA web application.

Hete ate the resulta:

11 Bep 2008 10:45.07 -
11 Zep 2005 10:45.07 - Excel spreadsheet: Provisioned User, Wame of Or gavizafion’- Automated Provisioning - Financial xls
11 Bep 2008 10:45:13 - Contact name: Provisioned User
11 Bep 2008 10:45:13 - Contact email address: resoutce manager. supv. ct@osd.pentagon mil
11 Bep 2008 10:45:13 - Contact role name: Resource Manager Supervisor
11 Bep 2008 10:45:13 - Contact organization ID: Or ganizafion ID
11 Bep 2002 10:45:13 - Contact orgatdzation: Neame of Crgamizafion’
11 Zep 2008 10:45:34 -
The following organizations wete created as subordinates to your site Wame of Orgavizafion” (Organizafion ID:
- Wame of O gavizafion”
+Crg LA (404504
+Crg 1B (404507
+ Org LF (404509

11 Sep 2008 10:46:16 -
The following roles were added to: Wame of Organization (O garizfion IDN - Resource Manager Supervisor

+ Oz 1B (404507
+Rezoutce Manager Error Message
User: BM Two -[**** USER NOT PROVISIONED - MAX LIMIT EXCEEDED **** |
+Org L F (404500
+ Resource Manager Pool Warning Message
User: Rmpool Four -[USER ALREADY PROVISIONED |
+Org LA (404504
+Resoutce Manager Error Message

User: B Ope - [F*#* TSER NOT PROVISIONED - LAY LIMIT EXICEEDED ##++# |

Errors Section

11 Bep 2008 10:46:16 -

Could not provision user 'RM Two (resource manager. ctn@osd pentagon mil)' for Role: 'Org 1B - (404507) - 'Resource Manager due to:
woak [TSER WOT PROVIZIONED - DA LIMIT EXCEEDED **** Could niot provision user 'RIM One

(tesoutce mmanager. cit@osd pentagonmdl) for Role: 'Org 14 - (404504) - 'Resource Manager due to

woaokk TSER NOT PROVISIONED - MAX LIMIT EXCEEDED *#+

This is an automated email message. DO NOT REPLY TO THIS EMAIL MESSAGE. If you have any questions or concerns about this
message, please contact your Acgusition Executive & gent or your Component Resource Manager.

b
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5.3 Validation Failure Emails

Emails that require worksheets to be resubmitted due to errors that were found in them are

tagged as “*** Validation Failure ***”, All results of the processing, along with any errors, are

listed under the Date and Time Section. All errors that are listed must be corrected and the

worksheet is to be resubmitted for reprocessing. See Appendix D: Error Codes and Messages for

documented error messages and suggested actions/corrections.

B Notification: EMMA Automated Provisioning ***¥alidation Faillure®** - Message (HTML)

Fil= Edit Miew Insert Format Tools Actions Help  Adobe PDF
FiReply | iz Reply to Al |t Forward | 5 B | 54 | ¥ | 00 x " - A | @ ﬁ

Framm: peols@osd. pentagon. mi Sent:  Mon 08/04/2008 11:17 AM

To: Provisioned Liser
Cc:

Subject:  Motification: EMMA Automated Provisioning ***alidation Failure®**

Provisioned User,

We have processed your request for the automated provisioning of Purchase Card Online System (PCOLE) users into the EMMA syatem.
There were errors encountered during the processing Flease cotrect these errors and resubmit the file for reprocessing. Here are the results:

04 Aug 2008 08:16:33 -

04 Awg 2008 0%:16:33 - Excel spreadsheet: Provisioned User, Name of v ganization”- EMMA Automated Provisioning - Procurement 3.xls
04 Awg 2008 0E:16:34 - Contact name: Provisioned Uger

04 Awg 2008 0E:16:34 - Contact email address: aope supv. ct@osd pentagon mil

04 Awg 2008 02:16:34 - Contact role name: A gencyiOrganization Program Coordinator Supv

04 Awg 2008 02:16:34 - Contact organization ID: Or gamizafion ID

04 Az 2002 02:16:34 - Contact organization: Mame of Or garizafion”

04 Aug 2008 (51654 - R EEBERE LRSS 1 Results/Error Section
04 Aug 2008 02:16:34 -| There were 2 organizations loaded

04 Aug 2008 02:16:35 - There were 3 roles loaded

04 Awg 2008 02:16:35 -|Role ID for ' Name of Or gamization” - Agency/Orgarization Program Coordinator Supv' catnot be found, Mot on

databasze.

This is an automated email message. DO NOT REFLY TO THIS EMAIL MESSAGE. If
wou have atiy questions of concerns shout this message, please contact your
Acguisition Executive Agent of your Component Resource Manager.

Document version 1.0, November 2008
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Appendix A: Roles and Definitions
A/OPC (Pool)

The A/OPC (Pool) is a group of users within the same organization who have access to perform
the same functions on the same requests/transactions. All users assigned as an A/OPC are
provisioned by the A/OPC Supervisor. All A/OPCs within an organization have access to the
same functions within EMMA.

A/BO Pool

The A/BO Pool is a group of users who have access to perform the same EMMA functions
within the organization. Any A/BO Pool member may provision a cardholder supervisor within
the organization.

RM Pool

The RM Pool is a group of RM users who have access to perform the same functions on the
same requests/transactions within AIM. RM Pool members are provisioned by the RM, and are
not users of EMMA.

User Functionality within EMMA and AIM
Purchase Card Program Management Office (PCPMO) Representative

EMMA
e Add, view, and modify an organization
¢ Add arole by provisioning both Acquisition Executive Agents and Component Resource
Managers and delete a role — see Appendix B: Number of Users in a Role for specific
guidelines on provisioning
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf
AIM

e No direct link or access to AIM

Acquisition Executive Agent

EMMA
e Add, view, and modify an organization
e Add arole by provisioning Head Contracting Activity (HCA) Agents and delete a role —
see Appendix B: Number of Users in a Role for specific guidelines on provisioning
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf
AIM

e No direct link or access to AIM
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Head Contracting Activity (HCA) Agent

EMMA

AIM

Add, view, and modify an organization

Add a role by provisioning both High-Level Agency/Organization Program Coordinators

(A/OPCs) and A/OPC Supervisors and delete a role — see Appendix B: Number of Users

in a Role for specific guidelines on provisioning

0 You can only provision a High-Level A/OPC OR an A/OPC Supervisor for each
organization. If you provision a High-Level A/OPC, they are responsible for
provisioning the A/OPC Supervisors for that organization.

Assign a user to a role and unassign a user

Add or remove a surrogate user will have the same authority that you have within

EMMA and be able to act on your behalf

No direct link or access to AIM

High-Level Agency/Organization Program Coordinator (A/OPC)

EMMA

AIM

Add, view, and modify an organization

Add a role by provisioning A/OPC Supervisors and delete a role — see Appendix B:
Number of Users in a Role for specific guidelines on provisioning

Assign a user to a role and unassign a user

Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

No direct link or access to AIM

Adency/Organization Program Coordinator (A/OPC) Supervisor

EMMA

AIM

Add, view, and modify an organization

Add a role by provisioning A/OPCs and delete a role — see Appendix B: Number of
Users in a Role for specific guidelines on provisioning

Assign a user to a role and unassign a user

Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

Authorized to complete Automated Provisioning worksheets for organizations that fall
under your supervision

No direct link or access to AIM

Agency/Organization Program Coordinator (A/OPC)

EMMA

Add, view, and modify an organization

Add a role by provisioning Approving/Billing Official (A/BO) Supervisors and delete a
role — see Appendix B: Number of Users in a Role for specific guidelines on
provisioning
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AIM

Assign a user to a role and unassign a user

Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

Must approve all account requests prior to bank submittal

Approving / Billing Official (A/BO) Supervisor

EMMA

Add, view, and modify an organization

Add a role by provisioning Approving/Billing Official (A/BO) Supervisors and delete a
role — see Appendix B: Number of Users in a Role for specific guidelines on
provisioning

Assign a user to a role and unassign a user

Initiates new Managing Account requests

Approves the Resource Manager nomination made by the Approving/Billing Official
May approve Cardholder requests if the primary Approving/Billing Official is the same
person as the Cardholder supervisor

Approving / Billing Official (A/BO) Pool Member

EMMA

AIM

Add, view, and modify an organization

Add a role by provisioning Approving/Billing Official (A/BO) Supervisors and delete a
role — see Appendix B: Number of Users in a Role for specific guidelines on
provisioning

Assign a user to a role and unassign a user

Accepts nomination for Managing Accounts

Primary Approving/Billing Official nominates Resource Manager for Managing
Accounts

Initiates new Cardholder Account requests

Cardholder Supervisor

EMMA

AIM

Accepts nomination for Cardholders Supervisor role
No additional access to EMMA

Approves Cardholder Account request if not acting as the primary Approving/Billing
Official pool member

Cardholder
EMMA

AIM

No direct link or access to EMMA

Accepts nomination for Cardholder Accounts
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Component Resource Manager (RM)

EMMA
e Add, view, and modify an organization
e Add arole by provisioning Major RMs and delete a role — see Appendix B: Number of
Users in a Role for specific guidelines on provisioning
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

AIM
e No direct link or access to AIM

Major Resource Manager (RM)

EMMA
e Add, view, and modify an organization
e Add arole by provisioning both Intermediate RMs and RM Supervisors and delete a role
—see Appendix B: Number of Users in a Role for specific guidelines on provisioning
0 You can only provision an Intermediate RM OR an RM Supervisor for each
organization. If you provision an Intermediate RM, they are responsible for
provisioning the RM Supervisors for that organization.
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

AlIM
e No direct link or access to AIM

Intermediate Resource Manager (RM)

EMMA
e Add, view, and modify an organization
e Add arole by provisioning RM Supervisors and delete a role — see Appendix B: Number
of Users in a Role for specific guidelines on provisioning
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

AIM
e No direct link or access to AIM

Resource Manager Supervisor

EMMA
e Add, view, and modify an organization
e Add arole by provisioning A/OPCs and delete a role — see Appendix B: Number of
Users in a Role for specific guidelines on provisioning
e Assign a user to a role and unassign a user
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e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf
e Authorized to complete Automated Provisioning worksheets for organizations that fall
under your supervision
AIM

e No direct link or access to AIM
Installation Resource Manager

EMMA
e Add, view, and modify an organization
e Add arole by provisioning the RM Pool and delete a role — see Appendix B: Number of
Users in a Role for specific guidelines on provisioning
e Assign a user to a role and unassign a user

e Add or remove a surrogate user which will have the same authority that you have within
EMMA and be able to act on your behalf

e Accepts nomination for Managing Accounts
e Allocates Lines of Accounting and ensures adequate funding

Resource Manager Pool Member
EMMA

® Accepts nomination for RM Pool role
e No additional access to EMMA

e Accepts nomination for Managing Accounts
e Allocates Lines of Accounting and ensures adequate funding
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Appendix B: Number of Users in a Role

The below table provides a list of each role, who each user can provision, and how many users
each role can contain per organization.

Your Role Who you can provision How many users for this
role per organization
PCPMO Representative Acquisition Executive Agent 10
Component Resource 10
Manager
Acquisition Executive Agent | HCA Agent 10
HCA Agent High-Level A/OPC 30
A/OPC Supervisor 30
High-Level A/OPC A/OPC Supervisor 30
A/OPC Supervisor A/OPC 30
A/OPC A/BO Supervisor 1
A/BO Supervisor A/BO Pool 100
A/BO Pool Cardholders Supervisor 100
Cardholders Supervisor N/A N/A — User of AIM only
Component Resource Major Resource Manager 10
Manager
Major Resource Manager Intermediate RM 10
RM Supervisor 1
Intermediate RM RM Supervisor 1
RM Supervisor RM 1
RM RM Pool 100
RM Pool N/A N/A — User of AIM only
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Appendix C: Acronyms and Abbreviations

The following abbreviations and acronyms aid in the understanding of this document.

Abbreviations and Acronyms

Description

A/BO

Approving/Billing Official

AIM Authorization, Issuance, and Maintenance
A/OPC Agency/Organization Program Coordinator
CAC Common Access Card

DMDC Defense Manpower Data Center

eBPSC eBusiness Policy Support Center

EMMA Enterprise Monitoring and Management of Accounts
HCA Head Contracting Activity

PCOLS Purchase Card Online System

PCPMO Purchase Card Program Management Office
PIN Personal Identification Number

POC Point of Contact

RM Resource Manager
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Appendix D: Error Codes and Messages

Error Message

Explanation

Solution

*##% USER NOT PROVISIONED - MAX LIMIT EXCEEDED

skokokk

The number of users being provisioned in
the role has exceeded the maximum limit.

View Appendix B: Number of Users in
a Role for the number of users in each
role and edit the Excel spreadsheet
accordingly.

USER ALREADY PROVISIONED

The user being provisioned has already
been provisioned into the same role and
organization prior to this attempt.

This error can be ignored unless it is
incorrect.

Role ID for ’Name of Organization’ - 'Agency/Organization
Program Coordinator Supv' cannot be found. Not on database.

The Role ID of your position was not
found in the EMMA System.

Contact your High Level A/OPC or
HCA Agent and request that you be
provisioned in EMMA. Once
provisioned, resubmit the worksheet.

A role is missing from the hierarchy, therefore, the following
role(s) could not be added:

- ‘Name of Organization 1’ Cardholders Supervisor

- ‘Name of Organization 2’ Approving/Billing Official Pool

- ‘Name of Organization 3’ Approving/Billing Officials
Supervisor

- ‘Name of Organization 4’ Agency/Organization Program
Coordinator

The roles listed were not added to the
Hierarchy, as there were some roles that
are missing.

Ensure that all roles for a Hierarchy or
group are entered in the worksheet and
resubmit the worksheet.

The contact information is not valid due to:
Could not find an organization with ID = <Organization ID>.

Or

The contact information is not valid due to:
The Organization ID is not valid or missing.

The Contact Information in the
worksheet does not list an existing
Organization ID or is unlisted.

Log in to the EMMA application to view
the Organization ID, enter the correct
value, and resubmit the worksheet.

The contact information is not valid due to:
The contact name must contain a valid name.

The Name provided in the Contact
Information is not valid.

Reenter your Name in the Contact
Information tab.

Organization ‘Name of Organization’ contains the following
error(s):
The following field(s) are required: Organization Affiliation

Under the Organization Data tab, the
Organization is missing the Organization
Affiliation information for ‘Name of
Organization’.

Select the Organization’s Affiliation
from the drop down list provided.
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Error Message

Explanation

Solution

Organization ‘Name of Organization’ contains the following
error(s):
The following field(s) are required: Parent Organization

Under the Organization Data tab, the
Organization is missing the Parent
Organization field for the Parent Organizer
for ‘Name of Organization’.

Enter the Parent Organization for the
current organization.

Organization ‘Name of Organization’ contains the following
error(s):

The name of the organization must be different from the parent's
name

Under the Organization Data tab, the
Organization is listed with the same name
as the Parent Organization. Automated
Provisioning requires unique Organization
Names.

Review and enter a new Name for the
Organization or change the Parent
Organization, so that they are not the
same and resubmit the worksheet.

Organization Name of Organization’ contains the following
error(s):
The following field(s) are required: Address Line 1

Under the Organization Data tab, the
Organization is missing the Address Line 1
information for ‘Name of Organization’.

Enter in Address Line 1 the Address that
the organization resides in.

Organization Name of Organization’ contains the following
error(s):
The following field(s) are required: City

Under the Organization Data tab, the
Organization is missing the City
information for ‘Name of Organization’.

Enter the City that the organization
resides in.

Organization Name of Organization’ contains the following
error(s):
The following field(s) are required: State

Under the Organization Data tab, the
Organization is missing the State
information for ‘Name of Organization’.

Select the State that the organization
resides in from the drop-down list
provided.

Organization Name of Organization’ contains the following
error(s):
The following field(s) are required: Country

Under the Organization Data tab, the
Organization is missing the Country
information for ‘Name of Organization’.

Select the Country that the organization
resides in from the drop-down list
provided.

Organization Name of Organization’ contains the following
error(s):

The following field(s) are required: POC Area Code

- POC Area Code must contain numbers

Under the Organization Data tab, the
Organization is missing the POC Area
Code or it was submitted with invalid

characters.

Enter the POC Area Code for the
organization. The Area Code should
only be digits.

Organization Name of Organization’ contains the following
error(s):

The following field(s) are required: POC Primary Phone

- POC Primary Phone must contain numbers

Under the Organization Data tab, the
Organization is missing the POC Primary
Phone number or it was submitted with
invalid characters.

Enter the POC Primary Phone Number
for the organization. The Phone Number
only should be digits.
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Error Message

Explanation

Solution

The following organizations could not be added to the hierarchy.
- <Future Organization’s Name>: Could not find the parent
organization in the hierarchy.

Under the Organization Data tab, the
Organization listed as the Parent
Organization does not exist in EMMA;
therefore, the organization addition could
not be completed.

Review and correct the Parent
Organization for the current
Organization.

- Organization is missing. It is a required field

User data - Row <row number>: contains the following error(s):

Under the User Data tab, the Organization
Name for the specified User (row) is
missing; therefore, the User could not be
inserted.

You can do one of two things:

1. Review the error in the spreadsheet
and fill in the missing Organization
Name for the User. Once fixed, resend
the entire sheet to DMDC to be run
again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.

- User's Role is missing. It is a required field

User data - Row <row number>: contains the following error(s):

Under the User Data tab, the Role type for
the specified User (row) is missing;
therefore. the User could not be inserted.

You can do one of two things:

1. Review the error in the spreadsheet
and select a Role for the User. Once
fixed, resend the entire sheet to DMDC
to be run again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.

- User's Name is missing. It is a required field

User data - Row <row number>: contains the following error(s):

Under the User Data tab, the Name for the
specified User (row) is missing; therefore,
the User could not be inserted.

You can do one of two things:

1. Review the error in the spreadsheet
and enter the Name for the User. Once
fixed, resend the entire sheet to DMDC
to be run again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.
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Error Message

Explanation

Solution

- User's Email Address is missing. It is a required field

User data - Row <row number>: contains the following error(s):

Under the User Data tab, the Email
address for the specified User (row) is
missing; therefore, the User could not be
inserted.

You can do one of two things:

1. Review the error in the spreadsheet
and enter the Email Address for the
User. Once fixed, resend the entire sheet
to DMDC to be run again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.

User data - Row 2: contains the following error(s):
- User's Email Address has invalid syntax - should have x@x.x
format

Under the User Data tab, the Email
address for the specified User (row) is
incorrectly structured; therefore, the User
could not be inserted. The format of an
email address is x@x.x.

You can do one of two things:

1. Review the error in the spreadsheet
and correct the Email Address for the
User. Once fixed, resend the entire sheet
to DMDC to be run again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.

User data - Row 2: contains the following error(s):
- User's Name has invalid syntax

Under the User Data tab, the Name for the
specified User (row) is incorrectly
structured; therefore, the User could not be
inserted. The format of the Name should be
(First Name Last Name).

You can do one of two things:

1. Review the error in the spreadsheet
and correct the Name for the User. Once
fixed, resend the entire sheet to DMDC
to be run again.

2. Log in to the EMMA application and
provision the User that was unable to be
provisioned via the Automated
Provisioning sheet.

This organization is not valid. Organization: ‘Name of
Organization’ that is present on the '3. User Data' worksheet, is
not defined on the '2. Organization Data' worksheet

Under the User Data tab, the Organization
listed has not been defined by the
Organization Data. There is a requirement
that prior to filling the User Data all
Organizations be defined.

Define the Organization in question
under the Organization Data tab, then
select the newly added Organization
from the drop down list in the User
Data, and resubmit the worksheet.
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0. Instructions

		Instructions for Filling Out the EMMA Automated Provisioning Spreadsheet

		1. Select the "Contact Information" tab and enter the information about the Agency/Organization Program Coordinator Supervisor and their organization.  As you click on each field in the form, you will be shown some instructions on what information is to be entered in the field.

		2. Select the "Organization Data" tab and enter the information about the organizations that you are provisioning (assigning) users to.

The column labeled Organization Name is where you enter the name of the organization to be created.  The column labeled Parent Organization is where you enter the name of the parent organization.  For example, if your organization is named "Org 1" and the organization that you are creating is named "Org 2", then you would enter "Org 2" in the Organization Name column and "Org 1" in the Parent Organization column.  If you are creating an organization named "Org 3" that is an organization below "Org 2", then you would enter "Org 3" in the Organization Name column and "Org 2" in the Parent Organization column.

		3. Select the "User Data" tab and enter the information about the users being provisioned.  The email address will be used by EMMA to send email notices to the users when they are provisioned in the system.  The roles that can be provisioned are:

- Agency/Organization Program Coordinator
- Approving/Billing Officials Supervisor
- Approving/Billing Official Pool
- Cardholders Supervisor





1. Contact Information

		Agency/Organization Program Coordinator Supv

		Name:		Shane Marcell

		Address:		1256 Small Town Rd
Big Town, MD 20513

		Phone Number:		888-888-8888

		email Address:		Shane.Marcell@usaf.mil

		Organization Name:		Boling Operations

		Organization ID:		12344
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2. Organization Data

		Organization Name		Parent Organization		Description		Organization Affiliation		Address Line 1		Address Line 2		Address Line 3		City		State		Zip Code		Zip Code Extension		Postal Code		Country		POC Area Code		POC Primary Phone		POC Primary Phone Extension

		O&M		Boling AFB Joint Operations				U.S. Air Force		1256 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Operations		O&M				U.S. Air Force		1256 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		AT&L		Operations				U.S. Air Force		1256 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		ATSD Intelligence		Operations				U.S. Air Force		1355 Ville Rd						Big Town		Maryland		20513						United States		888		8888888

		ATSD Intelligence - Building 1		ATSD Intelligence				U.S. Air Force		1352 Ville Rd						Big Town		Maryland		20513						United States		888		8888888

		ATSD Intelligence - Building 1A		ATSD Intelligence - Building 1				U.S. Air Force		1352A Ville Rd						Big Town		Maryland		20513						United States		888		8888888

		ATSD Intelligence - Building 1B		ATSD Intelligence - Building 1				U.S. Air Force		1352B Ville Rd						Big Town		Maryland		20513						United States		888		8888888

		Administration		O&M				U.S. Air Force		1400 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Personnel & Readiness		Administration				U.S. Air Force		1400 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Personnel		Personnel & Readiness				U.S. Air Force		1400 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Readiness		Personnel & Readiness				U.S. Air Force		1401 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Personnel - HR		Personnel				U.S. Air Force		1400 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888

		Personnel - Initial		Personnel				U.S. Air Force		1400 Small Town Rd						Big Town		Maryland		20513						United States		888		8888888
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3. User Data

		Organization		User's Role		User's Name		User's Email Address

		Operations		Agency/Organization Program Coordinator		Megan Adams		megan.adams@usaf.mil

		AT&L		Approving/Billing Officials Supervisor		Bernard Okef		Bernard.okef@usaf.mil

		AT&L		Approving/Billing Official Pool		Richard Hoeferkamp		Richard.Hoeferkamp@usaf.mil

		AT&L		Cardholders Supervisor		Howard Sterling		Howard.Sterling@usaf.mil

		ATSD Intelligence		Approving/Billing Officials Supervisor		Rebecca Bash		Rebecca.Bash@usaf.mil

		ATSD Intelligence		Approving/Billing Official Pool		Albert Dyson		Albert.Dyson@usaf.mil

		ATSD Intelligence		Cardholders Supervisor		Regina Swint		Regina.Swint@usaf.mil

		ATSD Intelligence - Building 1		Approving/Billing Officials Supervisor		Kathy Carter		Kathy.Carter@usaf.mil

		ATSD Intelligence - Building 1		Approving/Billing Official Pool		Charlene Young		Charlene.Young@usaf.mil

		ATSD Intelligence - Building 1A		Cardholders Supervisor		Mary Newby		Mary.Newby@usaf.mil

		ATSD Intelligence - Building 1B		Cardholders Supervisor		Regina Swint		Regina.Swint@usaf.mil

		Administration		Agency/Organization Program Coordinator		Chris Bryant		Chris.Bryant@usaf.mil

		Personnel		Approving/Billing Officials Supervisor		Kathy Supski		Kathy.Supski@usaf.mil

		Personnel - HR		Approving/Billing Official Pool		Shane David		Shane.David@usaf.mil

		Personnel - HR		Cardholders Supervisor		Daryl Alford		Daryl.Alford@usaf.mil

		Personnel - HR		Cardholders Supervisor		Lesia Pandy		Lesia.Pandy@usaf.mil

		Personnel - Initial		Approving/Billing Official Pool		Susan Kelly		Susan.Kelly@usaf.mil

		Personnel - Initial		Cardholders Supervisor		Duane Presey		Duane.Presey@usaf.mil

		Readiness		Approving/Billing Officials Supervisor		Robert Miller		Robert.Miller@usaf.mil

		Readiness		Approving/Billing Official Pool		Wayne Farrel		Wayne.Farrel@usaf.mil

		Readiness		Cardholders Supervisor		Tony Tucker		Tony.Tucker@usaf.mil
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Work Data

		Agency/Organization Program Coordinator		U.S. Army		APO/FPO		United States

		Approving/Billing Officials Supervisor		U.S. Air Force		APO/FPO (New York)		Afghanistan

		Approving/Billing Official Pool		U.S. Navy		APO/FPO (San Francisco)		Albania

		Cardholders Supervisor		U.S. Marine Corps		Alabama		Algeria

				U.S. Coast Guard		Alaska		American Samoa

				U.S. Public Health Service		American Samoa		Andorra

				NOAA		Arizona		Angola

				U.S. Army Reserve		Arkansas		Anguilla

				U.S. Air Force Reserve		California		Antarctica

				U.S. Navy Reserve		Colorado		Antigua and Barbuda

				U.S. Marine Corps Reserve		Connecticut		Argentina

				U.S. Coast Guard Reserve		Delaware		Armenia

				PHS Reserve		District of Columbia		Aruba

				Army National Guard		Federated States of Micronesia		Ashmore and Cartier Islands

				Air National Guard		Florida		Australia

				Veterans Administration		Georgia		Austria

				Defense Logistics Agency		Guam		Azerbaijan

				Army and Air Force Exchange Service		Hawaii		Bahamas

				Defense Finance and Accounting Service		Idaho		Bahrain

				DEERS		Illinois		Baker Island

				DoD/Joint Services		Indiana		Bangladesh

				Dental Contractor		Iowa		Barbados

				Medical Contractor		Kansas		Bassas da India

				Other		Kentucky		Belarus

						Louisiana		Belgium

						Maine		Belize

						Marshall Islands		Benin

						Maryland		Bermuda

						Massachusetts		Bhutan

						Michigan		Bolivia

						Minnesota		Bosnia and Herzegovina

						Mississippi		Botswana

						Missouri		Bouvet Island

						Montana		Brazil

						Nebraska		British Indian Ocean Territory

						Nevada		British Virgin Islands

						New Hampshire		Brunei

						New Jersey		Bulgaria

						New Mexico		Burkina Faso

						New York		Burma

						North Carolina		Burundi

						North Dakota		Cambodia

						North Mariana Islands		Cameroon

						Ohio		Canada

						Oklahoma		Cape Verde

						Oregon		Cayman Islands

						Palau		Central African Republic

						Pennsylvania		Chad

						Puerto Rico		Chile

						Rhode Island		China

						South Carolina		Christmas Island

						South Dakota		Clipperton Island

						Tennessee		Cocos (Keeling) Islands

						Texas		Colombia

						US Minor Outlying Islands		Comoros

						Utah		Congo

						Vermont		Congo

						Virgin Islands		Cook Islands

						Virginia		Coral Sea Islands

						Washington		Costa Rica

						West Virginia		Cote D’Ivoire

						Wisconsin		Croatia

						Wyoming		Cuba

								Cyprus

								Czech Republic

								Democratic People’s Rep of Korea

								Denmark

								Djibouti

								Dominica

								Dominican Republic

								East Timor

								Ecuador

								Egypt

								El Salvador

								Equatorial Guinea

								Eritrea

								Estonia

								Ethiopia

								Europa Island

								Falkland Islands

								Faroe Islands

								Federated States of Micronesia

								Fiji

								Finland

								France

								French Guiana

								French Polynesia

								French Southern and Antarctic Lands

								Gabon

								Gambia

								Gaza Strip

								Georgia

								Germany

								Ghana

								Gibraltar

								Glorioso Islands

								Greece

								Greenland

								Grenada

								Guadeloupe

								Guam

								Guatemala

								Guernsey

								Guinea

								Guinea-Bissau

								Guyana

								Haiti

								Heard Island and McDonald Islands

								Honduras

								Hong Kong

								Howland Island

								Hungary

								Iceland

								India

								Indonesia

								Iran

								Iraq

								Ireland

								Isle of Man

								Israel

								Italy

								Jamaica

								Jan Mayen

								Japan

								Jarvis Island

								Jersey

								Johnston Atoll

								Jordan

								Juan de Nova Island

								Kazakhstan

								Kenya

								Kingman Reef

								Kiribati

								Kuwait

								Kyrgyzstan

								Laos

								Latvia

								Lebanon

								Lesotho

								Liberia

								Libya

								Liechtenstein

								Lithuania

								Luxembourg
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1.0 Introduction
1.1 Purpose

The purpose of the Enterprise Monitoring and Management of Accounts (EMMA) System User
Manual is to assist authorized users of the application by providing a concise, accessible
instruction guide that explains the functionality of the application as well as key business rules
behind provisioning Purchase Card Online System (PCOLS) users.

1.2 Overview of the EMMA System

EMMA is a Defense Manpower Data Center (DMDC) web application that allows users to be
provisioned for other applications. As part of the provisioning process, users can create and
manage organizations and roles as well as assign and unassign users to the roles. The Purchase
Card Program Management Office (PCPMO) is utilizing EMMA to provision PCOLS users.
Currently, a PCOLS user provisioned in EMMA will be authorized to access EMMA and/or the
Authorization, Issuance, Management (AIM) application. In the future, this authorization will
also include access to the PCOLS Data Mining and Risk Assessment applications for some users.

1.3 System Requirements

The following components are required on your workstation in order to use EMMA:
e PC/SC Smart Card Reader and Driver
e GSCIS 2.1 Middleware or equivalent

e Internet Browser (Microsoft Internet Explorer 6.0 recommended)

1.4 Screen Captures and Prints

Due to Privacy Act considerations, protected information such as addresses, phone numbers, and
email addresses have either been fabricated or erased in the examples used throughout the
manual.

1.5 Support Contact Information

The eBusiness Policy Support Center (eBPSC) provides Tier One policy support with escalation
capability to Tiers Two and Three. Once fully implemented, the eBPSC will provide a single
point of entry within the DoD eBusiness community supporting multiple eBusiness systems for
policy queries and issues.

If you need help or support, please contact the eBPSC:
e Website: http://www.acq.osd.mil/dpap/pdi/eb/ebusiness_policy support_center.html
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e Toll-free Telephone: 1-877-376-5787 (1-877-ePOLSUPPORT)

e FEmail: defensepolicysupport@ebpsc.org

2.0 Hierarchical Structure of EMMA

The EMMA system was set up with a hierarchical structure. Each role has specific permissions
assigned to them — users are only able to provision the role and create or modify organizations
directly below their own level. The following chart depicts a high-level description of the
PCOL’s role hierarchy within EMMA.

DMDC Application Representative
|
PCPMO Representative

Acquisition Executive Agent Component Resource Manager
{Lavel 2) |
|
HCA Agent Major Resource Manager
{Level 3) .

1
i CJpNon—aEEIgns oneTole oF e other ™ 7]

/ \ Intermediate RM

TTOplon—a55igns ohe rale or the ofmer *:
| |

T |High-Level orc .
‘ RM Supervisor I

‘ AIOPC Slupervisor I | |

r
I
I
I
I
I
I
I
|

Cardholders Supervisor

‘ AIOPC ‘ ‘ RM ‘
| [

‘ AIBO Supervisor ‘ ‘ RM Pool ‘
|

‘ AIBO Pool ‘

3.0 EMMA Users

The following sections define the PCOLS users of EMMA as well as application business rules
for each role. The sections will clearly delineate what functions you are allowed to perform
within EMMA. Appendix A: Additional Roles and Definitions provides a detailed reference to
the functionality of each role within the AIM application.

3.1 PCPMO Representative

As a PCPMO Representative, you are allowed to add, view, and modify an organization; add a
role; assign a user to a role; unassign a user; delete a role; and add or remove a surrogate user.
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You are authorized to provision both Acquisition Executive Agents and Component Resource
Managers. You can provision up to 10 users for each role within an organization. If you have
additional users that you need to provision for these roles, you can add a new organization. If
you have less than 10 users, you still have the option to add specific organizations in order to
better categorize your users.

As a PCPMO Representative, you can assign one surrogate user. This surrogate will have the
same authority that you have within EMMA and be able to act on your behalf.

3.2 Acquisition Executive Agent

As an Acquisition Executive Agent, you are allowed to add, view, and modify an organization;
add a role; assign a user to a role; unassign a user; delete a role; and add or remove a surrogate
user.

You are only authorized to provision Head Contracting Activity (HCA) Agents. You can
provision up to 10 users for this role within an organization. If you have additional users that you
need to provision for this role, you must add a new organization. If you have less than 10 users,
you still have the option to add specific organizations in order to better categorize your users.

As an Acquisition Executive Agent, you can assign one surrogate user. This surrogate will have
the same authority that you have within EMMA and be able to act on your behalf.

3.3 HCA Agent

As an HCA Agent, you are allowed to add, view, and modify an organization; add a role; assign
a user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are authorized to provision both High-Level Agency/Organization Program Coordinators
(A/OPCs) and A/OPC Supervisors. You can provision up to 30 users for each role within an
organization. If you have additional users that you need to provision for these roles, you must
add a new organization. If you have less than 30 users, you still have the option to add specific
organizations in order to better categorize your users.

Note: You can only provision a High-Level A/OPC OR an A/OPC Supervisor for each
organization. If you provision a High-Level A/OPC, they are responsible for provisioning
the A/OPC Supervisors for that organization.

As an HCA Agent, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.4 High-Level A/OPC

As a High-Level A/OPC, you are allowed to add, view, and modify an organization; add a role;
assign a user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision A/OPC Supervisors. You can provision up to 30 users for
this role within an organization. If you have additional users that you need to provision for this
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role, you must add a new organization. If you have less than 30 users, you still have the option to
add specific organizations in order to better categorize your users.

As a High-Level A/OPC, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.5 A/OPC Supervisor

As an A/OPC Supervisor, you are allowed to add, view, and modify an organization; add a role;
assign a user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision A/OPCs. You can provision up to 30 users for this role
within an organization. If you have additional users that you need to provision for this role, you
must add a new organization. If you have less than 30 users, you still have the option to add
specific organizations in order to better categorize your users.

As an A/OPC Supervisor, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.6 A/OPC

As an A/OPC, you are allowed to add, view, and modify an organization; add a role; assign a
user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision Approving/Billing Official (A/BO) Supervisors. You can
only provision one (1) user for this role within an organization. If you have additional users that
you need to provision for this role, you must add a new organization.

As an A/OPC, you can assign one surrogate user. This surrogate will have the same authority
that you have within EMMA and be able to act on your behalf.

3.7 A/IBO Supervisor

As an A/BO Supervisor, you are allowed to add, view, and modify an organization; add a role;
assign a user to a role; unassign a user; and delete a role.

You are only authorized to provision members of the A/BO Pool. You can provision up to 100
users for this role within an organization. If you have additional users that you need to provision
for this role, you must add a new organization. If you have less than 100 users, you still have the
option to add specific organizations in order to better categorize your users.

3.8 A/BO Pool

As a member of the A/BO Pool, you are allowed to add, view, and modify an organization; add a
role; assign a user to a role; unassign a user; and delete a role.

You are only authorized to provision Cardholders Supervisors. You can provision up to 100
users for this role within an organization. If you have additional users that you need to provision
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for this role, you must add a new organization. If you have less than 100 users, you still have the
option to add specific organizations in order to better categorize your users.

3.9 Cardholders Supervisor

As a Cardholders Supervisor, you do not have direct access to EMMA. You are limited to
redeeming the email token that you receive from the A/BO Pool. Once you have redeemed your
token, the “EMMA Log In” page is displayed with a green bar across the top, confirming that
your token was successfully redeemed.

3.10 Cardholder

Cardholders do not have a direct link or access to EMMA.

3.11 Component Resource Manager

As a Component Resource Manager (RM), you are allowed to add, view, and modify an
organization; add a role; assign a user to a role; unassign a user; delete a role; and add or remove
a surrogate user.

You are only authorized to provision Major RM. You can provision up to 10 users for this role
within an organization. If you have additional users that you need to provision for this role, you
must add a new organization. If you have less than 10 users, you still have the option to add
specific organizations in order to better categorize your users.

As a Component RM, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.12 Major Resource Manager

As a Major RM, you are allowed to add, view, and modify an organization; add a role; assign a
user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are authorized to provision both Intermediate RMs and RM Supervisors. You can provision
up to 10 users as an Intermediate RM within an organization. You can only provision one (1)
RM Supervisor within an organization. If you have additional users that you need to provision
for these roles, you must add a new organization. If you have less than 10 Intermediate RMs, you
still have the option to add specific organizations in order to better categorize your users.

Note: You can only provision an Intermediate RM OR an RM Supervisor for each
organization. If you provision an Intermediate RM, they are responsible for provisioning
the RM Supervisors for that organization.

As a Major Resource Manager, you can assign one surrogate user. This surrogate will have the
same authority that you have within EMMA and be able to act on your behalf.
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3.13 Intermediate Resource Manager

As an Intermediate RM, you are allowed to add, view, and modify an organization; add a role;
assign a user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision RM Supervisors. You can only provision one (1) user for
this role within an organization. If you have additional users that you need to provision for this
role, you must add a new organization.

As an Intermediate RM, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.14 Resource Manager Supervisor

As an RM Supervisor, you are allowed to add, view, and modify an organization; add a role;
assign a user to a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision RMs. You can only provision one (1) user for this role
within an organization. If you have additional users that you need to provision for this role, you
must add a new organization.

As an RM Supervisor, you can assign one surrogate user. This surrogate will have the same
authority that you have within EMMA and be able to act on your behalf.

3.15 Resource Manager

As an RM, you are allowed to add, view, and modify an organization; add a role; assign a user to
a role; unassign a user; delete a role; and add or remove a surrogate user.

You are only authorized to provision members of the RM Pool. You can provision up to 100
users for this role within an organization. If you have additional users that you need to provision
for this role, you must add a new organization. If you have less than 100 users, you still have the
option to add specific organizations in order to better categorize your users.

As an RM, you can assign one surrogate user. This surrogate will have the same authority that
you have within EMMA and be able to act on your behalf.

3.16 Resource Manager Pool

As a member of the RM Pool, you do not have direct access to EMMA. You are limited to
redeeming the email token that you receive from the RM. Once you have redeemed your token,
the “EMMA Log In” page is displayed with a green bar across the top, confirming that your
token was successfully redeemed.
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4.0 Performing Functions in EMMA
4.1 Logon Functions

4.1.1 Redeeming Your Token and Logging In

When you have been nominated for a position in EMMA, you will receive a notification email
with the subject "Token Redemption for: (specific role that you were provisioned)" which will
contain a token string. Once you redeem this token, your Common Access Card (CAC) will be
registered to your provisioned role. The email that you receive will look like the following:

= Token Redemption for role: Major Resource Manager - Message (Plain Text)

timat  Tools  Actions Help

The following token has been generated for you by Name of vour Provisioning Authoritv.

Please click on this link https:/ pki.dwde.osd.mwillappidenma—web, TokenHandleriction.do?
newsiession=true&token=1234567589 to accept the role as the 'Role Name' in the

'Name ' organization for the AIN application. You will need to suthenticate yourself
using your Common Access Card (CAC).

If thi=s link does not work, go to the EMMA application using this URL
{https://pki.dwde.osd.mil/app]j/emna—webh/) and copy the following token 123456782 into
the Token text box and click the Redeem Token button.

Lfter this initial token redemption, wou will be able to log in with just wyour CAC.

This token will expire in 30 day(s).

There are two ways to redeem tokens and they are both explained in the above email.
Option 1 — Via Email Link
In the email, there is the following text:

"Please click on this link (https://pki.dmdc.osd.mil/appj/emma-
web/TokenHandlerAction.do?newSession=true&redeemToken=123456789) to accept"

Insert your CAC into the card reader.

Click on the provided link. This opens a new browser.

Select your Identity Certificate (this certificate is NOT listed as an Email Certificate).
Enter the PIN for your CAC and click OK. The "EMMA Home Page" opens.
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Information and Techaology for Better Decision Making

Home | Logoff | Contact

PMDCY Enterprise Monitoring and Management of Accounts.

Welcome User Name
EMMA Home Page

From this page you can select which application and role you want perform tasks as. vou can return to this page any time by clicking on the Home link at the top of the page,

Select RolefManage Surrogates

Choose a role and click the Select Role button to manage organizations and users. Or you can assign or unassign your surrogate by clicking on the Assign Surrogate button
or the Unassign Surrogate button, (You can not unassign vourself as the surrogate to someone else.)

‘ Select ” Application ” Organization ” Role Name ” Your Surrogate

& AIM Test Oig i.e., Role hame

Select Rols I Add Surogate User |

If you are provisioned as a Cardholders Supervisor or a member of the RM Pool, the “EMMA
Log In” page is displayed with a green bar across the top, confirming that your token was
successfully redeemed.

Option 2 — Via Token on Screen
1. Insert your CAC into the card reader.
Click the secondary link within the email (https://pki.dmdc.osd.mil/appj/emma-web/).

Select your Identity Certificate (this certificate is NOT listed as an Email Certificate).
Enter the PIN for your CAC and click OK. The "EMMA Log In" page opens.

A

Click the Redeem Token radio button and type the token number from your email into the
text box.

6. Click Continue. The "EMMA Home Page" is displayed.

If you are provisioned as a Cardholders Supervisor or a member of the RM Pool, the “EMMA
Log In” page is displayed with a green bar across the top, confirming that your token was
successfully redeemed.

4.1.2 Logging In to EMMA

You will only need to redeem your token in EMMA the first time that you log in. Once you
redeem the token, your CAC will be registered to your provisioned role.

To log in to EMMA:
1. Insert your CAC into the card reader.

2. Open Internet Explorer and type in the following Web address:
https://www.dmdc.osd.mil/appj/emma-web/.

3. Click the Common Access Card radio button.

4. Click Continue.

5. Select your Identity Certificate (this certificate is NOT listed as an Email Certificate).
6. Enter the PIN for your CAC and click OK. The "EMMA Home Page" is displayed.

Document version 1.2, December 2008 8





EMMA System v. 2.2 User Manual
for PCOLS Users

4.1.3 Selecting a Role

When selecting a role, be sure to note the Organization and the Application in the far right
column. EMMA allows individuals to have duplicate roles in different organizations. You must
select the role for the organization that you are modifying.

To select your role, click the radio button next to your provisioned role and click Select Role.

4.2 Organization Functions
4.2.1 Adding an Organization

To add an organization, use the following steps:

1. Click Organization Details. The name, description, affiliation, mailing address, and POC
phone number for your organization will display in the right side of your screen.

2. Click Add Organization.

Information and Technology For Better Decision Making

Home | Logoff | Contact | Help

PMBCY Enterprise Monitering and Management of Accounts

welcome User Name, you are logged in as the [Role Name] for the application AIM
Home = Provisioning

Provisioning for AIM

Select an organization or role below to view/update information.

EE'_l,lTestorg TestOrg (400714)
ol rganization details )
f Organiza tion Descri ption:
-1 Role Name
Organization Affiliation: U.5. Amy
Mailing Address: Big Military Base
Smalltown, USA 99999
POC Primary Phone: 123-456-7890
Mare inf:
Add Drganization |

3. The "Add Organization" screen is displayed. You are required to enter the following

information:

a. Organization Name

b. Organization Affiliation — This field contains a drop-down box for you to select from
c. Country — This field contains a drop-down box for you to select from

d. Street Address Line 1

e. City

f. State — This field contains a drop-down box for you to select from
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g. ZIP Code
h. POC Area Code
1. POC Phone Number

Note: On the "Add Organization" screen, there are additional optional fields if you
would like more detailed information stored for your organization.

4. Once you have filled in the above information, click Add Organization on the bottom of the
screen.

4.2.2 Viewing an Organization

To view the details of an organization:
1. Click the "+" next to the name of the organization that you just created.

2. Click Organization Details.
4.2.3 Updating an Organization

To update an organization:

1. Click the "+" next to the name of the organization you would like to update.
2. Click Organization Details.

3. Click Update.

Note: From this screen, you can modify, delete, or add additional information for your
organization.

4. When you are finished updating your organization, click Save.
4.2.4 Removing an Organization

If there are sub-organizations that have been created within your organization, you will not see
an option to remove your organization.

To remove an organization:

1. Click the "+" next to the name of the organization which you would like to remove.
2. Click Organization Details.

3. Click Remove Organization.

Note: When you remove an organization, the permissions for all of the users provisioned
in that organization will be removed.

4. Confirm that you want to remove the organization. Click OK. A green bar will display at the
top of the screen confirming that you have successfully deleted the organization.
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4.3 Role Functions

4.3.1 Adding a Role

The table after the instructions delineates which roles you can provision as well as how many
users can be provisioned within a single organization. If you have additional users that need to be
provisioned, you must create a new organization.

To add a role:
1. From the "Organization Details" screen, click Add Role.

2. The "Add Role" screen is displayed. See the table below for the roles that you are authorized
to provision.

Note: The drop-down arrow will display whether you are permitted to provision just one
or multiple roles. The system will only allow you to choose from roles that you are
authorized to provision.

3. Once you have selected a role, click Add Role. You will be returned to the "Organization"
screen.

4. Click the "+" next to your organization. The organization will expand. Click on the title of
the role that you just added.

Indormetion and Tachrology for Beatter Ducision Making

MMA Home | Logoff | Contact | Help

Enterprise Manitering and Mansgement of Accounts

0 Voui have successfully added the Rele: Acquisition Exe cutive Agent

Welcome User Name, you are logged in as the PCPMO Representative for the application AIM

Homa = Provigioning

Provisioning for AIM

Select an organization or role below bo view/update infarmation.
B Testong
) Srganization dealls Acquisition Executive Agent | Remove Floks

@1 pCPMO Representative
5B e Teer sive § User Listy Users Provisioned: B Manimumn: 10

B orguniamion dunails
8 Acquizitien Executive Agent

Uipcate Llom

Pasras L pat

5. You can now assign a user to the new role.

The below table provides a list of each role, who each user can provision, and how many users
each role can contain per organization.
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Your Role ‘Who you can provision How many users for this role per
organization
PCPMO Representative Acquisition Executive Agent 10
Component Resource Manager 10
Acquisition Executive Agent HCA Agent 10
HCA Agent High-Level A/OPC 30
A/OPC Supervisor 30
High-Level A/OPC A/OPC Supervisor 30
A/OPC Supervisor A/OPC 30
A/OPC A/BO Supervisor 1
A/BO Supervisor A/BO Pool 100
A/BO Pool Cardholders Supervisor 100
Cardholders Supervisor N/A N/A — User of AIM only
Component Resource Manager Major Resource Manager 10
Major Resource Manager Intermediate RM 10
RM Supervisor 1
Intermediate RM RM Supervisor 1
RM Supervisor RM 1
RM RM Pool 100
RM Pool N/A N/A — User of AIM only

4.3.2 Removing a Role

To remove a role, you must first remove all users from the role.

To remove a role:

1. From the "Organization" screen, click the "+" sign next to your organization.

2. Click the name of the role that you want to remove.
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Information and Technology for Better Decision Making

Home | Logoff | Contact | Help

| Enterprise Monitoring and Management of Accaunts

‘Welcome User Name, you are logged in as the PCPMO Representative for the application AIM

Home = Provisioning

Provisioning for AIM

Select an organization or role below to view/update information.

ﬁ%Test Ory

o] @rganization details Acquisition Executive Agent Remove Fole |
El-§ PCPMO Representative

Bl B pCPMO Test Site 1 User List:

Users Pravisioned: 0 Maximum: 10

E Crganization details
& Acquisition Enecutive Agent

Update User
Add User
Femove User

3. Click Remove Role.

4. Confirm that you want to remove the role. Click OK. A green bar will display at the top of
the screen confirming that you have successfully deleted the role.

4.4 User Functions

4.4.1 Adding a User

To add a user:

1. From the "Organization" screen, click the "+" next to your organization. The organization

will expand. Click on the title of the role that you want to provision.

Note: The right side of the "Provisioning for AIM" screen shows the number of users

that have been provisioned and the maximum number of users that can be provisioned for
each role.
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MMA Home | Logoff | Contact | Halp

E-nl»l;:r-an Manitoring and Management of Accounts

0 Voui have successfully added the Rele: Acquisition Exe cutive Agent

Welcome User Name, you are logged in as the PCPMO Representative for the application AIM
Homa > Proyigioning

Provisioning for AIM

Select an organization or role below bo view/update infarmation.

‘. Test Org -

"l roanization derails Acquisition Executive Agent | FRemove Aol

B @1 pCPMO Represantative

BB reomo Terssine User List: {T5ars Prowisioned: B Manimom W #—————

! Crrganization devails
B Acquisition Executive Agast

Update Uz

A Ul gei

Fosanos Ll zat

2. Click Add User.

3. Enter the email address of the user that you are provisioning and the number of days that the
user has to accept the role. You can allow up to 30 days. If the email address provided for

you in the text is invalid, click the User Maintenance Portal (UMP) link or use the following
URL https://www.dmdc.osd.mil/ump to make any updates.

Note: For verification purposes, the "Add User" screen lists the role which you are
provisioning directly under the heading.

Information and Fechnology for Betler Decision Making

M M A Home | Logoff | Contact | Help

_Enter;;'rise Monitoring and Management of Accounts
Welcome User Name, you are logged in as the PCPMO Representative for the application AIM

Heme > Provisiening = Assign User
Add User

Enter the email address of the person you wish to add to the role "Agency/Organization Program Coordinator”. When this person redeems
the tolkeen accepting this position, you will be =ent an email message indicating their acceptance. Your current email address is
user.name@email.mil. (Flease use the User Maintenance Portal (UME) if you would like to update your email address.)

Required fields are indicated by a red star (*) next to the field name.

User Details

*Email Address: |

*How many days does user have to accept this
Role?: I:I (1-30)

Canc:ell
4. Click Submit.
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5. The "Organization" screen is displayed with a green bar at the top telling you that you have
successfully added a user to the role. From here, you can add another organization, add
another role or another user, delete a role, unassign a user, or add a surrogate user.

Once the user has retrieved their token and accepted the role, you will receive an email like the
following:

B Notification: Proxy Token Redeemed - Message (Plain Text)

L Proxy Token created by vou has heen redeemed by Provisioned User.

Provisioned User is now assigned to the role of 'Aoguisition Executive Agent' in the
'PCPNO Test Fite 1 ' organization.

4.4.2 Removing a User

To remove a user:
1. From the "Organization" screen, click the "+" sign next to your organization.

2. Click on the role from which you would like to remove the user.
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Iafarmetios sad Technology for Better Dacision Making

Home | Logoff | Contact | Help

Entergrise Manitoring and Management of Azeaunts

Welcome User Hame, you are logged in as the PCPMO Representative for the application AIM

Homg > Previsionkng

Provisioning for AIM

Select an organization or rols below to view/update information,

| B fastony
i Acquisition Executive Agent
! Qrganizatien details e g
B PCPMO Representative User Lists Ugars Provigionad: 1 Manimum; 1
E- B PCrMe Test Site L Fiovisicned User

l Organizatien details
'.a Acquisiten Execetive Agent

Upsdate Lo

Acd s

Remove ses

3. Click on the User Name in the User List. Click Remove User.

4. Confirm that you want to remove the user. Click OK. A green bar will display at the top of
the screen confirming that you have successfully deleted the user from the role.

4.5 Surrogate Users

A surrogate is an individual, assigned by a provisioned user, who has been designated to fulfill
all the system duties on their behalf. This includes provisioning users in the level below them in
the hierarchy. For example, an A/OPC Supervisor provisions a user as a surrogate A/OPC
Supervisor. When a provisioned user’s permissions are removed, the assigned surrogate no
longer has access to the systems. EMMA records an identifier of the actual individual who
performed an action in the system.

4.5.1 Adding a Surrogate User

To add a surrogate user:

1. From the "EMMA Home Page" screen, click the radio button next to your provisioned role.
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Information and Techaology for Better Decision Making

M M A Home | Logoff | Contact | Help

| Enterprise Monitering and Management of Accounts

Welcome User Name
EMMA Home Page

From this page you can select which application and role you want perform tasks as. vou can return to this page any time by clicking on the Home link at the top of the page,

Select RolefManage Surrogates

Choose a role and click the Select Role button to manage organizations and users. Or you can assign or unassign your surrogate by clicking on the Assign Surrogate button
or the Unassign Surrogate button, (You can not unassign vourself as the surrogate to someone else.)

‘ Select ” Application ” Organization ” Role Name ” Your Surrogate

(Cl AT Test Org ie, PCPMO Representative

Select Rols I Add Surogate User |

2. Click Add Surrogate User.

3. Enter the email address of the person that you would like to add as your surrogate and the
number of days that the user has to accept the role. You can allow up to 30 days. If the email
address provided for you in the text is invalid, click the User Maintenance Portal (UMP) link
or use the following URL https://www.dmdc.osd.mil/ump to make any updates.

Note: For verification purposes, the "Add Surrogate" screen lists the role which you are
provisioning directly under the heading.

Information and Fechnology for Betber Decision Making

M M A Home | Logoff | Contact | Help

g
. Enterprise Monitering and Management of Accaunts

Welcome User Name, you are logged in as the PCPMO Representative for the application AIM

Home

Add Surrogate

Enter the email address of the person you wish vou to add as the surrogate to your role of "Agency/Organization Program Coordinator”.
When this person redeems the token accepting this position, vou will be sent an email message indicating their acceptance. Your current email
address is user.name@email.mil. (Please use the User Maintenance Portal {UMP] if yvou would like to update your email address.)

Required fields are indicated by a red star (*) next to the field name.

User Details

*Email Address: |

*How many days does user have to accept this
Role?: I:I (1-30)

Cancel |

4. Click Submit. Your surrogate user will need to redeem a token as with other users of

EMMA. Once the token has been redeemed, your home page will be updated to list your
surrogate user's name.
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Information and Techaology for Better Decision Making

Home | Logoff | Contact | Help

Welcome User Name
EMMA Home Page

From this page you can select which application and role you want perform tasks as. vou can return to this page any time by clicking on the Home link at the top of the page,

Select RolefManage Surrogates

Choose a role and click the Select Role button to manage organizations and users. Or you can assign or unassign your surrogate by clicking on the Assign Surrogate button
or the Unassign Surrogate button, (You can not unassign vourself as the surrogate to someone else.)

‘ Select ” Application ” Organization ” Role Name ” Your Surrogate

(* AIM Test Oig ie Role hame Surogate Wame

Select Rols I Fiemove Surogate User |

4.5.2 Removing a Surrogate User

To remove a surrogate user:
1. From the "EMMA Home Page" screen, click the radio button next to your provisioned role.
2. Click Remove Surrogate User.

3. Confirm that you want to remove the surrogate user. Click OK. A green bar will display at
the top of the screen confirming that you have successfully deleted the surrogate user.

Note: You can change or remove your surrogate user at any time. To change your
surrogate, remove the user and add another surrogate.
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Appendix A: Additional Roles and Definitions
A/OPC (Pool)

The A/OPC (Pool) is a group of users within the same organization who have access to perform
the same functions on the same requests/transactions. All users assigned as an A/OPC are
provisioned by the A/OPC Supervisor. All A/OPCs within an organization have access to the
same functions within EMMA.

A/BO Pool

The A/BO Pool is a group of users who have access to perform the same EMMA functions
within the organization. Any A/BO Pool member may provision a cardholder supervisor within
the organization.

RM Pool

The RM Pool is a group of RM users who have access to perform the same functions on the
same requests/transactions within AIM. RM Pool members are provisioned by the RM, and are
not users of EMMA.

User Functionality within AIM
Agency/Organization Program Coordinator

e Must approve all account requests prior to bank submittal
Approving / Billing Official Supervisor

e Initiates new Managing Account requests

e Approves the Resource Manager nomination made by the Approving/Billing Official

e May approve Cardholder requests if the primary Approving/Billing Official is the same
person as the Cardholder supervisor

Approving / Billing Official Pool Member

e Accepts nomination for Managing Accounts

e Primary Approving/Billing Official nominates Resource Manager for Managing
Accounts

e Initiates new Cardholder Account requests

Cardholder Supervisor

e Approves Cardholder Account request if not acting as the primary Approving/Billing
Official pool member

Cardholder
e Accepts nomination for Cardholder Accounts
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Installation Resource Manager

e Accepts nomination for Managing Accounts
e Allocates Lines of Accounting and ensures adequate funding

Resource Manager Pool Member

e Accepts nomination for Managing Accounts
e Allocates Lines of Accounting and ensures adequate funding
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Appendix B: Acronyms and Abbreviations

The following abbreviations and acronyms aid in the understanding of this document.

Abbreviations and Acronyms

Description

A/BO

Approving/Billing Official

AIM Authorization, Issuance, and Maintenance
A/OPC Agency/Organization Program Coordinator
CAC Common Access Card

DMDC Defense Manpower Data Center

eBPSC eBusiness Policy Support Center

EMMA Enterprise Monitoring and Management of Accounts
HCA Head Contracting Activity

PCOLS Purchase Card Online System

PCPMO Purchase Card Program Management Office
PIN Personal Identification Number

POC Point of Contact

RM Resource Manager
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Appendix C: Application Error Codes and Messages

Error Message

Explanation

Solution

You lack the privileges to log
into EMMA

You are an unauthorized user
of EMMA.

Contact your supervisor if you
feel that you should have been
provisioned in EMMA.

Page cannot be displayed

You have attempted to log in to
EMMA with the wrong CAC
or no CAC.

Insert your CAC into the card
reader and click Refresh.

Please select a user before
performing the ‘User Details’
action

See Error Message.

Select a User and then click
User Details.

Please select a user before
performing the ‘Remove User’
action

See Error Message.

Select a User and then click
Remove User.

Validation Error
You must correct the following
error(s) before proceeding:

[Missing information] is a
required field.

See Error Message.

Fill in all required fields and
then click Add Organization.

Zip code should contain 5
numbers

You entered non-numeric
characters in the zip code field.

Enter a 5-digit number in the
zip code field and click Add
Organization.

[phone number name] should
be entered as ##H#-#H### or
HHHHHHAH

You did not enter 8 digits as
the phone number or the
hyphen is in the wrong
position.

Enter the phone number as an
8-digit number with no hyphen
or three digits, a hyphen, and
four additional digits.

Description can not be greater
than 2000 characters

See Error Message.

Re-enter the Organization
Description using less than
2,000 characters.

Description has an invalid
character(s). Valid characters
are 0-9, a-z, A-Z, space, or any
of the following: !@#%-
_=~,[108+?

See Error Message.

Re-enter the Organization
Description without using
special characters.
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Error Message

Explanation

Solution

User must redeem token before
updating or viewing user
details

You attempted to update a user
that has not yet redeemed their
token.

Request that the user redeem
their token or wait until you
have received email
notification that the token has
been redeemed and try again.

Token is a required field

You selected Redeem Token
on the “Login” page and
clicked Continue without
entering a token number.

Enter your token number in the
provided text box and click
Continue.

The token submitted was
invalid

You attempted to redeem an
invalid token or entered
incorrect numbers in the field.

Verify the token number and
resend to the database.

Token must be a number

See Error Message.

Enter a numeric token number
and click Continue.

The token submitted has
expired

See Error Message.

Contact your supervisor and
request that they reprovision
you as a user of EMMA.

Could not redeem token: Error
while redeeming token:
mil.osd.dmdc.ctis.emma.busine
sstier.dao.DaoException:
mil.osd.dmdc.ctis.phobianprox
y.common.exception.DataExce
ption: Token has been
cancelled

You attempted to redeem a
token that has been cancelled.

If you feel that the token was
cancelled in error, contact your
supervisor.

Days of Nomination is not in
the range 1 through 30

See Error Message.

Enter a valid number of 1
through 30 for a user to redeem
a token.

Days of Nomination must be a
number

See Error Message.

Enter a numeral for the amount
of days that a user has to
redeem a token.

Days of Nomination is a
required field

See Error Message.

Enter a number of days that a
user had to redeem a token.

Email Address is a required
field

See Error Message.

Enter an email address and
resubmit the request to the
database.
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Error Message

Explanation

Solution

Email Address is an invalid
email address

See Error Message.

The format of the email address
is invalid. Enter the correct
email address and resend to the
database.

Your session has timed out

Your session has been inactive
for twenty minutes or longer.

Log into EMMA again and
retry your request.

There are no more Roles that
can be created under the [name
of role] role

See Error Message.

If you have additional roles that
need to be created, you must
create a new organization.

You receive an email indicating
that a message was

The email address that you
entered to provision a user is

Verify the user’s email address,
enter the valid email address in

undeliverable not valid and has been rejected | EMMA, and resubmit to the
by an email server. database.
The EMMA application is The EMMA application did not | Contact the Helpdesk to report

temporarily unavailable, please
try again later

initialize correctly or the
database may be down.

the problem.

An error occurred while
processing this request. The
email message was not sent to
the recipient.

See Error Message.

EMMA was unable to send the
token email. Please retry or
contact the Helpdesk if you
continue having this problem.

An error occurred while
processing this request. The
email message was not sent to
the surrogate.

See Error Message.

EMMA was unable to send the
token email to your surrogate.
Please retry or contact the
Helpdesk if you continue
having this problem.
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