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1. Introduction

1.1 Purpose

The Data Mining/Risk Assessment (DM/RA) Application is part of a suite of electronic
applications known collectively as the Purchase Card On-line System (PCOLS). The PCOLS
consists of the following applications:

e Enterprise Monitoring and Management of Accounts (EMMA) Application,
e Authorization, Issuance and Maintenance (AIM) Application,
e Data Mining (DM)/Risk Assessment (RA) Application.

The purpose of the DM/RA Application User Manual is to provide a concise, accessible
instruction guide for authorized users to learn the functionality of the DM/RA Application.

1.2 DM Application Overview

The Data Mining component of the DM/RA Application provides a single user interface for all
DoD users to access all DoD purchase card transaction data. The Data Mining Application
programmatically reviews 100% of the purchase card transactions. Each transaction is assigned a
score by the Risk Predictive Model, which is an integral part of the DM Application. High risk
transactions are subsequently referred for review. Also, a statistically based sample of random
transactions is referred for review. The Case Manager, also a part of the DM Application,
interprets the referred transactions and creates specific cases that are assigned to the
Approving/Billing Officials (A/BOs) for review. Through the use of the Case Manager Interview
Process, the A/BO demonstrates that due diligence is exercised in the review of the referred
transactions. Additionally, the interview process records information related to the data provided
to support the validity of the purchase card transaction.

The DM Application uses industry leading analytic techniques, DoD specific business rules,
transaction scoring, unique adaptive techniques and learning from historical transaction profiles
to flag the transactions for review.

This functionality is accomplished through the following two components within the DM
Application - Case Management System and Find Transactions:

e Case Management System - This component allows for the review and documentation
of all transactions identified through one of the following methods.

1. Transaction Identification Methods

i. Neural networks - to detect abnormal behavior and predict high risk
transactions.

ii. Profiles - work with the neural network models to encode and make
use of the unique behavior of each individual cardholder and managing
account.

iii. Random Transactions - select additional transactions from a
statistically based random sampling for review by the A/BO.
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iv. Manual Case Creation for Review - allows the A/BO to self initiate
a case for any transaction in the Case Management system.

2. Independent Review - After the referred case has been reviewed by the
A/BO, the transaction is available for independent review by authorized DoD
Personnel.

3. Escalation of Open Cases - The notification functionality is governed by the
DM/RA hierarchy (described in Section 2) and accountability and timely
adherence to reviewing referred cases. Cases are escalated up the hierarchical
chain if they are not initiated or reviewed in a timely manner.

e Find Transactions - This component provides complete access to all cardholder
transaction data for the previous 18 months and interfaces directly with the Case
Management system. In addition to the flagged transactions referred by the application,
the Find Transactions component allows users to easily search all transactions through
detailed filters (described in Section 5.4).

1.3 RA Application Overview

The RA component of the DM/RA Application uses internal controls and measures, coupled
with results from the DM Application, to assess and report on the overall "health" of the DoD
organization's purchase card program. The RA Application allows users to monitor risks
associated with their purchase card program. Users assess the risk of their purchase card program
by monitoring certain risk controls on a billing cycle-by-cycle basis.

This monitoring is accomplished through three components within the RA Application:

e Controls - Controls are risk indicators for which exceptions that exceed pre-determined
thresholds are monitored. A Control Report provides details of all exceptions that are
identified for a particular control.

e Dashboards - A Dashboard is the primary component that assesses the risk of the
purchase card program at the user's hierarchical level. Within the dashboard risk is
assessed for each individual control. Additionally, a cumulative risk assessment for the
overall hierarchical level is calculated based on each individual control's risk assessment.

e Quarterly Reports - Quarterly Reports provide a three-billing cycle, side-by-side
snapshot of the controls' exceptions allowing users to analyze the progress in addressing
identified risks for the quarter.

1.4  Data Updates

The Defense Manpower Data Center (DMDC) receives daily transaction data from the banks
and, if necessary, adds additional data elements required for DM. The DMDC transmits batch
transactions data to the DM/RA Application on a nightly basis using a secure file transfer
mechanism.

Dashboards and Control Reports are available to users by billing cycle in the RA Application. A
cycle for a cardholder account closes on the 19th of each month. For example, the August billing
cycle begins on the 20th day of July and runs through August 19th. The DM/RA Reports for the
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most recently completed billing cycle normally are updated 4 days from the end of the billing
cycle.

1.5 System Requirements

The DM/RA Application operates with the following Web browsers: Microsoft Internet Explorer
versions 6.0 and higher. Users may access the application from the Internet at the following
address:

Adobe Acrobat Reader and Microsoft Excel are required to export the RA reports to the PDF and
Excel formats respectively.

1.6 Security

Application Security

Users are required to log in to the DM/RA Application for all operations using their Common
Access Card (CAC) through the PCOLS Sign-on Referral System (SRS). All communication
between the user's web browser and the DM/RA Application is encrypted. Each user session
within the DM/RA Application will expire if the user is inactive for 30 minutes and the user will
need to log in again to the application.

Data Security

All pages limit the amount of data users can see. Based on their assigned organization and
hierarchical levels, users can only see the data related to the users that falls under their
responsibility. The higher users are in the hierarchy, the more levels of data available to them for
analysis. Users have access to data at their level and can drill-down to see lower levels of detail.

Some users have multiple assignments in the hierarchy. If a user has multiple assignments, then
the user can switch between assignments within the DM/RA Application (see Section 4 for
Navigation). A report can only be generated for a single organizational branch in the cardholder
hierarchy. Users who are assigned to multiple organizations in the cardholder hierarchy can only
access one of their organizations at a time.

All the content of the DM/RA Application is designated For Official Use Only (FOUO).

1.7 Technical Support

—If the user needs help or support with DM/RA, please contact the DM/RA Help Desk: - { Formatted: Bullets and Numbering

e Toll-free Telephone: 1-800-376-7783
e OCONUS -DSN : 661-7307
e Direct Dial : 269-961-7307

e Email: dlacontactcenter@dla.mil
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2. DM/RA Users and Hierarchy

Access to the DM/RA Application varies by the user's hierarchy level and whether the user is in
the Data Mining or the Risk Assessment applications. User titles designate a specific role for the
user which is described in detail in Section 5.2 for Data Mining and Section 6.2 for Risk
Assessment. The Hierarchy role titles are as follows (except for the Navy):

Level 1 - DoD Purchase Card Program Management Office (PCPMO)

Level 2 - Acquisition Executive Agent (Level 2)

Level 3 - HCA Agent (Level 3)

Level 4 - Agency/Organization Program Coordinator (A/OPC) and A/OPC Supervisor
Level 5 - Approving/Billing Official (A/BO), A/BO Alternate and A/BO Supervisor

The Navy has an additional level in the user hierarchy:

Level 1 - DoD Purchase Card Program Management Office (PCPMO)

Level 2 - Acquisition Executive Agent (Level 2)

Level 3 - HCA Agent (Level 3)

Level 4 - High-Level A/OPC

Level 5 - Agency/Organization Program Coordinator (A/OPC) and A/OPC Supervisor
Level 6 - Approving/Billing Official (A/BO), A/BO Alternate and A/BO Supervisor

If a user is assigned to multiple roles, he/she can select which role's view of the DM/RA
Application they will see on first log-in (detailed in Section 4.1), but at any time they can switch
roles by clicking the "Select Role" link at the top right corner of every page.
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3. Log-on Functions

3.1 Logging In

To log into DM/RA directly:

1. Insert the user's Common Access Card (CAC) into the card reader.

2. Enter the PIN for the user's CAC and click OK.

3. Open Internet Explorer and enter the following Web address:

4. Select the "Log On" button under "Data Mining/Risk Assessment (DM/RA)" in Figure 1.

To log into DM/RA from a Notification Email:

1. Click the DM/RA link in notification email received.

2. Insert the user's Common Access Card (CAC) into the card reader.

3. Enter the PIN for the user's CAC and click OK.

4. Select the "Log On" button under the "Data Mining/Risk Assessment (DM/RA)" in Figure 1.

Contact | Logoff

Purchase Card

Welcome Group Seven AOPC

Enterprise Monitoring & Management of Accounts (EMMA)

Log on Click this button to access the DMDC EMMA web application. Use EMMA if you want to add or update users of AIM.

Authorization, Issuance & Maintenance (AIM)

Log on Click this button to access the AIM web application. Use AIM to add, update and approve Managing and Cardholder Accounts.

Data Mining/Risk Assessment (DM/RA)

Logon Click this butten to access the DM/RA web applications. Use DM/RA to evaluate at-risk transactions and review reports.

Recent At-Risk Notifications
# No at-risk notifications have been received

Figure 1: PCOLS Logon Page
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4. Navigation

4.1 General Navigation

The Data Mining/Risk Assessment Application allows users to easily navigate through all its
components. In the top right corner of every page is a "Help" link that takes users to the PCOLS
website where users can download the DM/RA User Manual from the "Available For
Download" section. In addition, throughout the DM Application are question mark "?" buttons
next to links and questions which provide contextual help and guidance based on law, regulation
and/or policies and procedures. Also located on the top right of every page is a "Contact" link
which displays phone and email contact support (described in Section 1.7), a "Select Role" link
which takes the user to the User Role Selection page, and a "Logoff" link which signs the user
out of the application (example shown in Figure 2).

Users should use the "Go Back" link in the right corner to return to the previous page viewed.
Note: Users should not use the browser's back button as it may cause problems with the
information displayed. At any time, the user can also return to the main Case Statistics page by
clicking the first level code on the page or the "Case Management" tab when on the Case
Statistics Results page.

When users first arrive in the DM/RA Application, the user role needs to be selected by clicking
the "Select" button (Figure 2) next to the desired role. Only users assigned to multiple hierarchies
will have more than one option to select a specific role within a specific hierarchy. At any time,
the user can change roles by clicking on the "Select Role" link in the upper right corner of every
page which will take the user back to the User Role Selection page. The example in Figure 2 is
what would be displayed for a user who is a Primary A/BO.

Important Note - The data presented within the figures is simulated data and does not reflect
actual referred cases or the risk assessment of the Service/Organization or hierarchical level.

4.2 Data Mining Navigation

This section helps users navigate through the DM Application to access and view the Case
Management screens and search all transaction within the application.

1. There are two tabs within the main "Data Mining" tab. The two tabs are:
a. "Case Management"
b. "Find Transactions"

Case Management Tab (detailed in Section 5.3)

2. Once a user role is selected, the main Case Statistics page is displayed within the "Case
Management" tab.

3. For the DoD PCPMO user only, there is a choice of selection from the first column "Level"
to drill-down by Service on the same Case Statistics page.
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4. All users can click on any of the columns showing flagged transactions in their area of
responsibility: new cases as "NEW", pending cases as "UNDER A/BO REVIEW", and
closed cases as "CLOSED." Clicking on a link under the "Level" column takes the user to the
Account Details page and clicking on the number of cases in each status column (New,
Under A/BO Review, and Closed) takes the user to the Case Statistics Results page.

5. Once at the Account Details page, the user can click on the "View" or "Create" button at the
end of each row to navigate to the Case Details page.

6. From the Case Details page, the user can click on the Account Number link to go back to the
Account Details page.

7. The user can return to the Case Statistics page by clicking the first level code on the page or
the "Case Management" tab when on the Case Statistics Results page.

Find Transactions Tab (detailed in Section 5.4)

8. Navigating from the "Find Transactions" tab follows the same general navigation steps as the
"Case Management" tab.

9. Once users enter information into the Find Transactions filter and click the "Find" button, the
transactions which fit the criteria are displayed.

10. Clicking on the "View" or "Create" buttons in the View column navigates the user to the
Case Details page (follow from step 5), Only A/BO users can "Create: cases for review.

11. The user can return to the Case Statistics page by clicking the "Case Management" tab.

Help | Contact | Select Role | Logoff

Purchase Card

/" Data Mining I Risk Assessment

Risk Assessment

welcome JOHN SMITH.

Case Management Find Transactions

User Role Selection

SELECT USER ROLE HIERARCHY LEVEL, ~ HIFRARCHV LEVELVALUE  HIERARCHY LEVEL VALUE TRAIL
Approving/Billing Official{ &B0) - Primary 5 SAR00 47163 00004-00044-04444- 56200

Figure 2: User Role Selection Page
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4.3 Risk Assessment Navigation

This section helps users navigate through the RA Application to access and view the reports
available within the application.

7 Help | Contact | Select Role | Logoff

%= Purchase Card

-

: Data Mining / Risk Assessment

Risk Assessment

Welcome Group Seven AQPC, You are logged in as AgencyfOrganization Program Coordinator (AfOPC).

Go Back

Dashboard  Quarterly Reports

A/OPC Dashbeard Seleet Cyele:

.
Export Formats: =

To view the details of a control, click the control name Overall Risk Assessment:
Total A/BOs: 2 Risk Assessment
Category 1: Span of Control
Caontral 1.1: Cardhalder Accounts to ABOs @0 Esgeptions: 30
More than seven cardholder accounts to one AHC Scalar o1 (el
=1
Control 1.2: Cardholder Accounts to ADPCS @o Exceptions: 1
More than 300 cardholder accourts to one AJDPC Soaler . MR
@0
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and A/B0 are the same indivicual Scale 1 \J

Figure 3: A/OPC User Dashboard
1. The user can access the RA Application by selecting the "Risk Assessment" tab.

2. Within the "Risk Assessment" tab, the user will see the "Dashboard" tab displaying the risk
assessment dashboard (Figure 3).

3. A/OPC users and above may select the "Quarterly Reports" tab displaying a three-billing
cycle, side-by-side snapshot of control exceptions.

4. Users may select "Help" in the upper right corner to access the DM/RA User Manual.

5. Users may select "Contact" in the upper right corner to display phone and email contact
support information.

The details of each of the controls are described in subsequent sections. For example, the two
controls under Category 1, Span of Control: Control 1.1 and Control 1.2, are described in Section
6.5, Viewing Control Reports and Section 6.6, Accessing Control Reports of this document.
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5. Data Mining Application

5.1 Introduction

The DM Application is a powerful tool for users of the DoD Purchase Card Program that
programmatically reviews 100% of the purchase card transactions and assigns a score. High risk
transactions are subsequently referred for review by the A/BOs. In addition, a statistically based
sample of random transactions is referred for review by the A/BOs. Through the use of the Case
Manager Interview Process, the A/BO demonstrates that due diligence is exercised in the review
of the referred transactions. Additionally, the interview process records information related to the
data provided to support the validity of the purchase card transaction.

5.2 DM User Hierarchy

e Level 1- DoD Purchase Card Program Management Office (PCPMO) user has read
only access to review the transactions for the entire DoD Purchase Card Program and can
add independent reviewer comments to the due diligence information and documentation
provided by the A/BOs in the Case Management system.

e Level 2 - Acquisition Executive Agent has read only access to review the transactions at
the Service/Organization level and can add independent reviewer comments to the due
diligence information and documentation in the Case Management system.

e Level 3- HCA Agent has read only access to review the transactions of all
Approving/Billing Officials (A/BOs) under the Level 4 A/OPCs in their hierarchy and
can add independent reviewer comments to the due diligence information and
documentation in the Case Management system.

e Level 4 - Agency/Organization Program Coordinators (A/OPCs) have read only
access to review the transactions of all A/BOs under the Level 5 A/OPCs in their
hierarchy and can add independent reviewer comments to the due diligence information
and documentation in the Case Management system. The A/OPC Supervisor has the
same level of access and view of data as each of the A/OPCs under their purview.

e Level 5- Approving/Billing Officials (A/BOs) use the Case Management system to
review transactions of cardholders under their supervision that have been referred by the
DM Application. A/BOs document their analysis of the transaction by answering a series
of required questions based on specifics of the transaction type. The A/BO Alternate's
view and use of the application is no different than that of the A/BO for which they are
the alternate. The A/BO Supervisor has the same level of access and view of data as each
of the A/BOs under their purview.

The Navy users' role and their access within the DM Application is an exception to the above
hierarchy of all other Service/Organizations. The Navy is the only Service with the High-Level
A/OPC.

e Level 4 - High-Level A/OPCs have read only access to review the transactions of all
A/BOs in their hierarchy and can add independent reviewer comments to the due
diligence information and documentation in the Case Management system.
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This level is followed by Level 5 - A/OPC and Level 6 - A/BO.

5.3 Case Management

A/BOs are the first line users of the DM Application. The A/BO documents the review of all the
cases that have been referred in the Case Management system.

A/BO Case Management

The referred cases are assigned for examination and displayed on the Case Statistics page. The
A/OPC receives an email for high risk transactions, accesses the Case Management system and
documents his/her independent review once the information is completed by the A/BO in the
Case Management system. There is an escalation process if transactions are not reviewed in a
timely manner and this will affect the risk assessment rating within the RA Dashboard. If the
cases are not reviewed timely, the case can be escalated as high as the PCPMO. Information
displayed under the Case Management tab can be filtered by cycle using the Cycle drop-down
menu in the right corner of the screen (Figure 4 and Figure 5).

1. The first column "Level" in Figure 4 shows all the managing accounts that are under the
purview of the A/BO.

2. The second column "NEW" shows the number of cases that have not yet been reviewed.

3. The third column "UNDER A/BO REVIEW" shows the number of cases under review
(pending cases).

4. The fourth column "CLOSED" shows the number of dispositioned cases that have been
reviewed and closed by the A/BO.

Help | Contact | Select Role | Logoff

Purchase Card

-/ Data Mining / Risk Assessment

Risk Assessment

Welcome JOHN SMITH. You are logged in as Approving/Billing Official(AfBO) - Primary.

Case Management  Find Transactions

Case Statistics Cycle:
£ 05483 ==
Level NEW UNDER ABO REVIEW CLOSED

HARRERAERA A 4325 7 1 5

Figure 4: Case Management Tab - Case Statistics Page
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Purchase Card Account Details

From the Case Statistics page, the user can navigate to the Account Details page by clicking on

the level code links down through the hierarchy. Clicking on the number of cases in each status

column (New, Under A/BO Review, and Closed) takes the user to the Case Statistics Results

page.

e The Account Details page provides transaction history and Cardholder account information
(Figure 5).

Help | Contact | Select Role | Logoff

P b Purchase Card

-

Data Mining ! Risk Assessment

Risk Assessment

Welcome JOHN SMITH. You are logged in as Approving/Billing Official{ AfBO) - Primary.

Go Back
Case Management Find Tranzactions
T
Account Details & ) Cyele
5 05483 - § FEHEEAREEE4043RE -
_~——— CardHolder Account Number: **********266380 @
k ) T
— Transaction History Account Information &_ )
TN
k ) [ZFILTER TRANSACTIONS
1| Case Disposition: Transaction Date(s): Independent Review
k ) [a1 v I | | E O
T Merchant Name: . MCC: Amount (b):
[ | &_ ) \ | \ -to-]
TN -
D)
[First/Prev] 1, 2, 3, 4 Mext/Last]
TRANSACTIONDATE ~ STATUS ~ DISPOSITION TVPE  AMOUNT MERCHANT MCC VIEW
. 02-09-2009 0202:01 Mewiase  New Case B 301 *FINANCE CHARGE* CASH ADY 0000
3
02-09-2009 020201 B 6.12 *FINANCE CHARGE® CASH ADY 0000
02092009 020201 B 612 *FINANCE CHARGE* CASH ADV aan
0206-2009 022728 B 612 *FINANCE CHARGE* CASH ADV aan
0205-2008 020201 B 612 *FINANCE CHARGE* CASH ADY oo
02-06-2009 02.27:28 B 612 *FINANCE CHARGE® CASH ADV 0000
0209-2009 020201 B 612 *FINANCE CHARGE* CASH ADV aan
0206-2009 022728 B 612 *FINANCE CHARGE* CASH ADYV aan
02-05-2008 020201 B 612 FINANCE CHARGE® CASH ADY oo
02-09-2009 02.02:01 B 612 *FINANCE CHARGE® CASH ADV 0000

For Official Use Only (FOUO)

Figure 5: Account Details Page
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1. At the top of the Account Details page (Figure 5) under the title are the hierarchy level codes.

2. The Cardholder account number is displayed indicating the account for which the account
details are shown.

3. There are two tabs shown below the cardholder account number: "Transaction History" tab
which is always the initial tab shown, and the "Account Information" tab.

4. Within the "Transaction History" tab, users can query transactions up to 18 months based on
a number of variables under "Filter Transactions". Selecting the minimize button next to
"Filter Transactions" hides the search parameters.

5. Filtering can be done by making one of the following case disposition drop-down selections:
All Under A/BO Review, Valid Transaction, Administrative Discrepancy, Misuse,
Suspected Fraud, Abuse, Lost, or Stolen.

6. Results can also be filtered based on the Transaction Date(s) to be queried, Independent
Review, Merchant Name, MCC, and Amount ($).

7. Once the filter has been determined, the user selects the "Filter" button to execute the search,
and the "Clear" button to clear the entries on the form.

8. When results are displayed, the user may select a transaction from the "View" column by
clicking on the "View" or "Create" buttons which brings up the Case Details page (Figure 7).
Selecting the "View" which will be highlighted blue across the entire row or "Create" button
will display the Case Details page. Only A/BO users can "Create" cases for review. For more
details and guidance on initiating a case, see Section 5.4 Find Transactions.

9. In addition to the "Transition History" tab, users can view the "Account Information" tab.
This page provides information on individual accounts.

Case Details

From the Account Details page, clicking on the "View" button will take users to the Case Details
page. Here, the user can view detailed information associated with a transaction as well as any
information entered during an A/BO's case review of the transaction. A/BOs also have an option
of clicking the "Create" button to self initiate a case for transactions not flagged by the Data
Mining Application. Once the case is initiated, the A/BO will answer a series of questions as
described below in the Case Review Section (page 17).

¢ From the Case Details page, transactions can be viewed in two formats:
i. All Grouped (Figure 6)
ii. Summary (Figure 7)
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Help | Contact | Select Role | Logoff

Purchase Card

/' Data Mining ! Risk Assessment

Risk Assessment
Welcome Group Seven AOPC. You are logged in as Approving/Billing Official{A/BO) - Primary.
Go Back
Case Management Find Transactions
Case Details All Grouped
VIEW: Swnmary | All - Grouped

Go to: Transaction Infortvation | Managing A ecount Details | Hierarchy Details | Cardholder Aecount Details | AB0 Details | Cardholder Details | Case Details | MCC Group |

N

Aocount Murdbsr kbR | 3560 )
Wanaging &ecount Nurdsey kA TR AS) ]
Tiansaction Date Sun Feb 08 2000 (120201 b
Transaction Type o]

Transastion fmount 7000

Merchant Mame SLEFF INN & SUITES

Merchant City COLUMEUS

Merchant Country 340

=

Figure 6: Case Details - All Grouped
All Grouped View

1. The All Grouped page (Figure 6) displays Transaction Information, Managing Account
Details, Hierarchy Details, Cardholder Account Details, A/BO Details, Cardholder Details,
Case Details, and MCC Group. Account detail categories vary by hierarchy level and data
received from the banks.

2. The user may select the "Summary" link (Figure 8) at the top of the All Grouped Case
Details page in order to answer the questions for the review and change the case status.
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Help | Contact | Select Role | Logoff

| Purchase Card

-/ Data Mining / Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Approving/Billing Official(A/BO) - Primary.

Case Management Find Transactions
Case Details

VIEW: Summary | All- Grouped

Transaction Information
Account Number: AR ] 23660 Managing Account Number: AT EE 420
Transaction Date: Sun Feb 02 2000 02:02:01 Transaction Type: Q
Transaction Amount: $70.00 Case Opened Date: Wed Apr 22 2009 09:44:16
Merchant Name: SLEEP INN & SUITES Last Updated Date: Wed Apr 22 2009 09:45.08
COLUMBUS , NE, 000062601
240
MCC: 3631 Last Action: Under A'BO Review
Action History
RECOMMENDED AIQPC REFEREED TO DOD
DATE TYPE DISPOSITION ACTION NOTIFIED ORGANIZATION COMMENTS USER
Wel bpr 22 209 O Undor B0 Review Vie Group Seven. AOFC

Figure 7: Case Details Page — Transaction Summary

Case Management Find Transactions
Case Details

VIEW: Summary | Al - Grouped

Figure 8: Case Details Page - Review Button

Summary View

1. The first section displayed on the Case Details page in Summary view (Figure 7) is the
"Transaction Information" section containing the Account Number, Managing Account
Number, Transaction Date, Transaction Type, Transaction Amount, Case Opened Date, Last
Updated Date, Merchant Name, MCC, and Last Action.

2. The "Action History" section shows the Date, Type, Disposition, Recommended Action,
A/OPC Notified, Referred to DOD Organization, Comments, and User. Under the Comments
column the user can select "View" to see comments made by the specific user.

3. The user's first action in the Case Details page is to describe the product or service acquired
(Figure 8.1). This is requested when the field is not pre-populated with level three data from
the banks. A/BO users must be as specific as possible.

Document Version 3.0, April 2009 15



4. The field associated with the question regarding the use of convenience checks is
automatically populated with the data provided by the banks for the transaction. The
additional questions which follow in the "Case Review" section will differ based on how the
purchase was made. These questions include nine common questions and three additional
ones specific to convenience checks.

Help | Contact | Select Role | Logoff

Purchase Card

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Approving/Billing Official(A/BO) - Primary.

Case Management Find Transactions
Case Details

VIEW: Summary | All- Grouped

Transaction Information
Account Number: k] 23660 Managing Account Number: R TEEAR0
Transaction Date: Sun Feb 08 2009 02:02:01 Transaction Type: o
Transaction Anount: $70.00 Case Opened Date: Wed Apr 22 2009 09:44:16
Merchant Name: SLEEP INN & SUITES Last Updated Date: Wed Apr 22 2009 09:46:08
COLUMBUS , NE, 000062601
240
MCC: 3831 Last Action: Under A/BO Review
Action History
RECOMMENDED AIOPC REFERRED TO DOD
DATE TYPE DISPOSITION ACTION NOTIFIED ORGANIZATION COMMENTS USER
Wed bpr22 009 wpo Uyder AJBO Review Vie Group Seven AOFC
09:46:08
Describe Product or
Service Acguired
Was a convenience check Yes Hao
uged for this purchase?
Was the card Qves (@)

compromised, lostor
stolen?

Figure 8.1: Case Details Page - Action History Section

5. The user must answer whether the card was compromised, lost or stolen (Figure 8.1). If the
answer is "Yes", the A/BO user does not answer further questions. Instead, the user goes to
the "Case Disposition" section (Figure 9) and from the Case Disposition drop-down menu,
selects "Lost" or "Stolen" and must notify the bank and their supervisor.

6. If the card was not lost, or stolen, the user must answer all the questions under the "Case
Review" section (Figure 8.2 or Figure 8.3 depending on if a convenience check was used for
the purchase). For further guidance on how to answer these questions, click on the circular
blue question mark "?" buttons next to each question.
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7. The questions can be answered as "Yes or "No" by selecting the radio buttons and when a
question doesn't pertain to the transaction being reviewed, there is an option for N/A. Every
question must have an answer. Note that a yes or no response may trigger additional
questions in a drop-down menu displayed to the right of the question. For example,
answering "Yes" to "Was there adequate source documentation?" will trigger a list from
which the user selects specific documents provided. Multiple selections may be made by
holding down the "Ctrl' key.

Case Review

Was the iteruiservice formally disputed with the Yes O Mo @

bak? @

E&;ﬁ:ix\sﬂ;mn aronnt exceed the micno Yes O Mo & Q

Was this asplit purchase? Yes O To ® °

Did the iterservice exceed minitmurn needs? Yes O No @ @

Was the itemservice for personal use? Yes O No @ @

Was the iter a prohdbited itern? Yes (0 Mo B Q

Was this iter subject to mandatory sourcing? Ves o Mi&
o] ® O

:::::hf;;g Procurerent considered, where Yeg & Mo O Q

T - O Ev\tde‘n;ET of requte_stugs reuultnjn\}enls dcllcurr!enl (e.g. e-mail or witten request]
o8 o etailed Transaction Receipt / Vendor Invoice

Detailed Packing Slip

Froof of Delivery of Goods / Services
Detailed Cardholder Purchase Log

Evidence of Property Book Officer Matification

Figure 8.2: Case Details Page - Case Review Section
Case Review Section

Based on whether or not a convenience check was used for the transaction ("Yes" or "No"), the
user answers a series of questions listed below. Note that answers to these questions will affect
the applicable choices that will be available in the "Case Disposition" section for the Case
Disposition drop-down menu.

For traditional purchases, the user must answer the following nine questions:

1. "Was the item/service formally disputed with the bank?" - The banks which issue the
government credit cards have formal dispute and resolution procedures for transactions
that a cardholder questions. The user must select "Yes" or "No" and may add additional
information and details in the "Remarks" field. If "Yes" is selected, all the remaining
questions will be grayed out. The cardholder has 60 days from the date of the billing
statement to dispute a transaction and if a resolution cannot be reached with the merchant
it is their responsibility to initiate a dispute with the issuing bank. Additional guidance
can be found by clicking on the blue "?" button.
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2. "Did the transaction amount exceed the micro purchase limit?" - The micro purchase
threshold is established in the Federal Acquisition Regulation (FAR) and set by Congress
as the maximum amount that can be charged on a credit card for a single transaction for
supplies or services. The user must select "Yes" or "No" and may add additional
information and details in the "Remarks" field. If "Yes" is selected, a drop-down menu
will appear and the user must make a selection from the following options: DAPS Order,
Task or Delivery Order (BPA on an existing contract), Training (allowed to $25,000), or
Other (Specify). If this transaction represents a contract payment and does not fall under
the available options, select Other and provide details in the comments field. For the
acquisition of services subject to the Service Contract Act the threshold is $2,500.
Additional guidance can be found by clicking on the blue "?" button.

3. "Was this a split purchase?" - A purchase is considered split purchase when a cardholder
intentionally divides the purchase into units less than the micro purchase limit in order to
circumvent the single transaction maximum. The user must select "Yes" or "No" and may
add additional information and details in the "Remarks" field. No government purchase
cardholder may fragment/split purchases that exceed the limit or threshold, as means to
use the purchase card. Additional guidance can be found by clicking on the blue "?"
button.

4. "Did the item/service exceed minimum needs?" - A good or service purchased should aim
to meet the minimum needs of the desired use and not exceed other similar or like goods
or services. The user must select "Yes" or "No" and may add additional information and
details in the "Remarks" field. It is the responsibility of the cardholder to ensure
purchases are proper, legal, and reasonable and would not qualify as misuse and abusive,
fraudulent and improper purchases. Additional guidance can be found by clicking on the
blue "?" button.

5. "Was the item/service for personal use?" - Personal use means the item/service was not
purchased exclusively for government activities. The user must select "Yes" or "No" and
may add additional information and details in the "Remarks" field. If "Yes" is selected, a
drop-down menu will appear and the user must make a selection from the following
options: Accidental Use: Restitution Made, Accidental Use: No Restitution Made,
Intentional: Restitution Made, Intentional: No Restitution Made, Other (Specify). Use of
a government charge card for other than official government purposes is characterized as
misuse. Additional guidance can be found by clicking on the blue "?" button.

6. "Was the item a prohibited item?" - Prohibited items are specified in the FAR as items
that would never be used or needed as part of typical government activity. The user must
select "Yes" or "No" and may add additional information and details in the "Remarks"
field. If "Yes" is selected, a drop-down menu will appear and the user must make a
selection from the following options: Written Waiver in accordance with FAR was
obtained, No waiver was obtained. Additional guidance can be found by clicking on the
blue "?" button.

7. "Was this item subject to mandatory sourcing?"- Mandatory sourcing requires the federal
government to purchase certain specific products if they can meet the required needs of
the government at a competitive rate. The user must select "Yes", "No", or "N/A" and
may add additional information and details in the "Remarks" field. If "Yes" is selected, a
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drop-down menu will appear and the user must make a selection from the following
options: Mandatory Source Used, Mandatory Source Not Used - Item not available in
required time frame, Mandatory Source Not Used - Other, Mandatory Source Not Used -
Written Waiver Obtained, Mandatory Source Not Used - No Written Waiver Obtained.

8. "Was Green Procurement considered, where applicable?" - Green procurement is the
purchase of environmentally preferable products and services that reduce resource
consumption and waste generation. The user must select "Yes" or "No" and may add
additional information and details in the "Remarks" field. Additional guidance can be
found by clicking on the blue "?" button.

9. "Was there adequate source documentation?" - The user must select "Yes" or "No". If
"Yes" is selected a drop-down menu will appear and the user may choose from the
following six options. The user should select all choices which are applicable. To select
more than one choice from the drop-down menu, the user must hold the control key while
clicking on each of the selections. The six choices are as follows:

e "Evidence of requester's requirements document (e.g. email or written request)" - A
requirements document outlines the transactions purpose and what need it is expected
to meet.

¢ "Detailed Transaction Receipt/Vendor Invoice" - A receipt/vendor invoice shows the
exact purchase amount of the transaction. These documents should include evidence
of independent verification and details of the transaction on an invoice or receipt.

e "Detailed Packing Slip" - A packing slip is a document that accompanies items
shipped through the mail and outlines the content of the package and purchase details.

e "Proof of Delivery of Goods/Services" - Proof of delivery establishes that the
recipient has received the specified contents sent by the sender.

e "Detailed Cardholder Purchase Log" - A cardholder purchase log is a record of
purchases with associated transaction details. The DoD Charge Card Guidebook
identifies as a mandatory management control the maintenance of a purchase log
including a description, the merchant, the date purchased, the name of the recipient of
the item, and the total amount.

¢ "Evidence of Property Book Officer Notification" - The property book officer
manages the records for all leased, loaned and borrowed equipment under their
responsibility.
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Case Review

Was there evidence that every atterupt was made to es o
acrpuite the goodsieervices from & merchant that
ancepts the GEC?
D the transaction azmaunt exceed the micro
T H
punchase linoit? s " @

Did the convenience check exceed the check limit of

¥ H

$3,000 per the DoD Fiancial Managssnt = ° @
Regulation?

Was this & spht purchase? Y O Mo o
Was the corvenisnce check nsec to roaks & payresnt Y O Mo

onacontract? Q
Wes the convenience check made payeble to @ Y O Mo

avermment employee? @
Did the iteraservice exceed minimur needs? Y O Mo @
Wes the itemservice for personal use? Y O Mo @
Wes the item & prohibited iter? Y O Mo

Was this iteru subjest to mandatory sonring?

Ves Ma
Was Gresn Procurement considsred, whers

Ves Ma
applicable? 2]
Was there adsuate sonrce docurasntation? as Mo

Figure 8.3: Case Details Page - Case Review Section: Convenience Check Used

If a convenience check WAS used for the purchase the user must answer the following twelve
questions:

1.

"Was there evidence that every attempt was made to acquire the goods/services from a
merchant that accepts the GPC?" - Convenience checks and foreign drafts provide a
purchasing alternative to normal GPC transactions and formal contracting, and they are to
be used only when the use of the purchase card is not possible. The user must select
"Yes" or "No" and may add additional information and details in the "Remarks" field.

"Did the transaction amount exceed the micro purchase limit?" - The micro purchase
threshold is established in the Federal Acquisition Regulation (FAR) and set by Congress
as the maximum amount that can be charged on a credit card for a single transaction for
supplies or services. The user must select "Yes" or "No" and may add additional
information and details in the "Remarks" field. If "Yes" is selected, a drop-down menu
will appear and the user must make a selection from the following options: DAPS Order,
Task or Delivery Order (BPA on an existing contract), Training (allowed to $25,000), or
Other (Specify). If this transaction represents a contract payment and does not fall under
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the available options, select Other and provide details in the comments field. For the
acquisition of services subject to the Service Contract Act the threshold is $2,500.
Additional guidance can be found by clicking on the blue "?" button.

3. "Did the convenience check exceed the check limit of $3,000 per the DoD Financial
Management Regulation?" - The total dollar value of convenience check purchases
should not be greater than the specified limit. The user must select "Yes" or "No" and
may add additional information and details in the "Remarks" field. Additional guidance
can be found by clicking on the blue "?" button.

4. "Was this a split purchase?" - A split purchase is when a cardholder intentionally divides
the purchase into units less than the micro purchase limit in order to circumvent the
single transaction maximum. The user must select "Yes" or "No" and may add additional
information and details in the "Remarks" field. No government purchase cardholder may
fragment/split purchases that exceed the limit or threshold, as means to use the purchase
card. Additional guidance can be found by clicking on the blue "?" button.

5. "Was the convenience check used to make a payment on a contract?" - A contract is a
written agreement on behalf of the Government with an agreed upon delivery and
payment for goods or services. The user must select "Yes" or "No" and may add
additional information and details in the "Remarks" field. Additional guidance can be
found by clicking on the blue "?" button.

6. "Was the convenience check made payable to a government employee?" - A government
employee is an individual engaged in work on behalf of the Government. The user must
confirm if the check is written out to an individual. The user must select "Yes" or "No"
and may add additional information and details in the "Remarks" field. Additional
guidance can be found by clicking on the blue "?" button.

7. "Did the item/service exceed minimum needs?" - A good or service purchased should aim
to meet the minimum needs of the desired use and not exceed other similar or like goods
or services. The user must select "Yes" or "No" and may add additional information and
details in the "Remarks" field. It is the responsibility of the cardholder to ensure
purchases are proper, legal, and reasonable and would not qualify as misuse and abusive,
fraudulent and improper purchases. Additional guidance can be found by clicking on the
blue "?" button.

8. "Was the item/service for personal use?" - Personal use means the item/service was not
purchased exclusively for government activities. The user must select "Yes" or "No" and
may add additional information and details in the "Remarks" field. If "Yes" is selected, a
drop-down menu will appear and the user must make a selection from the following
options: Accidental Use: Restitution Made, Accidental Use: No Restitution Made,
Intentional: Restitution Made, Intentional: No Restitution Made, Other (Specify). Use of
a government charge card for other than official government purposes is characterized as
misuse. Additional guidance can be found by clicking on the blue "?" button.

9. "Was the item a prohibited item?" - Prohibited items are specified in the FAR as items
that would never be used or needed as part of typical government activity. The user must
select "Yes" or "No" and may add additional information and details in the "Remarks"
field. If "Yes" is selected, a drop-down menu will appear and the user must make a
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selection from the following options: Written Waiver in accordance with FAR was
obtained, No waiver was obtained. Additional guidance can be found by clicking on the
blue "?" button.

10. "Was this item subject to mandatory sourcing?" - Mandatory sourcing requires the federal
government to purchase certain specific products if they can meet the required needs of
the government at a competitive rate. The user must select "Yes", "No", or "N/A" and
may add additional information and details in the "Remarks" field. If "Yes" is selected, a
drop-down menu will appear and the user must make a selection from the following
options: Mandatory Source Used, Mandatory Source Not Used - Item not available in
required time frame, Mandatory Source Not Used - Other, Mandatory Source Not Used -
Written Waiver Obtained, Mandatory Source Not Used - No Written Waiver Obtained.

11. "Was Green Procurement considered, where applicable?" - Green procurement is the
purchase of environmentally preferable products and services that reduce resource
consumption and waste generation. The user must select "Yes" or "No" and may add
additional information and details in the "Remarks" field. Additional guidance can be
found by clicking on the blue "?" button.

12. "Was there adequate source documentation?" - The user must select "Yes" or "No". If
"Yes" is selected a drop-down menu will appear and the user may choose from the
following six options. The user should select all choices which are applicable. To select
more than one choice from the drop-down menu, the user must hold the control key while
clicking on each of the selections. The six choices are as follows:

o "Evidence of requester's requirements document (e.g. email or written request)" - A
requirements document outlines the transactions purpose and what need it is expected
to meet.

e '"Detailed Transaction Receipt/Vendor Invoice" - A receipt/vendor invoice shows the
exact purchase amount of the transaction. These documents should include evidence
of independent verification and details of the transaction on an invoice or receipt.

e "Detailed Packing Slip" - A packing slip is a document that accompanies items
shipped through the mail and outlines the content of the package and purchase details.

¢ "Proof of Delivery of Goods/Services" - Proof of delivery establishes that the
recipient has received the specified contents sent by the sender.

e "Detailed Cardholder Purchase Log" - A cardholder purchase log is a record of
purchases with associated transaction details. The DoD Charge Card Guidebook
identifies as a mandatory management control the maintenance of a purchase log
including a description, the merchant, the date purchased, the name of the recipient of
the item, and the total amount.

o "Evidence of Property Book Officer Notification" - The property book officer
manages the records for all leased, loaned and borrowed equipment under their
responsibility.
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Case Disposition Section

1. The A/OPC and above users in the hierarchy have access to the A/BO's analysis and can
provide comments which are documented as part of the case.

2. Once the "Case Review" section is filled out, the user has to complete the "Case Disposition"
section (Figure 9). For this, the user must select from the status choices that reflect the
decision on the case. The available choices are as follows:

a.

Under A/BO Review - This case disposition reflects that the A/BO is still
gathering information for his/her review which has not been completed. When
this choice is selected an additional drop-down menu is displayed with the option
to select: Pending Documentation or Waiting Merchant Verification.

Valid Transaction - This case disposition reflects the judgment by the A/BO that
the transaction related to the case being examined is legitimate.

Administrative Discrepancy - This case disposition reflects the judgment by the
A/BO that the transaction issue is clerical. When this choice is selected an
additional drop-down menu is displayed with the option to select a recommended
disciplinary action: Counseling, Refresher Training, Admonishment, Reprimand,
NonJudicial Punishment (military only), Court Martial (military only),
Administrative Separation, Suspension, Removal, or Other.

Misuse - This case disposition reflects the judgment by the A/BO that the
government purchase card transactions are intended for government use, but are
not permitted by law, regulation, or organization policy. When this choice is
selected an additional drop-down menu is displayed with the option to select a
recommended disciplinary action: Counseling, Refresher Training,
Admonishment, Reprimand, NonJudicial Punishment (military only), Court
Martial (military only), Administrative Separation, Suspension, Removal, or
Other. In the case of misuse, the A/OPC should be notified by the A/BO and the
box under the Disciplinary action should be checked. Note: Although A/BO users
can select that the A/OPC has been notified, the system does not generate the
notification. Instead, the A/BO must do this separately.

Suspected Fraud - This case disposition reflects the judgment by the A/BO that
the use of the government purchase card to acquire goods or services was
unauthorized and intended for personal use or gain constituting a fraud against the
government. When this choice is selected an additional drop-down menu is
displayed with the option to select a recommended disciplinary action:
Counseling, Refresher Training, Admonishment, Reprimand, NonJudicial
Punishment (military only), Court Martial (military only), Administrative
Separation, Suspension, Removal, or Other. In the case of suspected fraud, the
A/OPC should be notified by the A/BO and the checkbox under the recommended
disciplinary action drop-down should be checked. Note: Although A/BO users
can select that the A/OPC has been notified, the system does not generate the
notification. Instead, the A/BO must do this separately. Also note that the
transaction should be referred to the appropriate DoD organization and the
associated checkbox should be checked when that has been accomplished.
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f. Abuse - This case disposition reflects the judgment by the A/BO that the
Purchases of authorized goods or services at terms (e.g., price, quantity) are
excessive, for a questionable government need, or both. When this choice is
selected an additional drop-down menu is displayed with the option to select a
recommended disciplinary action: Counseling, Refresher Training,
Admonishment, Reprimand, NonJudicial Punishment (military only), Court
Martial (military only), Administrative Separation, Suspension, Removal, or
Other. Note: Although A/BO users can select that the A/OPC has been notified,
the system does not generate the notification. Instead, the A/BO must do this
separately.

g. Lost - This case disposition reflects that the purchase card was lost or misplaced
and is either no longer in the possession of the cardholder or the information has
been compromised.

h. Stolen - This case disposition reflects that the purchase card was stolen from the
cardholder and the information has been compromised.

3. Additional information may be entered into the Notes field including any dates or additional
relevant information. Note: Although A/BO users can select that the A/OPC has been
notified, the system does not generate the notification. Instead, the A/BO must do this
separately.

4. Select the "Save" button to save the information. Selecting the "Cancel" button will remove
any changes made and return the user to the "Case Management" tab (Figure 4).

Case Disposition
Case Disposition Notes

Under A/B0 Review + | | Pending Documentation b

Administrative Discrepancy

Misuse
Suspected Fraud

Save Cancel

Figure 9: Case Details Page - Case Disposition Section
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Independent Reviewers' Case Management

A/OPCs and other authorized users may conduct case reviews after the A/BO completes a review
of the case. All A/OPCs and above have read only access to review the transactions for the DoD
Purchase Card Program and can add independent reviewer comments to the due diligence
information and documentation provided by the A/BOs.

1. Navigate to the Case Details page of a specific case.

2. Under the "Action History" section (Figure 10) there is an "Add Independent Review"
button. Make sure the page is in summary view.

3. The independent reviewer can see everything the A/BO has completed including the "Case
Disposition" and "Notes" entered by the A/BO. After reviewing the A/BO's case analysis, the
independent reviewer clicks the "Add Independent Review" button and completes the
information in the popup box displayed documenting his/her assessment of the A/BO's
determination. The user has the following choices for case disposition: Under A/BO Review,
Valid Transaction, Administrative Discrepancy, Misuse, Suspected Fraud, Abuse, Lost, or
Stolen. Users must include any discrepancies or justification in the comments field. If the
independent reviewer disagrees with the A/BO assessment, the A/BO should be contacted to
resolve the discrepancy.

Case Management Find Transactions

YIEW: Summary | All- Grouped

Transaction .
Account Number: AR
Transaction Date: Case Disposition Select v
Transaction Amount: 9 09:35:34
Merchant Name: 9 09:3708
Comments
MCC: ud
Action History
DATE TY| TS USER
Save
Wed Apr 22 2009
09:37.07 Al group ten ma
Add Independent Review

Figure 10: Case Details Page - Independent Review Popup
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5.4 Find Transactions

The "Find Transactions" tab is the second tab displayed within the main Data Mining tab (Figure
11.1). Users may query all transactions by Account Type, Case Disposition, Transaction Date(s),
Independent Review, Merchant Name, MCC, and/or Amount ($). While the information
displayed in the Case Management tab shows transactions that have been referred by the
application, it is possible for users to search through all transactions to review the data, or create
additional cases which have not been identified for review by the Data Mining Application.

Help | Contact | Select Role | Logoff

Purchase Card

-/ Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Approving/Billing Official(AfBO) - Primary.

Case Management Find Transactions

Find Transactions

N
"\_ 1 ) [=JFIND TRANSACTIONS

Account Type/Number: /’"3"\ Case Disposition: #" 4 ™ Transaction Date¢s): Independent Review
()= o ¥ — [ E... o
1=
Merchant Name: MCC: Amount ¢§)
1 1 el

() (E)

Figure 11.1: Find Transactions - Search

1. Users can find transaction histories based on a number of variables under "Find
Transactions". Selecting the minimize button next to "Find Transactions" hides the search.

2. The account type can be queried by Cardholder or Managing Account selecting CH or MA
respectively from the drop-down choices.

3. Filtering can also be done by making one of the following case disposition selections: All,
Under A/BO Review, Valid Transaction, Administrative Discrepancy, Misuse, Suspected
Fraud, Abuse, Lost, or Stolen.

4. Additional filtering can be done based on the beginning and ending Transaction Date(s) to be
queried, If an Independent Review was done, Merchant Name, MCC, and Amount ($).

5. Once information has been entered into the filter, the user must click the "Find" button to
execute the search. Clicking the "Clear" button will clear the entries on the form. If the
search is too large, the system will display a warning message requesting that the user refine
the search.

6. Results will be displayed by Transaction Date, Status, Disposition, Type, Amount, Merchant,
MCC, and View. Note: the information can be sorted by clicking on the column names.
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7. When results are displayed, the user may view a transaction by clicking on the "View" or
"Create" buttons under the "View" column. Clicking the "View" or "Create" button will
display the Case Details page for the selected transaction. Only A/BO users can "Create"
cases for review. For more details and guidance on initiating a case, see Section 5.3 Case
Management.

C'aze Management Find Transactions

\=JFIND TRANSACTIONS

Account Type/Number: Case Disposition: Transaction Date(s): Independent Review
H v Al v [0 O
i)
Merchant Name: MCC: Amount (§):

Cto-

[First/Prev] 1, 2, 3, 4, 5 [Mext/Last]

TRANSACTIONDATE ~ STATUS ~ DISPOSITION  TYPE  AMOUNT MERCHANT MCC VIEW

02052000 02:27:28 8] 43029 RADIOSHACK DEADDNO2147 57132
02-06-2009 02.27:28 K 360.00 54RAH HAVES 001071 6051
0208-2009 02:27:28 HewCase  Mew Case K 36000 AMEER WHITFIELD 001053 6051
1205-2009 02:27:28 =} 059 RADIOSHACK DEANOOOZ17 5732

Figure 11.2: Find Transactions - Results
Self Initiating Cases

Only A/BO users can self initiate additional cases for transactions in the system. This can be
done from both the “Find Transactions” tab (Figure 11.2) and the “Account Details” page under
the “Case Management” tab (Figure 5).

A self initiated case can be created from the “Find Transactions” tab (Figure 11.2). Once the user
has entered in search criteria, the results are displayed. In addition, from the "Case Management"
tab (Figure 5), a user can drill-down to the "Account Details" page to see all the transactions
displayed.

In both cases, the rows that are highlighted in blue are transactions which have already been
flagged by the system. To create a new case on a transaction that hasn’t been flagged, click the
“Create” button in the "View" column. The user can also click the “View” button on Blue
Highlighted rows to see the Case Details page for transactions that have already been flagged.
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6. Risk Assessment Application

6.1 Introduction

The RA Application is a powerful new tool that uses internal controls and measures coupled with
results from the DM Application to quantify and report the inherent risk of DoD organizations’
purchase card programs. All this information is clearly displayed in the RA Application through
organizational dashboards that assess the risks associated with the organization's purchase card
program.

6.2 RA User Hierarchy

The RA Application has a hierarchical structure for drilling down into the data to analyze risk.
Report access and content varies by the user's hierarchy level. The users' role and their access
within the RA Application are described below:

e Level 1- DoD PCPMO users monitor risk for the entire DoD Purchase Card Program
with access to all levels of data.

e Level 2 - Acquisition Executive Agents monitor risk of all the Level 3s and below in
their purchase card hierarchy. They have access to all levels of data within their
Service/Organization and can drill-down to all data within that Service/Organization.

e Level 3 - HCA Agents monitor risk of all Level 4s and below in their purchase card
hierarchy. The HCA Agents have access to drill-down to the data of the A/OPCs, (High-
Level A/OPCs for the Navy), and A/BOs under their responsibility.

e Level 4 - A/JOPCs monitor risk of all Level 5s and below in their purchase card
hierarchy. They have access to drill-down and monitor data of the A/BOs and A/OPCs
under their responsibility. The A/OPC Supervisor has the same level of access and view
of data as each of the A/OPCs under their purview.

e Level 5- A/BOs monitor risk of cardholders in their purchase card hierarchy. They have
access to the data of all cardholders under their responsibility. The A/BO Alternate's view
and use of the application is no different than that of the A/BO for which they are the
alternate. The A/BO Supervisor has the same level of access and view of data as each of
the A/BOs under their purview.

The Navy users' role and their access within the DM Application are an exception to the above
hierarchy. The Navy is the only Service with High-Level A/OPCs.

e Level 4 - High-Level A/OPCs monitor risk of all A/BOs and below in their purchase card
hierarchy. The Navy High-Level A/OPC users have access to drill-down and monitor data of
the A/BOs and A/OPCs under their responsibility.

This level is followed by Level 5 - A/JOPC and Level 6 - A/BO
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6.3 RA Controls

The RA Application assesses risk using twelve controls. Each of the twelve controls fall under
one of five categories listed below:

Span of Control
Separation of Duties
Authorization Controls
Card Status

aprwbdE

Transaction Review Controls

Figure 12, below, summarizes each control within each category.

Category Control Exception Description
tispnorConrol | G | or s Cthldr om0 o
to A/BOs
Control 1.2: More than 300 Cardholder accounts to one A/OPC
Cardholder Accounts
to A/OPCs
Control 2.1: Accounts for which the Cardholder and A/BO are the

2: Separation of Duties

Inadequate Separation
of Duties

same individual

3: Authorization Controls

Control 3.1: Spending
Ratio - Underutilized
Credit Limits

Accounts for which the six cycle spend average is less
than 70% of the average cycle credit limit

Control 3.2: Single
Merchant Spending

Accounts that have at least ten transactions and an 80%
or greater spending percentage at one merchant

4: Card Status

Control 4.1:
Delinquent Accounts

Managing Accounts delinquent for 30+ days

Control 4.2: Account
Usage

Accounts that have been inactive for six cycles or have
never been used (Excludes newly issued cards 60 days
from the end of the billing cycle)

Control 4.3:
Lost/Stolen Cards

Accounts that have greater than one lost/stolen card(s) in
the last 12 cycles

5: Transaction Review
Controls

Control 5.1: Average
Cycle Transactions
Reviewed

Higher than average number of transactions (>100) per
cycle reviewed by the A/BO, based on three cycles of
data

Control 5.2: A/BO
Response Rate

A/BO failure to initiate case review in Case Management
for flagged transactions within 10 days

Control 5.3: Flagged
Transaction
Determination

Flagged transactions determined to be other than valid in
Case Management (Misuse/Abuse/Suspected Fraud)

Control 5.4:
Convenience Check
Amounts

Convenience Checks over $3,000

Figure 12: RA Controls
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6.4 RA Dashboards

RA Dashboards are based on the user's hierarchy level (described in Section 6.2). The
dashboards by hierarchy levels of RA users are listed below:

1. PCPMO Dashboard - Used to monitor risk of the DoD Purchase Card Program. This
dashboard provides a side-by-side comparison of the risk assessments for all
Services/Organizations. This dashboard has drill-down capability to all levels of the
hierarchy.

2. Acquisition Executive Agent (Level 2) Dashboard - Used to monitor risk at the
Service/Organization level: Navy, Army, Air Force, and Other Defense Agencies. This
dashboard provides drill-down capability to review all levels of the hierarchy.

3. HCA Agent (Level 3) Dashboard - Used to monitor risk of A/OPCs and A/BOs. This
dashboard provides drill-down capability to review all A/BO and A/OPC users under their
responsibility.

4. A/OPC Dashboard - Used to monitor risk of A/BOs. This dashboard provides drill-down
capability to review A/BO users under their responsibility. The A/OPC Supervisor has the
same Dashboard view as the A/OPC with all the same information.

5. A/BO Dashboard - Used to monitor risk of cardholders who report directly to the A/BO.
This dashboard provides drill-down capability to review the data of all cardholders under
their responsibility. The A/BO Supervisor has the same Dashboard view as the A/BO with all
the same information.

Note: Only the Navy users have a High-Level A/OPC Dashboard for the High-Level A/OPCs.

Elements of the Dashboard

Dashboards assess risk for each individual control based on specific thresholds. Also, based on
the risk assessment of each of the twelve controls, an overall risk assessment is calculated for the
user's hierarchical level. The drill-down capability in each control allows users to see more detail
and understand the data that supports the exceptions and the risk assessment.

The RA Application assesses risk as either:
@ = Low (green)
= Medium (yellow)
@ = High (red)

At the A/BO hierarchy level, risk is assessed as either low or high for each control. At the
A/OPC hierarchy level and higher, risk is assessed as low, medium, or high for each control. The
overall risk assessment is designated as low, medium, or high for all dashboards.

There are a number of general elements (Figure 13) that appear on the dashboards and display
information to the users:
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Figure 13: Dashboard Elements

1. Select Cycle - The Select Cycle element is a drop-down list that allows users to select the
billing cycle data displayed on the dashboard. It provides a list of up to 18 billing cycles to
choose from. Selecting a new billing cycle will automatically refresh the dashboard with that
cycle's data. The currently selected cycle is always highlighted in yellow. The Select Cycle
element applies to the entire dashboard.

2. Export Formats - The Export Formats element displays icons of the file format a user can
export the dashboard to, allowing the user to view the dashboard outside of the web-browser.
Clicking on the icon of the desired format will automatically export the dashboard in that
format. Dashboards can only be exported to the PDF format. The Export Formats element
applies to the entire dashboard.

3. Hierarchy Level Count - The Hierarchy Level Count element displays the number of users
in the hierarchy one level below the reporting level. For example, for an Acquisition
Executive Agent (Level 2), it will display all the HCA Agents (Level 3) under their
responsibility. For an A/BO, it will display all the cardholders under the A/BO's purview.
The Hierarchy Level Count element applies to the entire dashboard.

4. Category Label - The Category Label element displays the same categories listed in Figure
12. They segment the controls listed on the dashboard into groups of similar controls. The
Category Label element applies to groups of controls.

5. Control Title and Description - The Control Title and Description element identifies and
describes each control on the dashboard. are specific to individual controls.

6. Exception Count - The Exception Count element is only available on the A/OPC and A/BO
dashboards. It displays the number of exceptions identified for a control. For example, for
Control 4.2: Account Usage, any cardholder under an A/BO who has not used his/her card in
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the past six billing cycles will be identified as an exception. The Exception Count element is
specific to individual controls.

7. Control Risk Assessment Exception Scale - The Control Risk Assessment Exception scale
element is available only on A/OPC dashboards. It contains ranges or numbers used to
determine the risk assessment for a control based on where the Exception Count falls when
compared to the scale. The ranges or numbers correspond to low-risk, medium-risk, and
high-risk. The Control Risk Assessment Exception Scale element is specific to individual
controls.

8. Control Risk Assessment - The Control Risk Assessment element indicates the risk
assessment for a control. A control can be assessed as low risk, medium risk, or high risk,
except for the A/BO dashboard where a control can only be assessed as either low risk or
high risk. Depending on the dashboard, the Control Risk Assessment will be determined by
comparing the Exception Count to the Control Risk Assessment Exception Scale. The
Control Risk Assessment element is specific to individual controls.

9. Overall Risk Assessment - The Overall Risk Assessment element indicates the assessed risk
for the user's hierarchy level as low risk, medium risk, or high risk and is based on the
cumulative risk assessment of each individual control. The Overall Risk Assessment element
applies to the entire dashboard.

The following sections describe each dashboard of the RA Application. The details described for
each dashboard include:

e Controls that are available, and

e Risk assessment scale for each control.

PCPMO Dashboard

The PCPMO Dashboard (Figure 14) allows the PCPMO representatives to assess the overall
"health" of the DoD Purchase Card Program by presenting a side-by-side comparison of the risk
assessments for Army, Navy, Air Force, and Other Defense Agencies. For each
Service/Organization, the PCPMO Dashboard provides risk assessment for each of the twelve
controls as well as an overall risk assessment. This dashboard is a combination of the Acquisition
Executive Agent (Level 2) dashboards for each Service/Organization. The PCPMO users can
drill-down to lower level control details.
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Fxport Formats

Cantrol

Navy Air Force

Overall Risk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts {o ABOS
Wore than seven cardhalder accounts to one &80

Control 1.2: Cardholder Accounts to ACPCs
Wiore than 300 cardholder aocourts to one &I0PC 205 2 @ |20/0/0 @ |2 3z =

s

Category 2: Separation of Du

Control 2.1: Inadeguate Separation of Duties
ccourts for which the cardholder and 480 arethe (33| 0 (0 @ (200 0 @ (13 0 o @ |2 0 0 @
same individual

Category 3: Authorization Controls

Control 3.1: Spending Ratio - Underutilized Credit
Limits

Accounts far which the six eycle spend average is less
than 70% of the average cycle credit limit

Contral 3.2: Single Merchant Spending
‘coounts that have st least tentransactions and anB0% (32| 0 0| @ |20 0 0 @ |12 0 0 @ |22 0 0 @
or grester spending percentage st ane merchant

Category 4: Card Status

Control 4.1: Delinguent Accounts
Wanaging Accounts delinguert for 30+ days ool @ o1 L (1300 @ 2200 @

Control 4.2: Account Usane

Acoourts that have been inactive for six cycles or kave | 2| 7|24
never been used (Excludes newly issued cards)

Control 4.3: Lost'Stalen Cards

ccounts that have greater than ons lostistolen cardrs) (32 0 0| @ (200 0 @ (12 0 0 @ |22 0 0 @
inthe last 12 cycles

Category 9: Transaction Review Controls

Control 5.1: Average Cycle Transactions Reviewed

Higher than average number of transactions (=100 per @ 00 O o0 0 O 13 0 0 O 24 0 0 O
cycle reviswsd by the 480, based on thres cyclss of

data

Caontrol 5 2: /B0 Response Rate

B0 failure o intiste case review in Case Managemert (33| 0 | 0 O 20 0 0 O 12 0 0 O 24 00 O
far flagged transactions within ten days

Control 5.3: Flagged Transaction Delermination

Flagged transactions determined to be cther than vaidin |32 | 0 (0| @ |z0|o0 o @ |13/ 0 o @ |29 00| @
Case Management (Misuse/Ahuse/Suspected Fraud)

Control 5.4: Convenience Check Armounts

Gonvenience Checks over §3,000 s2lo|o| @ |2|ojo @ |30 e @ |20 @

For Official Use Only (FOUO)

Figure14: PCPMO Dashboard
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1. The example in Figure 14 shows the overall risk assessment for each Service/Organization
represented by the red squares and yellow triangle on the dashboard.

2. Also it shows the risk assessment for each Service/Organization's controls. For example,
Control 1.1 Cardholders to A/BOs, shows the risk assessment for Navy as low and Army, Air
Force, and Other Defense Agencies as high.

To view the control report for Control 1.1, see Figure 46 in Section 6.6 (page 71).

Acquisition Executive Agent (Level 2) Dashboard

The Acquisition Executive Agent (Level 2) Dashboard (Figure 15) assesses the risk of the
Service/Organization (Army, Air Force, Navy, and Other Defense Agencies). This dashboard
assesses risk for the Acquisition Executive Agent (Level 2) based on the cumulative risk of all
the HCA Agents (Level 3) under the purview of the Acquisition Executive Agent (Level 2) for
that Service/Organization. For example in Figure 15, Control 1.1 risk assessment is assessed as
high because of the 33 HCA Agents (Level 3) under the purview of the Level 2, 24 are assessed
as high, eight are assessed as medium, and one is assessed as low. The dashboard provides a risk
assessment for each control as well as an overall risk assessment for the level. The Acquisition
Executive Agent (Level 2) can drill-down to each of the lower review levels (HCA Agent (Level
3), High-Level A/OPC, A/OPC, and A/BO).
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Category 1: Span of Control
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Level 3
Mare than 300 cardholder accounts to one AOPC Risks 5 O
z
Category 2: Separation of Duties
Caontral 2.1 Inadequate Separation of Duties Level s @33
Aceaunts for whichthe eardholder and &/80 are the same indivicus! P @
o
Category 3: Authorization Controls
Control 3.1: Spending Ratio - Underutilized Credit Limits P @z
Accounts for which the six cycle spend averags is less than 70% of the average cycle credit imit pell B
@2
Control 3.2: Single Merchant Spending @33
Accounts that have at least ten transactions and an 80% or grester spending percentage o one ";‘;i‘: o @
merchant @n

Category 4: Card Status

Control 4.1: Delinguent Accounts Level 3 @33
Managing Accounts delinguent for 30+ days F:‘;is 0 @
an
Control 4.2 Account Usage @2
Levelz o
acoourts that have been inacive for six cycles of have never been used (xcludes newly issued cards) — ore [*]
@24
Cantral 4.3: LostiStolen Cards @33
Level 3
Accourts that have greater than one lost/stolen card(s) in the last 12 cycles il o @
@o

Cateqgory 5: Transaction Review Controls

Conirol 5.1: Average Cycle Transactions Reviewed Level 5 @
Higher than average number of transactions (=100) per cycle reviewe by the A/80, based on three prldl o @
cycles of data L
Caontral 5.2: ABO Response Rate Loeat 3 @33
/B0 fallure to inficte case review in Case Management for flagged transactions within ten days mons 0 =
@n
Caontral 5.3 Flagyed Transaction Determination Level 3 @33
Flagged transactions detsrmined to be other than valid in Case Management (Misuselshuse/Suspected ;:is o O
Fraud) a0
Contral 5.4: Convenience Check Amounts Level 3 @33
Convenience Checks over 53,000 :.:is ° O
0
For Official Use Only (FOUO!

Figure 15: Acquisition Executive Agent (Level 2) Dashboard

To view the control report for Control 1.1, see Figure 47 in Section 6.6 (page 72).

Document Version 3.0, April 2009 35



HCA Agent (Level 3) Dashboard

The HCA Agent (Level 3) Dashboard (Figure 16) assesses risk for the HCA Agent (Level 3) user
based on the cumulative risk of all the High-Level A/OPCs (the Navy only) and A/OPCs that fall
under their hierarchy. For example in Figure 16, under Control 1.1, risk is assessed as high risk
because out of the 93 A/OPC in the hierarchy, 50 are assessed as high risk, 21 are assessed as
medium risk, and 22 are assessed as low risk. The dashboard provides a risk assessment for each
control as well as an overall risk assessment for the level. The HCA Agent (Level 3) can drill-
down on each control to see individual High-Level A/OPC (the Navy only), A/OPC, A/BO and
cardholder data in the hierarchy under their purview.
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o
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Level 4
2/B0 failure to intiste case review in Case Management for flagged transactions within ten days pril o @
@o
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[
For Official Use Only (FOUO)]

Figure 16: HCA Agent (Level 3) Dashboard

To view the control report for Control 1.1, see Figure 48 in Section 6.6 (page 73)
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High-Level A/OPC Dashboard

The High-Level A/OPC Dashboard (Figure 17) assesses risk for the High-Level A/OPC user
based on the cumulative risk of all the A/OPCs that fall under their hierarchy. Note: The Navy is
the only Service that includes High-Level A/OPC users. For example in Figure 17, under Control
1.1, risk was assessed as low because of the seven A/OPCs in the hierarchy, one is assessed as
high risk, none are assessed as medium risk, and six are assessed as low risk. The dashboard
provides a risk assessment for each control as well as an overall risk assessment for the level.
The High-Level A/OPC can drill-down on each control to see each individual A/OPC, A/BO and
cardholder data in the hierarchy under their purview.
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Figure 17: High-Level A/OPC Dashboard

To view the control report for Control 1.1, see Figure 49 in Section 6.6 (page 74)
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A/OPC Dashboard

The A/OPC Dashboard (Figure 18) assesses risk for the A/OPC user based on the exceptions for
all A/BOs under their hierarchy. For example in Figure 18, under Control 1.1, risk is assessed as
high risk because the total number of exceptions of all the A/BOs reporting directly to the
A/OPC is greater than one. The dashboard provides a risk assessment for each control as well as
an overall risk assessment for the A/OPC. The A/OPC can drill-down on each of the controls to
review A/BO and cardholder data under their purview. The A/OPC Supervisor has the same
Dashboard view as the A/OPC with all the same information.
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Figure 18: A/OPC Dashboard

To view the control report for Control 1.1, see Figure 50 in Section 6.6 (page 75).
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A/BO Dashboard

The A/BO Dashboard (Figure 19) presents the A/BO level risk assessment. It provides a risk
assessment for each control as well as an overall risk assessment for the A/BO. The A/BO
Dashboard contains all the controls listed in Figure 12 (page 29) with the exception of Control
1.2 which is not relevant for A/BOs. Controls on the A/BO Dashboard can only be assessed as
either low or high risk. The number of exceptions reported by a control determines the control's
risk level. For example in Figure 19, under Control 1.1 the risk is assessed as low risk because
out of the four cardholders under the A/BO there are no exceptions. The A/BO Supervisor has
the same Dashboard view as the A/BO with all the same information.
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Sccourts that have at least ten transactions and an 80% or grester spending percentage at ane merchart

Category 4: Card Status
Control 4.1: Delinguent Accounts
Managing Accounts delinquent for 30+ days

Caontral 4.2 Account Usane
Accourts that have been inactive for six cycles or have never been used (Excludes newly issued cards)

Caontral 4.3 LostiStolen Cards
Accournts that have areater than one lost/stolen card(s) inthe last 12 cycles

Exceptions: 4

Exceptions: 0

Exceptions: 0

Exceptions: 1

Exceptions: 0

Category 3: Transaction Review Controls

Contral 5.1: Averane Cytle Transactions Reviewed
Highet than average number of transactions (=100) per cycle reviewed by the AB0, based on three cycles of data

Contral 6.2: AB0 Respanse Rate
AJEO failure to inftiste case review in Case Management for flagged transactions within ten days

Control 5.3 Flagged Transaction Determination
Flagged fransactions determined 1o be other than valid in Case Manegement (Misuseifhuse/Suspected Fraud)

Caontral 5.4: Convenience Check Amounts
Convenience Checks over 3,000

| Use Only (FOUO!

Figure 19: A/BO Dashboard

Exceptions: 0

Exceptions: 0

@

Exceptions: 12

Exceptions: 0

To view the control report for Control 1.1, see Figure 51 in Section 6.6 (page 76)

Go Back

Document Version 3.0, April 2009

43



6.5 Viewing Control Reports

There are a number of elements that appear on the control reports that display information to the
users as shown in Figure 20.1 and 20.2. They are as follows:

Help | Contact | Select Role | Logoff

Purchase Card

**./ Data Mining / Risk Assessment
=

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70QPC).

TN
Cardholder Accounts to A/BOs (\_1 ) @ Eetum to Dashboard
More than seven candholdsr accounts to one ABO —

TN ~

(3 ) View AIOFC TN

K\ - BCEMO = 00021 » 00055 = 05008 4 )
_

TN
Select Cyole | 02/19/2009 % ’\_6 )

Export Formats: &)%) &) (;5-)

Raw Level 3 Leval 4 Level 5§ ABO Hurnber of Cardholder Accourts

1 oo0s8 05008 01515 ~ 1z

Figure 20.1: Control Elements

1. Control Title and Description - The Control Title and Description element identifies and
describes the control.

2. Dashboard Link - The Dashboard Link element titled "Return to Dashboard" is a hyperlink
that returns the user to his/her dashboard.

3. Hierarchy Level Description View - The Hierarchy Level Description View element
displays the current hierarchy level description of the control report the user is viewing. The
possible values for this element are PCPMO, Acquisition Executive Agent (Level 2), HCA
Agent (Level 3), High-Level A/OPC, A/OPC, and A/BO.

4. Hierarchy Level Code - The Hierarchy Level Code element displays the current hierarchy
level code of the control report the user is viewing. Users can use the Hierarchy Level Code
element to navigate up the hierarchy by clicking on one of the level code hyperlinks. Users
cannot navigate to a hierarchy level above their own. Any level codes that are above the
user's hierarchy level are disabled.

5. Export Formats - The Export Formats element displays icons of the file format a user can
export the dashboard to, allowing the user to view the dashboard outside of the web-browser.
Clicking on an icon of the desired format will automatically export the dashboard in that
format for the user. Controls can be exported to the Excel, PDF, and CSV formats.

6. Select Cycle - The Select Cycle element is a drop-down list that allows users to select the
billing cycle they wish to view the control report for. It provides a list of up to 18 billing
cycles to choose from. Selecting a new billing cycle will automatically refresh the control
report with that cycle's data. The currently selected cycle is always highlighted in yellow.
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7. Drill-Up Icon - The Drill-Up Icon element is a hyperlink that changes the level of detail the
user is viewing by navigating the user up one level in the hierarchy (shown below in Figure
20.2). This is only available for users to navigate up to their level in the hierarchy after they
have already drilled down for more detail. Users cannot drill-up above their hierarchy level.

Help | Contact | Select Role | Logoff

¢ Purchase Card

ata Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back
Cardholder Accounts to A/BOs Retum to Deshboard
Tilams than ssven cardholder acoounts to one AEC
View: ARO[ @ Selest Cyle

PCPMO & 00021 % 00058 » 05008 » 01515

Export Fonwats: 5] 90 &)

Figure 20.2: Control Elements - One Level Down

Control 1.1: Cardholder Accounts to A/BOs

Control 1.1 checks the ratio of cardholder accounts to A/BOs. The control reports as an
exception all A/BOs responsible for eight or more cardholder accounts.
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Help | Contact | Select Role | Logoff

s Purchase Card
i . f

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Go Buck

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels
-

Export Foruats:

To view the details of a control, click the control name Owverall Risk Assessment:
Total A/BOS: 2 Risk Assessment
@ Category 1: Span of Control
Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
Mare than 300 cardholder accounts to one A/0PC Scale: . NiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and &80 are the same individual seale: 1
@ =1
Category 3: Authorization Controls
Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts far which the six cycle spend average is less than 70% of the average cycle credt imit Seale: 610
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
Accounts that have st least ten transactions and an 80% or greater spending percentage at one merchart ~ Scale: & 8-10
@ >10
Category 4: Card Status
Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data FE
Control 5.2: A/BO Response Rate @0 Exceptions: 0
MBI failure to initists case review in Case Management for flagoed transactions withinten days Soale: &1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagoed transactions determined to ke cther than valid in Case Management (MisuseisbuseiSuspected Fraud) Soale: 4 1
*E2I
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
=1

For Official Use Onhy (FOUO}

Figure 21: A/OPC Dashboard Category 1
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1. Select the billing cycle from the drop-down menu to the right of the box. The billing cycle
begins on the 20th of the previous month. For example, August 2010 will begin on July 20,
2010 and run through August 19th, 2010.

2. View "Category 1: Span of Control". In the example above, 30 exceptions are displayed,
because under the A/OPC's responsibility the A/BOs have greater than the 7:1 ratio of
cardholders to A/BOs permitted. As a result a red square indicating high risk is displayed,
with the text "Exceptions: 30" above the symbol. An A/OPC dashboard risk level may appear
as green (low), yellow (medium), or red (high).

3. Click the link for "Control 1.1: Cardholder Accounts to A/BOs."

An itemized list by A/BO appears (Figure 22) with the number of cardholder accounts for each
A/BO displayed. The report displays the following: A/BOs and Number of Cardholder Accounts.

Help | Contact | Select Role | Logoff

Purchase Card

/" Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back
Cardholder Accounts to A/BOs Retum to Dashboard
Mors than seven cardholder accaunts to one A/BO
TN
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Figure 22: A/OPC Control 1.1 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (number of cardholder accounts greater than
seven)
Control 1.2: Cardholder Account to A/OPCs

Control 1.2 verifies the ratio of cardholder accounts to A/OPCs. The control will report as an
exception A/OPCs responsible for more than 300 cardholder accounts.
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Help | Contact | Select Role | Logoff

o ) Purchase Card
i . f

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

i

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10
Category 4: Card Status
Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing Accounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) Seale: . 8-10 el
@ >0
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
*E2I
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Conwenience Checks over 3,000 Scale: 1 @
=1

For Official Use Onby (FOUQ)
Figure 23: A/OPC Dashboard Category 1
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 1: Span of Control". In the example above, a red square is displayed,
indicating high risk data.
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3. Click the link for "Control 1.2: Cardholder Accounts to A/OPCS."

An itemized list appears (Figure 24) with the number of cardholder accounts for each A/OPC
displayed. The report displays the following: Level 4 A/OPC and Number of Cardholder
Accounts.

Help | Contact | Select Role | Logoff

Y Purchase Card

-/ Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator {AfOPC).

Go Back
Cardholder Accounts to A/OPCs Estum to Dashboard
More than 200 cardholder accounts ta one AIOPC
View: AJIOPC @ Select Cycle: | 02/18/2009 v
FCPMO » 00021 » 00058 - 05008

Export Formate: &) %) &) @

i - T —
Figure 24: A/OPC Control 1.2 Detail
1. Verify the billing cycle.
Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (more than 300 cardholder accounts per
A/OPC).

Control 2.1: Inadequate Separation of Duties

Control 2.1 verifies separation of duties. The control will report as an exception any cardholder
account where the cardholder and the A/BO are the same individual.
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Help | Contact | Select Role | Logoff

o ) Purchase Card
i . f

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
@ Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
@ Accounts for which the cardholder and &80 are the same individual Seale:r A @
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10
Category 4: Card Status
Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing Accounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) Seale: . 8-10 el
@ >0
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
*E2I
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Conwenience Checks over 3,000 Scale: 1 @
=1

For Official Use Onby (FOUQ)
Figure 25: A/OPC Dashboard Category 2
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 2: Separation of Duties". In the example above, a green circle is displayed,
indicating low risk data.
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3. Click the link for "Control 2.1: Inadequate Separation of Duties."

An itemized list of cardholders and A/BOs appears (Figure 26). The report displays the
following: A/BO, Number of Cardholder Accounts, and Cardholder Account Number. Only the
last six digits of the cardholder account number are displayed.

Help | Contact | Select Role | Logoff

| Purchase Card

/" Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Buck
Inadequate Separation of Duties Estum to Doshhoard
Acsaunts for which the cardholdsr and /B0 ae th sans individual
T
View: AJOPC &_ ) Select Cyole: | 02/19/2009 v
FCPMO » 00021 » 00058 » 05008 .
Export Fonmats: 5] ) &) @
Number of Cardholder Cardholder Account
. Rowe Lewel 3 Lewvel 4 Lewel 5 ABO e Number

3
(\’) There are no exceptions to report
Figure 26: A/OPC Cardholders Control 2.1 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (cardholder and A/BO are the same
individual).
Control 3.1: Spending Ratio - Underutilized Credit Limits

Control 3.1 reports as an exception any cardholder accounts for which the six-cycle spend
average is less than 70% of the average cycle credit limit.
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Help | Contact | Select Role | Logoff

o ) Purchase Card
i . f

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

@ Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
@ Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
@10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Caontral 4.1: Delinguent Accounts @0 Exceptions: 0
Managing Accounts delinguent for 30+ days seale: 1

@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issued cards) seale: . 8-10 el

@ >0
Control 4.3: LostiStolen Cards @0 Exceptions: 0
Accounts that have grester than one lostistolen card(s) inthe last 12 cycles Scale: 41 @

@ =1

Category 5: Transaction Review Controls

Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data FE
Control 5.2: A/BO Response Rate @0 Exceptions: 0
ABO failure to initiste case review in Case Management for flagaed transactions withinten days Scale: 41
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Conwenience Checks over 3,000 Scale: 1 @
PR

For Official Use Onby (FOUQ)
Figure 27: A/OPC Dashboard Category 3
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 3: Authorization Controls." In the example above, a red square is displayed
indicating high risk data.
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3. Click the link for "Control 3.1: Spending Ratio - Underutilized Credit Limits."

An itemized list of A/BOs (Figure 28) for who there are underutilized credit limits appear. The
report displays the following: A/BO, Number of Cardholder Accounts, Total Cycle Spending
Limit, Average Cycle Spend, and Number of Exceptions.

Help | Contact | Select Role | Logoff

2t~ Purchase Card

./ Data Mining ! Risk Assessment

-

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back
Spending Ratio - Underutilized Credit Limits Retum to Dashboard
connnts for whish the six cycls spend averags is lass than 70% of the aversgs cycle credit lireit
T
Fiew: AJOPC (\ ) Select Cyole: | 02/18/2009 %
FCPMO » 00021 » 00058 » 05008 -

Export Formate: &) %) &) @

(\3 ) 1 00085 05008 | 00357 R 3 3 ] 3
- 2| 00055 05008 | 0O37E R & 25,001 528 g

3| 00055 05008 | 00770 R z 5001 34z 2

4| 00055 05008 | OM515 R 13 16,010 o 13

5| 00085 05008 | 02613 3 12,000 ] 2

6| 00055 05008 | 02630 R & 52,000 412 g

7| 00055 05008 | 04044 R 4 40,000 2886 4

2| 00055 05008 | 04643 z 20,000 1,087 2

9 00055 05008 | 04715 R 3 10,001 2] 3

0 00055 05008 | 04723 R 14 90,001 598 11

w

Figure 28: A/OPC Control 3.1 Detail (rows only partially listed)
1. Verity the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (cardholders whose six-cycle spend average is
less than 70% of their average cycle credit limit).
Control 3.2: Single Merchant Spending

The control reports as an exception cardholder accounts that have at least ten transactions and an
80% or greater spending percentage at one merchant during the billing cycle.
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Help | Contact | Select Role | Logoff

o ) Purchase Card
i . f

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardhalder accounts to one A/0PC scale: . Mg
@ =0
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1
@ Category 3: Authorization Controls
Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts far which the six cycle spend average is less than 70% of the average cycle credt imit Seale: 610
@10
Contral 3.2: Single Merchant Spending @0-5  Exceptionz 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Caontral 4.1: Delinguent Accounts @0 Exceptions: 0
Managing Accounts delinguent for 30+ days seale: 1

@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issued cards) seale: . 8-10 el

@ >0
Control 4.3: LostiStolen Cards @0 Exceptions: 0
Accounts that have grester than one lostistolen card(s) inthe last 12 cycles Scale: 41 @

@ =1

Category 5: Transaction Review Controls

Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data FE
Control 5.2: A/BO Response Rate @0 Exceptions: 0
ABO failure to initiste case review in Case Management for flagaed transactions withinten days Scale: 41
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Conwenience Checks over 3,000 Scale: 1 @
PR

For Official Use Onby (FOUQ)
Figure 29: A/OPC Dashboard Category 3
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 3: Authorization Controls." In the example above, a green circle is
displayed, indicating low risk data.
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3. Click the link for "Control 3.2: Single Merchant Spending"

An itemized list appears (Figure 30) with the number of cardholders for each A/BO displayed.
The report displays the following: A/BO, Number of Cardholder Accounts, and Number of
Exceptions.

Help | Contact | Select Role | Logoff

| Purchase Card

/" Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back
Single Merchant Spending Retum to Dashhoard
Aceaunts that ave at lsast ten transastions and an 30 or greater spending pemsnags at ons rusrchant
TN
Viswr KIOPC 1) Select Cyole: | 02/19/2009 %
PCOPMO = 00021 = 00056 = 05008 .

Export Fonmats: 5] ) &) @

. Humber of Cardholdsr "
. Row Lewel 3 Level 4 Lewel 5 ABO P Humber of Exceptions

& ) 1 00056 05008 45961 R 21 1

Figure 30: A/OPC Control 3.2 Detail

1. Verify the billing cycle.

2. Export the data to the preferred format: Excel, CSV, or PDF.

3. Review the exceptions reported for the control (accounts that have at least ten transactions
and an 80% or greater spending percentage at one merchant).

Control 4.1: Delinquent Accounts

Control 4.1 reports as an exception managing accounts that are delinquent in payment. Managing
accounts are considered delinquent if it has not been made within 30 days of the due date.
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Help | Contact | Select Role | Logoff
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Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels
-

Export Foruats:

To view the details of a control, click the control name Owverall Risk Assessment:
Total A/BOS: 2 Risk Assessment
Category 1: Span of Control
Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
Mare than 300 cardholder accounts to one A/0PC Scale: . NiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and &80 are the same individual seale: 1
@ =1
Category 3: Authorization Controls
Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts far which the six cycle spend average is less than 70% of the average cycle credt imit Seale: 610
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
Accounts that have st least ten transactions and an 80% or greater spending percentage at one merchart ~ Scale: & 8-10
@ >10
@ Category 4: Card Status
Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Control 4.2 Account Usage @ 0-5 Exceptions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data FE
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagoed transactions determined to ke cther than valid in Case Management (MisuseisbuseiSuspected Fraud) Soale: 4 1
*E2I
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
=1

For Official Use Onhy (FOUO}

Figure 31: A/OPC Dashboard Category 4

1. Select the billing cycle from the drop-down menu to the right of the box.

Document Version 3.0, April 2009 56



2. View "Category 4: Card Status." In the example above, the green circle indicates low risk
data.

3. Click the link for "Control 4.1: Delinquent Accounts."

An itemized list appears (Figure 32) for managing accounts that are 31 or more days delinquent.
The report displays the following: A/BO, Number of Cardholder Accounts, Managing Account
Number, Payment Posting Date, Certification Date, and Outstanding Balance.

Help | Contact | Select Role | Logoff

| Purchase Card

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A/OPC).

Go Buck

Delinquent Accounts Eetum to Dashboard

Managing Accounts delinguent for 30+ days

TN
Visw AIOPC klj Select Cocle | 02/19/2009

PCOPMO « 00021« 00058 = 05008

Export Forats: 5] 9 &) @

Number of Managing .
- Row Level 3 Leveld  Level & ABO Carchelder Acoount Payment | Certification  Outstanding
( 3\ i it Posting Dste Date Balance

There are no exceptions to report

Figure 32: A/OPC Control 4.1 Detail

1. Verify the billing cycle.

2. Export the data to the preferred format: Excel, CSV, or PDF.

3. Review the exceptions reported for the control (managing accounts that are delinquent in
payment for 31 days or more).

Control 4.2: Account Usage

Control 4.2 reports as an exception cardholder accounts that have been inactive for six months or
have never been used. Newly issued cards less than 60 days old are excluded.
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Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels
-

Export Foruats:

To view the details of a control, click the control name Owverall Risk Assessment:
Total A/BOS: 2 Risk Assessment
Category 1: Span of Control
Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
Mare than 300 cardholder accounts to one A/0PC Scale: . NiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and &80 are the same individual seale: 1
@ =1
Category 3: Authorization Controls
Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts far which the six cycle spend average is less than 70% of the average cycle credt imit Seale: 610
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
Accounts that have st least ten transactions and an 80% or greater spending percentage at one merchart ~ Scale: & 8-10
@ >10
@ Category 4: Card Status
Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data FE
Control 5.2: A/BO Response Rate @0 Exceptions: 0
MBI failure to initists case review in Case Management for flagoed transactions withinten days Soale: &1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagoed transactions determined to ke cther than valid in Case Management (MisuseisbuseiSuspected Fraud) Soale: 4 1
*E2I
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
=1

For Official Use Onhy (FOUO}

Figure 33: A/OPC Dashboard Category 4

1. Select the billing cycle from the drop-down menu to the right of the box.
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2. View "Category 4: Card Status." In the example above, the red square indicates high risk data
3. Click the link for "Control 4.2: Account Usage."

An itemized list (Figure 34) appears of cardholder accounts that have been inactive for six
months or more, or have not been used (excluding newly issued cards). The report displays the
following: A/BO, Number of Cardholder Accounts, and Number of Exceptions.

Help | Contact | Select Role | Logoff

\ Purchase Card

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A/OPC).

Go Buck

Account Usage Eetum to Dashboard

Accounts that have been inactive for six cycles or have never been used (Excludes newly issued cards)

P
View BIOPC k ) sty
FCEMO » 00021 » DO056 = 05008 _
Export Fonmats: 5] ) &) @

o Rew Level 3 Level 4 Level § A/BO N“""’jﬂz’ﬂiﬂz“mdg’ Number of Exceptions
k 3) 1 00056 05008 20050 R 15 n
- z 00056 05008 20081 R 12 10
E 00056 05008 52126 R 18 8
4 00056 05008 51621 R 18 g
5 00056 05008 28018 B 12 H
& 00056 05008 01515 R 12 8
7 00086 05008 aso81 R 21 5
z 00056 05008 52644 R 17 8
2 00056 05008 52121 B 1z g
10 00056 05008 51841 R 17 8

Figure 34: A/OPC Control 4.2 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (cardholder accounts that have been inactive
for six billing cycles or have never been used).
Control 4.3: Lost / Stolen Cards

Control 4.3 reports as an exception all cardholder accounts that have more than one lost or stolen
card in the last 12 cycles.
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Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels
-

Export Foruats:

To view the details of a contral, click the control name Owerall Risk Assessment:
Total A/BOs: 2 Risk Assessment
Category 1: Span of Control
Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
Mare than 300 cardhaider accounts to one A/0PC Scale: . NiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
& 10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
Accounts that have st least ten transactions and an 80% or greater spending percentage at one merchart ~ Scale: & 8-10
@ >10
@ Category 4: Card Status
Caontral 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) Seale: . 8-10
@ >0
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cycles Scale: 41 @
@ 1
Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@ =1
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Conwenience Checks over 3,000 Scale: 1 @
PR

For Official Use Onhy (FOUO}

Figure 35: A/OPC Dashboard Category 4

1. Select the billing cycle from the drop-down menu to the right of the box.
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2. View Category 4: Card Status." In the example above, the green circle indicates low risk
data.
3. Click the "Control 4.3: Lost/Stolen Cards."

An itemized list appears (Figure 36) of cardholder accounts that have more than one lost/stolen
card in the last 12 months. The report displays the following: A/BO, Number of Cardholder
Accounts, and Number of Exceptions.

Help | Contact | Select Role | Logoff

| Purchase Card

Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A/OPC).

Go Buck

Lost/Stolen Cards Retum to Dashboard

Aecounts that have greater than one lost/stolen card(s) in the last 12 cycles

N
View: AIOPC (\ ) Select Cycle: | 02/19/2009 ¥
PCPMO » 00021 » 00055 + 05008 _
Export Forats: 5] 9 &) @
T Row Lewel 3 Level 4 Lewel 5 ABO N“""’jﬂz’ﬂiﬂz“mdg’ Murnber of Exceptions

N

There are no exceptions to report
Figure 36: A/OPC Control 4.3 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (cardholder accounts that have had greater
than one lost/stolen card in the last 12 cycles).

Control 5.1: Average Cycle Transactions Reviewed

Control 5.1 reports as an exception all A/BOs who review a higher than average (greater than
100) number of transactions per billing cycle, based on the past three billing cycles of data.
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Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
@10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Caontral 4.1: Delinguent Accounts @0 Exceptions: 0
Managing Accounts delinguent for 30+ days seale: 1

@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issued cards) seale: . 8-10 el

@ >0
Control 4.3: LostiStolen Cards @0 Exceptions: 0
Accounts that have grester than one lostistolen card(s) inthe last 12 cycles Scale: 41 @

@ =1

@ Category 5: Transaction Review Controls

Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the AB0, baser on three cycles  Seale: &1-2 @

of data @2
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Seale: 41 @
PR

For Official Use Onby (FOUQ)
Figure 37: A/OPC Dashboard Category 5
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 5: Transaction Review Controls." In the example above, the green circle
indicates low risk data.
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3. Click the link for "Control 5.1: Average Cycle Transactions Reviewed."

An itemized list appears (Figure 38) of cardholder accounts that have a higher than average
number of billing cycle transactions reviewed per A/BO, based on three billing cycles of data.
The report displays the following: A/BO, Number of Cardholder Accounts, Current Cycle
Transactions, Current Cycle Spend, 3 Cycle Transaction Average, and 3 Cycle Spend Average.

Help | Contact | Select Role | Logoff

‘@#f%=) Purchase Card

ata Mining f Risk Assessment

Risk Assessment

Welcome Group Seven AQOPC. You are logged in as AgencyfOrganization Program Coordinator (A/OPC).

Go Back
Average Cycle Transactions Reviewed Betum to Dashhoard
Higher than average nuraber of transactions (=100) per cyele reviewed by the /B0, based on three cyeles of data
TN
Viswr: AIOPC & 1) Select Cyele: | 02/19/2009 (%
PCPMO » 00021 = 00056 » 05008 -

Export Fomuate: 5] &) @

Humber of 3 Cycle
_ Row Level 3 Level 4 Level 5 ABD Cardholder ?‘;;’;‘Dﬁ‘ﬂ; o Ei‘;”;r:n 4 Transsction B c:'j:r:p;"‘j
PN Ascourts RS Focerage 4

2
There are no exceptions to report
Figure 38: A/OPC Control 5.1 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.
3. Review the exceptions reported for the control (accounts that have a higher than average
number of billing cycle transactions reviewed per A/BO).

Control 5.2: A/BO Response Rate

Control 5.2 reports as an exception the number cases for which A/BOs have failed to initiate a
review within 10 days of referred cases by the RA Application.
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Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
@10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10 el
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ =1
@ Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
PR

For Official Use Onby (FOUQ)
Figure 39: A/OPC Dashboard Category 5
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 5: Transaction Review Controls." In the example above, the green circle
indicates low risk data.
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3. Click the link for "Control 5.2: A/BO Response Rate."

An itemized list appears (Figure 40) of A/BOs who did not respond to a high risk transaction
notification within the 10-day limit. The report displays the following: A/BO, Number of
Cardholder Accounts, Total Transactions, Flagged Transactions, Flag %, and Number of
Exceptions.

Help | Contact | Select Role | Logoff

Purchase Card

ata Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).
Go Back

A/BO Response Rate Retum tn Dashhoard
4/BO failure to initiate cass revisw in C'ase Managemsnt for flapged transastions within ten days

TN
Visw: AJOPC (\ ) Selact Cyole: | 02/19/2009 ¥

PCOPMO = 00021 = 00056 = 05008

Export Fonmats: 5] ) &) @

Hurnber of
Row Level 3 Level 4 Level§ ABD Cardholder
Agcounts

Total Flagged - Hurber of
Transactions  Transactions =2 Exceptions

TN
3
k) There are no exceptions to report
Figure 40: A/OPC Control 5.2 Detail (rows only partially listed)
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.

3. Review the exceptions reported for the control (A/BO did not initiate a review of a referred
case within the 10-day limit). The report in Figure 40 only partially shows the entire report.
Users can scroll down to view all exceptions.

Control 5.3: Flagged Transaction Determination

Control 5.3 reports as an exception all flagged transactions that have been determined to be
misuse, abuse, or suspected fraud.
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Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
@10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10 el
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ =1
@ Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
PR

For Official Use Onby (FOUQ)
Figure 41: A/OPC Dashboard Category 5
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 5: Transaction Review Controls." In the example above, the red square
indicates high risk data.
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3. Click the link for "Control 5.3: Flagged Transaction Determination."

An itemized list appears (Figure 42) for accounts that have flagged transactions determined not
to be valid (misuse, abuse, suspected fraud). The report displays the following: A/BO, Number
of Cardholder Accounts, Total Transactions, Flagged Transactions, Flag %, and Number of
Exceptions.

Help | Contact | Select Role | Logoff
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Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back

Flagged Transaction Determination Eetum to Dashhoard
Flaggedl transastinms determined to be other than valid in Case Management (Misusa/ibnseiSuspented Fraud)

Visw AIOPC (f) Selsot Cyele

FCERD 5 00021 » 00036 » 05008

Export Fonmats: 5] ) &) @

Number of
Totzl Flagged Number of
Row Level 3 Leveld  Level 5 ABO Cardholder O emeaione Flag % Bt

- %\ Accourts
&_) 1 oooss | 0SDOE 05483 SMITH, JOHN 4 34 24 7055 % 12

Figure 42: A/OPC Control 5.3 Detail

1. Verify the billing cycle.

2. Export the data to the preferred format: Excel, CSV, or PDF.

3. Review the exceptions reported for the control (flagged transactions that have been
determined to be misuse, abuse, or suspected fraud).

Control 5.4: Convenience Check Amounts

This control reports as an exception accounts that have convenience checks over $3,000.
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Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A70PC).

Dashboard  Quarterly Reports

A/OPC Dashboard @ Select Cyels

Frport Formate:

To view the details of a contral, click the control name Owerall Risk Assessment:

Total A/BO=: 2 Fisk Assessment

Category 1: Span of Control

Contral 1.1: Cardholder Accounts to ABOs @0 Exceptions: 30
More than seven cardholder accounts to one &/B0 Scale: 1 |l
=t
Conirol 1.2: Cardholder Accounts fo ADPCs @0 Excaptions: 1
More than 300 cardholder accounts to one AIOPC Soale: . MiA
R
Category 2: Separation of Duties
Control 2.1: Inadenuate Separation of Duties @0 Exceptions: 0
Accounts for which the cardholder and /80 are the same individual seale: 1
@ =1

Category 3: Authorization Controls

Caontrol 3.1: Spending Ratio - Underutilized Credit Limits @0-5 Exceplions: 674
Accounts for which the six cycle spend average is less than 70% of the average cycle credit limit Seale: 0 6-10
@10
Conirol 3.2: Single Merchant Spending @0-5  Exceptions 1
sccounts that have s least ten transactions and an 80% o grester spending percentage at one merchart  Seale: & 8- 10 @
@ >10

Category 4: Card Status

Control 4.1: Delinguent Accounts @0 Exceptions: 0
Managing &ccounts delinguent for 30+ days seale: 1
@1
Conirol 4.2 Account Usage @0-5  Exceplions: 235
Accounts that have been inactive for six cycles or have never been used (Excludes newly issusd cards) seale: . 8-10 el
- =10
Control 4.3: LostiStolen Cards @0 Esceptions: 01
Accounts that have grester than one lostistolen card(s) inthe last 12 cyelss Soale: 1 @
@ =1
@ Category 5: Transaction Review Controls
Control 5.1: Average Cycle Transactions Reviewed @o Exceptions: 0
Higher than average number of transactions (=100) per cycle reviewed by the 480, based on three cycles Soale: 4 1-2
of data Wz
Control 5.2: A/BO Response Rate @0 Esceptions: 01
ABO failure to inttiste case review in Case Management for flagged transactions within ten days Soale: 1
@
Cantral 5.3: Flageed Transaction Determination @0 Escceptions: 12
Flagged fransactions determined to be ather than valid in Case Management (MisuseiShuseiSuspected Fraud) Scale: & 1
PR
Control 5.4: Convenience Check Amounts @0 Exceptions: 0
Canvenience Checks aver §3,000 Scale: 1 @
PR

For Official Use Onby (FOUQ)
Figure 43: A/OPC Dashboard Category 5
1. Select the billing cycle from the drop-down menu to the right of the box.

2. View "Category 5: Transaction Review Controls." In the example above, the green circle
indicates low risk data.

Document Version 3.0, April 2009 68



3. Click the link for "Control 5.4: Convenience Check Amounts."

An itemized list appears (Figure 44) for accounts that have convenience checks greater than
$3,000. The report displays the following: A/BO, Number of Cardholder Accounts, Total
Number of Checks, Dollar Value of Checks Over $3,000, and Number of Exceptions.

Help | Contact | Select Role | Logoff

Purchase Card

"/ Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as Agency/Organization Program Coordinator (A7OPC).

Go Back

Convenience Check Ax ts Estum to Dashhoard

Comvenience Checks over $3,000

P
Visw: AIOPC (1) saozh

FCERD 5 00021 » 00036 » 05008

Eqport Fomats: ) %) &) @

Number of Cardholder Total Humber of Dollar Value of Checks  Number of
e (ol lowdld lovds HED Accourts Checks Over §2,000 Exceptions

)

There are no exceptions to report
Figure 44: A/OPC Control 5.4 Detail
1. Verify the billing cycle.
2. Export the data to the preferred format: Excel, CSV, or PDF.

3. Review the exceptions reported for the control (cardholder accounts that have convenience
checks greater than $3,000).

6.6 Accessing Control Reports

Control 1.1 checks the ratio of cardholder accounts to A/BOs and reports as an exception A/BOs
who are responsible for eight or more cardholder accounts. Note: the example below is taken
from the Navy, which has High-Level A/OPCs. All other Service/Organizations do not have
High-Level A/OPCs.

As shown in Figure 45, the PCPMO dashboard control reports are accessible by clicking on the
various control links within each of the five control categories. Clicking on "Control 1.1
Cardholder to A/BOs," users access the DoD PCPMO control report as shown in Figure 46.
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Help | Contact | Select Role | Logoff

Risk Assessment

Welcome Group Seven AOPC. You are logged in as DoD Purchase Card Program Management Office {PCPMO).

Dashboard | Quarterly Reports

PCPMO (Level 1) Dashboard Selact Cyele:

Frport Forats:

Cantrol Air Force

Overall Risk Assessment

Category 1: Span of Control

Control 1.1: Cardholder Accounts to ABOsS
Wore than seven cardhalder accounts to one &80

Control 1.2: Cardholder Accounts to ACPCs
Wiore than 300 cardholder aocourts to one &I0PC 205 2 @ |20/0/0 @ |2 3 =

h of Du

a s

tegary 2: Sep:

Control 2.1: Inadeguate Separation of Duties
ccourts for which the cardholder and 480 arethe (33| 0 (0 @ (200 0 @ (13 0 o @ |2 0 0 @
same individual

Cateqgory 3: Authorization Controls

Control 3.1: Spending Ratio - Underutilized Credit
Limits

Accounts for which the six cycle spend average is less
than 70% of the average cycle credit limit

Control 3.2: Single Merchant Spending
‘coounts that have st least tentransactions and anB0% (32| 0 0| @ |20 0 0 @ |12 0 0 @ |22 0 0 @
or grester spending percentage st ane merchant

Category 4: Card Status

Control 4.1: Delinguent Accounts
Wanaging Accounts delinguert for 30+ days ool @ |ejm1 A (1300 @ 2200 @

Control 4.2: Account Usane

Acoourts that have been inactive for six cycles or kave | 2| 7|24
never been used (Excludes newly issued cards)

Control 4.3: Lost'Stalen Cards

ccounts that have greater than ons lostistolen cardrs) (32 0 0| @ (200 0 @ (12 0 0 @ |22 0 0 @
inthe last 12 cycles

Category 9: Transaction Review Controls

Control 5.1: Average Cycle Transactions Reviewed

Higher than average number of transactions (=100 per @ 00 O o0 0 O 13 0 0 O 24 0 0 O
cycle reviswsd by the 480, based on thres cyclss of

dats

Caontrol 5.2: ABO Response Rate

/B0 failure ta nitiate case review in Case Managemert (33| 0 0| (@ |20 0 o @ |13 0 o @ |24 0 o
fior flagued transactions within ten days

Contral 5.3: Flagged Transaction Determination

Flagged transactions determined to ke other than validin (33| 0 | O O 20 0 0 O 12 0 0 O 24 00
Case Management (Misuse/thuse/Suspected Fraud)

Control 5.4: Convenience Check Armounts

Convenience Checks aver $3 000 0 00 () oz oo oo () o100 () o200

For Official Use Only (FOUO’

Figure 45: PCPMO Dashboard
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Help | Contact | Select Role | Logoff

¢ Purchase Card

“#./ Data Mining f Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as DoD Purchase Card Program Management Office {PCPMO ).
Go Back

Cardholder Accounts to A/BOs Retum to Dashboard
Tilame than seven sandhalder asomts ta one A/BC

View: PCFIMIO (Level 1) Select Cyele: | 02/18/2009 |+

Export Fomats: 8] ¥ &)

Number of Cardhalder

Raw Lewel 2 Level 3 Leval 4 Number of A/EO=s Aocounts Number of Exceptions
1 00047 00014 00043 14 H 1
2 00017 00011 0D061 1 104 a
3 ooty 00011 Ooog2 v 204 4
4 Qoa17 00011 O04z4 1 g 1
5 Qoa17 00012 00001 g 247 2z
L} Qo017 00014 00072 4 05 4
7 00017 00018 00001 1 128 1
8 00017 00018 52006 " 338 5
a 00047 00018 62907 20 148 4

Figure 46: DoD PCPMO View (rows only partially listed)

Clicking on any link under Level 2, users access the Acquisition Executive Agent (Level 2)
control report as shown in Figure 47 (rows only partially listed within the control report
displayed in the figure).
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Help | Contact | Select Role | Logoff

s Purchase Card

B .| “*./ Data Mining ! Risk Assessment

Risk Assessment
Welcome Group Seven AOPC. You are logged in as DoD Purchase Card Program Management Office {PCPMO ).

Go Back

Cardholder Accounts to A/BOs Retum o Dashhoard
Iilote than seven sardhalder assomts to one ARG

View: Aoyuisition Executive Agent (Level 2) [ Select Cyele: | 02/19/2009 (v

ECPMO = 00017

Export Fonats: &) %) &)

Humber of Cardholder  Mumber of

Row  Level 2 Level 3 HCA Agart Level 4 Mumber of A/BO= Pt Exoaptions
1 00017 00011 00013 14 a1 1
z o7 00011 00061 1 104 1
2 ooo17 ooot11 00062 17 304 a
4 ooz 00011 00434 1 El 1
5 ooz 00012 00001 25 247 z
& oom7 00014 00072 4 05 4
7 ooz 00018 00001 1 139 1

Figure 47: Acquisition Executive Agent (Level 2) View (rows only partially listed)

Clicking on any link under Level 3, users access the HCA Agent (Level 3) control report as
shown in Figure 48.
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Help | Contact | Select Role | Logoff

Purchase Card

/" Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC, You are logged in as DoD Purchase Card Program Management Office {PCPMO).
Go Back

Retum to Dashboard

Cardholder Accounts to A/BOs
Dlore than seven cardholder accounts to one ABO

Vigw: HOA Agent (Level 3) [ Select Cyele: | 02/13/2009 v

PCPMO = 00017 » 00011

Exprort Formats: @] 5 B

Humber of Cardholder 0 oe b etions

Row | Level3 | Leveld High-Level AMDPC Humber of A/BOS s
1 00011 00013 12 a1 1
2 oooid o081 1 04 1
3 ooom ouosz 7 a0 a
4 oot 00434 1 8 1

Figure 48: HCA Agent (Level 3) View

Clicking on any link under Level 4, users access the High-Level A/OPC control report as shown
in Figure 49.
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Help | Contact | Select Role | Logoff

Purchase Card

/" Data Mining ! Risk Assessment

Risk Assessment

Welcome Group Seven AOPC, You are logged in as DoD Purchase Card Program Management Office {PCPMO).

Go Back

Cardholder Accounts to A/BOs Retum to Dashboard
Dlore than seven cardholder accounts to one ABO

Wiew: High Level AIOPC [ Select Cyrle: | 02/19/2009

PCPMO » 00017 » 00011 = 00013

Export Forats: 8] 5 B

Row  Lewel 4 Lewel 5 AIOPE Number of A/BOs | Member ‘iﬂﬁ;‘;‘"“‘dg’ Nurmber of Exceptions

1 00013 01940 1 9 1

Figure 49: High-Level A/OPC View

Clicking on any link under Level 5, the Navy users access the A/OPC control report as shown in
Figure 50.
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Help | Contact | Select Role | Logoff

¢1) Purchase Card

/' Data Mining / Risk Assessment

Risk Assessment

Welcome Group Seven AOPC. You are logged in as DoD Purchase Card Program Management Office (PCPMO).

Go Back

Cardholder Accounts to A/BOs Retum to Dashboard
Tl tham s sandholder aosomts to ons 450

Visw: KIOPC [ Seleot Cyele: | 02/19/2009 (%

PCEMO » 00017 » 00011 - 00013 » 01940

Export Formats: 5] 9 &)

Row Level 4 Level & Level B ABD Humber of Cardholder Accounts

1 00013 01940 £7091 _ ]

Figure 50: A/OPC View

Clicking on any link under A/BO, users access the A/BO Detail Control Report as shown in
Figure 51.
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Help | Contact | Select Role | Logoff

Risk Assessment

Welcome Group Seven AOPC. You are logged in as DoD Purchase Card Program Management Office (PCPMO).

Go Back

Cardholder Accounts to A/BOs Retwn to Dashboard

hllore than seven cardholder accounts to one ABO

View: ABO [ & Select Cyele: | 02/19/2009 v

Export Fonmats: 5] ) &)

§ Transactions Last
e Lewis s RS Sgenvem o Towoge et oo e,
Humbers

1 019490 B70g1 062243 2,000 2000 oo 1)

z 01940 Brogr 071342 3000 o oo 1)

] 01940 27091 b P -0 o o 31092 o 23-Jan-2009

4 01940 87081 FERERRSEER 0SS 106 3,000 1] 000 1)

5 01940 27001 OO EI0 2,000 10,000 5,427 .05 1) 05-Feb-2003

=] 019 B70g1 097511 2000 o oo 1)

Figure 51: A/BO Detail View (rows only partially listed)
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6.7 Viewing Quarterly Reports

Quarterly Reports provide a three-billing cycle side-by-side snapshot of the exceptions under
each control. This enables users to analyze progress of their purchase card program to address
identified risks for the current quarter based on exception counts for the previous quarter.

Quarterly Reports are broken down into the five control categories identified in Figure 12 (page
29) and shown in Figures 52.1 through 52.5. Each category is presented as a table and displays a
column for each control in the category and the exception counts for the three report billing
cycles. The rows for each report are only partially listed in Figure 52.1 - 52.5.

Span of Control Separation of Duties
Inadequate
Organization Card:ggzrs to Cari:'ng'l::ig :" to Organization Segggﬂiﬁi:n of

Apr May Jun

o000 ---nnn ow0- oz |03

00041 - Doe 181, John 0 0 0 00041 - Doe 181, John 0 0 0
00042 - Doe 182, John 7 T 7 0 0 0 00042 - Doe 182, John 0 0 0
00043 - Doe 183, John 4 4 4 0 0 0 00043 - Doe 183, John 0 1] 0
nNN44 - Nna 184 .Iohn 156 15 1R n 4] n NNNAA - Dino, 424 Inhn n n n

Figure 52.1: Quarterly Report: Span of Control Category Figure 52.2: Quarterly Report:
Separation of Duties Category

Authorization Controls

Spending Ratio -
Organization Underutilized
Credit Limits

Single Merchant
Spending

Apr May Jun Apr May Jun

T A

00041 - Doe 181, John

00042 - Doe 182, John 173 173 173 5 3 ]
00043 - Doe 183, John 101 99 101 1 1 0
NNN44 - Nna 184 Inhn 740 230 710 14 1R 12

Figure 52.3: Quarterly Report: Authorization Controls Category
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Card Status

Delinquent

Organization e e

Account Usage Lost/Stolen Cards

Apr May Jun Apr May Jun Apr May Jun

T T AT B

00041 - Doe 181, John 313 0 0 0
00042 - Doe 182, John 35 41 34 111 as 79 0 0 0
00043 - Doe 183, John 28 27 36 100 as 93 0 0 0
nnn4dd - Nne 184 Inhn AN a1 E2 FRMN 244 M n n n

Figure 52.4: Quarterly Report: Card Status Category

Transaction Review Controls

Average Cycle Flagged .
Organization Transactions A/BO RR::Eponse Transaction Cﬁ:l?: i::\?uc:ts
Reviewed Determination

Apr May Jun Apr May Jun Apr May Jun Apr May Jun

T e T I
502 565

00041 - Doe 181, John

00042 - Doe 182, John 12 12 12 590 669 74T 237 253 268 25 14 7
00043 - Doe 183, John 2 1 1 156 184 21 69 68 &1 & 1" 2
0N044 - Noa 184 John 4 a 4 A32 R3R A70 220 187 177 13 a 7

Figure 52.5: Quarterly Report: Transaction Review Controls Category

Quarterly reports have a view specific for each Acquisition Executive Agent (Level 2), HCA
Agent (Level 3), High-Level A/OPC, and A/OPC; these are not generated for A/BOs. The report
shows the control exception counts for each hierarchy level directly under the user's
responsibility as well as the exception counts rolled up to the user's hierarchy level.
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Help | Contact | Select Role | Logoff

Purchase Card

"?* ”-; Data Mining and Risk Assessment

Data Mining Risk Assessment
Welcome John Smith. You are logged in as PCPMO (Level 1).
Go Back

Dashboard ' Quarterly Reports

Quarterly Reports

Quarterly Report Quarter Cyeles Date Published
Quarterly Report 200703 2007 -Q3 Apr-May - Jun 2007-Fun-20
Quarterly Report 200702 2007-Q2 Tan - Feb - Mar 2007-Mar-20

Figure 53: Quarterly Report List

Users can view their Quarterly Reports by clicking on the Quarterly Report tab that appears
above the dashboard. This will take them to a list of the five most recent Quarterly Reports
available to the user as shown in Figure 53. For each Quarterly Report in the list, the following
information is displayed:

1. Quarterly Report title

2. Quarter of the report

3. Cycles of the quarter

4. Date the report was published.

The user accesses the report by clicking on the report title. This will open up the Quarterly
Report in the PDF format.

Quarterly Report Email Notification

In addition to being able to navigate to their Quarterly Reports whenever a user is logged into the
DM/RA Application, a user will also receive an email notification with a direct URL link to the
Quarterly Report List page shown in Figure 53. This email will be sent to each Acquisition
Executive Agent (Level 2), HCA Agent (Level 3), High-Level A/OPC, and A/OPC at the end of
the quarter when the Quarterly Report is available for viewing. The A/BO does not receive the
quarterly report.
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Appendix A: Abbreviations, Acronyms, and Definitions

Abbreviations, acronyms, and terms are defined here.

AIM: Authorization, Issuance and Maintenance.
A/BO: Approving/Billing Official.

AJOPC: Agency/Organization Program Coordinator.
DM: Data Mining.

DMDC: Defense Manpower Data Center.

DoD: Department of Defense.

HCA Agent: Head Contracting Activity Agent
PCOLS: Purchase Card On-line System.

PCPMO: Purchase Card Program Management Office.

Purchase Card Abuse: Purchases of authorized goods or services at terms (e.g., price, quantity)
that are excessive, for a questionable government need, or both. Examples of such transactions
include purchases of items such as day planner costing $300 rather than one costing $45;
allowable refreshments at excessive cost; and year-end and other bulk purchases of computer and
electronic equipment for a questionable government need.

Purchase Card Fraud: Use of the government purchase card to acquire goods or services that
are unauthorized and intended for personal use or gain constitute a fraud against the government.
Examples include a cardholder’s unauthorized purchase of power tools for his/her home; a
vendor’s intentional charges for services not provided; and the unauthorized use by a third party
of a cardholder’s compromised or stolen account for personal gain.

Purchase Card Misuse: Government purchase card transactions that are intended for
government use, but are not permitted by law, regulation, or organization policy. They are
generally considered improper. Examples include certain types of purchases of meals or
refreshments for government employees within their normal duty stations; purchases split to
circumvent micro purchase or other single purchase limits; and purchases from other than
statutorily designated sources, such as the Javits-Wagner-O’Day program (JWOD).

RA: Risk Assessment.
SRS: Sign-on and Referral System.
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