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DoD Purchase Card Program
Overview



DEPARTMENT OF DEFENSE GOVERNMENT PURCHASE CARD PROGRAM

PROGRAM VOLUMES PROGRAM REBATES

Total Dollars Spent

FY2009 FY2010 FY2011 FY2012 FY2013
$8,272,353,439 | $7,807,990,040 | $7,203,612,722 | $7,676,542,171 | $5,280,720,429
Average Number Accounts
FY2009 FY2010 FY2011 FY2012 FY2013
103,632 103,419 104,753 94,225 90,599

* Data Source: Historical quarterly OMB Reports. Data provided by Card Issuing Banks.

Total Rebates Earned

FY2009

FY2010

FY2011

FY2012

FY2013

$87,855,546

$79,243,703

$91,024,925

$80,560,797

$67,247,131

* Data Source: Historical quarterly OMB Reports. Data provided by Card Issuing Banks.

INTERNAL CONTROLS PERSONNEL FINDINGS

Number of Cases Reported

Average Ratio of Cardholders to Approving Officials

FY2009

FY2010

FY2011

FY2012

FY2013

2.12

2.10

2.00

2.05

2.14

Per Approving Official Per Month

Average Number of Transactions Reviewed

FY2009

FY2010

FY2011

FY2012

FY2013

17.94

17.19

15.43

15.38

23.33

* Data Source: Historical quarterly OMB Reports. Data provided by DoD Component GPC program staff.

by Agency to the Inspector General

FY2009

FY2010

FY2011

FY2012

FY2013

11

27

20

16

29

Number of Administrative
and/or Disciplinary Action Taken for Card Misuse

FY2009

FY2010

FY2011

FY2012

FY2013

182

701

1,163

1,477

1,637

* Data Source: Historical quarterly OMB Reports. Data provided by DoD Component GPC program staff.




DEPARTMENT OF DEFENSE GOVERNMENT PURCHASE CARD PROGRAM

PROGRAM VOLUMES PROGRAM VOLUME PERCENTAGES

Dollars Spent
FY2014 Army Navy Air Force DoD Agencies Total DoD
1st Qtr | $431,391,778 | $243,572,495 | $200,683,135 $68,750,937 $944,398,345
2nd Qtr [ $497,065,714 | $213,005,178 | $455,388,681 $81,484,527 | $1,246,944,100
Number of Accounts

FY2014 Army Navy Air Force DoD Agencies Total DoD

1st Qtr 36,027 9,749 35,410 6,854 88,040
2nd Qtr 35,481 9,823 25,556 4,400 75,260

Number of Transactions
FY2014 Army Navy Air Force DoD Agencies Total DoD
1st Qtr 463,425 237,404 231,307 68,483 1,000,619
2nd Qtr 624,757 251,374 292,101 83,977 1,252,209
* Data Source: Quarterly data provided by Card Issuing Banks.

Dollars
(15t and 2" Quarter)

6.86%

20.84% o, 42.37%

29.94%

OArmy @ENavy OAir Force @ DoD Agencies

47.14%

Accounts
(End of 2" Quarter)

48.30%

21.70%23.23%

Transactions
(1stand 24 Quarter)

INTERNAL CONTROLS

PERSONNEL FINDINGS

Number of Cases Reported
by Agency to the Inspector General

FY2014 Army Navy Air Force DoD Agencies Total DoD
1st Qtr 0 0 0 0 0

2nd Qtr 9 0 0 1 10
Total 9 0 0 1 10

Number of Administrative
and/or Disciplinary Action Taken for Card Misuse

Ratio of Cardholders to Approving Officials
FY2014 Army Navy Air Force DoD Agencies | DoD Average
1st Qtr 2.00 2.03 2.32 275 2.27
2nd Qtr 2.00 2.03 1.69 1.81 1.88
Average 2.00 2.03 2.00 2.28 2.08
Average Number of Transactions Reviewed
Per Approving Official Per Month
FY2014 Army Navy Air Force DoD Agencies | DoD Average
1st Qtr 25.68 48.71 15.13 27.44 29.24
2nd Qtr 11.68 52.37 6.43 11.40 2047
Average 18.68 50.54 10.78 19.42 24.85
* Data Source: Quarterly data provided by DoD Component GPC Program Staff.

FY2014 Army Navy Air Force DoD Agencies Total DoD
1st Qtr 659 75 43 48 825

2nd Qtr 595 132 76 49 852
Total 1,254 207 119 97 1,677

* Data Source: Quarterly data provided by DoD Component GPC Program Staff.




PURCHASE CARD PROGRAM ACCOMPLISHMENTS

v’ Established single Guidebook for all DoD Charge Cards (i.e. purchase,
travel, fleet, fuel, air) (incorporated into DFARS 213.270) — 30 May 2014
Update available on DPAP website

v’ Established data standards for commercial banks and DoD

v Reduced 75 custom interfaces to one using the Global Exchange
v’ Developed purchase card dashboard and tools to enable management
and transparency for commanders and procurement leadership
v" GPC Program Management Report (generated using transaction
data)
v" Risk Assessment Dashboard (ranks each echelon program for risk)
v’ Data Mining Case Disposition (scores transactions and refers them
for action by managers and leaders)
v Reduced manual reporting to OMB

v' Expanded scanned receipts capability (eliminated paper)

v’ Enabled audit role/access to data mining

v' Retrieved over 300 purchase cards (during initial deployment) still in
hands of employees who departed service; numbers increasing.

v" Electronically tracking personnel actions taken to manage program



Purchase Card On-Line System
(PCOLS)



. WHAT IS PCOLS?

PCOLS was designed to reduce risk and meet regulatory and statutory

requirements. Systems that make up PCOLS span USD (P&R) and the

General Services Administration and USD (AT&L) (DAU and DLA); a team

effort.

* Requires CAC authentication for card issuance and records chain of
command.

* Does not replace bank functionality.

Goal is relevant, accessible, timely, useful and accurate data.

Currently supports US Bank GPC Card Issuance




SYSTEMS VIEW ARCHITECTURE — DOD PURCHASE CARD
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DATA MINING STATISTICS 2013 FINAL

Data Mining Case Disposition Exception Averages - 2013

Admin

Ab Lost/Stolen o Suspected Total
Hee Discrepancy (Compromised) suse Fraud Exceptions
Average 0.01% 0.22% 1.01% 0.08% 0.16% 1.48%

Data Mining Case Disposition Summary - 2013

Case Disposition Recommended Action Case Count

Non judicial Punishment (Military) 1

Abuse Refresher Training 5
Suspension 2

Admonishment 3

Counseling 82

Administrative Other 52
Discrepancy Refresher Training 39
Reprimand 1

Suspension 1

Admonishment

Counseling 40

Misuse Other 5
Refresher Training 17

Suspension 1

Counseling 19

Other 85

Suspected Fraud Refresher Training 11
Reprimand 1

Suspension 2

Note: “Other” Recommended Action eliminated Oct 2013
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RISK ASSESSMENT DASHBOARD — PROGRAM MANAGEMENT

GPC Program Management (Level 1 — PCPO)

. PCPO (Level 1) Dashboard
Risk Assessment -
Controls Amy AirForee ooA
oo s— @ [ @
Dashboa rd (RAD) Lomi3nss Loeisnosloimsis tow3nsis
Category 1: Span of Control ol Nul=ralof Nalwalol Fal=riloll Fulnd
Control 1.1 Cardholder Accouns to Mansaing Accouns B10@ 2000 1220 B11@

is populated with e

Control 1.2: Accounts to AIOPC TBR

Bank Transactional Data
(Daily & Monthly)

3

10@ 2009 45c¢H 201@

bankdata, Dats o ——

DMDC

PCOLS Reporting .. Control 2.1; Inadequste Separation of Duties T 0 0@ 2009 251@ 200@
3 Minin g data, and Ao hch e cahoersnd ATBO r th same s

Category 3: Authorization Controls.

Data Warehouse PCOLS d ata. Ban k ol 1 Spending Rl UndeulzedGre Lints B8O 200@ 410E 86
DMDC . ' Control 5.2 Single Merchant Spending Y 00@ 2000 M100 Bo@
(File Transfer & Archive) da||y and monthly — v i

Control 41: Delinauent Accounts 1613

transactional Somwnl 4 Doy e

[ ]
Control 4.2 Account Usage B711@® 1820
-

‘Accounts tha hare been nactve for sx cyces orhave never been used

account data are T zus
DMDC used. DM case

PCOLSRi
o and case Component Program Management (Level 2)
d is p o} iti on d at a Acquisition Executive Agent (Level 2) Dashboard

Export Formats:  PDE

= = = are use d . P Co LS :;:‘w::: :;:1:1u.=nnmu,m the control name. Overall Risk Assessment (Ml
| DMDC - Single Sign-on and Referral System (CAC Logon) |

Data Mining
(Risk Predictive Model
&

Case Management)

DMDC
Risk Assessment
Dashboard

Category 1: Span of Control

hierarchy and Soml Ly s sowns o o secouns —cy P @
Risks @ 0
¢ account data are e et s P @

= Risks 8
[ DMDC— DEERS ] use d . Category 2: Separation of Duties

Control 2.1:Inadequate Separation of Dutie £
Accounts for which ths carcholder and ATBO e the same indicual Levels & 0 ®
Risks @ 0

Inadequate Separation of Duties
Accounts for which the cardholder and A/BO are the same individual

Category 3: Authorization Controls
Control 3.1: Spending Ratio - Underutiized Credit Limits

©

View: HCA Agent (Level 3) Select Cycle ) Risks ® &
Sotet sk Lovel Drill down at the control oot sne e senana o
‘Accountstha hav a eas an ransactions and an 81% o greate spendingpercentago at one morchant Levels & 0 ®
PCPO >> 00021 > 00055 o Risks @ 0
level. All subordinate
zx:,orlk:’s;zls. o7 . . . Control elinguent Accounts ® 38
csw B mer organizations are displayed. irag ecos e o5y lwis 0 3w
Risk Level Displayed: Risks @ 13

MACOM, MAJCOM, Agency Program Management (Level 3)

Row | Level 3 Level4 AOPC Number of Managing Number of Cardholders | Number of Exceptions
Account HCA Agent (Level 3) Dashboard
1 0003 JENNFER BUCK 3¢ 10 ] Export Formats:  POE.
2 D05 Consiance Feterson “ 10 L To view thedetat of & ontrol, i he cotrl name. Overall Risk Assessment
3 0SS 00009 BRDGETTHOLLER 1 82 [l . e
N ‘Vicki Tipton 27 Inadequate Separation of Duties Category 1: Span of Control
s WARGARET JORDAN “ Accounts for which the cardholder and A/BO are the same individual ‘Control 11; Cardholder Accounts to Managing Accounts “
. R . Wore tan seven carhlder acourts o one Uanaging Account tevets 0 2 ®
7 Khilena Adhin 55 1 View: HCA Agent (Level 3) Select Cycle |19-pec-2013 v =
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¢ Brenda WELTY. & ! PCPO >> 00021 >> 00055
Export Formats: Control 2.1 Inadequate Separation of Duties. o
oy por Exor ‘Accounts for which the cardholder and AIBO are the same indvidual Lois & 2 ®
. . Risk Level Displayed: Category 3: Authorization Controls
Dr||| down at the exceptlon 0 Control 3.1: Spending Ratio - Underuilized Credit Limits ® 10
imt Leveld & 7 =
. Risks @ 33
Ievel . o n Iy t h e exce pt ions Row Level Leveld4 AOPC Number of Managing Number of Cardholders Number of Control 3.2 Single Merchant Spending ° %
3 Accounts. Accounts Exceptions ‘Accounts that o atone merchant Levels & 0 ®
Risks 8 0

for the subordinate 1 00055 00021 TERRIE GOX 7 126

2 00055 05521 Linda Frey 49 8 1
B . H - - Control 4.1: Delinquent Accounts ° 1
organizations are displayed. B oo e = * : TP T s
Risks @ 22




MANAGEMENT

RISK ASSESSMENT DASHBOARD — ACCOUNT & CONTROL

AIOPC Dashboard

Export Formats:  PDF.

To view the details of a control, click the control name. Overall Risk Assessment 0
Total Managing Accounts: 48

Category 1: Span of Control

ontrol ardholder Accounts to Managing Accounts 0 Exceptions: 0
Wore than seven cardholder accounts to one Managing Account Scale: & 1 @

>1
Control 1.2: Accounts to AOPC TBR ® 0 Exceptions: 0
More than 300 accounts to one A/OPC TBR Level Scale: & N/A .

1

Category 2: Separation of Duties

Control 2.1: Inadequate Separation of Duties. [ 0 Exceptions: 0
Accounts for which the cardholder and A/BO are the same individual Scale: & 1
>1

Category 3: Authorization Controls

Control 3.1: Spending Ratio - Underutilized Credit Limits @ 0-5 Exceptions: 59
Accounts for which the three cycle spend average is less than 70% of the average cycle limit Scale: & 6-10 ]

>10
Control 3.2: Single Merchant Spending @ 0-5 Exceptions: 0
Accounts that have at least ten transactions and an 80% or greater spending percentage at one merchant Scale: & 6-10 @

>10
Catogory 4: Account Status
Control 4.1: Delinguent Accounts @® 0 Exceptions: 3
Managing Accounts delinquent for 30+ days Scale: & 1

>1

Flagged Transaction Determination
Flagged transactions determined to be other than valid in Case Management (Misuse/Abuse/Suspected Fraud)

A/OPC and A/BO Dashboard are used mainly to manage
the exceptions at the cardholder account level.

A/BO Dashboard
Export Formats: ~ PDE

To view the details of a control, click the control name.

Total Cardholder Accounts:

pan of Control

Control 1.1: Cardholder Accounts to Managing Accounts
Hlore than seven cardholder accounts to one Managing Account

Overall Risk Assessment

Exceptions:

Category 2: Separation of Duties

Control 2.1: Inadequate Separation of Duties.
‘Accounts for which the cardholder and A/BO are the same individual

Exceptions:

Category 3: Authorization Controls

Control 3.1: Spending Ratio - Underutilized Credit Limits
‘Accounts for which the three cycle spend average is less than 70% of the average cycle limit

Control 3.2: Single Merchant Spending
‘Accounts that have at least ten transactions and an 80% or greater spending percentage at one merchant

Exceptions:

Exceptions:

Catogory 4: Account Status
Control 4.1: Delinquent Accounts
Managing Accounts delinquent for 30+ days

Control 4.2: Account Usage
‘Accounts that have been inactive for six cycles or have never been used

Control 4.3: Lost/Stolen Cards
‘Accounts that have greater than one lost/stolen card(s) in the last 6 cycles

Exceptions:

Exceptions:

Exceptions:

A/BO Dashboard
does not display
controls that are
not applicable at
the A/BO Level.

View: HCA Agent (Level 3)

Select Cyce
Select Risk Level

PCPO >> 00021 >> 00055

Export Formats:
CSV  PDE  EXO7

Risk Level Displayed:

@

Row Level Level Number of Number of Total Flagged Flag%  Number of
3 4 i C T i T i i
Accounts Accounts
1 00085 0003 35 94 501 15 299% 1
2 000S5 00039 60 158 1138 71 B25% 1
3 00055 00060 " 26 3 8 B2R% 1
4 08521 49 8% 704 35 497% 1

Flagged Transaction Determination

Flagged transactions determined to be other than valid in Case Management (Misuse/Abuse/Suspected Fraud)

View: ABO Select Cycle | 10-Dec-2013 v

PCPO >> 00021 >> 00055 >> 00039

Export Formats:
CSV  PDF  ExO7

Risk Level Displayed:

@ ¢ H

Row Leveld Level5 Cardholder = Single  Cycle Cycle Transaction | Merchant Transaction
Account Purchase Spending Transactions Amount Date
Number Authority  Limit
1 18650 6412 3,000 $150,000.00 2z 855.98 WALMART.COM 10-Dec-2013
8009666546

Average Cycle Transactions
Higher than average number of transactions (>100) for a Managing Account per cycle, based on three cycles of data

Seectcyee
Select Risk Level

View: HCA Agent (Level 3)

PCPO >> 00021 >> 00055

Export Formats:
CSV  PDE  Ex07

Risk Level Displayed:

Row Level Level AOPC Number of Managing  Number of Cardholder Current Cycle Number of
3 4 Accounts Accounts Transactions Exceptions
1 000SS 000BE ViEKY 20 51 818 3
CHALLIS
2 00055 05524 48 18 1308 5

Alan
Takayama
Average Cycle Transactions

Higher than average number of transactions (>100) for a Managing Account per cycle, based on three cycles of data

View: AOPC Select Cycle | 19-Dec-2013 v

PCPO >> 00021 >> 00055 >> 05524

Export Formats:
CSV  PDF  Ex07

Risk Level Displayed:

@ ¢ H

Row Level Level Level ABO Number of Current Cycle Current 3 Cycle 3 Cycle
3 4 5 Cardholder Transactions Cycle Transaction Spend
Accounts Spend Average Average
1 00055 0S524 25095 Tamera 9 205 15512998 253 156,163 51
ARMSTRONG
2 00055 05524 60917 Charotte 5 208 1572578 211 167,236 64
WALDRON
3 05524 60956  Jerry Gompers 4 E 65,513.90 107 6797436
4 61648 Cindy Alen 7 270 18526028 237 182,547 32
5 78643 Gail HARRIS 5 147 43,052.53 130 68,3331



GPC PROGRAM MANAGEMENT REPORT

& SUPPORTING REPORTING
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Program Management Report

Organization:
Cycle Date

Vandenberg AFB
20-NOV-13 through 19-DEC-13

Program Summary

Number/Amount

Total nUMDEr of ransactions Quring te reporting period

Total dollar amount of transactions for the reporting period

Total number of transactions flagged for review

Total daviar amount of Transactions flagged for review

NumDer of transactions (new tis FEPOFLiNg Period) assessed AuMng the reporting period
Mumber of transactions (new this reporting period) not assessed during the reporting period
Mumber of transactions (from prior periods) assessed during the reporting period
Mumber of transactions (oM Prior periods) not 2ssessed QUMNG the FEPOITNg periag
Mumber of transactions assessed as Valid (Valid Transaction, Administrative Discrepancy, Contract Payment)
Number of transactions assessed a5 Invalid (Abuse. Misuse, Suspected Fraud)
Mumber of transactions assessed a5 Lost or Stolen

Number of Infractions identified

Mumber of Recommended Disciplinary Actions

Monthly Account Review

$286.157.88
12
$6.628.23

7

5

3

125

co=ouw

Number

Mumber of A/OPCs

MumDer of Primary and Alternate A/BCS

Number of A/B0s mesting current Purchase Card training requirements

Number of Cardholders

Mumber of Cardholders meeting current Purchase Card training requirements
MumDer of Mznaging Accounts

Number of Cardhekder Accounts

Mumber of Conwenience Check Cardholder Accounts

MumDer of Caranelaer ACCOUnts With 3 Single PUFChase Limit over $3,000

NumDer of Caranalaer ACCOUNts With 3 Single PUrChase Limit over $3,000 designated as Warrantea
Contracting Officer

Mumber of Cardhelcer Accounts with  Single Purchase Limit over $3,000 and not designated s Warranted
Contracting Officer

Report Card - Program Health

109

8
157
152
12
188

13

# |dentified

Number of Inactive / Never Used cards

Number of Convenience Checks written curing the reporting period
Mumber of Convenience Checks written over $3,000 during the reporting period
Number of transactions without an elecironic authorization during the reporting period
Number of accounts with 30+ days delinquency

span of Control Policy Exceptions: Cardholders to A/BO (= 7:1)
Activity Span of Control Exceptions: ACCounts to A/OPC (> 30013

PCOLS Reporting
Program Management Report

Organization:
Cycle Date:

Vandenberg AFB
20-NOV-13 through 18-DEC-13

Case Dispasition

—coooe

1eof2

Valid Transaction

Contract Payment
Administrative Discrepancy
Misuse

Abuse

Suspected Fraud

Lost / Stolen

Infraction Category

MHote: P anac

90.00%
0.00%
0.00%
0.00%
0.00%
0.00%

10.00%

~cooocouw

Number of

may resurin mare infrat

Number of purchases that exceedad the micro-purchase limit

Number of purchases that were split to circumvent the micro-purchase threshold
Number of purchases that exceedsd the Minimum Need

Number of purchases Not for Government Use (personal use)

Number of purchases for Prohibited items

Number of purchases that failed to use or screen Mandatory Sources

Number of purchases that failed to consider Green procurement
Number of transactions without adequate source documentation

cocooooo o

Account Information from AIM

Who is responsible for oversight?

Approving / Billing Official Report

Criteria: Organizationis): Vandenberg AFB

‘Vandenberg AFB (413367)

O i 1 ASTS/CC (421848)

Managing Account Number: 4716304556524919

Roe |

A/B0 Name Emil Adaress Phane omber
Primary Rabsina jese o robaina 1@us ot md sts7510871
Atemate * Pritgson Grant ganpnipsongus.afmi

Organization: 14 AF/A2X (421849)

Managing Account Number: 4716304556443037

Roie | B0 Name Emil Address Phane Number
primary HEUSINKVELD, Wayne wayne heusinkveld@us of mt

Who has the purchase cards?

Purchase Card Report

Crteria Organizationis)
Card/Check Option:
Special Designations:  Any

Vangenterg AFE

Organization: Vangenberg AFB (413367)

Cathorser | Carmoomrtare /| Evak Addrr | cus | DesgratonTypes | $valoeol | Gy Uit 1| Gyt £
Accourtmber | Orginiiontims | shoe amber e ws snge ot
v [ e s
oo e —— = s11m0 [
e 150200 2
oo T e pen gt [~ 5o P
susaca e na
e Orgmetatonsst 73 CORAEC
i Jout Pas Dun Truming
UnarRoiec: ABO
Organization: 673 CONSAGCC - 429823
Triing Due Date e ma Adarsss 1 Superbor e .

Orpneation /0 176 ACSISCVSTI812 /410848

Case Information from DM

How were flagged cases dispositioned?

Case Disposition Summary Report

Organization:
Reporting Period:

Vandenberg AFE
20-NDV-13 thisugh 19-DEC-13

I g Tamactons
p— R

R ERD R
— e

What are the disposition details?

Case Disposition Detail Report

an Valid or Cc
Organization Vandenberg A8
Reporting Period: 20NOV-13 through 19-DEC-13

waon Cardholder | Cardholder Account | Merchant | Transaction | Transaction | Case Closed | Recommended
Organization (D) ame. Name Nar ou A
Stolen- 1
Vandenberg 478 | Henstey. B WALMART

i ey | Dinkins, Brian 7731 o ssss8 | 11212013 | 12602013

What are the transaction infractions?

Infraction Detail Report

e transaction may resutt in more than one infraction

Organizatior:
Reporting Period:

673 CoNsAGCD
20.NOV-13 through 19-DEC-13

When are reviews due?

Annual Review of Managing Accounts Report

Criteria: Organizationsy: Vandenberg AFE
Review Perio:  Past bue Accounts

Organization: Vandenbers AFB (413367)

Account 8O Name /
Humber Office Name

Account Review Date ADPC Name

ABO Emall Address [

Crganization:

angenvers AF8_1413367)

Mot 17 2010 PASTOUE ™ s Manen, s | LR cura
Sarsra

seveL wea P eE— R ————

W jntr Erv——

75 Garter, Kt

34,2010+ AST DU [re—

May 1,000 PASTOUE " wash s a0

—

s et
wsacszae

cgetQut

atiee gebesvanderberg md

Infractian Total ABO Namne Cardhaider Name | Merchant Name Tramaction | Case Closed | Recommended
Ao MA Number CA Number Amount Action
Mumbes of purchises thit excesded micro-purchase imit - 1
ALTERNATIVE CONST &
&73 Conssee Bhake, Lucian Rose.John e
2 == prvas ENVR $2.735.00 /132013 | Coumeing
2923) ‘ 5748653 ‘ 2156 W |
1
&73 ConsnGee Btake, Lucian Rose.John Sl [ [ -
sy 574645 056 el
'
&73 Consnsee Dorsey, Berjamin | Wlkarms, Mark. STRIPES == i e

What was the recommended action?

Recommended Action Summary Report

‘Onganaation 673.CONSALGCC
Reparting Period: 20NOV-13 through 19-DEC13
Case Dispasition Recommended Action Case Count
Aaminstratie Discrepancy 2
Counseing
Refresher Training




PURCHASE CARD PROGRAM WAY FORWARD
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e Strengthen Controls
* Financial Management Leadership is critical
e Strengthen program management and oversight of non-
procurement organizations
e Achieve Efficiencies
* Explore special use cards to achieve efficiencies
* Training
* Ordering
e Standardize rules for Ordering Officers
e Further integration with ERPs
* Monitor use of purchase cards in underdeveloped financial
infrastructures (e.g. Horn of Africa)



Closing Remarks



