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MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISTION,
TECHNOLOGY & LOGISTICS

SUBJECT: Final Report of the Defense Science Board (DSB) Task Force on Defense
Biometrics Program

I am pleased to forward the final report of the DSB Task Force on Defense
Biometrics Program, chaired by Dr. Joe Markowitz and Mr. William Gravell. This study
examined issues associated with the use of biometrics within the Department of Defense.

As requested in the Terms of Reference, in May 2006 the Task Force presented an
interim briefing on the immediate organizational requirements needed within OSD and
proposed offices where the Principal Staff Assistant (PSA), responsible for biometrics
and identity management, could reside. The Task Force also laid out the organizational
requirements for the Executive Agent and offered three options for this authority: the
Army, Defense Manpower Data Center (DMDC), and Joint Forces Command (JFCOM).
On October 4, 2006 the Deputy Secretary of Defense appointed the Director Defense
Research & Engineering (DDR&E) as the PSA for biometrics, with the Secretary of the
Army as Executive Agent.

The final report includes overall findings and recommendations that focus on
information management and sharing; R&D, material, and technology; issues beyond
DoD; issues internal to DoD; DoD organizational issues; and legal and privacy issues.
These findings and recommendations are in the context of strengthening Identity
Management processes within the Department.

Through the course of the study the Task Force discovered that Identity
Management, the output of the application of Biometrics, is vitally important to the
success of many missions within the Department. As a result the Task Force
recommends that the Secretary of Defense direct an Identity Management study, with a
fully-scoped charter, to focus on these concerns.

I endorse the Task Force’s recommendations and encourage you to forward them
to the Secretary of Defense.

Dr. William Schneider, Jr.
DSB Chairman
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MEMORANDUM FOR THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Final Report of the Defense Science Board (DSB) Task Force on Defense
Biometrics Program

The final report of the DSB Task Force on Defense Biometrics is attached. The Task
Force has determined that Biometrics, and especially the broader, related subject of Identity
Management (IM), is vitally important to the success of many missions within the
Department of Defense (DoD). The Task Force found:

e Operational responsiveness, organization, coordination, programmatics, and
Research & Development (R&D) all showed serious deficiencies;

e The importance of biometrics to DoD is great now, and growing;

o The scope is migrating from “biometric” focus to “IM” focus, in all domains;

e Growing incidences of IM internationally poses important issues for the US
government and DoD;

e Technology is improving, but DoD was not initially set up to drive the process or
apply results optimally;

Based on its findings, the Task Force outlined 46 recommendations in the report.
These recommendations fall within six main categories: information management and
sharing; R&D, material, and technology; issues beyond DOD; DoD internal issues; DoD
organizational issues; and legal and privacy issues. The Task Force completed its
information gathering in September 2006. Since then, we note that progress has been
continuous, and several DoD biometrics program recommendations have been implemented
during the time required to write and publish this report.

While the Task Force has completed the assigned task with regards to biometrics,
more needs to be done to proactively think and plan regarding DoD’s roles, policies, plans
and programs in Identity Management. Larger issues related to IM should receive further
consideration; as such, the Task Force recommends that the Secretary of Defense direct
additional effort, focused on planning to optimally address the broader scope of Identity
Management. The Task Force urges senior leaders of the US government to implement the
recommendations in this report at the earliest opportunity.
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CHAPTER 1: EXECUTIVE SUMMARY

Executive Summary

A Defense Science Board Task Force was organized to address a number of issues relating to the
use of Biometrics in the Department of Defense. The Terms of Reference (Appendix A) asked
that specific organizational issues be addressed promptly and the Task Force provided an interim
briefing that focused on these issues.

While the terms of reference refer to “biometrics,” the Task Force is convinced that “identity
management” is the more inclusive and the more useful construct. The Task Force holds two
companion theses. First, while we can come up with an endless set of scenarios in which
biometrics might be called upon to play a role, with analysis and a little abstraction without
losing the essence, the endless array of scenarios can be reduced to a compact set of “use cases”.
This compact set of use cases will help us appreciate our companion thesis, that a common “back
office” process (and associated “data model”) can be envisioned to service all the biometric, and
thus Identity Management, use cases.

That said, we clearly did not have either the time or the resources to study Identity Management
(IM) conclusively, especially in terms of the broadened set of organizational associations, use
cases and Defense applications, and even social issues, attendant to that sprawling field. The
“common back-office process,” and related architecture, to support biometrics, as alluded to just
above, is itself a rich field of study that deserves and demands close attention and broader
treatment than we were able to provide here. Another important aspect of the total subject of
Identity Management is the whole universe of tokens and credentials. There are many of these,
in as many different formats and standards as there are applications. Only some of them support,
or are used in conjunction with, biometrics. We speak to some extent of the credential standard
mandated for use across the federal government, called FIPS-201. Beyond that, however, this
large and important topic will have to await a broader treatment of the whole of Identity
Management, and we do recommend that such an effort be undertaken with a fully scoped
charter.

What we have sought to do is to examine biometrics carefully, and we have placed those issues,
both technological and *“organizational,” into the operational context of their use in strengthening
IM processes. There remains, however, much to be done to understand and implement needed
changes in organization, technology, and process before IM can achieve its full potential in the
DoD or elsewhere. It is noteworthy that while significant progress is being made, both inside the
DoD and across the federal government, to define and implement organizational approaches to
biometrics, these efforts have yet to explicitly embrace the larger scope of 1M, systemically. The
Task Force holds that the enhancements to biometrics management we cite here are in the critical
path to that outcome. However, it should be understood that such improvements in biometrics
only, while necessary, are insufficient to the total need.

The Task Force finds that biometrics suffers from a characteristic of many “new” areas of
technology and application. At the outset, biometrics had (it seems) as many advocates making
unsupportable performance claims as it had detractors decrying its mystery, uncertainty and
unacceptability on the basis of historic formulations of governance, privacy, etc. It is also true
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CHAPTER 1: EXECUTIVE SUMMARY

that in biometrics the truth lies between these extreme positions, and for the most part, has
yielded to thoughtful technical analysis and collaborative, inclusive, organizational effort. The
Task Force will make several recommendations designed to advance these two parallel but
associated lines of effort, the technological and the organizational.

Identity management, the output of the application of biometrics, and the real issue here, is
vitally important to the success of many missions of the Department, and increasingly so. This
growing importance, however, has not been reflected in the attention the Department has paid to
the topic. At the outset of our study, the Department was neither well organized nor properly
motivated for success in identity management, or biometrics. Since then, the Department has
significantly improved its focus on management of the biometrics mission. Activities and
responsibilities in the larger scope of Identity Management, however, remain broadly distributed
across a number of Defense organizations, and we believe that the Department must embrace the
larger construct. Several factors presage the increasing importance of identity management.

= Logical Access Control: The inexorable increase in information-based processes and
increasingly critical dependence on the confidentiality, integrity and availability of
information demand stringent controls on logical access which, in turn, stress
authentication techniques.

= Physical Access Control: Increasing terrorist threats to our personnel, facilities and
capabilities demands similarly stringent controls on physical access which too stresses
authentication techniques. Likewise, criminal threats to our resources.

= Targeting: Our military and intelligence concerns in the Global War on Terrorism have
largely shifted away from nation states and their facilities, and toward individuals.

The Task Force found need for clarifying and strengthening, perhaps reassigning, authorities and
responsibilities for the full cast of DoD roles:

= Principal Staff Assistant (PSA): An empowered, dedicated Assistant Secretary-level
individual who can provide and/or coordinate effectively the policy, strategic direction,
oversight and evaluation; ensure sound programmatics and adequate resources within the
Department; serve as “functional advocate” for biometrics (and eventually, identity
management); and represent the Department in relevant interagency, intergovernmental
and international processes.

= Joint Staff Advocate: A similarly empowered individual of status who would be
designated as the primary focal point for staffing and coordination of biometrics issues on
the Joint Staff.

= Combatant Commander: A designated commander responsible for developing and/or
coordinating the requisite Concepts of Operations (CONOPS), joint experimentation and
training, and joint and inter-agency doctrine for the military applications of biometrics.

2 DEFENSE SCIENCE BOARD TASK FORCE ON
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Executive Agent: A service, agency or field activity that can support the PSA in
implementing, under PSA authority, Defense-wide programs for acquiring, fielding,
sustaining and training, and in some cases operating, the biometric and related systems.

The Task Force stopped short of making recommendations about the assignment of these
roles and responsibilities to specific Departmental entities with the exception of the role of
Joint Forces Command in areas related to experimentation, doctrine and training, tactics and
procedures (TTP). It did previously provide a list of obvious candidates with its assessment
of their respective strengths and weaknesses. The Task Force also provided a number of
interim findings and made several interim “process” recommendations.

Among the interim findings which have been substantiated and/or reinforced by subsequent
study, the Task Force finds:

The importance of identity management and the role of biometrics in the Department of
Defense are underappreciated. Identity management and biometrics represent a key
enabler in the Global War on Terrorism, can save lives, are essential to Information
Assurance (which is key to Mission Assurance), and has international implications where
our leadership is in question.

The present management structure largely reflects pre-9/11 requirements: a “blue” focus
inside DoD, and conceived in the context of information assurance. However,
requirements and applications have grown with the emergence of “red” and “gray”
requirements, HSPD/NSPD-driven requirements, increased inter-agency and international
interests, and the growing importance of forensics on the battlefield.

Urgent battlefield needs are not being met. The current “program” appears to lack the
necessary warfighter customer orientation. The current execution appears to be
inefficient and opportunities are being missed.

Requirements will continue to grow as current business processes scale up, as new
applications come on line, as the adversaries adapt and as new threats emerge.

Technology is changing for the better. New technologies must be inserted rapidly. In
some cases, technology will need to be stimulated to meet the most demanding military
applications.

There appears to be considerable benefit in a Department-wide authority for identity
management and biometrics, accountable and responsible for its funding, policy, vision
and direction, and sustainment.

Irrespective of the specific organizational “who,” the Task Force found that certain actions were
imperative and urged that, without further delay, the Department:

Decide who is/will be the ID-Mgmt/Biometrics Principal Staff Assistant (PSA) and
update the documentation to reflect that reality.
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= Designate the PSA for biometrics as a “functional advocate” for biometrics issues within
and across the Global Information Grid (GIG).

= Formalize and strengthen relationships between the Biometrics Fusion Center (BFC), the
Defense Manpower Data Center (DMDC), and all other Defense entities with explicit
and/or implicit biometric/identity management roles and/or missions.

= Decide promptly on a comprehensive (data) architecture for backup and disaster
recovery.

= |dentify and establish central OSD oversight of all Defense-wide Biometrics activities
immediately, to include the Armed Forces Joint Identification Laboratory in Rockville,
MD, and its DNA repository™.

= |dentify and establish management oversight of all biometrics programmatic activities
within a consolidated program of record. Capture (interim) requirements in time to
intersect the FYO7 PDM; create a Defense-wide Biometric funding program and
immediately put a “wedge” in the FY08 POM. Subsequently, consider a Defense-wide
funding program for the larger Identity Management activities, including RDT&E,
Procurement, O&M, personnel, and training.

= Create a permanent manning document for the Biometric Fusion Center (BFC) at/above
current staffing levels; establish joint billets as appropriate, and designate the BFC as
“critical infrastructure.”

= Establish all required identity management CONOPS, doctrine, experimentation, training
and education programs and processes.

We were gratified when, on 4 October 2006, the Deputy Secretary of Defense designated the
Director, Defense Research & Engineering (DDR&E) as the Principal Staff Assistant (PSA) for
biometrics®, with responsibility for the authority, direction, and control of DoD biometrics
programs, initiatives, and technologies. The Army was named in the same document as
Executive Agent, with defined responsibilities under the direction of the PSA. Most of the
specific recommendations contained in the report, then, are aimed at the PSA. These are
distributed throughout the report and recapitulated in the last chapter, categorized according to
whether they reflect: internal DoD issues; issues external to DoD; remaining organizational
issues; R&D, materiel and technology issues; information management issues; and/or, legal and
privacy issues.

! We call DNA out here specifically as there is, at present, definitional debate within the US government regarding
the proper “status” of DNA as a “true biometric”. Based on the range of DoD use cases involving DNA, the Task
Force has chosen to define DNA as a “biometric modality,” even while recognizing its unique character.

Z See Appendix C of this report
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Finally, although the art form of reports such as this often presages key recommendation in the
Executive Summary, we do not. There are simply too many. Instead, we have chosen to
recapitulate all the recommendations and their associated conclusions in Chapter 18. These are
characterized according to the category of the recommendation: Information management and
sharing; R&D and technology; Issues external to the Department of Defense; Internal issues;
Organizational issues; and Legal and privacy issues. Where the recommendations fall into more
than one category, they are duplicated for convenience and within each category the
recommendations are treated in the order of their appearance in the body of the report.
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Introduction—Identity Management and Biometrics

From its inception, this Defense Science Board Task Force on Biometrics understood that its job
was to examine a topic which was urgent, complex, somewhat new and distinctly open-ended.
“Biometrics” was and is seen as an emerging field of growing importance to the Department of
Defense and the nation’s security more broadly. The first and most important finding of the
Task Force was that in order to understand the science and applications of biometrics, these must
first be placed in context. The Task Force brought a variety of views to bear but there was
unanimity that the “real” topic of discussion was “identity management” rather than simply
“biometrics.” Biometric identification supports identity management, which is a key to success
in many mission areas in the Department of Defense and in the larger national and homeland
security context both in the US and internationally.

Identity management is increasingly critical to the success of many missions of the Department
of Defense, but this growing importance is not reflected in the attention the Department has paid
to the topic in the past. The Department of Defense has been neither well organized nor properly
motivated for success in identity management.

The recent appointment of the Director of Defense Research and Engineering (DDR&E) to act as
the OSD Principal Staff Assistant (PSA) for biometrics® is a very positive step in this complex
process. There is much work to be done in biometrics, and the DDR&E, working with
organizations inside and outside the Defense Department, will be busy with it for some time.
That said, the Task Force has sought to make the case that biometrics are inseparable from the
larger field of Identity Management (IM), in almost any application or level of treatment other
than pure science and research. Beyond that, Identity Management is itself linked intrinsically to
Information Assurance (IA), in ways which have been described in some detail in recent DSB
reports.

Pragmatically, we must conclude that it would be difficult to define, here and now, the proper
organizational/technology approach to a universally biometrically-enabled, strongly-identified
and assured, global information grid. However, that must be the procedural path along which we
are looking and thinking, even now. Consequently, we must begin to structure our attention, and
increase our understanding, within that expanded scope of interest.

As discussed throughout, the Task Force was clear that no examination of biometrics could fail
to consider Identity Management (IM). However, it was just as clear to us that we did not have
the time or resources to study the full scope of IM comprehensively, and that remains an
unfulfilled need to be accomplished in the proper time and way.

In any very small group there is no need for identity management. However, whenever
populations become more numerous, especially if they are not always or ever in physical contact

® Deputy Secretary of Defense memo dated 4 October 2006 -- See Appendix C. The same document defined the
role of the Army as Executive Agent
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with each other, distinguishing among individuals becomes steadily more important. In national
security matters, as friend/foe distinctions such as clothing (uniforms) diminish in incidence and
usefulness, this point is underlined. Differentiation based on sight, sound and smell provided the
earliest distinctions, and the data management was initially based on “full path names”—i.e., the
“begats”.

Today, identity management is more important than ever. Names carry less information today
and are less unique, but biometrics have improved markedly as have our data management
capabilities. Both are far from perfect, however, and set the agenda for our task force, as did the
set of DoD missions that depend on identity management and therefore on biometrics.

To reiterate, biometrics is but a means to an end, while identification is the goal. Indeed, trying
to define “biometric” in the current context is next to impossible without invoking the idea of
identity, identity management, and/or identity management system.

An identity management system, here, is meant to include both algorithms, their instantiation in
software/hardware, as well as data. The data are an organized collection of information about
specific individuals. Indeed, when we ask “who are you,” we are really asking “what are you” -
e.g., friend or felon?

It is easiest to think of an identity database as a relational database, rows and columns, where the
rows (“entities” or “records”) are individuals, where the columns (or “attributes”) are
characteristics or categories of information about individuals, and where the columnar entries (or
fields) represent the particulars for that individual. Certain of the attributes serve principally to
“identify” you, that is, to allow one to query (or “index into”) the database and retrieve some or
all of your record. Among traditional “identifiers” are name and social security number (SSN).
Names may be our first impulse, but they are notoriously ambiguous and generally not
sufficiently unique. SSN is more unique. All of these variables, however, suffer from the
problem that they can be compromised relatively easily - bought, stolen, or invented. Thus, they
are increasingly insufficient, by themselves, for identification. That brings us to biometrics.

The National Science and Technology Council (NSTC) subcommittee on biometrics defines
biometrics as:

A measurable biological (anatomical and physiological) and/or behavioral
characteristic that can be used for automated recognition.

Their use of the qualifier “automated” reflects the practical utility of actual biometric systems,
which otherwise would be generally inefficient and ineffective because of the
uncontrolled/unknown error rates and biases that humans introduce. Read “recognition,” per the
preceding discussion, as the ability to retrieve with high confidence the identity record of the
individual, i.e., to index into an identity database. Their definition accords well with standard
dictionary usage:

The term biometric is the name given a technology that is the measurement of a
living, human characteristic. This process includes the ability to measure
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characteristics such as fingerprints, voice recordings, irises, heat patterns,
keystroke rhythms, and facial images; comparing a person's unique
characteristics against previously enrolled images for the purpose of recognition.

The unique pattern of a physical feature such as a fingerprint, iris, or voice as
recorded in a database for future attempts to determine or recognize a person's
identity when these features are detected by a reading device.

Identity vs. “Collateral Data”

It is useful to separate conceptually the “identity” and those “collateral data” which are pointed
to by the identity, or which point to the identity. In one case, the identity is used to reference or
retrieve or “index into” collateral data. In the second case, items of biographic data may simply
be an explicit “back-pointer” or it may be implicit, i.e., inferred from sufficiently unique items of
biographic or privilege data.

Furthermore, it is useful to conceptually separate the “biographic” from the “privilege” data.
Biographic information, including established “roles” for the individual, provides the basis for
the need and/or “suitability” decisions to confer a right or a privilege. Privilege information
includes a description of the privilege granted and, perhaps, pointers to the biographic
information on which the decision was based. Some form of “back chain” from the basis-
information to the privilege would support dynamic reconsideration of the privilege by the
grantor when basis information changes, which would otherwise require (frequent) periodic
polling. The relationship of “identity” to “privileges,” including the management processes
related to both is an important one.

Collateral information also includes physiological data, those items of information common to
all individual humans. We all were born at a time and in a place; we all have height, weight, hair
and eye color, etc. Many of these characteristics are commonly used to “recognize” an
individual, i.e., to confirm an identity. Some, like fingerprints or DNA, are sufficiently unique
and durable/unchanging to support strongly fixing an identity. It is these that we refer to as
biometrics.

It is also important to define “identity.” Strictly speaking “identity” is the “unit of analysis” (or
record or row) in an identity management system. A particular identity is a particular record
which (in a well-ordered system) has a unique “accession number,” which one also might think
of as “the identity.” When associated with individual humans in a system, the concept of “root
identity” emerges, as discussed below.

* The bane of the privacy community is the ability to follow the logical threads using these pointers, which will
disclose a lot of “peripheral” information from one or a few pieces of information. This is particularly troublesome
when, in the eye of the individual, the peripheral information is not seen as germane to the legitimate purpose of
conferring a right or a privilege. The more complete (and organized) the totality of the ensemble of information, the
more inferential threads that can be pulled, and the more worrisome the process is to privacy advocates.

DEFENSE BIOMETRICS 9




CHAPTER 2: INTRODUCTION

Identity Assurance

Digital identities have become critical in both civilian and federal enterprises. They represent a
high assurance level that the identity of a person has been adjudicated by an enterprise or agency
according to policy and therefore maintain a certain status of reliability. However, as with most
attempts to create interoperability’s between organizations, there is the reality that individual
organizations or agencies will not trust the credentials issued by other organizations or agencies.
It is generally true at present that there is no surety that the standards are common between them
and therefore might not meet their standards. The effort to achieve cross-organizational
management confidence, in root identity and authorities, is the stuff of Privilege Management,
which we will discuss later.

HSPD-12° and its related technical standard, FIPS 201° is one example of many sets of
initiatives to improve Identity Assurance. From our point of view, it is by far the most
important, as it is mandatory across the entire federal executive enterprise. HSPD-12
specifically addresses the federal government and extends explicitly to certain commercial
entities (federal contractors). It has been extended implicitly to state, local and tribal
governments within the United States, in the form of assuring access to, and interoperability
within, certain federal programs. The FIPS-201 technical standard developed under authority of
HSPD-12 has been adapted in other current programs with even broader scope, such as the
Transportation Worker Identification Credential (TWIC), and the First Responder Access Card
(FRAC). We expect this trend to continue.

The FIPS-201 standard is a smart card based on common criteria to verify an individual’s
identity; is strongly resistant to fraud, tampering, counterfeiting, and terrorist exploitations;
allows for personal identity to be rapidly verified electronically if visiting other facilities; and
comes from a controlled set of issuers to assure quality and standards. The whole process is
made more rigorous by the background checks conducted prior to issuance to ensure the
applicant’s eligibility and uniqueness within the database.

An Identity Management “System”

The real meat of a modern Identity Management system is not the front end, badges, tokens,
and/or biometrics, but the information system in which they operate, the “IT backplane”. This
recognition represents a change in the attitude of program sponsors and the user population.
Complex/expensive tokens (e.g. Smart Card) are useful and prescribed in many applications but,

® Homeland Security Presidential Directive (HSPD) 12 — Policy for a Common Identification Standard for Federal
Employees and Contractors requires government-wide uniformity and interoperability to support technical
interoperability among departments and agencies, including card elements, system interfaces, and security controls
required to securely store and retrieve data from the card.

® Federal Information Processing Standard (FIPS 201) for Personal Identity Verification (PIV) of Federal
Employees and Contractors: This standard specifies the architecture and technical requirements for a common
identification standard for Federal employees and contractors. The overall goal is to achieve appropriate security
assurance for multiple applications by efficiently verifying the claimed identity of individuals seeking physical
access to Federally controlled government facilities and electronic access to government information systems.
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if limited to local operation, are often impractical in situations where DoD seeks an ID solution.
The geographic and organizational scope, plus the growth in size of enrollee populations, has
made it clear that modern networked IT solutions offer the best hope of achieving mission
success. The centralization in design, development, management and operation that usually
accompanies networked systems provides economies of scale and allows us to amortize costs
over a larger set of uses. It also is associated with improvements in interoperability.

Focusing for a moment on tokens and credentials, it is clear that there are currently many of
these in important roles. Some of them, hopefully the best, almost certainly the most expensive,
use biometrics either “on-card” or in conjunction with stored indices. A complete review of
tokens and credentials, and their role within a total Identity Management system, is beyond the
scope of this report, but it remains an important issue within that larger field of study.

Identity Management is a set of processes, policies, tools, connectivities, and social contracts
protecting the creation, maintenance, use and termination of an identity. Figure 1 shows a
simplified data flow diagram depicting the creation of a Digital Identity Record in a traditional
enterprise environment. Not all processes are the same and all will vary. 1t is here that decision
makers and stakeholders, with the proper authority, can modify, search, and delete digital
identities based on policy and accepted practice.

Colled sppropriste Complete [dentity
infarmation process acoording Ty
; : & :  erification Create
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Figure 1: The Creation of a Digital Identity
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Historically, the Department of Defense has had a number of different Identity Management
“systems” of both large and small scale. Only very recently, with the advent of Presidential
policy in the form of HSPD-12, has the federal government, and as such the Defense
Department, moved toward a single, common and interoperable technology and policy approach
to “ldentity.” The technological particulars of the design, implementation and operation of any
such system, of course, depend on:

The purpose of the system: What problem or problems is it attempting to address?
What DoD/USG missions does it seek to enable?

The population subtended by the system, and the way the identities of these individuals
would be authenticated.

The scope of the data, both “identifiers” and “collateral” data that would be gathered
about individuals in support of “issuing an ID” - figuratively, i.e., enrolling them in
the system; and, literally, i.e., issuing a token - and the way that identity would be
correlated with (mapped to) data about the individual in any databases associated with
the system.

The users of the system, those who would be issued an ID, Department and OGA officers
and, perhaps, non-federal authorities including the private sector.

The types of use allowed, and under what circumstances: What types of database
queries about individuals would be permitted?

Required “interoperability” with other databases. The ability to retrieve information
and make inferences across multiple datasets.

— The Task Force notes this important question appears to have been
honored more in the breach than the observance as systems were fielded
expediently in support of the warfighter.

Degree to which data mining or analysis of the information collected would be
permitted. Who would be allowed to do such analysis? For what purposes?

Degree to which enrollment in and/or identification by the system (even if the
individual had not formally been enrolled) would be mandatory or voluntary.

Legal structures that protect the system’s integrity as well as the ID holder’s privacy
and due process rights: What structures determine the government and relying parties’
liability for system misuse or failure?

Of all these features and considerations, HSPD-12 provides only the most basic, but this is the
foundation upon which all else can be built. Put another way, absent the HSPD-12 foundation,
all such effort would represent a house built on sand. As such, it defines the space within which
remaining policy, technical, and organizational efforts are still required.

12
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As has been pointed out,” implicit in the totality of these considerations is the notion of a
“system” and not merely an ID card or biometric. The importance of the fact that identity
management necessarily implies a “system” cannot be overstated. Such systems, at the scale
that they would operate in the Department, necessarily imply the linking together of many
social, legal, and technological components in complex and interdependent ways. The success
or failure of such a system is dependent not just on the individual components (for example, the
ID cards that are used or the biometric readers put in place) but on the ways they work, or do not
work, together. For example:

= Are card enrollment/authentication devices located where they need to be? How well do
the devices operate under various environmental and load scenarios?

= Who will operate the systems and how will they be trained and vetted?

= Do enrollment policies align with the security needs envisioned for the system? And so
on.

How well these interdependencies are controlled along with the mitigation of security
vulnerabilities and the unintended consequences of the deployment of a system, will be critical
factors in its overall effectiveness.

In addition to the questions above, the reference outlines several cautions to bear in mind when
considering the deployment of a large-scale identity system:

= Given the costs, design challenges, and risks to security and privacy, there should be
broad agreement in advance on what problem or problems the system would address.

= The goals of the system should be clearly and publicly identified and agreed upon,
with input sought from all stakeholders.

= Care must be taken to explore completely the potential ramifications of deploying a large

-scale identity system, because the costs of fixing, redesigning, or even abandoning a
system after broad deployment would likely be extremely high.

" IDs—Not That Easy: Questions About Nationwide Identity Systems, Statement of Stephen T. Kent Vice President
and Chief Scientist, Information Security BBN Technologies and Chairman Committee on Authentication
Technologies and Their Privacy Implications National Research Council The National Academies before the
Subcommittee on Social Security Committee on Ways and Means U.S. House of Representatives March 16, 2006
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Identity Processes

The ldentity Process is one of the most interesting and technologically challenging parts of the
Identity Protection environment because of the complexities of how we do business. There are
several separate and discreet parts to this process. They include:

Identity — Who you are®

Authentication — The process which states that your identity and the activities that have
been evaluated in your past meet the policy and integrity standards to be certified as a
member of that organization or agency.

Assertion — The process of claiming an identity in order to obtain a privilege, or set of
privileges, previously established for that identity.

Authorization — The act of granting a person permission to use, or have access to, specific
physical or logical resources within that organization or agency.

In the world of Identity Protection there is a statement that rings true, and is an important point to
remember when describing the Identity Process:

Identity / Authentication is a Universal Event, Authorization is a Local Event.

Translated, that means that you are, or should, always be the same person®. That is universal.
However, you often have many different tasks and responsibilities that are unique to you, and
which may be confined to specific situations or differing organizations/agencies. It is quite
possible, or even probable that you might have differing permission sets assigned to you
depending on where you are accessing either physical or logical assets. There is technology for
the Identity Process to directly address that in a very granular and secure fashion. It allows
permission sets to be created, modified, and deleted quickly and efficiently based on policy, law,
social convention, and security requirements.

The “Root” Identity

Authenticated root Identities are needed to make ID-enabled applications work. One can only
get to the payback at the application layer of an Identity Management system after having
undertaken the cost and effort of establishing verifiably-unique root identity enrollment. This
identity must be “transportable” over time and distance, in terms that benefit both the enrollee
and sponsor. The enrollee must be able to convincingly assert his true 1D to access resources or
avoid sanctions. This aspect of the total IM strategy, the creation of root Identity to a strong and
common standard, is the focal point of the prescriptive provisions of HSPD-12.

& An important distinction here is the difference between “true identity,” a unique, provable, fact, for which the only
real proofs are biometric in nature; and a “persona” that one may adopt as being appropriate to some kind of
identity-sensitive activity, such as sending e-mail or conducting an online auction. The easy distinction is that an
Identity is an irreducible core fact, while a Persona, if it to be trusted, should have recourse to a true or “root ID,”
whether or not that is visible to all parties, all the time.

° The converse, of course, is that nobody else can be “you”.
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The Role of Biometrics

There are numerous ID-sensitive applications extant today, especially in commercial practice,
very many of which do not have an architectural/policy relationship to a true root identity. The
contribution of biometric processes to the total ID enterprise is the offer of high assurance of
uniqueness in initial registration, and added confidence to ID assertion in application. As such,
while it is certainly possible to engage in ID-sensitive activities without biometrics, there can be
no truly accurate Identity Management system without biometrics. In order to achieve, verify,
and sustain that root identity, it is absolutely necessary to link the *legend,” biographic
information claimed by an enrollee (name, date/place of birth, address, etc), to the person making
the claims at the bodily level. The emergence of this understanding has paced the growing role
of IT networks in IM, as discussed above. Biometrics are difficult to verify in their original
form, but they all lend themselves to codification, analysis and expression as IT files. Here the
earlier point about social acceptance returns to the discussion. Public acceptance of biometrics
has grown cautiously over time. Leading thinkers in the IM community have now been fielding
applications that demonstrate and deliver real and practical benefits to consumers and managers,
based on biometrics. At the same time, the subject of biometrics is being gradually demystified,
even as the underlying science is more richly and broadly understood. Consequently, biometrics
performance issues are being approached and examined more pragmatically, with fewer inflated
expectations, and less unreasoning skepticism.

The maturation and availability of biometric capabilities within the Identity Management
processes has added significantly to the power and reliability of Identity. Biometric technology
involves the capture and storage of a distinctive, measurable characteristic, feature, or trait of an
individual for subsequently recognizing that individual by automated means. The biological trait
IS unique to a specific person that, when intrinsically linked to the Identity Management process,
creates an extraordinarily strong link between the identity credential, or token that is presented,
and the person who has it in their possession.

The Identification Trinity

In the strongest identity formulation, we refer to “three factor authentication”: something you
know, something you have, and something you “are.”

Something You Know

This includes passwords, PINs, pass-phrases, and answers to authentication questions such as the
name of your first pet or car, your mother’s maiden name, or other personally meaningful
association. In the best case, such information is known only to you and “the system.”

A selling point for such secrets as authenticators is that they are easily issued, invalidated in the
event of compromise, and reissued upon authorized request. The down side is that, historically,
they are readily compromised. Insofar as they tend to be meaningful to you, someone who
knows you may know the secret or be able to guess the password or phrase. The more generally
meaningful they are, the more susceptible to brute force “dictionary” attacks.
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Attempts to strengthen the secret “key” generally make them less individually meaningful,
harder to remember, easier to forget. The general response is to write them down somewhere,
another avenue to compromise.

Because different systems issue/register their own secret identifiers, coupled with the drive to
make them less easily compromised i.e., less meaningful, the response for those who must access
multiple facilities/systems is to use the same secret on more than one system. This means that
any compromise propagates across those systems. It also opens the door to an *attractant”
system obtaining your secret as you register in that system unaware of its nefarious purpose.

For these and other reasons, multi-factor identification is preferred for serious security.
Something You Have

No matter how pervasive today’s digital technology, everyone has considerable experience with
physical identity tokens, mainly social security cards®™, driver’s license, passport, birth and/or
baptismal certificate, employment-related badges, etc. ~Some of these tokens are often
mistakenly referred to as “ID cards” but are, to a certain extent, vehicles for conveying
“privilege.” They are generally the property of, and/or controlled by the privilege grantor.

We have discussed HSPD-12, and its role in establishing strong root identity, its other major
provision is the establishment of a common-format ID credential, which has become a technical
standard known as FIPS-201. The DoD Common Access Card (CAC), which predates FIPS-
201, has since migrated to a compliant standard. Some physical tokens may also contain digital
certificates, crypto variables, and encoded biometric indices.

The Department of Defense has invested prestige and resources in its Common Access Card
(CAC), sometimes referred to as CAC-card (sic) The fundamental goal of using the Common
Access Card is to authenticate the identity of the cardholder (uniformed military, civilian DoD
personnel and contractors) to a system or person that is controlling access to a protected resource
or facility. This end goal may be reached by various combinations of one or more of the
following validation steps.

Card Validation - The process of verifying that a CAC is authentic and has not been subjected
to tampering or alteration. Card validation mechanisms include:

= Visual inspection of the tamper-proofing and tamper-resistant features of the CAC;
= Use of cryptographic challenge-response schemes with symmetric keys;

= Use of asymmetric authentication schemes to validate private keys embedded within the
CAC.

19 Never really intended to be an identity token or credential in the modern sense, it has no anti-tamper or 1D
authentication, as expressly stated on the card: “not to be used for identification purposes.”
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Credential Validation - The process of verifying the various types of credentials (such as
visual credentials, CHUID", biometrics, CAC keys and certificates) held by the CAC.
Credential validation mechanisms include:

= Visual inspection of CAC visual elements (such as the photo, the printed name, and rank,
if present);

= Verification of certificates on the CAC;

= Verification of signatures on the CAC biometrics and the CHUID;

= Checking the expiration date;

= Checking the revocation status of the credentials on the CAC.

Cardholder Validation - The process of establishing that the CAC is in the possession of the
individual who is the legitimate holder of the card. Classically, identity authentication is
achieved using one or more of these factors: a) something you have, b) something you know, and
c) something you are. The assurance of the authentication process increases with the number of
factors used. In the case of the CAC, these three factors translate as follows: a) something you
have - possession of a CAC, b) something you know - knowledge of the PIN, and c) something
you are - the visual characteristics of the cardholder, and the live fingerprint samples provided by
the cardholder. Thus, mechanisms for CAC cardholder validation include:

= Presentation of a CAC by the cardholder;
= Matching the visual characteristics of the cardholder with the photo on the CAC;
= Matching the PIN provided with the PIN on the CAC,;

= Matching the live fingerprint samples provided by the cardholder with the biometric
information on file at the Defense Manpower Data Center (DMDC).

Something You “Are”—Biometric Indices

Biometrics are physiological features, fingerprint or iris pattern, that can be sensed easily by the
system and are sufficiently unique to distinguish you from others in the population. Your
biometrics are not something you have to remember and might forget, so you don’t need to write
them down. Biometrics indices are generally harder to compromise than other authentication
factors, so biometric-based identification is harder to repudiate.

In the previous discussion of the Common Access Card, biometrics are part of the multi-factor
process in validating both the credential and the credential holder.

1 CHUID -Card Holder Unique Identifier
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Biometric Authentication Model

The workflow for biometric authentication involves a two-stage process, as depicted in Figure 2
below:

= [|nitial registration of the individual, preferably “face-to-face,” which, in turn, involves:
o0 User identification
Feature capture
Template construction
Inserting a record in the database which, logically, contains at least an accession
number, and the user identification

O OO

= User authentication, which may be local or remote, and involves:
O Identity assertion
o Feature capture
o Retrieval of the registration template from the asserted-identity record
0 Scoring against the registration template
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Figure 2: Registration and Authentication Procedure
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CHAPTER 3: DATA MANAGEMENT ISSUES

Data Management Issues

It’s not really who you are, it’s what you are. Identity management systems inherently contain,
store and manage, sometimes very dynamically, masses of data. These range from raw
biometrics, to templated versions of the same, to associated biographic information. Associated
privilege information may be involved, and also perhaps digital signatures, certificates and other
architectural and security features. Establishing a good data architecture is essential to effective
identity management. Being able to retrieve related data and cross reference across relevant data
sets is really the point of it all.

Observation: The Department of Defense does not appear to have a comprehensive data
architecture for identity management in its various aspects, nor does it appear to have anyone
responsible for creating and maintaining such an architecture. This is especially important
because the various relevant data sets across which one might wish to operate (i.e., cross
reference) are scattered and under “local” control. Indeed, many of the relevant datasets are
outside the Department itself. It is very difficult at present, and institutionally resisted to at least
some extent, to recognize and accept credentials issued by other federal agencies. The “fix” for
this suboptimal situation is broadly embraced within “Privilege Management” concepts,
discussed in detail later in this report.

Recommendation _1: The PSA for Biometrics, in the absence of a PSA for identity
management, should identify the responsible actor in the Department and ensure that a data
model/architecture is developed and maintained. The PSA should become the “functional
advocate” for biometrics and identity management, in terms of their use in the Global

Information Grid (GIG).
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CHAPTER 4: THE POWER OF ID SENSITIVE APPLICATIONS

The Power of ID-Sensitive Applications

The value of any Identity Management system exists in the Applications. Simple ID enrollment,
in and of itself, never pays off in terms of a demonstrated, measurable and attractive “return on
investment”.  The processes of establishing programs, gathering and maintaining data,
conducting investigations to verify enrollee claims, and issuing badges, all represent costs, and
all are fronted-loaded within an Identity Management implementation. No matter how you
measure it, the value is found in the practical use of the Identity Management system. These
applications include a broad and ever-expanding range of enhancements to personnel and
information security, force protection, intelligence and other important missions. The good news
for the DoD is that given all historic effort in developing and fielding the CAC, not to mention
HSPD-12, there is already a sunk-cost investment in the necessary foundation upon which an
applications architecture can be built.

It is possible to envision an expanding set of ID-sensitive applications in work and
society, collectively comprising what one author has termed an “ldentiverse,” within
which security and functionality are enhanced, privacy as well, if designed and managed
properly. Benefits may take the form of increased efficiency in workflow, access to
resources, convenience, etc.

DEFENSE BIOMETRICS 21




CHAPTER 4: THE POWER OF ID SENSITIVE APPLICATIONS

22 DEFENSE SCIENCE BOARD TASK FORCE ON




CHAPTER 5: THE “BACK OFFICE” PROCESS

The “Back Office” Process

Much of the focus in the application of biometrics in support of identity management is vested in
the “front end” or “point of sale.”

= The lance corporal who fingerprints, and thereby identifies a “high value target,” or his
counterpart police officer on the beat who nabs and identifies one of the “ten most
wanted” or;

= The guard at the turnstile of a sensitive facility who prevents the would-be terrorist from
entering the facility under false pretenses or the immigration control officer or
transportation safety worker who identifies a known terrorist.

However, the real work is being done by the servers in the back office that maintain, compare
and retrieve the relevant data on which action can be taken. In Figure 3, the work flow is shown
for the Integrated Automated Fingerprint Identification System (IAFIS) run by the FBI’s
Criminal Justice Information Services Division (CJIS)*.

IAFIS
Workflow
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Figure 3: IAFIS Workflow

12 See Glossary for long titles and definitions used in this model.
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In the DoD cases, the work flow is more complicated still because there is a diaspora of datasets
that could inform the actions, some of which are under disparate management within the
Department, and some outside the Department, as well. As we observe elsewhere the data
models/architectures for the identity management system are critical, as are the hardware and
software systems architectures in which the data are embedded. Moreover, for most critical
biometric-enabled processes today, there are humans in the loop responsible for quality
assurance.

Observation: Enterprise-wide systems analysis has not yet been brought to bear on the identity-
management processes that support DoD missions. The business and work-flow processes are
neither documented nor fully understood, it seems, and it is not clear where the accountability for
these lies.

Recommendation 2 : The PSA for biometrics, in lieu of a PSA for identity management, should
assign the accountability for analyzing, documenting, and refining the business and work-flow
processes and systems architecture(s).
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CHAPTER 6: BIOMETRIC INDICES

Biometric Indices

Biometric indices have unique characteristics. Different applications of biometrics, different
“use cases” or scenarios, place different demands on the biometric indices. Some biometrics are
better suited than others to a specific use case. Figure 4 suggests a relevant set of attributes by
which the suitability of the array of biometric indices might be judged.

Indices and Attributes

r. DNA \ (Unique \

: Repeatable
= Finger )
< Faps = Essential
. [ifs * Durable
. = Residual
> Reling X ¢ |Invasive
= Hand = Covert
= Palm
= Signature * Remate
g. » Speedy Acquisition
= Voice ;
= Speedy Processing
= Stature
. Gait + Scalable
\ / \ Automated? /

Figure 4: Biometric Characteristics

In the table at Appendix O, Biometric Modalities Matrix, we evaluate a relevant subset of
possible biometric indices against a set of appropriate attributes according to our understanding
of their state of maturity as of this writing'®. Some of these modalities that are of most relevance
to DoD activities are discussed in further detail in the following sections.

Facial Recognition14

Facial recognition is clearly something that humans rely on daily, yet experience tells us that
either we are not perfect at it, or faces/facial features are not all that unique. Both are likely true,
and until recently, humans were about as good at facial recognition as computers,

B3It is important to note that there are a number of such short-form analyses extant, and all of these are somewhat
different in format and/or content. The Task Force drew from existing work, personal knowledge and experience to
derive the issues deemed to be of greatest relevance to the DoD, as reflected in the format here. See, inter alia,
www.biometrics.gov/referenceroom/introduction.aspx; also www.biometrics.gov/docs/biooverview.pdf

1 Additional information about face recognition technology can be found at www.biometrics.gov//docs/facerec.pdf
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Facial recognition is vulnerable to disguise. Everyday experience suggests that if we are trying
to avoid recognition, disguise can be moderately effective, but if we are trying to impersonate
someone else, disguise is likely to be somewhat less effective. Notwithstanding, it is a
convenient biometric because it is one of the few that is both “machine-readable” and “human-
readable” so it is generally used for identification cards and badges, although it should generally
be used in combination with other biometrics, i.e., multi-modal. The ubiquity of surveillance
cameras means that, in a sense, a face can leave a trace and therefore be useful forensically, as
are DNA and fingerprints. As the resolution and other performance characteristics of these
improve, Facial Recognition (FR) will become increasingly viable as a reliable identification
tool.

Obviously, FR is also attractive from the standpoint of the opportunity it represents to detect,
verify and track at some distance. It is not alone in this attribute, and performance is not yet
optimal, but we may highlight this aspect of FR as an important avenue of future research effort.
(See chapter 12).

Man Against Machine

Humans are not used to matching fingerprints, or DNA, but we do have a lot of practical
experience at recognizing and recalling human faces'. How good are we compared to the
current state of computer facial recognition?

Recent research, sponsored by several interested federal organizations™®, suggests that we are not
all that bad at it. Or, said differently, computers aren’t all that much better. Figure 5 maps the
probability of a correct recognition against the probability of a false acceptance in identity
matching of “difficult face pairs.”*’ While there were two or three machine algorithms that
surpassed the performance of the humans, we humans did quite well, and managed to beat out
the majority of the machine algorithms. In this same paper, most face systems easily beat human
performance on “easy face pairs.”

1> Studies have shown that individuals are good at recognizing faces they are familiar with (family, friends,
celebrities, etc.), but not so good with unfamiliar faces. Individuals also tend to be better at distinguishing faces
within ethnic groups that they have the most contact with (someone that doesn’t personally know someone from a
particular ethnic group will have difficulty distinguishing faces from that ethnic group).

16 Federal Bureau of Investigation, National Institutes of Justice, Department of Homeland Security and the
Technical Support Working Group.

17 Allice J. O’Toole, The University of Texas at Dallas, Human vs. Machine Performance, research sponsored by the
TSWG, USG.
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Identity Matching for Difficult Face Pairs
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Figure 5: Facial Matching Performance Curves

Of course, the computer is significantly faster, but the same research did show that humans
aren’t all that slow; our performance did not improve if we took longer than two seconds to
contemplate the faces. Human performance did decline noticeably if the faces were only shown
for a half second or less. Ultimately, though, computers will be increasingly fast and powerful,
increasingly small and inexpensive, and have access to ever-improving matching algorithms. In
the Task Force’s view, this is the key insight: At the same time, collection devices (cameras)
will also increase in ubiquity and performance. Taken together, these conditions are expected to
lead to strong advances in the prevalence and performance of automated FR applications. The
emergence and refinement of “3D imaging,” as discussed later, will only serve to accelerate this
trend. The *“Rubicon” will be the acceptance of FR, given these enhancements, as an
operationally-practical modality for accurate, high-volume and high-speed search, which it is not
today.
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Fingerprints'®

Fingerprint Identification is the method of identification using the impressions made by the
minute ridge formations or patterns found on the fingertips. One can hardly be unaware of the
fact that criminal Identification by means of fingerprints is one of the most potent factors in
apprehending fugitives.

According to the FBI, no two persons have exactly the same arrangement of ridge patterns, and
the patterns of any one individual remain unchanged throughout life, in which case, fingerprints
offer an infallible means of personal identification.

Fingerprints can be recorded on a standard fingerprint card or can be recorded digitally*® and
transmitted electronically to an authoritative service provider such as the Biometrics Fusion
Center, or the FBI for comparison. Alternatively, they can be compared locally.

A Fingerprint Vendor Technology Evaluation (FpVTE) 2003 was conducted by the National
Institute of Standards and Technology (NIST) to evaluate the accuracy of fingerprint matching,
identification, and verification systems®. Additional evaluations include the testing of the FBI
IAFIS system, the US-VISIT IDENT system and SDKs (Software Development Kits) from
several vendors. Eighteen different companies competed in FpVTE, and 34 systems were
evaluated. Different subtests measured accuracy for various numbers and types of fingerprints,
using operational fingerprint data from a variety of U.S. Government sources. The most accurate
systems were found to have consistently very low error rates across a variety of data sets. The
variables that had the clearest effect on system accuracy were the number of fingers used and
fingerprint quality. An increased number of fingers resulted in higher accuracy. The accuracy of
searches using four or more fingers was better than the accuracy of two-finger searches, which
was better than the accuracy of single-finger searches. The test also shows that the most accurate
fingerprint systems are more accurate than the most accurate facial recognition systems, even
when comparing the performance of operational quality single fingerprints to high-quality face
images.

Iris Recognition21

Iris recognition is the process of recognizing a person by analyzing the random pattern of the iris.
The automated method of iris recognition is relatively young, existing in patent only since
1994.%2 As shown in Figure 6, the iris is a muscle within the eye that regulates the size of the

18 Additional information about fingerprint recognition can be found at www.biometrics.gov/docs/fingerprintrec.pdf.

19 For “how-to” information on fingerprinting, see http://www.fbi.gov/hg/cjisd/takingfps.html

20 http://fpvte.nist.gov/

2! Additional information about iris recognition can be found at www.biometrics.gov/docs/irisrec.pdf

22 John Daugman, “Iris Recognition for Personal Identification,” The Computer Laboratory, University of
Cambridge <http://www.cl.cam.ac.uk/users/jgd1000/iris_recognition.html>.
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pupil, controlling the amount of light that enters the eye. It is the colored portion of the eye with
coloring based on the amount of melatonin pigment within the muscle. Iris recognition has long
been dominated by a single vendor, but with the recent expiration of the iris recognition concept
patents, additional options now exists. The multi-agency Iris Challenge Evaluation® was
developed to assist their development and to independently assess their capabilities.

Figure 6: The Human Iris

White outlines indicate the localization of the iris and eyelid boundaries.?*

Before recognition of the iris takes place, the iris is located using landmark features. These
landmark features and the distinct shape of the iris allow for imaging, feature isolation, and
extraction. Localization of the iris is an important step in iris recognition because, if done
improperly, resultant noise (e.g., eyelashes, reflections, pupils, and eyelids) in the image may
lead to poor performance.

Iris imaging requires use of a high quality digital camera. Today’s commercial iris cameras
typically use infrared light to illuminate the iris without causing harm or discomfort to the
subject.

Iris recognition is a biometric modality with unfulfilled promise. While widely recognized for
having several desirable traits (such as uniqueness and stability), iris recognition is still
considered to be risky due to limited market competitiveness/maturity and difficulties with usage
for some individuals or in some environments (enrollment failures and user accommodations).

Most tests of iris recognition products have yielded indications of very high performance in
terms of matching error rates, particularly the false acceptance rates (FAR). However, the results
also indicate that some sensors are very difficult to use, resulting in high failure to enroll (FTE)
rates and slow transaction times. Iris recognition has difficulty operating in outdoor
environments, and some adverse lighting conditions can induce significant levels of false reject
rates (FRR).

% rris.nist.gov/ice

2 John Daugman, “University of Cambridge: Computer Laboratory: Webpage for John Daugman”
<http://www.cl.cam.ac.uk/users/jgd1000/>.
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Additional RDT&E is needed in making easier to use and extended-range sensors, hyper-range
sensors (that can collect face and iris imagery at once), statistically-relevant assessment of iris
system capabilities, and developing iris image quality metrics to aid in enrollment and/or
recognition decisions.

Vascular Recognition

Vascular recognition?, a relatively new biometric modality, takes advantage of the fact that the
network of vessels in each person’s hand forms a pattern that reportedly can be distinguished
from anyone else’s. The leading manufacturers of these vascular pattern recognition devices,
TechSphere, of Seoul, South Korea, and Japan’s Fujitsu and Hitachi, claim to have sold tens of
thousands of them in Asia and Europe.

Reportedly, vascular recognition has wide acceptance in banking, especially in Japan where
ATMs featuring vascular sensors are in operation. These meet the country’s Personal
Information Protection Act, April 2005. Vascular sensors, in preference to fingerprint scanners,
cater to certain cultural sensibilities: users prefer not to have to touch the sensors in order to
conduct transaction, a concern in some Asian countries where hygiene is an exceptionally
important cultural value. The user simply holds a hand near an infrared light source, paired with
a charge-coupled device. As the near-IR passes through the body tissue, it is reflected by the
hemoglobin in the blood. This reflected light, picked up by the CCD, reveals an image of the
blood vessels. Subsequently, as with other biometric sensors/systems, a template is developed
and enrolled or matched to a reference.

DNAZ¢

DNA encodes sufficient information for those defining characteristics of the organism that trace
to “nature” as opposed to “nurture.” While neither quick nor cheap to process, DNA must be the
most unique of biometric indices. Another endearing trait of DNA is the fact that, as with latent
fingerprints, residual traces of DNA can frequently be found “at the scene.” The residue, or on
common articles of use, means that we do not require the subject’s cooperation or even
awareness to “enroll” said individual. DNA also contains pointers to forebears, offspring and
other relations; and DNA can betray certain medical conditions of interest. These last two
characteristics of DNA are a bit of a mixed blessing for us. Genealogy is quite interesting in a
variety of intelligence scenarios, but raises high the “privacy” flag, as does the collateral medical
information.

A growing awareness of ldentity Management by the medical community is leading to the
convergence of medical biometrics capabilities for medical treatment, with Identity
Management.

% See, for example, IEEE Spectrum, Nov. 2006, p. 16

% As previously noted, DNA is not universally accepted as a biometric modality at present. However, the TF has
chosen to treat it as such in this report.
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For the last fifteen years, DNA has played a significant role in the mortuary affairs of the
Department of Defense. At that time, The Assistant Secretary of Defense for Health Affairs was
authorized to:

“...establish policies and requirements for the use of DNA analysis to aid in the
identification of remains ... [and to] establish a registry to carry out those policies
and meet those requirements. The registry may include a DNA identification
laboratory and an appropriate specimen repository.”%’

In 1993 the US Army Surgeon General became the Executive Agent and overseer of the Armed
Forces DNA Identification Laboratory (AFDIL) and the Armed Forces DNA Repository, more
precisely, the Armed Forces Repository of Specimen Samples for the Identification of Remains
(AFRSSIR)?, from which specimen samples can be extracted when required. The repository
currently contains nearly 5 million specimens inside freezers kept at -20°. The repository is held
strictly to its military mortuary purposes except on court order or with permission of the “owner”
of the specimen.

Original purpose notwithstanding, the world-class expertise of the Identification Laboratory
(distinct from the “blue force” repository) has been used effectively for DoD forensic
counterterrorism purposes and, in February 2001, the “Black Helix” concept surfaced:

“A secure repository and interactive database, which will focus on archiving,
retrieving, and interpreting bio-molecular data for the identification and tracking
of terrorist suspects.”

Historically and at present, AFDIL has a unitary medical reporting chain, notwithstanding the
convergent trends cited above between the medical DNA and IM communities generally. In
AFDIL’s case, it has been determined that the counterterrorism mission, no matter how
important, is not a “medical mission,” and in many cases “not a military mission” so AFDIL
must operate as an “Economy Act Contractor Only”. What are the “use cases?”

= Prison Escapees/Released Detainees — Red Force

= Relatives of persons of interest (insofar as DNA permits familial searches, not just one-
to-one.

= Evidence from IED incidents (TEDAC)

= Personal effects and LCN DNA (Single Cell Laser Capture)

= Human remains from suicide bombings (AFME)

= Force Protection — Gray Force access and employment — “DNA analysis in the field”
= Force protection — Blue Force — personnel recovery

Who are the customers/partners in this line of work?

%" Donald J. Atwood, Deputy Secretary of Defense, 16 December 1991.

%8 per: 10 USC 176 and 177; DODD 5154.24; DODI 5154.30.
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= National Detainee Reporting Center (NDRC)

= National Ground Intelligence Center (NGIC)

= Defense Intelligence Agency (DIA)

= Terrorist Explosive Device Analytical Center (TEDAC)
= Combined Explosives Exploitation Cell (CEEC)

This is a growth area. The workload is significant and has already resulted in a database, the
Joint Federal Agencies Intelligence DNA Database (JFAIDD). The JFAIDD contains 15,000
DNA profiles, with 17,000 samples processed (turning up 2, 000 duplicates); a queue of 30,000
new samples in the laboratory; and 400 requests for DNA profiles, searches, or comparisons:
75% by DoD; 5% by the Intelligence Community; 5% by Law Enforcement; and 15% from
TEDAC—FBI/DoD, and counter IED.

Currently, the field operational utility of DNA is held back by the delays inherent in the physical
transport of the specimens to the lab, and the costly and lengthy processing. All of this should
yield to technology some day, the sooner the better.

Recommendation 3 : The PSA for biometrics should undertake to develop field-deployable
DNA collection and matching equipment that requires less skill to achieve operationally worthy
results, and the data architecture for accessing repositories for match should be designed and
deployed apace. Additionally, the PSA, in coordination with appropriate authorities, should
investigate options related to organizational, physical and/or data collocation with other/larger
elements of the total DoD biometrics/IM enterprise.

The Task Force also validates the AFDIL need for:

= A DoD charter, policy and strategic vision, and military medicine is unlikely to be a
sufficient champion for DoD biometrics;

= A durable funding stream—funding is currently non-DoD economy act transfers—and/or
a working capital fund, as well as accurate projected workload;

= Policy and interagency agreements for sharing DNA biometric data and casework with
other federal agencies and allies;

= DoD (and other) consumers of DNA biometrics identified, trained and interconnected;
connectivity required, inter alia, with BFC, NFIC, DIA, and COCOMS;

= Access to foreign populations of interest for “baseline.”

Recommendation 4 : DoD should formally assign to Armed Forces DNA Identification
Laboratory (AFDIL) the ancillary forensic/counterterrorism intelligence mission(s) and provide
oversight, policy and fiscal guidance, and connectivity as required.
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Biometric “Residue”—Forensics

A special characteristic of some biometrics is that an individual can leave traces of his or her
being “at the scene”. Latent fingerprints are the common example, along with DNA. In this
modern, surveillance-happy world, voice and face can also be a part of the record at the scene,
generally with the advantage of being time-date stamped. To the trained canine, human scent,
too, can remain at the scene for some considerable time after the subject has left. And, in
addition to these figurative “footprints” there are always literal footprints which can sometimes
yield information about body characteristics such as height, weight, sex and gait.

While it is difficult to imagine new biometrics that might leave a similar identity residue, the
value of such could be high for certain DoD and law enforcement missions.
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Processing the Biometric

Compression Losses

Consider for a moment the process of extracting information, the biometric, from an organism.
The individual presents a body part; the “system” illuminates, stimulates, or passively receives
energy; transduces it into a convenient form and extracts relevant information. Almost always,
there is some “compression” of the originally sensed information. For example, in an image, the
original pixelization, color mapping, and perhaps subsequent jpeg encoding provide
compression. Beyond the “imagic” representation, the “system” extracts and encodes “features,”
facial landmarks, fingerprint “minutiae,” etc., which provides additional compression.

In the information domain each of these steps reduces to a more manageable size the number of
bits necessary to represent the relevant information, i.e., “compression.” Sometimes the
compression is thought to be entirely reversible, a “lossless” compression. More often the
compression is not entirely reversible, a “lossy” compression. Figure 7 demonstrates these
relationships.
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Figure 7: Compression Curves

In the world of digital imaging, going from, say, a NEF to a TIF, to a JPEG represents lossy
compressions; you cannot recover fully the original image from the JPEG. A simpler example:
we “round” numbers. Once rounded up or down we can no longer retrieve the original number.

We strive to ensure that in processing the biometric our compression algorithms do not lose
“vital” information. In practical terms, this means that we hope that the encoded information is
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functionally as unique as the original, and as easily processed, i.e., compared. Almost inevitably,
information is lost. If we fail to save the original, we may be frustrated at a later date when a
newer and better algorithm is developed and our previous encoding has inadvertently discarded
now-essential information, which we now can no longer recover. If so, the value of our legacy
repositories of identity information is devalued.

Finding: A decision to save only the extracted information and discard the “original” entails
future risk and serves only to conserve computer storage and processing, each of which is getting
cheaper and cheaper. Because the value of a legacy identity database grows non-linearly with
the number of individuals, that is, the utility grows faster than the size of the database, discarding
the “original” is likely a false economy. It is, however, sobering to “do the math”. The FBI
digitization standard of 500dpi yields a fingerprint record of 10mb. Lossless compression, in
practice, seldom does better than 2:1. The FBI has some 200 million fingerprint cards and its
automated system topped 52 million records last July, with 6,000-7,000 new accessions per day.
They handle 65,000 service requests per day.

Recommendation 5 : Department of Defense policy should tilt toward saving the *“original”
biometric (in high resolution) rather than relying only on the processed metric/template.

Quite incidentally, the business process of maintaining a database of DNA for the identification
of remains entails saving the original biological specimen. Here, the business case argues that,
today, the processing is expensive and, anyway, most specimens will not need to be processed,
ever. The underlying principle, however, is consonant, namely that processing techniques are
bound to improve in the future.

Another “Compression” Danger

We rely on certain biometrics because they are acceptably unique. When, however, we rely on a
transform of the biometric we run the risk that the transform may no longer maintain the same
uniqueness properties. While it may remain true that the original biometric, transformed, may
still map uniquely, there is the possibility that other, non-biometric presentations, purposefully
constructed to deceive, may be able to map to a target identity, that is, generate the template that
will match the target identity.
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Hits and False Alarms—Costs and Benefits

Taking a biometric measurement is a “noisy” business as is the process of comparing it to
samples in a database. In each instance where a “target” biometric sample is compared to a
biometric record in the database(s) we can entertain two hypotheses: (1) the comparison
corresponds to an actual match, the “ground truth” or (2) the comparison does not, in fact,
correspond to an actual match. The “system”?® makes its best guess according to its (decision)
rules as to whether the two samples, the target and the record, match. The system may have
decided that there was a match, or not.

In Figure 8, there are two possible ground-truth inputs to the system, true match, or not, and two
possible responses accordingly, match, or no match.
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“That’s Him” “Nope, not Him”

Positive Outcome: |Negative Outcome:

%o |
This is wGood Erom B_?g Actual Value in each cell
the guy, (“costs” and “benefits™)

na VerpiSood Worsel are situationally dependent

= kidding Qutstanding To ¢
5 Thank Goodness Worst and, toggt_her with t_he :
= probabilities associated with
-g each cell determine the
E May look Negative ?Utcoglec:l Positive Outcome: |  eXpected value”
O like him, " e
but really a Lk 9 Good
isn't Worse Very Good
To Qutstanding

Warst| Thank Goodness

Figure 8: Identification Decision Matrix

The values in the payoff matrix can vary. Sometimes, the cost of a false alarm is very high while
the cost of a miss is relatively inconsequential. In this case, the (rational) “system” will adjust its
behavior, i.e., bias its “response” toward “no-signal” (when it is uncertain). The effect is to vary
the criterion, which can “bias” the system’s response toward signal or non-signal and, therefore,
change the ratio of hits and false alarms (also known as “Type Il errors”). Our system of
criminal justice, for example, purports to be biased against false alarms, “...beyond a reasonable
doubt.”

Another factor also comes into play in determining performance under any given set of costs and
benefits, the a priori probability that a true match or non-match will be presented.

% Note that the “system” can be totally automated, or be a “man-machine” system, or be totally manual, it matters
not for this discussion.
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CHAPTER 9: HITS AND FALSE ALARMS — COSTS AND BENEFITS

A familiar example sad, but understandable, is the guard at the entrance to a
facility looking at picture badges. Overwhelmingly the individuals are presenting
their own badges and the pictures match the faces to a first approximation.
Result: a cursory, “rubber stamp” examination and a casual wave-in. The
exception might be under a heightened threat condition which says, in effect, the
a priori probabilities have changed, we are expecting trouble, perhaps in the form
of an intruder, and, perhaps, the costs and values in the payoff matrix have
changed likewise so that we don’t mind annoying and delaying the innocent.

The traditional way of visualizing the system performance is a “Receiver Operation
Characteristic” (ROC curve), as shown in Figure 9, where “signal” represents “match” and
“noise” represents “no-match”.

_— Better “signal-to-noise ratio”
— Poorer “signal-to-noise ratio”
1.0
S| 7 “Bias” moves the operating
point along the curve —
eg., fromatob, toc
TF ] e Bias depends on a priori
Probabl_llty > & likelihood of signal and
of a “Hit” | ,¢,°) relative costs and values of
£9Q the outcomes —
& i.e., FA's and Hits
00
~<<b (Bias is equivalent to the
»‘0 “squelch” control setting)
0
0 1.0
Probability of a “False Alarm”

Figure 9: Receiver Operation Characteristic Curve

In the real world, some biometric indices are simply not sufficiently accurate for the intended
application, no matter how we adjust the criterion. This may be because our implementation of
the biometry is poor, or because the biometric is simply not sufficiently unique in the population
of interest. In the real world, too, the biometric system may be additionally stressed by having to
render its decision “hastily” (or “promptly” depending on whether you are the designer or the
user.) If more exhaustive processing could improve sufficiently the quality of the match, then
the inexorable Moore’s law gives us hope.
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CHAPTER 10: BIOMETRICS GOES TO WAR

Biometrics Goes to War

As Fran Townsend® observed, the transformation of our armed forces to counter the threats of
asymmetric warfare introduced a new military mission: the collection of biometric information
from the foes we face on the battlefield. Figure 10 illustrates an obvious case. “The U.S.
government is building a comprehensive biometric screening regime to detect terrorists before
they attack. Our border security, visa screening, and law enforcement systems are based
primarily on fingerprints: permanent and unique identifiers that are difficult, if not impossible, to
counterfeit or alter. So when a terrorist is captured in the field or a safehouse is raided, it is
important to “freeze” the terrorist’s identity so that he can always be identified as an enemy and a
potential threat. False names, passports, and nationalities cannot mask the data found in
fingerprints or DNA. The Department of Defense, with the full support of the White House, has
recognized the collection of biometric identification as a basic warfighting capability, especially
when fighting insurgent enemies who hide among the civilian populations.”

Figure 10: Criminal Enrollment

According to the FBI, among the terrorists and insurgents that we are fighting overseas, roughly 1
in 100 has a criminal record in the United States, which means that many of the people we are
fighting today not only have been in America and in our hometowns but also have committed a
crime while they were here.

As Townsend emphasizes, “it is important that every biometric identifier: every fingerprint,
photograp