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AND LOGISTICS

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Terms of Reference (TOR) — Defense Science Board (DSB) Task Force on Predicting
Violent Behavior

Department of Defense (DoD) personnel are subject to a variety of practices to screen
unwanted behavior. In general, the practices can be broken down into two broad categories:
formal periodic checks and informal checks/observation related to routine interaction with
supervisors, peers, and subordinates. Periodic checks conducted as part of the initial entry into
the workforce, in support of security clearance investigations, and as suitability determinations
for restricted programs are conducted in time scales often measured in years. Informal checks
tend to occur on a daily basis as the individuals interact with their co-workers. Both types of
checks miss a small number of individuals who engage in harmful behavior, either to themselves
or to others in the workplace.

The Task Force will: examine and evaluate existing screening processes; and examine
other governmental and non-governmental programs and best practices to establish standards,
training, reporting requirements/mechanisms, and procedures for assessing predictive indicators
relating to pending violence. When identifying pre-event behaviors, the Task Force will: focus
on observable behavior that can be identified during a periodic check or in daily interaction; and
investigate the potential applicability and efficacy of cyber behavior.

The Task Force should focus on the indicators leading to a wide range of destructive
events, such as workplace violence, terrorism, and suicide. It should:

e Examine and evaluate existing screening programs to include those used in other
branches of government (e.g., the Navy’s Threat Management Unit and the Postal
Service’s “Going Postal Program™), private industry, and academia (e.g., Stanford
University’s workplace violence program) for successful programs and best practices.
These may include efficacy of screening criteria, a decrease in time to conduct periodic
checks, and potential advances in behavioral science and neurology.

® Assess the adequacy of suitability criteria conducted in periodic checks and those
provided to co-workers and supervisors. If current criteria are inadequate, suggest
possible alternatives that are more effective given the large number of people
involved and the range of activities requiring suitability determinations.

* Evaluate the impact of the Privacy Act of 1974 and the Health Insurance Portability
and Accountability Act, which prevent or inhibit real or perceived access to the
official personnel or medical records of DoDD members.



e Assess the network requirements and information flow, which could be used to
correlate information across disparate sources, organizations, time frames, and
geographic locations.

e Evaluate an organizational construct within the DoD 10 maximize effectiveness of
current and future criminal and behavioral analysis and risk assessment capabilities
and tools focused on an internal threat regardless of the target. Provide
recommendations on best capabilities and tools for commanders/supervisors as the
result of the assessment.

s Assess existing training and education programs to better assist DoD personnel in
identifying potential aberrant behavior of violent actors.

The Task Force will provide an interim report to Assistant Secretary of Defense for
Homeland Defense & Americas’ Security Affairs (ASD(HD&ASAY) within 90 days of initiation
and a final brief with findings and recommendations by June 30, 2011. The final report will be
published within 90 days following completion of the brief out.

The Task Force will draw upon the full support of all Military Departments, DoD
Componcnts, Boards, Committees and Task Forces for information (including, but not limited to,
documents and interviews of personnel) and analytical and investigative capacity as determined
necessary by the Chairpersons of the Task Force.

The Task Force will be co-sponsored by the Under Secretary of Defense for Acquisition,
Technology and Logistics and the Under Secretary of Defense for Policy. Ms. Judith Miller and
Mr. Larry Lynn will serve as Co-chairpersons of the Task Force. Colonel Valrica Dunmyer, U.S.
Army, Office of the Under Secretary of Defense for Policy, will serve as Executive Secretary, and
Major Michael Warner, U.S. Air Force, will serve as the DSB Secretariat Representative. The
ASD(IID&ASA) is authorized to act upon the advice and recommendations of the Board.

This Task Force will operate in accordance with the provisions of Public Law 92-463, the
“Federal Advisory Committee Act,” and DoD Directive 5105.04, the “DoD Federal Advisory
Committee Program.” It is not anticipated that this Task Force will need to go into any
“particular matters” within the meaning of title 18, United States Code, section 208, nor will it
cause any member to be placed in the position of acting as a procurement official.

(L048Q4

Ashton B. Carter



