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FOREWORD

International Cooperation in Acquisition, Technology and Logistics Handbook
May 18, 2012

International Cooperation in Acquisition, Technology and Logistics (IC in AT&L)' is
a complicated business. Acquisition personnel considering IC in AT&L for their technology
projects and acquisition programs must take into account a series of complex national and
international interrelationships. While the business is complex, the rewards are great. IC in
AT&L has the potential to significantly improve interoperability for coalition warfare, to
leverage scarce program resources, and to obtain the most advanced, state-of-the-art
technology from the global technology and industrial base. The International Cooperation in
Acquisition, Technology and Logistics (IC in AT&L) Handbook satisfies the need for a
straightforward, explanatory “road map” through this complex business.

This handbook is not in itself a policy document, but is based almost entirely upon
laws, directives, instructions, manuals and other policy documents. It is an informed view of
the current practices and procedures in this complex area. It was developed from inputs from
many informed sources, primarily the Office of the Secretary of Defense: OUSD
(Acquisition, Technology & Logistics)/International Cooperation and OUSD (Policy), Chief
of Staff, Director, International Security Programs. A number of OUSD(AT&L) offices
contributed: Defense Procurement & Acquisition Policy, Manufacturing & Industrial Base
Policy, Research & Engineering, Logistics and Materiel Readiness and Nuclear & Chemical
& Biological Programs. The Military Departments international program offices and the U.S.
Mission NATO provided support for selected sections. Contract support with handbook
integration, including checking and renewing links to the laws and policy documents
referenced throughout, was provided by LMI — Government Consulting. This Handbook
directs the reader to additional sources for assistance and information.

Since this handbook was last issued in 2009, this version represents a significant
rewrite and update from the previous version. As users of this handbook will likely be
interested in only one or several of the chapters, each is written to stand alone.

IC in AT&L is constantly changing. This handbook will be updated annually; visit
http://www.acq.osd.mil/ic/ for the current version. Your comments, suggestions, and updates
are welcome. Please forward them to P_and_A@osd.mil.

/[Signed//
Director, International Cooperation

L1Cin AT&L a.k.a. Armaments Cooperation (NATO & DoD 5000), International Armaments Cooperation
(Guidance for Employment of the Force), International Cooperative Programs (DoD 5000), Defense Cooperation in
Armaments (COCOMs & Security Assistance Management Manual) etc.


http://www.acq.osd.mil/ic/�
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PREFACE
SUMMARY OF CHANGES

e Change International Armaments Cooperation to International Cooperation in
Acquisition, Technology and Logistics (IC in AT&L) 2
e Reorganized, Renamed and New Chapters:

o0 Chapter 1: Introduction and Background (expanded to include full definition
to Security Cooperation).

o0 Chapter 2: IC in AT&L Basics: Law, Policy and Mechanisms (title change
and expanded).

0 Chapter 3: International Cooperation in Technology (new).® Developed and/or
expanded to include International Considerations Prior to Entry into the
Defense Acquisition Management System, i.e. Research and Engineering /
Science and Technology Projects; International Considerations During Pre-
Systems Acquisition /Materiel Solution Analysis Phase; International
Considerations During Pre-Systems Acquisition/Technology Development
Phase; Defense Exportability Features (DEF) Pilot Program; and International
Considerations in the Development of the Technology Development Strategy /
International Involvement.

0 Chapter 4: International Cooperation in Acquisition (new)* Expanded to
include International Considerations in the Development of the Acquisition
Strategy / International Involvement.

o Chapter 5: International Cooperation in Logistics was 6™ Edition Chapter 13:
Cooperative Logistics. (title change ande expanded)

o Chapter 6: International Cooperation in Test and Evaluation was 6™ Edition
Chapter 10. Expanded to include DTE and OTE.

o Chapter 7: Technology Security and Foreign Disclosure, edited to reflect
name change — Office of the Under Secretary of Defense (Policy), Chief of
Staff, Director, International Security Programs; and to includeTS&FD
Office, was 6" Edition Chapter 14: Security and Technology Transfer
Requirements for International Armaments Cooperation.

o Chapter 8: International Defense Trade and Industrial Cooperation (expanded
to include Defense Trade Cooperation Treaties) was 6™ Edition Chapter 12:
Defense Trade and Industrial Cooperation.

o0 Chapter 9: DoD (CONUS) Organizations Supporting IC in AT&L (expanded
to include changes from DDRE to ASD(R&E); Principal Deputy Assistant for
Logistics and Materiel Readiness; Defense Security Cooperation Agency; and

2IC in AT&L a.k.a. Armaments Cooperation (NATO & DoD 5000), International Armaments Cooperation
(Guidance for Employment of the Force), International Cooperative Programs (DoD 5000), Defense Cooperation in
Armaments (COCOMSs & Security Assistance Management Manual) etc.

¥ As of January 2011 Director, Defense Research and Engineering (DDRE) reorganized and renamed Assistant
Secretary of Defense for Research and Engineering (ASD (R&E)).

4 6™ Edition Chapters 6 International Considerations in Defense Acquisition and Chapter 9: Cooperative

Research, Development & Acquisition Programs were edited to become the two new chapters: Chapter 3
International Cooperation in Technology and Chapter 4 International Cooperation in Acquisition.



Security Cooperation Offices) was 6™ Edition Chapter 3: DoD Organizations
Supporting International Armaments Cooperation.

Chapter 10: DoD (OCONUS) Components Organizations Supporting IC in
AT&L was 6™ Edition Chapter 5: Role of the Office of Defense Cooperation
in International Armaments Cooperation.

Chapter 11: Multilateral and Bilateral International Forums and Activities was
6" Edition Chapter 4.

Chapter 12: International Agreements Process was 6™ Edition Chapter 7.
Expanded to include text or more text on: 1) legal and policy basis for
international agreements, 2) Technical and/or Exploratory Discussions and 3)
determining whether the desired agreement should be a memorandum of
understanding/agreement or project agreement, annex or arrangement.
Chapter 13: Information Exchange Program was 6™ Edition Chapter 8.
Chapter 14: Personnel Exchanges and Assignments was 6" Edition Chapter
11.

Chapter 15: International Acquisition Career Path (new).

Chapter 16: Summary same as 6™ Edition Chapter 15.
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CHAPTER 1: INTRODUCTION & BACKGROUND:
INTERNATIONAL COOPERATION IN ACQUISITION,
TECHNOLOGY AND LOGISTICS?

1.1 PURPOSE

This Handbook provides guidance and information about the policies, processes,
procedures, and programs that collectively make up the international cooperation in acquisition,
technology and logistics (IC in AT&L) effort of the U.S. Department of Defense (DoD). This
Handbook covers international cooperative research, development, test & evaluation, production,
and logistics functional areas to assist DoD acquisition personnel in identifying, developing, and
implementing any international activities related to their technology project or acquisition

program responsibilities.

The change from international armaments cooperation to IC in AT&L is to ameliorate
confusion which results from the broader and, therefore, often confusing term “armaments
cooperation,” consequently, this Handbook will not cover joint military arrangements and
operations with allied nations, which are the purview of the Joint Chiefs of Staff and the various
combatant commands. Nor will it address in significant detail the Security Assistance program,
including Foreign Military Sales (FMS). The Security Assistance Management Manual
(SAMM) DoD 5105.38-M, published by the Defense Security Cooperation Agency (DSCA) and
the Defense Institute of Security Assistance Management’s “Online Green Book
(http://www.disam.dsca.mil/DR/greenbook.asp) The Management of Security Assistance,”

should be referred to for thorough treatments of Security Assistance background, policy and
procedures. However, the Green Book also addresses Security Cooperation (SC) materiel aspects
which fall under the greater OUSD(AT&L) materiel enterprise.

*ICin AT&L a.k.a. Armaments Cooperation (NATO & DoD 5000), International Armaments Cooperation
(Guidance for Employment of the Force), International Cooperative Programs (DoD 5000), Defense Cooperation in
Armaments (COCOMs & Security Assistance Management Manual) etc


http://www.disam.dsca.mil/DR/greenbook.asp�

Security Cooperation encompasses all DoD efforts to work with international partners
and allies in order to maintain collective security.® In regard to the materiel domain, Security

Cooperation includes:

International armaments cooperation (IAC) is “cooperative research, development,
test, and evaluation of defense technologies, systems, or equipment; joint production and follow-
on support of defense articles or equipment; and procurement of foreign technology, equipment,

systems or logistics support.’

Security Assistance (SA) is a group of programs authorized by the Foreign Assistance
Act of 1961, as amended, and the Arms Export Control Act of 1976, as amended, or other related
statutes by which the United States provides defense articles, military training, and other
defense-related services, by grant, loan, credit, or cash sales in furtherance of national policies
and objectives. Security assistance is an element of security cooperation funded and authorized
by Department of State to be administered by Department of Defense/Defense Security

Cooperation Agency.8

Security Force Assistance (SFA):®

« Capabilities include: 1) organizing, training, equipping, and advising foreign
military forces; 2) supporting the development of the capability and capacity of
host-country defense institutions and ministries; and 3) conducting SFA across all
domains — air, land, maritime, and cyberspace — in both permissive and contested
environments, under steady-state or surge conditions.

« Occur across the range of military operations and spectrum of conflict as well as
during all phases of military operations. These efforts shall be conducted with,

through, and by foreign security forces.

® Security Cooperation Reform Task Force Report 2011. DISAM Green Book Appendix 2 History of Security
Assistance and Security Cooperation

" Guidance for the Employment of the Force, p.134

8 Joint Publication 3-22, Foreign Internal Defense, 12 July 2010

® DoDI 5000.68, SFA, 27 Oct 2010

19 SFA equipping may require U.S. systems’ modification or the weaponization/armoring of COTSs articles, which
may require the intervention of the DoD acquisition community to modify U.S. military and/or COTS equipment. In
such cases MILDEP IPOs in coordination with the Geographic COCOMs would develop the DSCA required
Memorandum of Request and pseudo-LOA documents IAW the e-SAMM Chapter 15 Building Partner Capacity
Programs.



While this Handbook describes a wide range of IC in AT&L activities, it is not intended
to replace or modify existing DoD policies and procedures. Rather, this Handbook provides
DoD personnel with a handy reference compendium that will assist them in more effectively

pursuing international cooperative efforts related to their projects/programs.

1.2 ORGANIZATION AND CONTENT

This Handbook is organized into sixteen separate chapters covering legislation and
policy, international cooperation in science and technology; research, development, test and
evaluation, acquisition [production and logistics], international organizations, international
agreements, international acquisition career path, and other specific programs and activities.
There is a concluding summary chapter followed by four annexes with acronyms and

abbreviations, references, points of contact in key offices, and websites.

Throughout the Handbook, the objective is to provide sufficient information so that
personnel responsible for implementing cooperative projects/programs are aware of the key
policies and processes that apply to DoD international cooperation efforts. To that end, selected
materials from relevant directives or policy documents are included as ready references. To
ensure development and implementation of successful international projects/programs, technical
and acquisition personnel are encouraged to contact and work closely with the Office of the
Secretary of Defense (OSD) or DoD Component** international program organization

responsible for supporting their organization.

1.3 OBJECTIVES OF IC in AT&L

The core objectives of IC in AT&L are (1.) operational - to increase military
effectiveness through interoperability and partnership with allies and coalition partners, (2.)
economic - to reduce weapons acquisition cost and achieve Better Buying Power (BBP) by
sharing costs and economies of scale, avoiding duplication of development efforts; and achieving
the cooperative production or sales of more weapons systems to our allies and friends, (3.)

technical - to access the best defense technology worldwide, and help minimize the capabilities

1 Office of the Secretary of Defense (OSD), the Military Departments (MILDEPS), the Chairman Joint Chiefs of
Staff (CJCS), the Unified Combatant Commands (COCOMs), the Inspector General of the Department of Defense,
the Defense Agencies, and the DoD Field Activities (collectively referred as the “DoD Components.”



gap with allies and coalition partners, (4.) political — strengthen alliances and relationships with
other friendly countries, and (5.) industrial — bolster domestic and allied defense industrial
bases. Since the end of the Cold War and, especially since the advent of asymmetric warfare, the
U.S. is slowly recognizing that IC in AT&L programs offer new and broader opportunities for
promoting U.S. security. These new opportunities include new subject areas, such as the
environment, and new partners worldwide. As emphasized in the DoD 5000 series, and recent
policy memoranda regarding Restoring Affordability and Productivity in Defense
Spending/BBP, the leveraging of U.S. resources through cost sharing, economies of scale,
“should cost” reductions afforded by international cooperative research, development,
production, sales and logistics support programs should be fully considered when Components
work with domestic and potential partner users to define needed capabilities. These international
capabilities should be considered when appropriate in the conduct of any Analysis of
Alternatives and preparation of the technology development strategy and subsequent acquisition

strategies.

1.4 ICINAT&L* - DEFINITION AND DESCRIPTION

The majority of IC in AT&L™® activities are related to cooperative technology, projects
and acquisition programs. The definition of armaments cooperation or IC in AT&L is not
formally defined by statute or regulation, but is defined in the 2008 Guidance for Employment of
the Force (GEF), April 21, 2008 as follows:

IC in AT&L - cooperative research, development, and acquisition projects and programs
includes
e Harmonization of Military Requirements.
e Exchanges of information and personnel.

e Research, development, test, and evaluation (RDT&E) of defense technologies,
subsystems, and systems or equipment.

21C in AT&L a.k.a. Armaments Cooperation (NATO & DoD 5000), International Armaments Cooperation
(Guidance for Employment of the Force), International Cooperative Programs (DoD 5000), International Research,
Development and Acquisition (Army), Defense Cooperation in Armaments (COCOMs & Security Assistance
Management Manual) etc

“IBID



Cooperative production (including follow-on support) of defense articles or
equipment resulting from a cooperative Research and Development (R&D)
program.

DoD procurement of foreign equipment, technology, or logistics support.

Specific IC in AT&L programs (described in detail in later chapters of this
Handbook) include:

Bilateral and Multilateral Engagements

The Defense Research, Development, Test and Evaluation (RDT&E) Information
Exchange Program (IEP)

International Cooperative Research, Development and Acquisition (RD&A)
Programs

Coalition Warfare Program

Joint Capability Technology Demonstrations

International Cooperative R&D Programs

The Foreign Comparative Testing (FCT) Program

Defense Personnel Exchanges and Assignments

Defense Trade and Industrial Cooperation

Cooperative Logistics including Acquisition and Cross-Servicing Agreements

The scope of this cooperation is extensive and growing. Currently, there are

over 500 cooperative RD&A projects/programs underway with 29 countries,
over 700 separate information exchange program annexes under agreements with
26 different countries,

nearly 100 exchange engineers and scientists participate in the Engineers and
Scientists Exchange Program with 18 countries,

over 40 FCT project evaluations are conducted every year, and

Approximately 100 Acquisition and Cross-Servicing Agreements (ACSAS) with
97 countries and 3 International organizations. The number of ACSAs changes

continuously due to new and expiring agreements.

While most IC in AT&L functional areas are managed as separate activities, in practice,

one often leads to another. Information exchanges, for instance, may lead to a cooperative

RD&A project. Figure 1-1 illustrates this “building block™ concept of international armaments

cooperation.



Defense Acquisition Mgt System

DoDI 5000.02 with IC in AT&L
“The Building Blocks of Cooperation®

Production, Deploym rations & Support

Chapters 5, 6,
7,8,12, 14

Cooperative
Production* &
Logistics

Engineering ahd Manufacturing Development

Chapters 4, 6,
Milestone A Coop RDT&E / FCT 7,8, 12, 14
Acquisition Strategy
Technology Development gh;‘;ti'f 3,6,
Technology Development Strategy e
Cooperative R&E / S&T
(to incl Experimentation & Prototypes)
Materiel Solution Analysis / Analysis of Alternatives Chapters 3,7
Materiel Development Decision 11,13,14
Cooperative Bilat & Data / Info Personnel / Studies /
Opportunities Multilat Exchanges / Assignments Exploratory
Document (COD) Forums Loans Exchanges Discussions

Figure 1-1 Building Blocks of International Cooperation in Acquisition, Technology and Logistics
* Also includes FMS Co-Production and Licensed Production

1.5 INTERNATIONAL CONSIDERATIONS

Typically IC in AT&L activities result from political and military relationships that have
evolved over time, and are generally conducted with nations that have solid political and
economic ties with the U.S., similar military requirements, and a reasonably robust defense
science and technology base. Selected allies have common objectives and possess defense
industrial capabilities that have allowed cooperation across a wide spectrum of programmatic
and technical areas. Our convergence of interests is reflected in the numerous information and

personnel exchanges and cooperative development projects with these countries.

Other countries may be quite important to the U.S. from a political, economic, or military
standpoint but do not fit the role of a “traditional” cooperative partner. The Department has had

an extensive number of non-traditional coalition partners supporting global military and



humanitarian operations, thus increasing the impetus for building partnerships and defense

interoperability with a wider range of nations.

Another way of looking at the IC in AT&L relationship is to think of the hierarchy of
relationships as a pyramid as illustrated in Figure 1-2. Even though IC in AT&L programs form
the capstone, it does not imply that cooperative RD&A is the ultimate form of cooperation. It
does, however, illustrate that effective IC in AT&L normally rests on a broad foundation of other
prerequisite relationships and conditions. It should be noted that IC in AT&L can also

complement, lead to, or emerge from defense sales activities.

Cooperative RD&A

Reciprocal
Defense Trade

Defense Relationship

Political & Economic Relationship

Figure 1-2 Hierarchy of Relationships Leading to International Cooperation in Acquisition,
Technology and Logistics

1.6 REFERENCES

=

Security Cooperation Reform Task Force Report 2011.

2. DISAM Green Book Appendix 2 History of Security Assistance and Security
Cooperation.

Guidance for the Employment of the Force, p.134.

Joint Publication 3-22, Foreign Internal Defense, 12 July 2010.

DoDI 55000.68, Security Force Assistance, 27 Oct 2010.
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CHAPTER 2: IC IN AT&L BASICS: LAW, POLICY, AND
MECHANISMS

2.1 INTRODUCTION

Since the end of World War 11, a set of legislation, policy, principles and mechanisms has
developed that guides U.S. participation in IC in AT&L projects and programs. This set ranges
from specific enabling and restricting legislation to detailed procedures of reviews and
approvals, and mechanisms which are intended to encourage IC in AT&L while ensuring that

such cooperation is entered into only with the proper legal and regulatory authority.

The Department of Defense has consistently endorsed a strong, active, and effective IC in
AT&L program. Specific instructions and implementation policy will be discussed in
subsequent chapters covering individual international cooperation functional areas. Additional
information on the most current applicable guidance is available from international program

organizations and legal counsel.

Cooperative research, development, and acquisition [including production and logistics]
(RD&A) refers to a range of international projects/programs in which DoD and a foreign nation
or nations jointly manage efforts to satisfy a common need or requirement by sharing work,
technology, costs, and resulting benefits through an international agreement (1A). These
programs range in scope from small bilateral S&T agreements to multi-billion dollar, multi-
national programs such as the Joint Strike Fighter (JSF) program. Put simply, there are a number
of types of agreements the U.S. and its partners use, and a variety of statutes that provide the

legal basis for cooperating in defense acquisition.

IC in AT&L programs are referred to by a variety of names, including Armaments
Cooperation, International Armaments Cooperation, Defense Cooperation in Armaments
(Security Assistance terminology), or simply "cooperative programs". Regardless of the name,
these programs are defined by the fact that they all involve (1) research, development, test,
evaluation and/or production and logistics; (2) mutual and equitable sharing of effort, cost and
risk; and (3) sharing of the resulting information, equipment or other benefits. Table 2-1

summarizes their characteristics.



IC in AT&L PROGRAMS

ARE ARE NOT
Shared Cost Contracts
Shared Risk Security Assistance Buyer-Seller
Relationships
Shared Benefits One Way Transfer or Grant
Jointly Managed Foreign Aid
Government to Government Industry-only Relationships

Table 2-1 IC in AT&L Program Characteristics

It is important to note that occasionally, as part of a cooperative agreement, equipment or
services transferred through the U.S. Security Assistance (Foreign Military Sales) system may be
included, and may be referenced in the international agreement as a contribution to the program
by the foreign participant. These are referred to as hybrid programs.

This chapter describes the legal, policy and mechanisms background of IC in AT&L
programs. Each subsequent chapter of this Handbook provides individual summaries of key
statutes and relevant DoD policies in each international cooperation functional area, in most
cases acquisition personnel should consult with the Director (International Cooperation)
(DIR(IC)) or DoD Components’ international program organizations to obtain assistance and
detailed guidance regarding one or more specific international program activities under
consideration. The complexity of laws, regulations, policies and mechanisms that apply to IC in
AT&L activities should not be underestimated. Self-interpretation of IC in AT&L related laws,
regulations, policies and mechanisms without assistance from DoD international program
organizations is unwise, and in the case of legal interpretations unauthorized and possibly
unlawful. Legal interpretations of relevant IC in AT&L statutes must be obtained from
appropriate OSD or DoD Component legal counsel.
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Figure 2-1 The Defense Acquisition Management System

2.2 LEGAL and POLICY BASIS

2.2.1 LAW

The most important point to remember about the legal basis for IC in AT&L activities is

that international program-related laws, regulations and policies in most instances apply in

addition to — not instead of — applicable domestic DoD acquisition laws, regulations and

policies. Acquisition personnel, with the assistance of supporting DoD international programs

organizations, must comply with both domestic and international cooperation related laws,

regulations, and policies while developing and implementing IC in AT&L initiatives.

Over the years, Congress has enacted a number of laws encouraging and enabling

cooperation with our allies in the acquisition of defense equipment. Most are codified in Title 10

United States Code — Armed Forces, and Title 22 — Foreign Relations and Intercourse, as
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amended in annual National Defense Authorization Acts. These laws often permit departures,
when appropriate and justified, from domestic procurement law that would otherwise make
cooperation impossible. Acquisition workforce awareness of these legislative provisions is
essential, both to recognize the opportunities and to ensure that legal authorities are not
exceeded. Each international cooperation functional area has one or more statutes that form the
legal basis for DoD IC in AT&L activities in that area. In many instances, additional U.S.
government (USG) regulations and DoD/DoD Component policies and mechanisms have been
issued or developed to implement these legal requirements and establish specific procedural

guidance that must be followed by DoD acquisition personnel.

Legal Authorities

The legal basis for IC in AT&L programs comes from several sources in the United
States Code. The most significant are the Arms Export Control Act (AECA) under Title 22 —
Foreign Relations and Intercourse, Chapter 39 — Arms Export Control, and provisions of Title 10
— Armed Forces, Chapter 138 — Cooperative Agreements with NATO Allies and Other Countries
and Chapter 139 — Research and Development. See Table 2-2, Statutes, Directives and
Instructions for International Cooperation Functional Areas and for a complete listing see
ANNEX B REFERENCES.

2.2.2 POLICY

DoD policy promotes IC in AT&L programs, projects and activities that will enable the
warfighter to be well prepared and supported for military operations, including coalition
operations to defeat any adversary on any battlefield. Well-constructed IC in AT&L 1As and
programs strengthen our defense industrial base by providing reciprocal access to defense
markets with our allies and friends. Accordingly, the USD(AT&L) strongly encourages DoD
Components to pursue IC in AT&L activities. Establishing and maintaining cooperative
relationships with friends and allies are critical to achieving interoperability of equipment and
services to be used by the armed forces of the United States and coalition partners, achieving
access to technology from sources worldwide, achieving economies of scale, achieving “should

cost” via Better Buying Power, and expanding our influence in critical areas of the world.
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The Department of Defense has strongly supported IC in AT&L as a key aspect of the

DoD acquisition process. DoD Directive 5000.01, which provides management principles and

mandatory policies and procedures for managing all acquisition programs, states that “Program
Managers shall pursue international armaments cooperation to the maximum extent feasible,
consistent with sound business practice and with the overall political, economic, technological,
and national security goals of the United States.” Furthermore, interoperability between U.S.
Forces and coalition partners is U.S. defense acquisition policy. The Directive goes on further to
say that systems units, and forces shall be able to provide and accept data, information, materiel,
and services to and from other systems, units, and forces and shall effectively interoperate with
other U.S. Forces and coalition partners. A cooperative development program with one or more
allied nations is preferred to a new, joint, DoD Component or Government Agency development

program, or DoD Component-unique development program.

DoD Directive 5000.01 and DoD Instruction 5000.02, specify the requirements for

international considerations. During the development of the Technology Development Strategy
(TDS) for Milestone A or the initial Acquisition Strateqy (AS) for Milestone B for a new

program, the potential for international cooperative research, development, test, evaluation,

production, and logistics support should be addressed, and thereafter, the potential for
international cooperation should be considered in every phase of the acquisition process. DoD
Components should periodically review their programs to determine the potential for or revise
the strategy regarding IC in AT&L. As a result, Milestone Decision Authorities (MDAS) may
recommend forming international cooperative programs based on TDS or AS considerations;
DoD Component Heads may also recommend forming international cooperative programs. The
Milestone Decision Authority should make the decision to establish an international cooperative
program as early as possible in the Defense Acquisition Management System. See this chapter
Figure 2-1 The Defense Acquisition Management System and Chapter 1, Figure 1-1Building
Blocks of International Cooperation in Acquisition, Technology and Logistics, and the following
table.
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Statutes, Directives and Instructions

International Acquisition Policy

Various Sections of titles 10 & 22 USC; DoDD 5000.01, DoDI
5000.02

International Responsibilities of
USD(AT&L)

DoDDs 5134.01, 5134.3, 5134.08, 5134.12

IC in AT&L Programs

10 USC 2350 & 2358; 22 USC 2767 & 2796d,

International Cooperative
Agreements

10 USC 2350 & 2358; 22 USC 2767 & 2796d; DoDD 5530.3,
DAG, DOD 5220.22-M, DOD 7000.14-R

Materiel Interoperability and
Standardization

10 USC 2457; DoDI 2010.06, DODI 2010.4

International Logistics, ACSAs

10 USC 2341-2350; DoDD 2010.9, DoDI 2000.20, DODI
2010.4, CJCSI 2120.01A,

Information Exchange Program

10 USC 2358; DoDI 2015.4

Coalition Warfare Program

10 USC 2350

Technology Transfer, Foreign
Disclosure and Sales Policies

DoDD 5134.01; DoDD 5230.11, DODD 5230.11, 5230.20,
5230.25, DODI 5200.39, DOD 5105.38-M, Int’| Pgms Security
Handbook

International Acquisition Career
Path

10 USC Chapter 87; DoDD 5000.52

Foreign Comparative Testing

10 USC 2350a(g); DoDI 5000.02

Reciprocal Defense Procurement
MOUs

10 USC 2531 & 2533b; DFARS; DoDI 2010.06

Defense Personnel Exchange
Program, Assignments & Visits

10 USCS 8§ 168; PUBLIC LAW 110-181—JAN. 28, 2008 122
STAT. 3; DODD 4500.54E, DODD 5230.20

Security Cooperation/Security
Force Assistance)

H.R.1815 National Defense Authorization Act for Fiscal Year

2006 (Enrolled Bill [Final as Passed Both House and Senate] -
ENR), SEC. 1206. Authority to Build the Capacity of Foreign

Military Forces; DODD 5132.03, DODI 5132.13, DISAM On-
Line Greenbook http://www.disam.dsca.mil

Table 2-2 Statutes, Directives and Instructions for International Cooperation Functional Areas
(Also see ANNEX B REFERENCES - for comprehensive listing of legal statutes and policy

documents.)

FOR PROGRAM-SPECIFIC ASSISTANCE AND GUIDANCE, DOD COMPONENTS
SHOULD CONSULT THEIR RESPECTIVE OFFICE OF GENERAL COUNSEL (OGC).

2.3 MECHANISMS

The following overview provides a brief description of the various types of acquisition-

related IAs that DoD negotiates and concludes with foreign nations. The first type, cooperative
S&T and RD&A Memoranda of Understanding (or Agreement) (MOU/MOA), require case-by-

case OSD-level approval, but provides the proponent with great latitude to pursue joint activities.
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S&T and RDT&E Project Arrangements/ Agreements/Annexes (PAs), The Technical
Cooperation Program (TTCP) PAs, AECA Section 65 Loan Agreements, and U.S./Canada
Defense Development Sharing Program (DDSP) PAs, on the other hand, are simpler, more
focused types of S&T and RD&A 1As. Authority to negotiate and conclude these latter 1A types
is delegated to the MILDEP Secretaries, or their designees, so these agreements can be

developed and concluded more rapidly.

In recent years, RDT&E, Test and Evaluation Program (TEP) and other similar
“umbrella” agreements have begun to include new mechanisms within their scopes to facilitate
collaborative efforts. Under the “umbrella,” Information Exchange (conducted with careful
attention to disclosure issues and according to carefully defined procedures) and Working
Groups established to study specific areas in order to define future collaborative projects have

now joined PAs as enabling tools.

2.3.1 ICin AT&L, i.e., Cooperative Technology (S&T, R&D), Acquisition
(RDE&A) and Logistics Agreements
An IC in AT&L International Agreement (IA), (MOU, MOA)* is normally pursued
when one or more prospective foreign participants desire to form a partnership with the U.S.
Government in one or more of the following areas:
e Share the cost and effort of research, development, test and evaluation of a
defense article;
e Share the cost of investment and establishing a joint framework for cooperative
production and/or logistics of a defense article.

The advantage of using an IC in AT&L IA (MOU/MOA) vice a Project
Arrangement/Agreement/Annex (PA)™ is that the scope of work permitted under such an
MOU/MOA is very flexible and broad. The potential disadvantage lies in the complexity of an
IC in AT&L MOU/MOA. There is a more stringent and detailed requirement for coordination at
the outset of the effort, and review of such proposed IAs can be lengthy. In general, for the sake
of efficiency and timeliness, proponents should look carefully at whether the objective of a

' MOU - Memorandum of Understanding, or MOA — Memorandum of Agreement.
> Which is also a type of International Agreement
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proposed R&D effort can be accomplished through a PA. For more detail see Chapter 12 and its
Table 12-1 Comparison between RDT&E Umbrella Agreement and PA. Acquisition personnel
should, also, contact their cognizant international programs organization for recommendations

prior to making a determination on the type of approach to take.

2.3.2 Research, Development, Test & Evaluation Project, and Equipment
&Material Transfer (Loan) Agreements, i.e. PAs and EMTAs

International RDT&E PAs and EMT&As are used to establish collaborative efforts
involving basic, exploratory, and advanced technologies under an RDT&E “umbrella”
agreement. The RDT&E “umbrella” agreement sets forth the general terms, conditions and
formats for implementing individual projects related to technology base R&D activities. DoD
has granted the MILDEPS authority to initiate negotiations for specific projects, which reduces

administrative lead time.

Each RDT&E PA (and to a lesser extent E&MTAS) contains specific provisions
describing, inter alia, the objective(s), scope of work, management structure, and financial
arrangements for a particular project. Engineering and manufacturing development or
production programs that may evolve from collaboration under one or more supplements to an
“umbrella” agreement require separate cooperative agreements outside the scope of a RDT&E
PA. Thus, these Agreements fill the niche for cooperative efforts that, by their nature, fall
between an Information Exchange Program (IEP) annex and a project MOU. RDT&E
agreements function like IEP agreements (see Chapter 13); however, RDT&E agreements efforts
are not limited to only information exchange. The umbrella agreement contains the standard
sections (security, intellectual property rights, etc.) and specifies the criteria that projects must
meet. Typical criteria could be that projects must be basic or advanced development, and have a
specified duration and funding level. Specific PAs need only to address project specific

information.

RDT&E Program (RDT&E) and Technology Research and Development Program (TRDP)
Umbrella Agreements and Project Agreements, Annexes, Arrangements (PAS)

Current bilateral and multilateral RDT&E Program (RDT&E) and Technology Research
and Development Program (TRDP) umbrella 1As are listed in the following Table. Note that if

funding is exchanged, the PA must have specific provisions and the legal authority normally will
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notification period is required for PAs.

be AECA Section 27. When Section 27 authority is used, a 30 calendar-day Congressional

RDT&E-Program (RDT&E) and TRD-Program (TRDP)Agreements
(and The Technical Cooperation Program (TTCP) Agreement)

Australia 1. Maritime RDT&E MOU - Navy
2. Air and Space RDT&E MOU - Air Force
3. Land Force Capability Modernization
4. Co-Operative and Collaborative Research,
Development and Engineering MOU (Deutch-
Ayers)
5. TTCP

Canada 1. MOU in the Field of Cooperative Development
between the United States DoD and the Canadian
DoD Production (DDSP)
2. TRDP MOU
3. New RDT&EP MOU Pre-RAD
4. Future Force Interoperability
5. TTCP

Chile RDT&E Agreement in negotiation

Czech Republic RDT&E Agreement

Egypt TRDP Agreement

Finland RDT&E Agreement in final national staffing

France RDT&E Agreement

Germany RDT&E MOU

India RDT&E Agreement

Israel RDT&E Agreement

Italy RDT&E Agreement

Korea 1. TRDP

2. RDT&E Agreement

Netherlands

TRDP was just extended for 5 years for an AF PA.
A new RDT&E MOU is in negotiation.

New Zealand TTCP

Norway 1.Technology Demonstration & System Prototype
(TDSP) Projects Agreement
2. RDT&E Agreement

Poland DT&EP Agreement in negotiation

Singapore TRDP and RDT&E Agreements

South Africa RDT&E Agreement in negotiation

Sweden TRDP Agreement and RDT&E Agreement

United Kingdom

1. Land Battlespace Systems — as amended

2. Research and Development Projects MOU

3. UK, Canada — Trilateral Technology Research
and Development Projects MOU

4. TTCP

Table 2-3 RDT&E Program and TRDP Agreements

(NOTE:As the list changes, access your Component’s web-enabled IC in AT&L enterprise management system or contact

your Component IPO directly for a current listing of RDT&E/TRDP umbrella agreements.)
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2.3.3 The Technical Cooperation Program (TTCP) Project Agreements (PAS)

TTCP program efforts as described in Chapter 11 (section 11.4.7) are distributed over
three areas: the forum itself, S&T harmonization and alignment, and TTCP PAs. Two or more
TTCP participants can enter into TTCP PAs. Like RDT&E PAs, TTCP PAs include specific
provisions concerning objectives, scope of work, sharing of work, management structure, etc.
Consult the office of the Assistant Secretary of Defense for Research and Engineering
(ASD(R&E)) or your cognizant international programs organization for additional information

on how to pursue TTCP PAs.

2.3.4 U.S.-Canada Defense Development Sharing Program (DDSP) and the Defense
Production Sharing Program (DPSP)

The Defense Development Sharing Program (DDSP) and the Defense Production Sharing
Program (DPSP) were established in 1963 to facilitate cooperation in military R&D between the
U.S. and Canada. The objective of both programs is to promote joint U.S.-Canadian military
materiel programs and to make more efficient use of industrial, scientific, and technical
resources of both countries in the interest of mutual defense. Under DDSP, the Canadian
government agrees to fund up to 50 percent of the development cost if one or more Canadian
defense firm is awarded a contract for development of a U.S. weapon system or related

equipment.

PAs delineate the specific nature of the DDSP/DPSP projects to be undertaken. PAs
include provisions for defining the project, funding, contracting, security, information transfer,
personnel access, liability, and any other project specific matters. The authority to enter into
such PAs has been delegated to the Military Departments. Consult your cognizant international
programs organization to obtain additional information on how to pursue PAs under these

authorities.

2.3.5 AECA Loan and Lease Agreements (commonly called E&MTAS)
2.3.5.1 AECA Section 65 Loan Agreements or E&MTAS

Under Section 65 of the AECA (22 U.S.C. 2796d, Loans of materials, supplies and

equipment for R&D purposes), MILDEPs may conclude and implement written agreements to

17



make, accept, and administer loans, without charge, of U.S. defense materials, supplies, or
equipment to, and to accept loans or gifts of defense materials, supplies, or equipment from
NATO and major non-NATO allies. These agreements permit no-cost loan of equipment for the
purposes of cooperative research, development, test or evaluation programs. Loaned materials,
supplies, or equipment may be expended without reimbursement. Each loan or gift transaction
must be provided for under the terms of an IA that specifies, among other things, the purpose and
objective(s) of the loan, articles to be loaned, loan duration, management responsibilities, return
of the loaned item (if applicable) and financial arrangements. A test report is given free of

charge to the providing party in exchange for the temporary loan or gift of a defense article.

No Section 65 E&MTA may require a party to the agreement to provide materiel that
would impair its own priorities, requirements, or commitments, or would otherwise be
inconsistent with its national laws or regulations, or other international agreements. If an article
is loaned to a foreign government, the loan should involve no funded cost to the U.S., and a cost-
benefit analysis that compares the value of the loaned article to the value of the test report must
be performed to justify the loan.

2.3.5.2 AECA Section 61 Lease Agreements

Under Section 61 of the AECA (Title 22 U.S.C. Section 2796, Leasing Authority), leases
of defense articles may be entered into with eligible foreign countries or international
organizations. Leases of defense articles under Section 61, and in accordance with procedures
set forth in DoD 5105.38-M, may also be used for cooperative RDT&E purposes and may be
rent free. Conditions for leases under Section 61 of the AECA are covered in detail in Chapter
11 of the Security Assistance Management Manual. Basically, all lease costs must be paid by the
eligible foreign country or international organization, to include depreciation, restoration or
replacement, if required. Section 61 leases may be used for countries or international
organizations that are neither NATO members nor major non-NATO allies, since Section 65

does not apply to certain friendly foreign countries.

2.3.6 Coalition Warfare Program
2.3.6.1 The Coalition Warfare Program (CWP)
The CWP is a Defense-wide RDT&E (6.3) program started in FY01 and administered by
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the OUSD (AT&L) IC to provide seed money to support international cooperative development
of technological solutions that enable U.S. and friendly armed forces to operate more effectively
together across the full spectrum of multinational operations. As a program, CWP is designed to
cut across stovepipes to improve international cooperation and interoperability early in
development programs that are expected to lead to fielded systems. CWP takes a
multidimensional approach to fostering cooperative projects that enhance interoperability

between U.S. forces and coalition partners worldwide.

Because the U.S. is not likely to fight without partners in the foreseeable future, the
Department of Defense must address coalition interoperability in parallel with joint
interoperability. DoD strategy, policy, and recent combat operations all point to the criticality of
early and continuous planning for more effective coalition operations. The 2010 National
Defense Strategy outlines how the Department will support the National Security Strategy,

including the need to strengthen alliances and build partnerships.

CWP projects are selected for their emphases on warfighter solutions that offer
combatant commanders the capabilities they demand, such as coalition tactical communications;
coalition Intelligence, Surveillance, Reconnaissance; coalition combat identification (ID), and
coalition logistics. In addition, CWP considers candidate projects for their portability and ability
to be fielded quickly when developing solutions that are applicable to multiple combatant

commands and that will reach warfighters quickly.

2.3.6.2 CWP Objectives

The Coalition Warfare Program provides the OUSD (AT&L) with the ability to initiate
projects in prioritized capability areas determined by the USD(AT&L) and in coordination with
high priority areas identified by the Combatant Commands, Joint Staff, the DoD Components
and USD(Policy).
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The CWP is a defense-wide effort to assist the Combatant Commanders, Services, and

DoD Agencies in integrating coalition-enabling solutions into existing and planned U.S.

programs. The program focuses not only on short-term, interoperability-enhancing solutions, but

also on early identification of coalition solutions to long-term interoperability issues

(architectures, coalition requirements, major system acquisition) with a broad range of potential

coalition partners.

2.3.6.3 CWP Project Cycle

CWP sends out a DoD-wide call for proposal nominations on an annual basis, and based

upon input from the warfighting community, CWP identifies key U.S. and allied programs as

candidates for enhanced coalition interoperability.

A CWP proposal must:

Have a DoD sponsor that will make a commitment to execute and provide
tangible contributions to the project.

Have an international partner that will make a commitment to execute and provide
tangible contributions to the project.

Address a problem faced by the warfighter and identified as a need by a DoD
Component.

Contain significant RDT&E content as to be funded with RDT&E dollars.
Provide a tangible result that will be rapidly fielded, preferably within 2 years.
Have necessary international agreements in place or a plan for completing those
agreements.

Have addressed potential disclosure issues associated with working with a foreign

partner.

CWP funds are applied to short-term cooperative interoperability efforts (two years or

less for CWP funds). For copies of the CWP Management Plan and document templates, go to

www.acg.osd.mil/ic/cwp.html. For additional information, contact the Office of International
Cooperation, OUSD(AT&L) at 703-697-4172.
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2.3.7 Joint Capability Technology Demonstration (JCTD) Program

2.3.7.1 Transition from Advanced Capability Technology Demonstrations (ACTDs) to
JCTDs

The JCTD program was initiated in the FY 2006 President’s Budget with full transition
from ACTD to JCTD to be completed within 3 — 5 years. This transition was driven by
challenges facing the MILDEPS regarding ACTDs:

Front-end (start-up) and tail-end (transition) funding issues created serious PPBE
challenges.

Little incentive for Service participation as New ACTDs created immediate unfundeds.

Significant start-up and demonstration delays after JROC decision: Average 6 month
delay waiting for Implementation Agreements.

Many different Program Elements fund ACTDs (Little visibility at Service level—
accountability challenges)

Projects required sustained commitment of resources once initiated.

Unfunded Requirements (UFRs) during execution caused significant risk and
disruption as OSD tried to “share” the UFRs with stakeholders.

Even successful demonstrations risked waiting 2 years (or more) for resources to be
programmed via rigid PPBE process.

Table 2 - 4 MILDEP Challenges that Affected ACTDs Achieving Its Objectives

As a result of above challenges, OSD decided to take the best parts of the ACTD program
and initiate a new business model the Joint Capability Technology Demonstration (JCTD)
program. The decision to go with the JCTD was based on:

e GAO Audit (2002): Break traditional barriers to transition “joint” technologies
e Defense Science Board (2003): Strengthen the COCOM influence
e Joint Capability Study (2004 “Aldridge Study”): Better “joint” business models
e Internal OSD direction (2004-2005):
o SECDEF/CJCS:
= “Joint has become the rule--is no longer an occasional luxury”

= ““Rapidly changing environment and Global War on Terror (GWOT) has
created the need to develop Joint capabilities more rapidly”

o0 Enhance the ACTD program & provide better funding visibility

21




0 Leverage the Joint Capabilities Integrated Development System (JCIDS process)
to establish an improved process for transitioning ACTDs/JCTDs to acquisition
programs

* Congress’:
o Full support for the transition to JCTD and JCTD Budget Requests

o0 Focus on the acceleration of innovative, relevant capabilities to meet most critical
warfighter needs

From 1995 the Advanced Capability Technology Demonstration (ACTD) program
(disestablished), and now the Joint Capability Technology Demonstration (JCTD) program, have

deployed critically needed warfighting solutions to every major Combatant Command theater.

The transition from ACTDs to JCIDs, which commenced in 2006, has been completed.
Over seventy-five percent of ACTDs and JCTDs completed during this time frame transitioned
enduring capabilities to operational fielding and sustainment, but JCTDs demonstrated that it

could do this quicker.

2.3.7.2 Joined Capability Technology Demonstration (JCTD) Program

The JCTD program provides capability solutions, through rapid prototyping, to solve
joint, coalition, and interagency urgent shortfalls and gaps. This is done using mature
technologies and innovative concepts. Additionally, JCTDs bridge the gap between science and
technology (S&T) activities and the acquisition process. They provide quick-turnaround, agile
solutions to urgent problems. The JCTD process streamlines the ACTD process and continues to
deliver a sustainable capability to the warfighter and to transition enduring capabilities through
strong service and other DoD Components partnerships. While the JCTD Program is not an
international program, roughly a third of all JCTDs have foreign involvement.
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JCTD Projects Positioned
between S&T & Acquisition
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“The 80% Solution”

Transition programs are not acquisition programs, and should not be science projects

Figure 2-2 JCTD Projects Positioned between S&T and Acquisition Projects/Programs

The U.S. Combatant Commands drive JCTDs through their stated operational priorities
and needs, which are applied to an agile acquisition process that yields results years ahead of
traditional materiel development cycles. Due to the increasing prototyping successes in the
program, OSD has put together a set of best practices guidelines to support the JCTD life cycle
from development through operational demonstrations and assessment, to effective transition

planning and fielding. These are manifested in the JCTD Guidance.

2.3.8 International Cooperative Research & Development (*"NUNN"") Program

The International (or NATO) Cooperative R&D (ICR&D) Program is still occasionally
referred to as the “Nunn” Program, since former Senator Nunn was the primary sponsor of the
original legislation over twenty years ago.*® The program is not restricted to NATO nations only,

despite the “NATO” in the Program Element (PE) title. Funding for the program is provided

1 First enacted in the National Defense Authorization Act for Fiscal Year 1986, under the sponsorship of Senator
Sam Nunn, the legal authority behind the ICR&D Program was later codified in 10 U.S.C. 2350a by Public Law
101-189, the National Defense Authorization Act for Fiscal Years 1990/ 1991. This history results in the ICR&D
Program also being known as the "Nunn Program,” or "Nunn Funds," or the NATO Cooperative Research and
Development Program.
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through annual authorization and appropriations legislation directly to the Military Departments.
OUSD(AT&L) no longer receives NATO Cooperative R&D funding.

The International (or NATO) Cooperative R&D Program is an important element of the
defense acquisition process of the Department of Defense. While many other sources of funds
are used to pursue cooperative R&D efforts, this program provides “seed money” to capitalize on
cooperative opportunities. In addition to the statutory requirement that the foreign contribution
must be equitable with that of the U.S., the MILDEP International Program Offices often require
contributions from another PE to demonstrate commitment to the project. The program has
resulted in a substantial number of international cooperative R&D programs with high payoff,
for example the Army’s Ducted Rocket Engine effort, the Navy’s AV-8B Harrier 11 Plus radar
integration, and the Air Force’s F-16 Midlife Update.

There are certain restrictions on the use of International Cooperative R&D funding.
e There must be an IA defining the specifics of the project.
e International Cooperative R&D funds must be spent in the U.S.
e Each project must be jointly managed.
e Allies must contribute an equitable amount of funds in comparison to total U.S.

funding.

2.4 SUMMARY

The formulation and implementation of IC in AT&L programs is a complex process.
There are statutory requirements that need to be met, as well as OSD and DoD Component
program-specific requirements. There are a variety of mechanisms for implementing different
types of international efforts, most of which are far simpler than project-specific I1As. This
chapter is intended as a guide for proponents, but is not intended to supplant the role of your
international programs organization and general counsel in providing advice and

recommendations on the best course of action tailored to meet your individual program needs.

2.5 REFERENCES

Rather than duplicate almost every reference listed in Annex B, it was decided that it
would save space and paper to simply refer the reader to ANNEX B REFERENCES.
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CHAPTER 3: INTERNATIONAL COOPERATION IN
TECHNOLOGY~

3.1 INTRODUCTION

The United States depends on innovative science and technology (S&T), and research
and engineering (R&E) to protect the homeland, advance our national interests and prepare us to
meet the challenges of an uncertain future. Given today's globalized access to knowledge and the
rapid pace of technology development, innovation, speed of delivery, and agility have taken on

greater importance for the DoD S&T/R&E enterprise.

A key S&T/R&E objective, therefore, requires S&T/R&E developers to identify
promising science, technology, research and engineering innovations from all sources domestic
and foreign, to include government laboratories and centers, academia, and the commercial
sector.™ The goal being to reduce weapons system acquisition costs through cooperative
S&T/R&E development from pre-entry into the Defense Acquisition Management System
(DAMS) through the DAMS’ Pre-Systems Acquisition phase, that is, the Technology
Development Strategy for Milestone A.

During the Pre-Systems Acquisition Phase, the potential for international cooperation in
technology must be considered from the Materiel Solution Analysis/Materiel Development
Decision, through the development and execution of the Technology Development Strategy to
the Milestone A (technology readiness/prototypes) decision in accordance with Section 3.7

References.

The Assistant Secretary of Defense for Research and Engineering (ASD(R&E)) provides
the S&T leadership throughout the Department of Defense for shaping DoD Component’s
strategic direction while strengthening their S&T/R&E coordination efforts to meet tomorrow's

challenges.

7 Prior to entry into and during the Pre-Systems Acquisition Phase of the Defense Acquisition Management System.
'8 DoDI 5000.02, Operation of the Defense Acquisition System, December 8, 2008.
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Prior to-entry into the Defense Acquisition Management System Research and
Engineering (R&E), which includes Science and Technology (S&T) Basic Research, Applied
Research, Advanced Technology Development; as well as Advanced Component Development
and Prototypes. (See DoDD 5134.3, November 3, 2003and DoDI 5000.02, December 2, 2008.).

This S&T/R&E enterprise is structured around four DoD imperatives:

1. Accelerate the delivery of technical capabilities to win

the current fight BETTER
2. Reduce the cost, acquisition time, and risk of major
defense acquisition programs BUYING

3. Develop world class science, technology, engineering
and math capabilities for the Department and the Nation POWER

4, Prepare for an uncertain future

Within the Office of the ASD(R&E), four Deputy Assistant Secretaries of Defense
(DASD) offices are focused on providing S&T/R&E leadership for the Department. These
offices include DASDs: Research, Systems Engineering (SE), Rapid Fielding (RF), and
Developmental Test and Evaluation (DT&E). In addition, advisory and decision-making bodies
within the ASD(R&E) include an S&T Executive Committee (EXCOM), an associated
Principals Committee, and appropriate advisory groups, made up of leadership from the
Department’s largest S&T organizations, policy and other related groups. This approach
provides efficiencies and agility for the development and transition of science and engineering to
warfighter capabilities and, ergo, systems acquisitions.

This chapter also provides definitions and terms pertaining to IC in Technology and
discusses the U.S. S&T/R&E process for developing and executing the international agreements

that support developing S&T/R&E with allies, friends and coalition partners.

3.2 LEGAL AND POLICY BASIS
3.2.1. Legal Basis

The potential for international Research and Engineering (R&E) and Science and
Technology (S&T) cooperation and development must be considered in pre-entry into the
Defense Acquisition Management System. In accordance with 10 U.S.C. 2350(a), 2358, 2359
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and 23593, the potential for cooperative S&T/R&E should be addressed in the earliest stages of
S&T/R&E development and tests and then timely transitioned 1AW the designated technology

readiness level to feed the development of a new program Technology development Strategy.

3.2.2. Policy Basis

DoDI 5000.02 policy states that promising technologies shall be identified from all
sources domestic and foreign, including government laboratories and centers, academia, and
commercial sector.

Amplifying guidance and information on international considerations for S&T/R&E are
contained in the Technology Readiness Assessment (TRA) Deskbook July 2009, which indicates
that S&T developed or procured from industry or other sources shall have demonstrated in a
relevant environment or, preferably, in an operational environment to be considered mature
enough to use for product development. Technology readiness assessments, and, where

necessary, independent, conceivably international cooperative assessments, shall be conducted.

Each DoD Component with S&T/R&E responsibilities has the authority to issue
implementing policy directives for the DoD 5000 series, and may have done so. Consult with
the appropriate DoD Component international programs organization to determine if any further
international S&T/R&E guidance is contained in such policy directives.

3.3 DEFINITIONS

Battlespace The environment, factors, and conditions that must be understood
to successfully apply combat power, protect the force, or
complete the mission. This includes the air, land, sea, space, and
the included enemy and friendly forces; facilities; weather;
terrain; the electromagnetic spectrum; and the information
environment within the operational areas and areas of interest.
See also electromagnetic spectrum; information environment;

joint intelligence preparation of the battlespace.
Dictionary of Military and Associated Terms. US Department of Defense 2005
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Component Acquisition
Executive (CAE)

Cooperative Opportunities
Document (COD), or
Technology Development
Strategy (TDS) or
Acquisition Strategy (AS)
Section10 International

Involvement

CAEs for each of the Components are the Secretaries of the

Military Departments, or Heads of Agencies with power of re-

delegation. The CAEs, or designees, are responsible for all

acquisition matters within their respective Components. For the

Army, the CAE is the Assistant Secretary for Acquisition,

Logistics, and Technology; for the Navy, it is the Assistant

Secretary for Research, Development and Acquisition; and for the

Air Force, it is the Assistant Secretary for Acquisition.

Per 10 USC 2350a,* cooperative opportunities are

pursued to improve, through the application of emerging

technology, the conventional defense capabilities of the North

Atlantic Treaty Organization or the common conventional

defense capabilities of the United States and a specified

country (or countries).

Potential cooperative opportunities (in CODs, TDS’ and

AS’) must address these

questions:

e Are there any
similar projects in

development or

* 10 USC 2350a, subsection (a)(2) refers to the following:
(2) The countries and organizations with which the
ISECDEF may enter into a memorandum of agreement (or other
formal agreement) under paragraph (1) are as follows:
(A) The North Atlantic Treaty Organization.
(B) A NATO organization.
(C) A member nation of the North Atlantic Treaty
Organization.
(D) A major non-NATO ally.
(E) Any other friendly foreign country.

production by one or more major allies of the U.S.?

e Could any of these projects satisfy, or be modified in

scope, so as to satisfy the U.S. military requirements?

e What are the advantages and disadvantages of trying

to structure a cooperative development program?

Things such as technology sharing, cost, schedule,

performance and interoperability/standardization

should be addressed.

e What are the opportunities for alternative forms of

cooperation such as FMS coproduction, licensed

28




production, component/sub-component co-
development or incorporation of subsystems from
allied sources and what are the advantages and
disadvantages?

If cooperative opportunities or international alternatives
exist that would contribute to the Materiel Solution Analysis
(MSA) Analysis of Alternatives (AoA), a standalone COD may
be developed for and analyzed via the MSA AoA in competition

with all other alternatives.

At Milestone A, TDS, and Milestone B and C AS,
cooperative opportunities or international alternatives must be
incorporated the TDS/AS section 10 International Involvement

and address the following:

¢ International Cooperation.

= Summarize any plans for cooperative
development with foreign governments or
cognizant organizations. List the MOAs
in place and identify the contracting
activities.

= Summarize plans to increase the
opportunity for coalition interoperability as
part of the developing DoD program.

= Employ the AT&L-developed Cooperative
Interoperability Section template (see
Defense Acquisition Guidebook) to
address any cooperative opportunities.
Using the template will satisfy the
cooperative opportunities document
requirement of 10 USC 2350a:
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Defense Acquisition
Executive (DAE)

Defense Acquisition System

Defense Exportablity
Features (DEF) Pilot

Program

Interoperability

Initial Capabilities
Document (ICD)

International Cooperative

Program

¢ Indicate any limitations on foreign contractors
being allowed to participate at the prime
contractor level.

e Foreign Military Sales. Specify potential or
plans for Foreign Military and/or Direct
Commercial Sales and the impact upon program
cost due to program protection and exportability

features.

The DAE is the USD(AT&L) who has responsibility for
supervising the Defense Acquisition System. The DAE takes
precedence on all acquisition matters after the Secretary and the
Deputy Secretary.

The management process by which the Department of Defense

provides effective, affordable, and timely systems to the users.

DEF, established in the fiscal year 2011 National Defense
Authorization Act, provided funding for developing and
incorporating technology protection features into a system or
subsystem during its research and development phase, which
allows exportable versions of a system or subsystem could be

sold earlier in the Production and Development phase.

Interoperability is the ability of systems, units, or forces to
provide and accept data, information, materiel, and services to
and from other systems, units, and forces and effectively

interoperate with other U.S. Forces and coalition partners.

The ICD is a broad, time-phased, operational goals focused
description of requisite defense capabilities. An approved ICD is
required for entrance into the Materiel Solution Analysis Phase.

Any technology (R&E/S&T) project or acquisition program
(Technology Development Strategy and/or Acquisition Strategy)
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Joint Requirements
Oversight Council (JROC)

Milestone Decision
Authority (MDA)

Research and Engineering

that includes participation by one or more foreign nations,
through an international agreement, prior to or during any phase
of a system's life cycle. All international cooperative programs
shall consider applicable U.S.-ratified materiel international
standardization agreements, and fully comply with foreign

disclosure and program protection requirements.

The JROC is the body that validates a proposed Initial
Capabilities Document (ICD). It is headed by the Vice-Chairman
of the Joint Chiefs of Staff. Its members are the Vice Chiefs of
the MILDEPs and the Assistant Commandant of the Marine
Corps. When the ICD demonstrates the need for a materiel
solution, the JROC shall recommend that the MDA consider

potential materiel solutions.

The MDA is the designated individual with overall responsibility
for a technology project or acquisition program. The MDA shall
have the authority to approve entry of a technology project or an
acquisition program into the appropriate or next phase of the
acquisition process and shall be accountable for cost, schedule,
and performance reporting to higher authority, including

Congressional reporting.

Most often we connect the terms and hear the phrase research
and development (R&D), which refers to creative work
undertaken on a systematic basis in order to increase the stock of
knowledge, and the use of this stock of knowledge to devise new,

in DoD’s case, weapons systems.

Research and development refers to using science to develop
particular technologies and when the phrase contains
engineering, it includes the design of things, such as the design,
planning, construction, and maintenance of buildings, machines

and other manufactured things; and is usually carried out as a
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Science and Technology

R&E/S&T Technology

Projects

governmental or commercial activity.

S&T/R&E, for current force weapons systems’ improvements and
future force advanced weapons systems design and development
is crucial to a nation’s defense. In a world where battlespace
(land, sea, air and space) changes quickly, and nations must
continually revise their weapons systems’ designs and
capabilities, state-of-the-art S& T/R&E sustain battlespace
technological superiority. This is driven not only by continuously
evolving technologies and developments, but also by competition
among potential adversaries. Even with a robust R&D program,
most nations rely on strategic alliances, coalitions, networks
and/or acquisitions to tap into the innovations of others to sustain

battlespace technological superiority.

Science refers to a way of pursuing knowledge, and not the
knowledge itself. It is often treated as synonymous with ‘natural
and physical science’, and thus restricted to those branches of
study that relate to the phenomena of the material universe and

their laws.

Technology is the use science in the making, usage, and
knowledge of tools, machines, techniques, crafts, systems or
methods of organization in order to solve a problem or perform a
specific function. It can also refer to the collection of such tools,
machinery, and procedures. Technologies significantly affect a
military’s capability to control and adapt to an ever changing

battlespace.

Directed, funded efforts that provide newly, improved, or
evolutionarily developed R&E/S&T in response to an approved

dynamic or potential warfighter R&E/S&T need.

Following are some of the R&E/S&T activities that facilitate and
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Technology Roadmap

provide pre and post entry into the Defense Acquisition
Management System joint technology and capability definition,
development, experimentation, refinement, testing, and transition:
Joint Experimentation, Defense Advanced Research Projects
Agency projects, the Technology Transition Incentive Program,
SBIR and Small Business Technology Transfer Programs, the
Joint Integration & Interoperability Program, Joint Capability
Technology Demonstrations, the Coalition Warfare Program, the
Quick Reaction Special Projects/Rapid Reaction Fund, Foreign
Comparative Testing, the Joint Test & Evaluation Program, the
Joint Improvised Explosive Devices Defeat Office, the Rapid
Reaction Technologies Office, and Defense Biometrics.

The USD(AT&L) shall be the MDA for those projects that, if
successful, will likely result in an MDAP or MAIS program
unless the USD(AT&L) delegates milestone decision authority
for a MAIS program.

Contact MILDEP IPOs for other MILDEP specific pre and post
entry into the Defense Acquisition Management System
R&E/S&T projects.

A plan that matches short-term and long-term goals with specific
technology solutions to help meet those goals. It is a plan that
applies to a new product or process, or to an emerging
technology. Developing a roadmap has three major uses. It helps
reach a consensus about a set of needs and the technologies
required to satisfy those needs; it provides a mechanism to help
forecast technology developments and it provides a framework to

help plan and coordinate technology developments.
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Figure 3-1, The Defense Acquisition Management System with IC in AT&L

3.4 GUIDANCE FOR INTERNATIONAL COOPERATION IN RESEARCH
AND ENGINEERING, AND SCIENCE AND TECHNOLOGY

3.4.1 International R&E/S&T Considerations Prior to Entry into the Defense
Acquisition Management System

The DoD Research and Engineering (R&E)/Science and Technology (S&T) community
pursues world-class R&E/S&T to enhance the warfighting capabilities of U.S., allied and
coalition military forces, and to improve joint and coalition force operations. These R&E/S&T
projects support the Department’s goals to restore balance between current and future force
demands by providing new technologies to enhance upgrades and modernization of Current
Force systems while discovering and/or leveraging and enabling emerging technologies and new

capabilities for uncertain future battlespaces and Future Force systems.

Taking the above into consideration, the Department has identified seven current
priorities:
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Autonomy: The U.S. requires defense systems that can do more with less human-
intensive tasks. The next-generation of autonomous systems represent an
improvement over today's capabilities, but are still too fragile for complex,

uncertain, unstructured environments and complex missions.

Bottom line: human involvement is still required with autonomous systems in order

to deal with the unexpected.

The next level of autonomy requires systems that comprehend their
environments and relevant aspects of the battlespace in the context of the
commander's intent and objectives and, when necessary, in collaboration with

human teammates.

Counter Weapons of Mass Destruction: Weapons of mass destruction (WMD)

continue to pose a significant threat to the homeland and U.S. interests overseas.
Pursuing this mission requires advancing detection and attribution capabilities
across the spectrum of chemical, biological, radiological, nuclear and high yield
explosives (CBRNE). A comprehensive WMD defeat program requires U.S. Armed
Forces, allies and coalition partners to be able to detect and interdict WMD before

deployment and attribute the source of WMD material in the event of use.

Cyber Sciences: Cyber warfare poses a significant threat to U.S. and coalition

military capabilities: determined cyber foes can threaten our global logistics
network, steal our operational plans, blind our intelligence capabilities, spoof or
intercept our drones or hinder our ability to deliver weapons on target. The
frequency and sophistication of intrusions into U.S. military computers, information
systems, and communications networks have increased significantly. Dominance
across the full spectrum of operations within the cyberspace warfighting domain is

essential if U.S., allied and coalition forces are to maintain a strategic advantage.

Data-to-Decisions (D2D): Shortening the Cycle Time from Data Gathering to

Decisions. Nearly all national defense missions involve Decision Support
Systems—systems that aim to decrease the cycle time from the gathering of data to

some operational decision. Proliferation of sensors and large data sets are
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overwhelming analysts, as they lack the tools to efficiently process, store, analyze,

and retrieve vast amounts of data.

Current development cycles are drawn out, vertically-integrated, and do not keep
pace with changing countermeasures and threats. Technical challenges include
diverse data storage methods, including embedded systems, grid clusters, and cloud
computing, and the limitations of existing computational, analytic, hardware, and

software infrastructures.

e Electronic Warfare/Electronic Protection: Enhancing the Electromagnetic

Spectrum as a Military Domain. The U.S., its allies and coalition partners face a rise
in the global availability of high performance electronic component technologies. In
recent years, this availability has enabled adversaries to significantly advance their
capabilities for operating across the Electromagnetic Spectrum (EMS). The
proliferation of wireless communications and sensing systems is also causing the
spectrum to become increasingly congested. However, the increasing capabilities of
microelectronics, both for digital processing and analog devices, means that these

challenges can be met with more sophisticated engineered solutions.

o Engineered Resilient Systems: Transforming Engineering Design to Assure

Trustworthy and Adaptive Systems. The U.S. its allies and coalition partners face
new, 21st century challenges to designing and building defense systems. These
include constraints and vulnerabilities of the global supply chain, rapidly changing

user needs, and an uncertain operational future.

e Human Systems: Improving Human-Centric Components of Military Operations.

Recent and on-going conflicts have revealed the need to balance the technological
focus of warfare with the human dimension of armed conflict. The effective
operation of our forces depends on understanding human systems across multiple
domains, including decision support, threat assessment, and socio-cultural analysis

to understand human and population reactions and dynamics.

The above will be addressed through three types of S&T/R&E investments: 1) far-term,
basic research for discovery and understanding of phenomena; 2) mid-term, applied research
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laboratory and human concept demonstrations; and 3) near-term, advanced technology
development demonstrations and experimentation in relevant environments outside the

laboratory.

These technology demonstrations validate technology concepts and military capabilities
that enhance combat developments and demonstrate to the DoD acquisition community evidence
of a technology’s readiness to satisfy machine and human system requirements. Thus, the DoD

R&E/S&T community supports meeting the challenges of an ever-evolving battlespace by:

(1) Demonstrating that warfighters benefit today from technologies that emerged from
past investments and international R&E/S&T cooperative projects and/or acquisition programs.
(2) By leveraging warfighters’ experiences and expertise, developing R&E/S&T

solutions to unforeseen problems encountered during current operations.

(3) The rapid development, maturation and transition of technologies as a result of
ongoing R&E/S&T efforts impacted by current conventional and asymmetric battlespace
evolutions.

(4) Improving capabilities for future combat systems by developing, maturing and
transitioning advanced technologies that demonstrate a required technology readiness level.

Thus, Pre-Defense Acquisition Management System, S&T/R&E domestic and
international cooperative opportunities are identified, executed and consummated via technology
projects such as those found in this Section’s DEFINITIONS, R&E/S&T Technology Projects,
as well as the appropriate sections of Chapter 11, MULTILATEREAL AND BILATERAL
INTERNATIONAL FORUMS AND ACTIVITIES, Chapter 13, INFORMATION EXCHANGE
PROGRAM, Chapter 14, PERSONNEL EXCHANGES AND ASSIGNMENTS.

In addition, there are several important mechanisms available to provide insight into the
R&E/S&T needs of potential foreign partners:, international forums, studies, exchanges of

information and personnel, and technical and/or exploratory discussions.®

19 These mechanisms may also be used to provide insight into the needs of foreign partners in all phases of the
Defense Acquisition Management System as well.
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3.4.1.1 International Forums

There are many international forums, conferences, and seminars dedicated to discussing

mutual capability needs and technology projects. These forums include:

e NATO’s: Science and Technology Organization®. See Chapter 11, Section
11.35.6

e Australia, Canada, New Zealand, United Kingdom and United States
(AUSCANNZUKUS) Forums. See Chapter 11, Sections 11.4.2 - 11.4.7.

e In addition there are at least thirty bilateral forums, such as the U.S.-Japan
Systems and Technology Forum and the U.S. / Canadian Armaments Cooperation
Management Committee that have a similar purpose. Some are also explained in
more detail in Chapter 11; for other bilateral means that foment IC in AT&L

consult your DoD Component’s international program office.

3.4.1.2 Studies

It is normal for the Department of Defense and potential international partners to conduct
studies before entering into an international cooperation in technology project. These studies can
be conducted years before the start of a project, and are often called feasibility studies or even
pre-feasibility studies earlier on. These studies are carried out by industry or government
agencies, or a combination of both, with the object of providing a technical appraisal of the
feasibility of developing and producing technology roadmaps or equipment. These studies can
develop input for: a) technology roadmaps and/or projects to include IC in Technology
bilateral/multilateral agreements that support such roadmaps/projects, b) cooperative
opportunities documents (CODs), and c) the Analysis of Alternatives (AoA)? required by
Department of Defense Materiel Solution Analysis.

3.4.1.3 International Exchanges of Information and Personnel®

A common source for IC in technology opportunities identification is the Defense

2 As of July 2012, the RTO becomes the STO IAW NATO agencies reform effort.

2! Usually CODs, according to statute, would be considered in the Materiel Solution Analysis/ Materiel
Development Decision AocA.

%2 To include the assignments of liaison and cooperative project/program personnel (CPP).
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Research, Development, Test and Evaluation Information Exchange Program (IEP), which
provides a standardized way of conducting bilateral S& T/R&E information exchange. The IEP
has proven extremely useful as a means of cooperative opportunities formulation for inclusion in
the MSA or International Involvement section of the Technology Development Strategy.
Another source for identifying IC in technology is the Defense Personnel Exchange Program
(DPEP), which encompasses all programs that involve the placement of foreign nationals in
positions with the DoD Components defense establishments in exchange for the placement of
DoD personnel in positions with foreign government defense establishments. These exchanges of
personnel include many disciplines, to include science, technology, research, engineering. See
Chapters 13 and 14, respectively, for more specific information on these programs.

3.4.1.4 Technical and/or Exploratory Discussions (TED)

Before entering into an international cooperative project, there are many forms of
dialogue that can take place with potential partners. These informal discussions are usually called
exploratory or technical discussions, which could result from 3.4.1.1 — 3.4.1.3 activities, or
anything but “negotiations,” — which require a legal authority and formal permission from OSD
unless delegated to DoD Component international programs office for selected international
agreements. TED discussions are characterized by the avoidance of any binding commitments on
the U.S. Government, and the lack of any draft international agreements. Otherwise, most
anything may be discussed just as long as disclosure (oral, visual and/or documentary) authority
has been obtained for any information provided by DoD representatives or defense contractors;
defense contractors must also ensure that they comply with the provisions of the DoS
International Traffic in Arms Regulations and Department of Commerce (DoC) Export

Administration Regulations.

3.4.2 International R&E/S&T Considerations upon Entry into The Defense
Acquisition Management System

International R&E/S&T projects are a consideration and may be initiated at any point in
the defense acquisition management system (see Figure 1. of DoD Instruction 5000.02,
“Operation of the Defense Acquisition System”), whenever it is a prudent business decision. Key
considerations for international cooperative opportunities are shown below in the context of the

system.
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3.4.2.1 International R&E/S&T Considerations During Pre-Systems Acquisition/Materiel
Solution Analysis Phase

The efforts, needed to identify cooperative technology development opportunities before
entering into a formal acquisition program, are often challenging, but such activities, to include
those spelled out in section 3.4.1 (R&E/S&T) eventually may produce high payoffs in cost
savings and interoperability when successful. Formulation of cooperative technology projects
involves resolution of issues in the areas of technology harmonization or Technology
Roadmap(s) development and/or harmonization, cost share, work share, technology transfer,
intellectual property rights, etc. Cooperative opportunities identification and formulation should
be pursued during the earliest phase of Pre-Systems Acquisition or, as noted in section 3.4.1,
even earlier in order to maximize the chance for success. In this regard a Cooperative
Opportunities Document should be developed and considered in the Materiel Solution Analysis,
Analysis of Alternatives; see section 3.3.

The DoD Component shall remain responsible for preparation and approval of most
statutory, regulatory, and contracting reports and other Materiel Solution Analysis/Materiel

Development Decision requirements.

3.4.2.2 International R&E/S&T Considerations During Pre-Systems
Acquisition/Technology Development Phase

Historically, the Department of Defense routinely transitioned immature technologies
into its acquisition programs, thereby resulting in significant schedule delays, cost growth, and
performance issues. As a result the DoDI 5000.02 spelled out the requirement for a Technology
Development Strategy (TDS); that is, a TDS designed to ensure that systems’ required
technologies attained the needed Technology Readiness Level or prototype for transition to its
acquisition program and the Acquisition Strategy at Milestone B. Engineering and
Manufacturing Development.

The TDS process promotes early, active and ongoing involvement and collaboration
among technology developers, acquisition program offices, and user representatives to establish
a comprehensive TDS divided into smaller, manageable stages that will timely mature
technologies. Even though this necessitates more upfront planning, such a well-conceived TDS
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will mature technologies to the required TRLs or prototype(s) while laying the ground work and

support for the development of the Acquisition Strategy and program initiation at Milestone B.

To develop a TDS, the DoD Components using the JCIDS process, and representatives
from multiple DoD communities formulate broad, time-phased, operational goals, and describe
requisite capabilities in the Initial Capabilities Document (ICD). They examine multiple
concepts and materiel approaches to optimize the way the DoD provides these capabilities.
Entrance into Pre-Systems Acquisition requires an analysis of potential concepts across the DoD

Components, international systems from allies, and cooperative opportunities.

There are several important mechanisms available to provide insight into the needs of
potential foreign partners: international forums, studies, exchanges of information and personnel,
and TED,; see sections 3.4.1.1 — 3.4.1.4 above.

Decisions made during the Materiel Solution Analysis and Technology Development
phases of Pre-Systems Acquisition generally define the nature of the entire program. Once the
program enters the Engineering and Manufacturing Development phase, it is difficult to adopt
major changes without significant schedule or cost adjustments. Thus, the importance of

attention to detail regarding the work envisioned in this chapter; such as:

3.4.2.2.1 Defense Exportability Features (DEF) Pilot Program.

Prior to the Engineering and Manufacturing Development Phase, acquisition programs
should investigate the necessity and feasibility (from cost, engineering, and exportability
perspectives) of the design and development of differential capability and enhanced protection of

exportable versions of the system or subsystem(s).

1. Therefore, during the Technology Development Phase, DEF projects
would develop and incorporate technology protection features into a system or
subsystem; see DASD (SE) Program Protection Plan Outline & Guidance, Section 8.0.

Foreign Involvement, July 2011. By doing this, exportable versions of a system or
subsystem could be sold earlier in the Production and Development phase, thereby (1)
enabling capability to be available to allies and friendly countries more rapidly and (2)

lowering the unit cost (BBP) of DoD procurements.
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2. Acquisition programs’ DEF candidates may be considered for the DEF
pilot program via nominations from the DoD components. AT&L / International
Cooperation (IC) is available for consultation regarding potential DEF candidate
nominations. After a favorable preliminary assessment of exportability and differential
capability / program protection needs, AT&L / IC will approve DEF candidates. Specific
differential capability / program protection requirements will be determined by DoD
technology security, foreign disclosure, anti-tamper processes. With sufficient industry
and government support, a feasibility study or the Technology Development Strategy’s
section 10 International Involvement, will determine the cost to implement the

differential features and the associated design specifications.

If a DEF candidate is pre-Milestone A, the feasibility study or AoA results should be
incorporated into the appropriate technology development requests for proposal (RFPs) and

contracts. Otherwise, see chapter 4.

3.4.2.2.2 International Cooperation Considerations in Technology Development Strategy_

To meet the requirements of Section 2350a(e) of Title 10 United States Code, the
Technology Development Strategy prepared for Milestone A, Principal Deputy Under Secretary
of Defense memorandum, dated April 22, 2011, SUBJECT: Document Streamlining - Program

Strategies and Systems Engineering Plan, provides the required outline for the Technology

Development Strategy(TDS) at Milestone A, and the Acquisition Strategy (AS) at Milestone B.
This TDS/AS outline includes a section 10. International Involvement, which must be addressed
in the TDS and AS, following is the TDS/AS outline section 10 language:

10. International Involvement?®

10.1.Indicate any limitations on foreign contractors being allowed to participate at the prime
contractor level.

10.2.International Cooperation.

10.2.1. Summarize any plans for cooperative development with foreign governments or
cognizant organizations. List the MOAs in place and identify the contracting activities.

10.2.2. Summarize plans to increase the opportunity for coalition interoperability as part of
the developing DoD program.

% This section of the TDS alleviates the need for a separate COD to be developed for Milestone A.
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10.2.3. Employ the AT&L-developed template® to provide a coalition interoperability
section in the Acquisition Strategy. Using the template will satisfy the cooperative
opportunities document requirement of 10 USC 2350a.

10.3. Foreign Military Sales. Specify the potential or plans for Foreign Military and/or Direct
Commercial Sale and the impact upon program cost due to program protection and exportability
features.

These considerations are based on in Section 2350a of Title 10 United States Code
requirements. They encourage the consideration of alternative forms of international
cooperation. Even if cooperative development is impractical, standards development, cooperative
production, Foreign Military Sales, licensed production, component/subcomponent co-
development or incorporation of subsystems from allied or friendly foreign sources should be
considered where appropriate. DoD Components should fully investigate potential cooperative
opportunities as part of the Technology Development Strategy development. Program
proponents should consult with the appropriate international programs organization to obtain
assistance in addressing international considerations during the development of the Technology

Development Strategy.

3.5 SUMMARY

International cooperative projects offer the opportunity to access the best technology and
achieve cost savings from the earliest phases of Pre-Systems Acquisition throughout the life
cycle, while attaining interoperability with coalition partners. All DoD acquisition personnel, in
consultation with the appropriate international programs organizations, should strive to identify
and pursue international cooperative programs in accordance with defense acquisition policy.
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CHAPTER 4: INTERNATIONAL COOPERATION IN
ACQUISITION

4.1 INTRODUCTION

A key objective of international cooperation in acquisition is to reduce weapons system
acquisition costs through cooperative development, production and support; and Foreign Military
and Direct Commercial Sales. According to current defense guidance Program Managers shall
pursue IC in Acquisition to the maximum extent feasible, consistent with core business practices
and with the overall political, economic, technological, and national security goals of the United
States. Defense acquisition policy mandates that interoperability shall apply within and among
U.S. Forces and U.S. coalition partners. A cooperative development program with one or more
allied nations is preferred to a new joint Component or Government Agency development
program, or a new DoD Component-unique development program. During the development of
the Acquisition Strategy for a new program, the potential for international cooperative research,
development, production and logistic support should be addressed in accordance with 10 U.S.C.
2350(a).

The potential for international cooperation must be considered in (prior to entry into the
Defense Acquisition Management System) Research and Engineering (R&E) and Science and
Technology (S&T) development, and afterwards in every phase of Pre-Systems Acquisition (See
Chapter 3.) and Systems Acquisition (this chapter) of the Defense Acquisition Management
System.

This chapter discusses the acquisition process and presents the considerations, options,
and requirements that exist for identifying international cooperative opportunities within the
defense acquisition management system. Government program management and industrial
structures, and acquisition strategies’ development also are presented in this chapter. Also
provided are definitions and terms pertaining to IC in Acquisition, the legal and policy basis for
these efforts and the potential for cooperative opportunities within all phases of the acquisition

process.
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4.2 LEGAL AND POLICY BASIS
4.2.1 Legal Basis

Title 10 U.S.C. 2350a (e) requires an analysis of potential international cooperative
opportunities. The National Defense Authorization Act Fiscal Year 2008, Sec. 1251. Cooperative
Opportunities Documents Under Cooperative Research And Development Agreements With
NATO Organizations And Other Allied And Friendly Foreign Countries, amended 10 U.S.C.
2350a (e) to clarify the requirement for the preparation of a cooperative opportunities document
before the first milestone or decision point see sections 3.4.2.1 and 3.4.2.2.2; see Figure 3-1The

Defense Acquisition Management System.

4.2.1 Policy Basis

DoD Directive 5000.01 and DoD Instruction 5000.02 govern the defense acquisition
system. Collectively, the DoD 5000 series specifies the overarching principles, policy,
conditions, and procedures for program approval and progress through the milestones of the
defense acquisition management system. Specific requirements regarding various international
considerations, including armaments cooperation, are also contained in the DoD 5000 series;

some examples include:

DoDD 5000.01 policy states that PMs shall pursue international armaments cooperation
to the maximum extent feasible, consistent with sound business practice and with the overall

political, economic, technological, and national security goals of the United States.

DoDD 5000.01 also mandates that interoperability shall apply within and among U.S.
Forces and U.S. coalition partners. The Directive further states that systems, units, and forces
shall be able to provide and accept data, information, materiel, and services to and from other
systems, units, and forces and shall effectively interoperate with other U.S. Forces and coalition

partners.

DoDI 5000.02 policy states that promising technologies shall be identified from all
sources domestic and foreign, including government laboratories and centers, academia, and

commercial sector.
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DoDI 2010.06 policy states that:

e Equipment procured for U.S. forces in NATO, other allied, and coalition
operations be standardized or at least interoperable with the equipment of

allies and coalition partners.

e Materiel interoperability with allies and coalition partners shall adhere to the

Defense Standardization Program.

e The Department shall comply, to the maximum extent feasible, with materiel
international standardization agreements ratified by the United States, subject

to systems engineering tradeoffs under DoDI 5000.02.

Amplifying guidance and information on international considerations pre and post entry
in the Defense Acquisition Management System are also contained in the Defense Acquisition
Guidebook.

Each DoD Component with acquisition responsibilities has the authority to issue
implementing policy directives for the DoD 5000 series, and may have done so. Consult with
the appropriate DoD Component international programs organization to determine if any further

international acquisition guidance is contained in such policy directives.

4.3 DEFINITIONS

Description and Decision Authority for Acquisition Category (ACAT) Programs
(See DoDI 5000.02 Enclosure 3 for more details)

Acquisition Reason for ACAT Designation Decision Authority
Category
ACAT | e MDAP (section 2430 of title10 U.S.C.) ACAT ID: USD(AT&L)

o Dollar value: estimated by the USD(AT&L)
to require an eventual total expenditure for ACAT IC: Head of the
research, development, test and evaluation DoD Component or, if
(RDT&E) of more than $365 million in delegated, the DoD
fiscal year (FY) 2000 constant dollars or, for  Component Acquisition
procurement, of more than $2.190 billion in  Executive (CAE) (not
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ACAT IA See
Notes 1&2

FY 2000 constant dollars
o0 MDA designation

MDA designation as special interest

MAIS (Chapter 144A of 10 U.S.C.): A DoD

acquisition program for an Automated

Information System See Note 3 (either as a

product or a service) that is either:
o0 Designated by the MDA as a MAIS; or

o Estimated to exceed:

$32 million in FY 2000 constant
dollars for all expenditures, for all
increments, regardless of the
appropriation or fund source, directly
related to the AIS definition, design,
development, and deployment, and
incurred in any single fiscal year; or
$126 million in FY 2000 constant
dollars for all expenditures, for all
increments, regardless of the
appropriation or fund source, directly
related to the AIS definition, design,
development, and deployment, and
incurred from the beginning of the
Materiel Solution Analysis Phase
through deployment at all sites; or
$378 million in FY 2000 constant
dollars for all expenditures, for all
increments, regardless of the
appropriation or fund source, directly

related to the AIS definition, design,
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further delegable)

ACAT IAM:
USD(AT&L) or designee

ACAT IAC: Head of the
DoD Component or, if
delegated, the CAE (not
further delegable)



development, deployment, operations
and maintenance, and incurred from
the beginning of the Materiel
Solution Analysis Phase through
sustainment for the estimated useful
life of the system.

= MDA designation as special interest

ACAT I e Does not meet criteria for ACAT | CAE or the individual
e Major system designated by the CAE
o Dollar value: estimated by the DoD See Note 4

Component Head to require an eventual total
expenditure for RDT&E of more than $140
million in FY 2000 constant dollars, or for
procurement of more than $660 million in
FY 2000 constant dollars (section 2302d of
title 10 U.S.C))

o MDA designation4 (paragraph (5) of section
2302 of title 10 U.S.C.)

e MDA designation as special interest

ACAT e Does not meet criteria for ACAT Il or above e Designated by the
i
e AIS that is not a MAIS CAE See Note 4

Notes:

1. In some cases, an ACAT IA program, as defined above, also meets the definition of an
MDAP. The USD(AT&L) shall be the MDA for such programs unless delegated to a DoD
Component. The statutory requirements that apply to MDAPs and MAIS shall apply to such
programs.

2. The MDA (either the USD(AT&L) or, if delegated, the DoD CIO or another designee) shall
designate MAIS programs as ACAT IAM or ACAT IAC. MAIS programs shall not be
designated as ACAT II.

3. Automated Information System: A system of computer hardware, computer software, data or
telecommunications that performs functions such as collecting, processing, storing, transmitting,
and displaying information. Excluded are computer resources, both hardware and software, that
are:
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a. an integral part of a weapon or weapon system;
b. used for highly sensitive classified programs (as determined by the Secretary of

Defense);

c. used for other highly sensitive information technology programs (as determined by the

DoD CI0); or

d. determined by the USD(AT&L) or designee to be better overseen as a non-AlS
program (e.g., a program with a low ratio of RDT&E funding to total program acquisition
costs or that requires significant hardware development).

4. As delegated by the Secretary of Defense or Secretary of the Military Department

Acquisition Program

Battlespace

Component Acquisition
Executive (CAE)

Cooperative Opportunities
Document (COD), and
Technology Development
Strategy (TDS) and
Acquisition Strategy (AS)

A directed, funded effort that provides a new, improved, or
continuing materiel, weapon or information system, or service

capability in response to an approved need.

The environment, factors, and conditions that must be understood
to successfully apply combat power, protect the force, or
complete the mission. This includes the air, land, sea, space, and
the included enemy and friendly forces; facilities; weather;
terrain; the electromagnetic spectrum; and the information
environment within the operational areas and areas of interest.
See also electromagnetic spectrum; information environment;

joint intelligence preparation of the battlespace.
Dictionary of Military and Associated Terms. US Department of Defense 2005

CAEs for each of the Components are the Secretaries of the
Military Departments, or Heads of Agencies with power of re-
delegation. The CAEs, or designees, are responsible for all
acquisition matters within their respective Components. For the
Army, the CAE is the Assistant Secretary for Acquisition,
Logistics and Technology; for the Navy, it is the Assistant
Secretary of Research, Development and Acquisition; and for the
Air Force, it is the Assistant Secretary for Acquisition.

Per 10 USC 2350a,* cooperative opportunities are
pursued to improve, through the application of emerging
technology, the conventional defense capabilities of the North

Atlantic Treaty Organization or the common conventional
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section 10 International defense capabilities of the United States and a specified

Involvement .
country (or countries).

Potential cooperative opportunities (in CODs, TDS’ and
AS’) must address these

queStlonS' %10 USC 23504, subsection (a)(2) refers to the following:
(2) The countries and organizations with which the
SECDEF may enter into a memorandum of agreement (or other
e Are there any Y 9 ¢

formal agreement) under paragraph (1) are as follows:

- . . . (A)The North Atlantic Treaty Organization.
Slmllar prOJeCtS In (B)A NATO organization.

(C)A member nation of the North Atlantic Treaty

development or Organization.
(D) A major non-NATO ally.
production by (E)Any other friendly foreign country.

one or more major allies of the U.S.?

e Could any of these projects satisfy, or be modified in
scope, so as to satisfy the U.S. military requirements?

e What are the advantages and disadvantages of trying
to structure a cooperative development program?
Things such as technology sharing, cost, schedule,
performance and interoperability/standardization
should be addressed.

e What are the opportunities for alternative forms of
cooperation such as FMS coproduction, licensed
production, component/sub-component co-
development or incorporation of subsystems from
allied sources and what are the advantages and
disadvantages?

If cooperative opportunities or international alternative exist
that would contribute to the Materiel Solution Analysis (MSA)
Analysis of Alternatives (AoA), a standalone COD may be
developed for and analyzed via the MSA Ao0A in competition

with all other alternatives.
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At Milestone A, TDS, and Milestone B and C AS,
cooperative opportunities or international alternatives must be
incorporated the TDS/AS section 10 International Involvement
and address the following:

e International Cooperation.

= Summarize any plans for cooperative
development with foreign governments or
cognizant organizations. List the MOAs
in place and identify the contracting
activities.

= Summarize plans to increase the
opportunity for coalition interoperability as
part of the developing DoD program.

= Employ the AT&L-developed Cooperative
Interoperability Section template (see
Defense Acquisition Guidebook) to
address any cooperative opportunities.
Using the template will satisfy the
cooperative opportunities document
requirement of 10 USC 2350a:

¢ Indicate any limitations on foreign contractors
being allowed to participate at the prime
contractor level.

e Foreign Military Sales. Specify potential or
plans for Foreign Military and/or Direct
Commercial Sales and the impact upon
program cost due to program protection and

technology transfer.
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Defense Acquisition
Executive (DAE)

Defense Acquisition System

Interoperability

Initial Capabilities
Document (ICD)

International Cooperative

Program

Joint Requirements
Oversight Council (JROC)

The DAE is the USD(AT&L) who has responsibility for
supervising the Defense Acquisition System. The DAE takes
precedence on all acquisition matters after the Secretary and the
Deputy Secretary.

The management process by which the Department of Defense

provides effective, affordable, and timely systems to the users.

Interoperability is the ability of systems, units, or forces to
provide and accept data, information, materiel, and services to
and from other systems, units, and forces and effectively
interoperate with other U.S. Forces and coalition partners.

The ICD is a broad, time-phased, operational goals focused
description of requisite defense capabilities. An approved ICD is

required for entrance into the Materiel Solution Analysis Phase.

Any technology (R&E/S&T) project or acquisition program
(Technology Development Strategy and/or Acquisition Strategy)
that includes participation by one or more foreign nations,
through an international agreement, prior to or during any phase
of a system's life cycle. All international cooperative programs
shall consider applicable U.S.-ratified materiel international
standardization agreements, and fully comply with foreign

disclosure and program protection requirements.

The JROC is the body that validates a proposed Initial
Capabilities Document (ICD). It is headed by the Vice-Chairman
of the Joint Chiefs of Staff. Its members are the Vice Chiefs of
the MILDEPs and the Assistant Commandant of the Marine
Corps. When the ICD demonstrates the need for a materiel
solution, the JROC shall recommend that the MDA consider

potential materiel solutions.
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Milestone Decision The MDA is the designated individual with overall responsibility

Authority (MDA) for a technology project or acquisition program. The MDA shall
have the authority to approve entry of a technology project or an
acquisition program into the appropriate or next phase of the
acquisition process and shall be accountable for cost, schedule,
and performance reporting to higher authority, including

Congressional reporting.

4.4 GUIDANCE FOR INTERNATIONAL COOPERATION IN
ACQUISITION?=

International cooperative opportunities should be identified at the first major milestone or
decision point in the defense acquisition process. The first consideration is at entry into the
Materiel Solution Analysis and Technology Development Phases (including the Technology
Development Strategy, Milestone A); see Chapter 3.

If executed correctly, the Technology Development Phase Milestone A, Technology
Development Strategy, that is, the Technology/Proto-Type(s) Readiness decision, should
seamlessly feed Milestone B — the Program Initiation decision and the development of the
Acquisition Strategy.

Upon entry into Systems Acquisition, MDAs recommend forming international
cooperative projects/programs at entry into Program Initiation (Milestone B) based on the
identification of an international project /program designated in the Acquisition Strategy section
10:

10. International Involvement

2.1. Indicate any limitations on foreign contractors being allowed to participate at the prime
contractor level.

10.2.International Cooperation.

10.2.1. Summarize any plans for cooperative development with foreign governments or
cognizant organizations. List the MOAs in place and identify the contracting
activities.

10.2.2. Summarize plans to increase the opportunity for coalition interoperability as part of
the developing DoD program.

25 Also see sections 4.5 - 4.7.
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10.2.3. Employ the AT&L-developed template® to provide a coalition interoperability
section in the Acquisition Strategy. Using the template will satisfy the cooperative
opportunities document requirement of 10 USC 2350a.

10.3. Foreign Military Sales. Specify the potential or plans for Foreign Military and/or Direct
Commercial Sale and the impact upon program cost due to program protection and exportability
features.

Heads of the DoD Components, Component Acquisition Executives or designees
recommend forming international cooperative projects/programs in accordance with the above,
and Chapter 12 of this Handbook. The MDA makes decisions in an attempt to establish an
international cooperative program as early as possible in the acquisition process. DoD
Components periodically review their programs to determine the potential for international

cooperation between major milestones.

The USD(AT&L) or the applicable DoD Component makes the ultimate decision to
pursue an international cooperative project/program. In conjunction with the above, the decision

process should consider the following:

e Demonstrated best business practices, including a plan for effective, economical and
efficient management of the international cooperative program.

e Demonstrated DoD Component willingness to fully fund their share of international
cooperative program needs, and the partnering nation’s commitment to equitably
contribute to overall program cost.

e The long-term interoperability and political-military benefits that may accrue from
international cooperation.

e The international program’s management structure which is documented in the
international agreement. The designated PM (U.S. or foreign) is fully responsible and
accountable for the cost, schedule, and performance of the development system.

The DoD Component shall remain responsible for preparation and approval of most
statutory, regulatory, and contracting reports and milestone requirements, as listed in Enclosure 3
of DoDI 5000.02. Specific examples are (the Technology Development Strategy (TDS) [Chapter
3]) and Acquisition Strategy (AS), Test and Evaluation Master Plan (TEMP), Acquisition
Program Baseline (APB), and Program Protection Plan (PPP). Documentation for decision points

2 rL: https://acc.dau.mil/GetAttachment.aspx?id=288191&pname=file&aid=44021&lang=en-US
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and periodic reports shall flow through the DoD Component acquisition chain, supported by the

participating nation(s), as required.

International cooperation can add stability to the program. DoD Components shall notify
and obtain approval of the USD(AT&L) for ACAT ID or ACAT IAM programs before
terminating of substantially reducing participation in international cooperative programs under
signed international agreements. Furthermore, DoD Components shall not terminate or
substantially reduce participation in international cooperative ACAT I1 or 11l programs under
signed international agreements unless they have provided notification to the USD(AT&L). The
USD(AT&L) may require the DoD Component to continue to provide some or all of the funding
for that program in order to minimize the impact on the international cooperative program.
Substantial reduction is defined as a funding or quantity decrease of 25% or more in the total
funding or quantities in the latest President's Budget for that portion of the international
cooperative program funded by the DoD Component seeking the termination or reduced

participation.

4.4.1 Mechanisms for Identifying, Developing and Executing International
Cooperation in Acquisition

In addition, there are several important mechanisms available to provide insight into the
Acquisition needs of potential foreign partners: international forums, studies, exchanges of

information and personnel, and technical and/or exploratory discussions.?’

4.4.1.1 International Forums

There are many international forums, conferences, and seminars dedicated to discussing

mutual capability needs and technology projects. These forums include:

e NATO’s Conference of National Armaments Directors (CNAD), see Chapter 11
Section 11.3.5.1. The CNAD's subsidiaries are the “Main Armaments Groups,”
particularly the NATO Army Armaments Group (NAAG), NATO Navy
Armaments Group (NNAG), and the NATO Air Force Armaments Group
(NAFAG).

%" These mechanisms may also be used to provide insight into the needs of foreign partners not just at the very
beginning of the acquisition process, but, also, in all phases of the Defense Acquisition Management System.
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e Australia, Canada, New Zealand, United Kingdom and United States
(AUSCANNZUKUS) Forums. See Chapter 11, Sections 11.4.2 - 11.4.7.

e In addition there are at least thirty bilateral forums, such as the U.S.-Japan
Systems and Technology Forum and the U.S. / Canadian Armaments Cooperation
Management Committee that have a similar purpose. For the full range forums
that foment IC in AT&L consult your DoD Component’s international program

office.

4.4.1.2 Studies

It is normal for the Department of Defense and potential international partners to conduct
studies before entering into an IC in Acquisition program. These studies can be conducted years
before the start of a project or program, and are often called feasibility studies or even pre-
feasibility studies earlier on. These studies are carried out by industry or government agencies, or
a combination of both, with the object of providing a technical appraisal of the feasibility of
developing and producing equipment. These studies can develop input for: a) cooperative
opportunities documents (CODs) for inclusion in the Analysis of Alternatives (AoA)? required

by Department of Defense before the start of a new acquisition program.

4.4.1.3 International Exchanges of Information and Personnel®

A common source for IC in Acquisition opportunities identification is the Defense
Research, Development, Test and Evaluation Information Exchange Program (IEP), which
provides a standardized way of conducting bilateral S&T/R&E information exchange. The IEP
has proven extremely useful as a means of cooperative opportunities formulation. Another
source for identifying IC in AT&L is the Defense Personnel Exchange Program (DPEP), which
encompasses all programs that involve the placement of foreign nationals in positions with the
DoD Components in exchange for the placement of DoD personnel in positions with foreign
government defense establishments. These exchanges of personnel include many disciplines,

such as science, technology, research, engineering, acquisition, logistics, administration, finance,

%8 Usually a COD will become an integral part of the Materiel Solution Analysis AoA.
 To include the assignments of liaison and cooperative project/program personnel (CPP).
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health, legal, planning, programming and intelligence. See Chapters 13 and 14, respectively, for

more specific information on these programs.

NOTE: However, today’s Master/Umbrella RDT&E program (RDT&EP) agreements allow for
both information and personnel exchanges and assignments because the U.S. statute covering the
