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MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT: Radie Frequency Identification (RFID) Policy - UPDATE

This memorandum updates the “"Radio Frequency Identification (RFID} Policy™,
dated October 2, 2003, 'This policy update provides revised business rules for the use of
high data capacity actuive RFID (Attachment 1) and an initial set ol business rules for the
umplementation of passive RFID and the use of the Electronic Product Cade (EPC)
compliant tags within the Department of Defense (DoD)) supply chain (Attachment 2),
This policy and associated business rules will continue o be refined as we implement the
active RFID capability and pilot the passive RFID capability over the next six months,

Do Components will continue maximum cffort 1o immediately implement and
expand the use of high data capacity active RF1D currently employed in the DoD
operational environment. DoD Compaonents will also plan for a January 1, 2005
implementation of the passive RFID business rules. These rules, which are in
Attachment 2, include the requirernent for DoD supplicrs 1o put passive RFID tags on the
cases and pallets of materiel shipped to the DaD as well as on the packaging of all items
requiring & Unique Identification (UID). DoD Components will establish an initial
capability to read passive RFID lags and use the dala at key sites by January 2005, The
Defense Logistics Agency has committed to making the strategic distribution centers
{San Joaquin, CA, and Susquehanna, PA) capable of reading passive RFID attached
shipments recetved from suppliers and applyving passive RFID tags on shipments to DoD
activities and units hy that date.

A key component to implementing RFEID throughout our supplier base is the
puhlication of a Defense Federal Acquisition Regulation (DFAR) mle goveming the
application of RFID ta the case/pallet/item packaging for matenie] purchased by the
Department. ‘To that end, | have direeted the Deputy Under Secretary of Defense
(Logistics and Materie]l Readiness) (DUSD(L&MR)) to waork with Defense Procurement
and Acguisition Policy to develop a proposed rule for publication in the Federal Register
by May 2004. The rule will require passive RFID tagging at the case, pallel and UID
item packaging level fur all new solicitations issucd after October 1, 2004, for delivery of
materiel on or after January |, 2005,
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Use of RFID to streamling our supply chain includes the intcgration of RFID event
data into the Dol Ingistics information systems. To achieve Lthis goal, the Assistant
Deputy Under Secretary (Logistics Systems Management) will determine the
requirements needed to integrate the RFID data into the DoD data cnvironment in
consonance with the Business Enterprise Architecture, The effort will include the
intepration with legacy/modernized logistics svstems, nuddleware translation
requirements, architecture and enterprise infrastructure requircments, and data security
issues. The results of this effort will be availahle March 2004 and will assist Dol in
decisions for legacy systems support as well as new systems development across the
Dol

In order to provide a capability to purchase passive RFIT) technology and leverage
the purchasing power across the Departmient, the Army’s Program Executive Office
Enterprise Information Systems (PEO ELS) office will establish a multi-award contraci
mechanism to procure EPC compliant technology. Contracts will only be awarded to
vendors who meet the published EPC 1ag specification.

Much remains o be completed prior W issuing the linal RFID policy in July 2004,
This requires your continued strong supporl of RFID policy development effort led by the
Assistant Deputy Under Secretary (Supply Chain Integration). The RFID IIPT will
complete the following tasks and resolve the remaining issues outlined below:

« Finalize DoD requirements for use of the EPC (March 2004)

o  Finalize Dol passive RFID technical specifications — tags and infrastructure
(March 2004 ).

e [Identify RFID budget requirements (March 2004)

¢ Conduct a second Dol RFID Summit for Industry (Apnl 2004)

«  Puhlish a proposed DIFARS Rule for the application ol passive RFID tags at point
of origin (manufacturer/vendor) on items procured by DoD (May 2004)

s  Complete an analysis of the initial RFID implementation projects (Junc 2004}

Complete an analysis of applicable regulations and olher requircments, such as

Hazards of Electromagnetic Radiation to Crdnance (HERO) cerlification (Junc

2004)

Provide a final RFID policy and implementation strategy (July 2004)

Implement passive RFID contract schedule (August 2004)

Develop an education and training plan for DoDd RFID (September 2004)

Issue final DFARS rule effective October 1, 2004 (September 2004)

We will continue to partner with our suppliers on this critical initiative. An RFID
enabled DoD supplv chain will reduce our operating costs, allow us to refocus critical
manpower resources, and will provide a kev coabler for the asset visibility support



needed by our warfighters. Your efforts are vital to our success in meeting Lhis
requirement. Additional information is available a

http:dfwaww acy.osd.nillog/ thd/index. html.
{
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POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

Ceneral Overview

Active RFID tags are data rich and allow extremely low=level RF signals to be received hy the
tag (since the reader/interrogator does not power the tag), and the tag (powered by its internal
souree) can gencrate high-level signals back to the reader/interrogator, Active RFIDD tags can
hold large amounts of data, are continuously powersd, whether in the reader/interrogator licld or
not, and arc normally used when a longer tag read disrance 1s desired.

The DolY Lopishics Auwtomane Identification Technology (1OG-AT) Office is the DaD focal
point for coordinating overarching guidance for the use of AIT within DoD. The Program
Exceutive Office, Enterprise Information Svstems (PEQ EIS), Product Manager - Automatic
Identification Technology (PM-AIT) Office is the procurement activity for AIT equipment (to
wielude REID equipiment and infrastrueture) witlun the Dol). The Defense Logistics Agency
(DLA) is the procurement activity and single manager for all active RFID tags. Users will
coordinate REIDY equipmentiintrastructure procurement through PM-ATT and tag procurenient
fromy DLA to ensure interoperability and compliance with this policy.

Do users will develop internal active RIID CONOPS and implementing procedures by 1 July
2004 to ensure wtal mteraperability and standardized implementation throughout their
OTZANIZAtIONS.

Active RFID Business Rules for immediate implementation to meet Combatant Command
Asset Visibility Beguirements

Sustainment/Retrograde Cargo

All Layer 4' Treight Containers (e.g. 20/40 fout sea vans, large engine containers) and palletized
(463L air pallets) sustainment/retrograde shipments must have active data-rich RFID tags written
with content level detail (nomenclature, stock number ete.) and applied al the point of origin by

" Layer 4 = Freight container (2.g. 20 or 40 foor SeaVans, 4631 Pallets with net)
An article of transpor! eguipment:
=  (Ofa permanent character and accordingly strong enough to be suitable lor
repeated use.
» Specially designad to facilitate the carriage of goods by ong or more modes ol
rangport, without intennediate reloadmg,
= Fitted with devices permitting its ready handling, particularly its wansler from
one mode of transport to another
»  Sodesigned as o be eazy o Tl and empty,
= [laving an internal volume of 1 m™ or more.
The term “treipht container” includes neither vehicles nor canventional packing.

Attachment 1



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

all activilics (mcluding vendors) smuffing containers or huildimg air pallsts.  Containers and
pallets reconfigured during transit must have RFID tags updated o avcurately rellect new
contents by the organization making the change

Unit Movement Equipment and Cargo

All Laver 4 Freight Containers (c.p. 20440 foor sea vans, large engine containers) and palletized
(4631 arr pallers) unit move shipments, as well as all major orgamzational equipment, must have
active data-rich RFID tags written with content level detail (nomenclature, stock number etc.)
and apphied ar the pownt of ongin by all activities {(including vendors) stuffing counlainers or
building air pallets, Exceplion w this requircment applics o self-deploying awcraft and ships,

Ammunition Shipments

All Layer 4 Frapht Containers (e 20040 foot sca vans) and palletized (4631, air pallets)
ammunition shipments must have acrve data-rich RFID tags written with content level detail
(nomenclature, stock number ete.) and apphed al the point of ongin by all activities (inclhuding
cuntractors) stufTing containers or building air pallets. Contamers and pallets reconfigured during
transit must have REID taps updated 1o accurately rellect new contents by the organization
abing e clunee,

Prepositioned Mualteriel and Supplies

All Layer 4 Freight Contaners (¢, 20040 faot sea vans, large engine containers) and palletized
(4631 air pallets) prepositioned stocks or War Reserve Matericl (WRM), as well as all major
organizational equipment, must have actuve data-rich RF1D tags wnitten with content level derail
(nomenclanre, stock number 2tc) and applied at the point of orign by all activitics {ineluding
vendors). Dxecution for current afloal assets wall be completed during normal mamtenance cycle
or sooner as desired.

RFID Tag Files

All active dara-rich RFID tag files will be written with content level detail (nomenclature, stock
number, ete.) in accordance with approved formars and farwardsd to the regional in-transit
visibility (TTV) server(s) for further mansmission w Glubal Transportation Network (G1N) and
other global asset visibility sysiems as appropriate.  Iransmission must be in accordance with
cstablished Dol) data nmeliness guidelines.

RIID Infrustruclure

USTRANSCOM will ensure that designated srrategic COXNUS and OCONUS acrial ports and
seaports (including commercial ports) supporting nulitary opzrations have RFID equipment
(interrogators, write stations, tags, brackats) with read and/or write capability 1o meet Combatant
Commander requirement for asset visibility. Military and commercial ports will be instrumented



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

with fxed or mobile capabilily based on volume ol aclivily and duration of the requirement at
the port.

Mulitary Departments and Combat Support Agencies are responsible for end-to-end Tn-Transit
Visibility and will ensure sufficient RFID infrastructure and equipment (interrogators, wrile
stations, lags, and brackets) is appropriately positioned in order to fully support Combatant
Commander OPLANs and military operations. Az above, military and commercial ports will be
wstrumented wilh lined or mobile capability based on volume of activity and duration of the
requirement at the port.

T ensure users take maximum advantage of inherent efficiencies provided by this wehnology,
RFID capability will be fully mtegrated mte eaisting and Luture logistics automated information
systems in order that RFID recorded events hecome automatic transactions: of record.
Geographical Combuatant Commanders may  diregl Service Components/Conibat - Support
Agencics o acquure, operate, and mamtain other theater supporting RFID infrastructure to meet
changing theater operations.

As o general rule, an organization responsible for port or legistics node operalion 15 also
responsible for mstalling, operating, and maimiaiming approprate RFID capability. Additionally,
when responsibility for operating a specific port or node changes (c.g. acrial port operations
clange from strategie to operational), the losing activity 15 responsihle for coordinating with the
gaining activity to ensure RFID capability continues without interrupltien.

REID Funding

The cost ol implementing and opsratng RFID rechnology s considered 2 nermal cost of
transportation and logistics and as such should be [unded through routine Operations and
Maintenance or Working Capital Fund processes. It 1s the responsibility of the activity at which
containgrs, consolidated shipments, or air pallets are built or reconfigured to procure and vperale
sufficient quantities of RFID equipment (interrogators, wrile stations, taps, bracksts) to support
the aperations. Warking Capital Fund acovites providing this support will use the most current
DoD guidance in determining whether operating cost authority (OA) or capital investment
program [(CIP) authority will be usad to procure the required RFID equipment. If the originating
activity of the Layer 4 conlainericonsolidated air paller 5 a vendor location, it 18 the
responsibility of the procunng Service/Agency w procure suificient RFID squipment o provide
1o the vendor 1o meet the requirement. Addiuenally, Combatant Commanders are responsible for
coordinating with their Service Components o ensure adsquate enroute REID infrastructure 13
acquired and operating at key logistics nodes.

Lad



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

RFID Tag Return

The DLA automated wheolgsale management system will provide tags through existing supply
charmels. The single Ilem Manager lor the active RFID sustainment tags s the Defense Supply
Ceenter Philadelphia (DSCP). Tnventory Control Point (ICP) Routing Identifier Code 591 Only
new Condition Code A tags will be sold o cusiumoens.

All returned tags thal are serviceable aller relurbishment will be reccived into wholesale
inventory as Condition Code B and will be available as free issue from the DLA Defense
Distribution Center (DDC) when they are placed on a palletcontuner by DDC. This will spread
the savings across the Dal) Commumty of active tag users. When DDC requisitions tags,
Condition Code I} tags will be issued Lirst. 15 there are no Condition Code B tags avadable for
ssue 1o the DO, the DD will pay the standard price for Condition Code A tags. Activities
may use the Defense Logistics Management Supplement Maleriel Returns Program (MRP) to
relurn tags no longer required and reccive raimbursement for packaging, crating. handling, and
transpartation (PCH&T) costs. Excess tags sent back without MRP transactions will not result in
PCHET rennburserment 1o the costomer, The PCH&ET reimbursement incentive for tags received
with MRP transactions will result in reduced costs and savings w DoD [rom reusing the
Condition Code B tags. The Military Scrvices, other requisitioners and users may opt ta establish
their own retml aperation for used tags and meur the cost of refurbishment themselves.

REID T'ag Formats

The Dol LOG-ALT Office is responsible for coordinating, establishing, and maintaining RFID
tag formats and data content. The RFID tag procedures will be dentificd in the Defense
Transpertation Regulation (Dol) 4500 9-R ) and the format requirements published in MIL STD
120 (DOD Standard Practice for Military Marking lor Shipment and Storage).

REID I'TY Server Management

The PM-AIT Office will manage the RFID ITV Servers. All Military Serviess, Cambatant
Commanders, and Dol) Asencies operated RETD interrogators will forward their data to the ITY
servers maintained hy PM-AIT. This will enable the PM-AIT Qilive o program for funding and
provide a centralized management structure for the regional 1TV Servers, including the
SIPRNET ITV server. PM-AIT is responsible [or ensunng that 1TV system performance and
information assurance requircments are in accordance with DoDD 83500.1 and DODI 8500.2.
The NTPRNET-hased TTV servers must be interoperable with GTN, GTN 21, JTAV/IDE, and
other DoD Logistics Svstems as determined by the PM-ATT Office and the User
Reprassntative(s). The SIPRNLOT-based ITV server must inleroperate with (lobal Combat
Support System (GCSS) and Global Command and Contral System (GOCCS) and other classilied
systems as determined by PM-AIT and the User Representativi(s). PM-AIT will be responsible
for maintaining the aceredilation and networtlioess certification of all ITV sarvers,



POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUFPLY CHAIN

Passive RFID Business Rules for the DoD Supply Chain

General Overview

Passive RFID tags reflect energy from the reader interrogator or receive and tempararily store a
small wmount of energy from the readerinterrogator signal 1n order to generate the tag response.
Passive BRFILY requires strong BEF signals lrom the reades’intercogator, and the RE signal strength
returned from the tag is constrained w very low levels by the limited energy. This low signal
strength equates to a shorter range for passive tags than for active tags,

Senu-passive taps didier from passive i that s passive 1ags possess an intemal power source
(battery) for tag circuitry which allows the tag to complete other functions such as monitoring of
cuvirommnental conditions (empuerature. shock) and whuch may extend the tag signal range

Passive BFID Business Rules commencing Janwary 1, 2005 for all materiel purchased by
lhol)

Case/Pallet Level Tagging/Marking

|, Casesiwarehouse pallets of materiel (except bulk commaditics such as sand, gravel or liquids)
will be tagged at the point of ongin (manufacturer'vendor) with passive RIID tags at the
casepallet level _2'” level packaping)

2. Doelysies where mateniel s associated mte casesrwarchouse pallets will tag these matencl
and supplies with an appropriate passive REID tag ar the casepallet level (2" level packaging)
prior o further trans-shipment W ollow-on Dol organizations, Agencies, or Scrviees. The
Defense Logistics Agency will ensure the stratzgic distmrihution centers at San Joaquin, CA and
Susguchanna, PA will be passive RFID ¢nabled by January 1 2005,

[tem Level TaggingMarking

1. All items thart require a Unigue Identification (UID}, and items specified by the procunng
activity, will be tageed on the item packaging ar origin (manufachurgr’vendar) with a passive
EFID tag.

Note: Specilic tag orientation and location. as well as physical mounting requirements arc being

reviewsd and will he addrzssed in forthcoming revizions to hoth this policy and the appropriate
DoD documentation.

Attachment 2



POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Passive RFID Business Rules for the DoD Supply Chain
Contract/Solicitation Requirements
All new solicitations for materiel 1ssued after October 1, 2003 far delivery an or after
January 1, 2005 will contain a reguirement for passive RTID tagging at the case, pallet (2™ level
packazing) and UID item packaging [ovel in accordance with an appropriate Defense Federal

Acquisition Regulation (DFAR) Rule/Clause.

Technieal Specifications

The fallowing table cutlines the specific focus of this policy by REID layer and identifies the tag
tvpe, tap class, and Do) approved frequency of the tags along with the nominal read ranges.

RFID | Description | Tag | Class | Frequency Read Range | Requirement

:_-E'E-.";l-yﬂr Kype Tag | e | T U
! g ' i "
0 Ttem B | CHE - Not yel Required
higher | _
i, 1 or Required vn

i Hem Packave | Passive UHF 3m UTDsspecified ilems

TR , Jan 12005
3 rris;1»|...r| Pasitve u_,r ur UILE o Heguirved 1 .0an 2005
Lunit, ease. | higher
A Unit Load, Passive | (L1 or LHF Im Hequired 1 Jan 2005
pallet, | higher

RFID tag specification:

1. When available, the DoD will use the Electrome Product Code (EPC) Class 1, Generation 2
tag.

2. Until the EPC Class |, Gensration 2 1ag is available, the DoD will accept current EPC lags lur
tests, pilots, and mitial implementalion projects.

3. Imtially, the DoD will regquirse a tag utihzing a 96-bit tag for items acquired in accordance
with the passive RETD husiness males.

4. The ultimate geal for the DoD is 1o use an open standard, EI'C compliant lag thal will supporl
DD end-to-end supply chain mlcaration.

Passive RFID Infrastructure. Architecture, and Integration

To ensure users take maximum advamage of inherent efliviencies provided by this technology,
RFID capability will be fully (nteprated inte existing and future logistics Automated Information
Systems (AlSs) i vrder that RFID recorded cvents become autemmatic transactions of record. The
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POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Passive RFID Business Rules for the DoD Supply Chain

DUST{LEMR) Togistics Systems Management office will analyre and review passive REID
dala requirements for inclusion into the DoD Dusiness Enterprise Architecture (BCA) and
servieesApency' Dol level mtomated information system (ALS) mtepration,

This review wall imclude:

*  DoD Business Cnterprise Architecture
*  Legacy and moadermzed AN mtegranon
*  Data infrastructure requirements (muddleware., process servers, network, etc.)

Security

Passive RTID secunity is at the network or architecture level. The DUSD(L&EMR) Logistics
System Modermization ollice, i covrdimation with the Jomt Stall, will analyze and review
passive RFID data infrastructure and network security requirements.

RETD Funding

The cost of implementing and operating RUID technology is considered a normal cost ol
transportation and logistes and as such should be funded through routine Operations and
Maintenanee or Working Capital Fund processes. It is the responsibility of the activity at which
cusesiwarchouse pallets are built Lo procure and operate sullicient quantitics of RELD cquipment
(interrogatars/readers, Write stations, 1ags, &1¢.) o support the operations, 1t is the responsibility
of the activily at which cases/warchouse pallets are reccived, (Lo acuvily where the “supply”
receipt is processed) to procure and operate sufficient quantities of RFID equipment
{interrogatorsreaders) o support receiving cperalions, Working Capital Fund activitics
providing this support will use the most current Do) gudance m determining whether operating
cost authority (OA) or capital investment program (CIP) awhonty will be used o procure the
required BFID equipment,
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