
AA&E Interagency Coordination Group Meeting Summary

The Arms, Ammunition, and Explosives (AA&E) Interagency Coordination Group (ICG) met on Wednesday, June 2, 2010, at LMI’s headquarters in McLean, Virginia.  A summary of the action items from the meeting and an attendee list can be found at the end of this summary.

OVERVIEW
After LMI administrative remarks, Ken Stombaugh, LMI, introduced the ICG Chairman, Mr. Tim McNulty, Office of the Assistant Deputy Under Secretary of Defense (Transportation Policy) (OADUSD (TP)). Mr. McNulty opened the meeting with welcoming remarks and emphasized the depth and breadth of the organizations that participate.  He also emphasized that the ICG meets only twice a year and that issues should not wait until the next meeting, rather they should be worked between meetings, as required, and new pressing issues should be brought to the ICG attention at any time. Mr. McNulty added that the ICG Charter and BPA Pilot memos were tied up in TP staffing and should be released soon.  Mr. McNulty then summarized key events since the last (December 2009) ICG meeting as follows:
· Many shipper systems have taken steps to implement an automated report of shipment (REPSHIP) and receipt capability

· Defense Ammunition Center (DAC) is finalizing an Army explosives safety specialist assessment

· Defense Transportation Tracking System Program Management Office (DTTS PMO) implemented trailer tracking February 15, 2010

· ICG Transportation Sub-Group is finalizing a small arms BPA Pilot test 

· DDESB Explosives Safety Risk Management Assessment started January 2010
Mr. McNulty reviewed the following open actions from the last meeting.
1. ADUSD (TP) will send the revised ICG charter to the members via a memo to gain their final approval.  
· Status:  Memo to ICG membership in final staffing
2. LMI will notify the ICG members when the DoD 5100.76-M formal SD Form106 staffing is released.  
· Status:  WHS is editing the document with an estimated release of late June 2010 
3. OUSD (I) agreed to provide the Military Services with the office name that receives their copy of the DoD 5100.76-M, SD Form106, for staffing. 

· Status:  Pending release of SD Form 106 from WHS

4. OUSD (I) will coordinate a meeting in February 2010, with ADUSD (SCI) and interested parties to work the inventory control issue.

· Status:  Action complete
5. OUSD (I) will organize a meeting to discuss the DOD Blanket Purchase Agreement (BPA) pilot planning.  OUSD (I) also agreed to coordinate with USPS before that meeting. 

· Status:  Action complete  
6. DDESB will send a memo to the Services with an info copy to OUSD (I) and ADUSD (TP).  The memo will outline the DDESB concern with foreign ammunition being stored unsafely at DoD installations.  

· Status:  Action complete  

7. LMI will send the revised ICG Transportation Subgroup (TSG) work plan to the ICG members.

· Status:  Action complete

8. The Military Services, through the TSG Chairman, will provide to ADUSD (TP) a list of high priority TSG initiatives. The TSG Chairman will also provide to ADUSD (TP) a document with the Services requirements for TSG contract support. 
· Status:  Action complete.   

9. DTTS PMO will research how to break-out OSM data separately from DTTS metrics.

· Status:  Action complete

10. OADUSD (TP) will contact USNORTHCOM to determine what their role should be in serious AA&E incident reporting.

· Status:  Action complete.

11. USTRANSCOM will present the ICG with the IRRIS configuration management process for system changes. 

· Status:  Action complete.

12. IRRIS/DTTS will correct the NIS report so that only Military Service NIS data is present in their report entry and DLA’s data is shown:    
· Status:  Action complete.
Mr. McNulty reported that OADUSD (TP) will continue to monitor progress, keep the AA&E community informed, and post AIP status updates and meeting minutes to the OADUSD (TP) website (www.acq.osd.mil/log/tp). ICG meetings will continue bi-annually.  Mr. McNulty again emphasized that actions should be worked aggressively between meetings. The next meeting is scheduled for December 1, 2010.  
AIP Status Updates and Presentations

Following the opening remarks and charter discussion, AIP status updates and presentations were provided by many of the attendees.  Hard copy briefings were provided to all meeting attendees.  (Those who would like electronic copies of the briefings should please contact Jared Andrews at jandrews@lmi.org.)  

The following is a summary of the AIP status updates and presentations in the order in which they were presented.  
AA&E Physical Security Update
Mr. Keith Minard, OUSD (I), briefed the status of several ongoing actions.  First Mr. Minard mentioned that the DIA Threat, Vulnerability, and Risk Analysis was on hold pending completion of DIA’s Chemical Program Review.  He said that the next assessment will be more focused on the transportation community.  The goal is to begin the threat assessment, with an objective to have it completed, by the next ICG. 
Mr. Minard provided an update on the DoD 5100.76-M rewrite effort.  The current version is in Washington Headquarters Services (WHS) for editorial review and once it’s ready it will go to the DUSD for signature and it will be put into the formal SD Form106, (DoD Directives Program Coordination Record), staffing process.  Release scheduled late 3rd Qtr FY 10.  Once the formal coordination is completed, Mr. Minard plans to invite all those commenting on the manual to a meeting.  During FY10 OUSD (I) will start analyzing and coordinating the manual for a follow-on revision in FY11.  The follow-on review will concentrate on why we do what we do.    Working groups will be arranged to resolve conflicting comments.  In the past, the focus of revisions was to reduce scope; this time the focus is to make policy more thorough.
Mr. Minard stated that he will try to use Defense Online for AA&E stakeholder conference call meetings.  He summarized the FY 10 review schedule. Transportation will be in July.  Meetings are an attempt to validate what we are doing is right and to fix any problems.
Mr. Minard stated that Directive-Type Memorandum (DTM) 09-012 was signed last year and it establishes minimum standards for physical access to installations.  DoD didn’t have a minimum verification of identification requirement and the DTM provides the standard. It authorizes the use of a Transportation Worker Identification Card (TWIC) by AA&E commercial drivers to access DoD installations with adequate shipment documentation.  DTM implementation is scheduled for no later than October 1, 2010.
Mr. Minard provided an overview of the physical access control enterprise and the minimum standards for access control.  The revision of DoD 5200.08-R is a 9-12 month effort with formal coordination expected by the end of the 2nd Quarter FY11.  The focus of these efforts is on expanding the scope and creating an adaptable policy based on a risk management/threat analysis.  Mr. Minard then presented a comparison between DoD 5200.08-R and DTM 09-012.  He also presented what USG credentials are authorized for use in facilitating physical access. and authoritative sources for visitor vetting.  Mr. Minard indicated there would be a 90 day pilot on National Crime Information Center (NCIC) checks starting about September 2010.  Navy Marine Corps Intranet (NMCI) network challenges exist because it uses different ports. However, the goal is to run checks through all service’s networks.  Mr. Minard also mentioned access controls for non- traditional access, e.g., railroad access.
Transportation Worker Identification Credential (TWIC) Update
Ms. Christin Finkel, TSA, provided an overview of the TWIC program including enrollment action statistics.  She indicated that the program was implemented in April 15, 2009 at maritime facilities and to date approximately 1.6M have enrolled in the TWIC program.  Mr. John Schwartz, Assistant TWIC Program Director, provided an overview of the reader pilot program.  The SAFE Port Act of 2006 requires TSA to conduct a pilot.  Mr. Schwartz reviewed the purpose of the pilot, its participant’s roles, timeline, and the three different phases as follows:

· lab technical testing –completed, 

· early operational assessment in the field – underway,

· system test and evaluation – underway

There was a discussion of the differences between DoD’s Common Access Card (CAC) and TWIC.  TWIC is required to have a contactless reader capability, it’s issued for 5 years and the data on the TWIC must be encrypted.  The CAC currently doesn’t have data encryption capability.  
A question was asked about whether the TWIC will be expanded to other modes.  Mr. Schwartz responded that there is no reason it couldn’t be expanded but it must work first in maritime and then expansion can be considered.  There was another question about why there was a bio-metric requirement.  Mr. Schwartz indicated that the law says that you must use bio-metrics in the process of verifying identity.
Mentioned was the higher rate of failure of the cards and a steeper learning curve than anticipated.  TSA found that older people don’t have as easily readable fingerprints.
October 1, 2010 is the implementation date of the reader pilot, if the installation has the capability.  DHS Employment Eligibility Verification I-9 form must have the two column requirements of ID and verification of employment.

Automated REPSHIP and Shipment Unit Receipt Update

Mr. Jared Andrews, LMI, provided an overview of the automated Report of Shipment (REPSHIP) and receipt initiative. The automated REPSHIP and receipt initiative involves shipper systems at both the shipping and receiving activity communicating REPSHIP and receipt data via EDI and XML electronic message formats.  Historically, REPSHIPs and receipts between shipping and receiving activities have been exchanged via fax or email.   Mr. Andrews noted that both the CMOS and DSS shipper systems have implemented an automated REPSHIP and receipt capability that will be released worldwide in July 2010.  Mr. Andrews noted that both the GATES and GFM shipper systems Program Management Offices (PMOs) are also considering implementing an automated REPSHIP and receipt capability. 
There was a discussion of the timing of the implementation and whether there would be duplication between the DTTS REPSHIP and receipt capability and the new automated capability within shipper systems.  Mr. Andrews noted that the while there may be duplication in the early phases of the implementation, the automated REPSHIP does not require any action from the TO at the shipping or receiving activity (i.e. the REPSHIP process is transparent and is executed automatically as a by-product of the systems).  DTTS may also want to consider receiving the automated receipt messages that are generated within the shipper systems to close-out shipments in DTTS.  
Mr. Andrews also noted that DoD may want to consider automating the advance planning process.  The advance planning process differs from the REPSHIP process. The advance planning process currently involves the Transportation Officer (TO) at the shipping activity calling the receiving activity before the shipment departs to receive confirmation of whether the receiving activity has the ability and intent to receive and secure the sensitive shipment.  The Defense Transportation Regulation (DTR) implies that the shipment should not move until positive confirmation is received.  Mr. Andrews explained that the automated REPSHIP message is generated just before the shipment departs, therefore, the REPSHIP message cannot be used to support the advance planning process because it is sent too late in order to receive human confirmation back that they can receive the shipment.  He added that the shipper systems could potentially implement a new electronic message to support the advance planning process, but that the decision to pursue this type of automation would lie with the TSG and OSD. Mr. Andrews also mentioned an incident involving an AA&E shipment to Kandahar that was rejected because there was no place to store and secure the shipment. 
Mr. Mike Hanson, HQ Air Force, noted that the implementing an automated REPSHIP capability within all DoD shipper systems is one of the TSG’s top long-term priorities.  
Mr. Kevin Ashley, HQDA G-4 brought up the issue of organizational email address availability.  In the event that a receiving activity does not have an automated REPSHIP capability within their shipper system, the shipping activity has to send the REPSHIP to the receiving activity via email to be in compliance with the DTR.  However, sometimes an organizational email address is not readily available.  Mr. Ashley asked Mr. Andrews if he could follow-up with the Department of Defense Activity Address Directory (DODAAD) administrator to see if an organizational email address could be added to the DODAAD.  Mr. Andrews agreed to follow-up and also noted that the Transportation Facility Guide (TFG), which is available through SDDC’s Electronic Transportation Acquisition (ETA) system, also already includes organizational email addresses for many activities.  

Mr. Andrews also noted that as DSS, CMOS, and other DoD shipper systems attempt to automate the REPSHIP and receipt process, policy-related questions come up from time to time.  He added that programmers are trying to interpret the policy and code their applications accordingly.  He stressed that the TSG should validate how the systems are programming their applications and work to clarify the REPSHIP and receipt policy within the DTR. He also encouraged the TSG members to attend the next REPSHIP Working Group (WG) meeting June 8, 2010 to get an appreciation for how the initiative is progressing. 
New Technology - Trailer and Rail Tracking

Mr. Bill Maham, DTTS PMO, provided an update on the SDDC/DTTS trailer tracking and the Next Generation Wireless Communications (NGWC) technology rail tracking test.  He outlined what Trailer Tracking Service (DCS) entails, the objective for monitoring the trailers, current progress of the implementation, and the next steps.  He related that, on average, 1,800 DCS shipments are tracked per month and that approximately 1,600 trailers have been equipped and certified for DCS use.  Mr. Maham projects that about 2,000 trailers will be equipped before the next equipment release.  He also indicated that at the end of July the carriers and vendors will be meeting with DTTS PMO to provide their feedback on the DCS implementation.  Mr. Alex Keenan, DOT, related that for the Mexican cross border project the federal government paid for participating carrier’s equipment and their satellite vendor was Qualcomm.  There was a discussion of the issues surrounding expansion of DCS to other motor carrier equipment.
Mr. Maham provided an overview of the recently completed NGWC rail tracking test.  The test tracked AA&E containers moving via rail from Tooele to MOTSU and was extended at the request of JMC, CENTCOM and USTRANSCOM to track containers from MOTSU to forward locations in Iraq and their return to CONUS.  
There was a discussion of mesh technology and its capability that enables upper stowed containers to communicate with containers in the bottom of a vessel.  LIA is working with mesh technology and it should be available for use by the end of 2010. 
The NGWC test validated that the sensors worked properly.  There were some battery issues, but it was found that transponders sat for extended periods of time and that they can be recharged. 

Mr. Maham related that he was uncertain how much additional DTTS manpower will be required to add rail shipments to the DTTS tracking mission.  He also indicated that the ping rate will have to be studied for the other modes, e.g., ocean.  Mr. Maham indicated that the DTTS PMO needs to coordinate with the JSWG to discuss next steps and that business rules must be developed early on along with milestones.  Mr. Maham was asked about DTTS use of other sensors, for example, rapid deceleration sensors, which provide alerts when a vehicle suddenly decelerates.  Mr. Maham answered that no additional sensors are currently being considered or assessed. Door open/close and tether/untether are the only sensor types that are currently being implemented. 
International Commercial Air Shipment of AA&E – Pilot Test Plan Overview

Mr. Jorge Leon, USTRANSCOM provided background on issues regarding the movements of smaller quantities of Foreign Military Sales (FMS) AA&E shipments, which in turn, led USTRANSCOM to develop a pilot test plan concept.  Currently, organic AMC airlift is not always available to move small shipments of AA&E unless an extremely expensive Special Assignment Airlift Mission (SAAM) mission is used.  Mr. Leon reviewed the pilot test plan concept, process, and major process elements.  He indicated that the pilot includes Security Risk Category (SRC) III, IV, and uncategorized explosives and that the key to the pilot’s success is who is receiving the cargo   Mr. Al Bane, USTRANSCOM, by phone, indicated that the FMS community has very few shipments where Air Mobility Command (AMC) organic airlift is not available, and where commercial capability would be required.  A question was asked about the use of foreign flag carriers in the pilot test.  Mr. Leon indicated that they would not be used.  Another question was asked about whether the commercial carriers would also be used to move FMS retrograde shipments back to the US. Mr. Leon responded that commercial carriers will only be used to deliver AA&E shipments to customers overseas during the pilot test. A question was asked when the pilot test will begin.  Mr. Leon responded that USTRANSCOM has to receive OUSD (I) approval of the pilot test before they can proceed.  Mr. Minard indicated that he just recently received the test plan and that he needs time to review before providing feedback.
Mr. Bane indicated that USTRANSCOM wants to roll the capability out slowly in order to prove and validate the concept.  He also related that issues exist at Ramstein Air Base.  The German government will not permit DoD to transload FMS shipments at Ramstein. Mr. Bane also indicated that the AMC channel system may require slight restructuring to assist with these small movements.  When put in place this new capability will not be used very often, but will be a back-up when other organic options are not available. 
AIP 10 Update – AA&E Research Devolopment Test & Evaluation (RDT&E)
Mr. Robert Rossi, Armament Research Development Engineering Center (ARDEC), reviewed the AIP initiative to establish and maintain a process to coordinate and leverage the totality of RDT&E efforts related to the distribution of AA&E within DoD.  He reviewed the system’s capability to retrieve briefings, documents and technical papers, etc.  Mr. Rossi related that they were doubling the data base every 6 months and this summer they will be digitizing the videos in the database.  He indicated that their biggest challenge was getting other Service’s input.  Mr. Rossi will get with Mr. Hanson to try and get access to the appropriate Air Force system(s).  They have been loading the database with briefings, project summaries, technical papers, and video clips obtained from conferences that they have attended, information posted online, and reports from recent AA&E logistics projects.  He also mentioned that they are trying to get a well stocked database so users will want to come back to the site.  Mr. Rossi related that their next steps will be to pursue additional data sources (DHS, AFRL, other appropriate DoD and military service labs and organizations etc.), and identify potential methods to socialize the Knowledge Base within the DoD once it is sufficiently mature.  
ICG Transportation Subgroup (TSG) Update
Mr. Hanson, TSG Chairman, provided the background, purpose, test installations, and timelines for the BPA small arms pilot test.  By using BPA carriers DoD has another option to the United States Postal Service.  He indicated that they wanted to test at bases that have a significant volume with a good mix of the Services’ shipments.  Mr. Hanson related that the Spiral 1 portion of the test begins July 5, 2010.  He then reviewed the test timeframes and spiral implementation steps.  He also mentioned that a DTR change would be necessary if the pilot is successful to allow this new option.  Mr. Hanson reviewed the test shipments, receiving requirements, and also showed carrier tracking system screens.  He emphasized the pilot criteria of “lose a gun and you are done”.
Mr. McNulty indicated that the memo to the Services requesting their approval of the pilot will also be sent to OUSD (I). The Services should coordinate the memo with their Security directorates.  Once approval is received the pilot will begin.  A customer advisory is currently being prepared to provide pilot test implementing guidance.
Next, Mr. Hanson provided the background on the use of Security Escort Vehicles (SEVs) and mentioned that the current threat environment is different than when SEVs were implemented following the events of 9/11.  He further reviewed Satellite Monitoring Service (SNS), SEVs, and DCS capabilities.  Mr. Hanson provided a comparison of SEV and DCS capabilities and discussed the pros and cons of each capability to mitigate the risk associated with the movement of AA&E within CONUS.  He related that the way ahead paper is still being worked and that the TSG is also waiting to receive an LMI cost analysis which will discuss cost savings that could be realized if SEV is eliminated.  Once the position paper and analysis work is completed he will approach ADUSD (TP) and OUSD (I) with a recommended course of action.
Mr. Minard indicated that the TSG should look at the threat and how to mitigate it as well as look at the type of aggressors that cause the threat.  He believes more analysis is needed before eliminating SEVs on any AA&E shipments.  The analysis should begin by identifying the baseline, minimum security measures that are needed to effectively secure sensitive shipments while in-transit (i.e. the analysis should not simply be limited to cost and determining whether DCS can replace SEV).  Mr. Minard suggests looking at what is the best package of protection for SRC I shipments.  Major Erik Fagerheim, SDDC indicated that the physical security folks need to be involved in the analysis.
Dr. Jo Covino, DDESB, asked that the SEVs decision be staffed with the DDESB.  Mr. Hanson indicated that they would consider her suggestion.
Mr. Hanson concluded with a review of the results of a TSG planning session at which a prioritized list of initiatives/projects was developed.  The list is due to the ICG Chairman by June 11, 2010.
Joint Transportation Officer Training Course
Mr. Kevin Ashley, Army G-4, provided a briefing on a newly proposed Joint Transportation Officer’s (JTO) training course.  He provided some background on the initiative, the course concept/requirements, target student population, and identified the working group that developed the JTO concept.  Mr. Ashley emphasized that transportation officers have a large acquisition mission and obligate around $10B annually and that they need certified training to ensure they are properly prepared for these positions that have significant fiscal and operational responsibilities.
Mr. Ashley reviewed the concept of the course.  He also indicated that the working group plans to conduct a survey of TOs to get their input on course content.  He also indicated that cost estimates to develop the course will be needed.
Mr. Ashley asked for ICG member support of the course and indicated that if anyone wants to participate or provide input they should contact him.
Mr. Hanson indicated that the Services currently rely on their experienced personnel; however, many of those personnel are getting close to retirement and that the Services will soon lose that expertise.  
AIP 14 Update - DTTS Metrics
Mr. Maham provided DTTS shipment data which was broken down by Service and category.  He also provided emergency response and DoD not-in-system (NIS) statistics.  Mr. Maham indicated that DTTS tracks approximately 75K shipments annually.  He also related that breaking out the other sensitive material (OSM) shipments from the data is a manual, time-consuming process; therefore, DTTS monthly reports will not include a break-out of OSM from the other types of shipments that DTTS currently tracks. 
Defense Transportation Regulations (DTR) Change Process
Mr. Jorge Leon reviewed the DTR change process and the POCs that are included on distribution of staffed changes.  Mr. Minard mentioned that the physical security folks don’t see DTR changes.  Mr. Leon indicated that he will take this for action.
 Semantic Regulation/DTR Chapter 205 Demo
Mr. Gus Creedon, LMI, provided a briefing and an online demonstration of an LMI-developed capability that that uses Semantic web technology to map and automate regulations and other publications. The capability is very useful for readers to rapidly identify key information relative to their inquiry and assist maintainers of regulations to easily incorporate changes and identify related provisions. Mr. Creedon demonstrated the capabilities of the tool by navigating through Chapter 205 of the DTR.

Mr. Larry Earick, SDDC, asked about the tool’s capability to recognize whether a change to one section of the regulation could affect other sections.  Mr. Creedon responded that if the whole DTR was loaded it could easily show that kind of relationship throughout the regulation.
AIP 11 (Knowledge Management) and AIP 13 (Training) Update
Knowledge Management (AIP 11)

Mr. Bill Scott, DAC reviewed the ammo and hazardous material (HAZMAT) Transportation communities of practice (COP) web portals.  The CoP portals provide a forum for sharing expert knowledge, lessons learned, and best practices.

Training (AIP 13)

Mr. Scott indicated that the initial HAZMAT certification course will be taught in classroom-only.  Recertification is now available on line, but the system checks whether you have the necessary prerequisites before it will allow you to take a class. Beginning FY11, DAC will begin advertising the on-line Ammo 62 recertification course. 
DHS/TSA/DOT Initiatives
Mr. Alex Keenan, DOT, indicated that he will brief the next ICG meeting on Comprehensive Safety Analysis (CSA) 2010 data base improvements and how they collect data.

Mr. Dan Schultz, DHS, related that DHS is currently going through a re-organization and that Homeland Security Presidential Directive 7 (HSPD-7) is a key developing issue with DHS.
Meeting Conclusion

Mr. McNulty concluded the meeting with a review of the action items that were captured during the course of the meeting.  He thanked the attendees for their participation and urged the group to bring up new issues and initiatives at any time and not to wait until the next ICG meeting to surface and work them.  Mr. McNulty agreed to have LMI send the draft ICG meeting minutes to the members at the same time they are sent to him. The next AA&E ICG meeting is scheduled to be held at LMI December 1, 2010.
Summary Action Items

The ICG meeting generated the following list of action items:
· The REPSHIP working group will address issues surrounding the implementation of the automated REPSHIP, which would include identifying whether shipper systems should develop automated capability to perform advance planning process.
· Mr. Andrews, LMI, agreed to coordinate with the DODAAD administrator to determine if an organizational email address can be added to the DODAAD to support the REPSHIP process.
· TSG will provide the Services, OUSD (I), and DDESB with an analysis that lays out the risks and the migrating measures that should be implemented to mitigate those risks– LMI is providing an analysis of the cost savings that could be realized with the elimination of SEV. 
· Mr. Leon will work the issue in which Mr. Minard mentioned that the physical security folks don’t see DTR changes.

· Mr. McNulty will provide the Services the BPA Pilot and ICG charter memos once the memos are internally staffed and signed.
· ADUSD (TP) will obtain OUSD (I) concurrence/comments on the Commercial Air Shipment of AA&E Pilot Test Plan and then coordinate a meeting with all interested parties to get their input and support of the Pilot Test Plan.
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