
AA&E Interagency Coordination Group Meeting Summary

The AA&E Interagency Coordination Group (ICG) met on June 12, 2007, at LMI’s headquarters in McLean, Virginia.  An attendees list can be found at the end of this summary.

OVERVIEW
Mr. Fred Schutz, OSD (Transportation Policy), started the meeting with welcoming remarks.  Mr. Schutz reiterated the primary objectives of the meeting which were to:
· review status of the DoD AA&E Implementation Plan,
· review roles, responsibilities, and expectations,
· synchronize efforts,
· identify and discuss any new issues,
· discuss Sub-Group efforts.

In terms of progress, Mr. Schutz reported that eight of the fourteen total AIPs have been completed (1, 3, 4, 5, 7, 8, 10, and 12).   He noted, however, that some of the completed AIPs have “follow-on tasks”; therefore, some of the completed AIPs will be treated as on-going until the follow-on tasks are completed.  

Mr. Schutz reported that the Government Accountability Office (GAO) has begun an audit that will look at what the Department of Homeland Security (DHS), Transportation Security Administration (TSA) and the railroads are doing to ensure the security of hazardous rail shipments.  Mr. Schutz provided GAO, DHS, and TSA with a copy of the recent LMI report “Improving Department of Defense Rail Security”.  He noted that DHS and TSA may benefit from reading the report because many of the report’s recommendations are applicable to any type of sensitive shipment, not just DoD AA&E.  
Mr. Schutz reported that LMI recently delivered two new reports titled “Improving the Security of AA&E while in the Contractor Distribution Process”, which is part of AIP 6, and “AA&E Training and Certification Assessment”, which is part of AIP 13.  He noted that electronic copies of both reports will be made available on OSD-TP’s website (http://www.acq.osd.mil/log/tp/aae.htm).  
Mr. Schutz reported that both the ICG Transportation Sub-Group and the RDT&E Inter-Service Group, part of AIP 10, have been chartered and are working.   
Mr. Schutz also discussed other coordinating efforts in the area of AA&E safety and security, including coordinating DoD comments to the DHS-sponsored Transportation Sector Specific Plan and Modal Annexes.  He noted that he also plans to participate in future TSA Government Coordinating Council (GCC) meetings and to provide DoD input to transportation security documents.  
AIP Status Updates and Presentations

Following the opening remarks, AIP status updates and presentations were provided by many of the attendees.  Hard copy briefings were provided to all meeting attendees.  (If you would like an electronic copy of all or any of the briefings please contact Jared Andrews at jandrews@lmi.org.)  

The following is a summary of the AIP status updates and presentations in the order in which they were presented. 

AIP 2 - Performance of Threat/Vulnerability/Risk Assessments

Mr. Schutz presented AIP 2.  He reported that recent turnover at USD(I) has delayed some of the progress on AIP 2.  At the December 2006 AA&E ICG meeting, Tim Lewis (USD(I)) agreed to research what vulnerability assessments had already been conducted, study what gaps there were in those assessments, share the results with the ICG, and then determine whether a complete end-to-end vulnerability assessment of the AA&E distribution pipeline is needed.  However, Mr. Lewis left USD(I) and did not complete this action before he departed.  This AIP will remain open until USD(I) completes their analysis.   
Mr. Schutz also reported that USD(I) plans to host a DoD 5100.76-M working group meeting at the end of June to review and staff the final version of the manual. 
A discussion ensued regarding DoD safehavens.  Dr. Josephine Covino, DDESB, reported that there have been recent cases where safehavens have turned away trucks carrying AA&E.  LTC Robert Essick, SDDC, reported that this problem may be occurring because Transportation Officers (TOs) have not updated their facility’s safe haven information in the Transportation Facilities Guide (TFG).  As such, LTC Essick agreed to send an SDDC advisory to all TOs advising them to make sure their facility information is updated in the TFG.   

AIP 6 – AA&E Contractor and Foreign Military Sales Assessments

AA&E Contractor Assessment

Mr. Jared Andrews, LMI, briefed the results of a recent study and report by LMI on the safety and security of AA&E while moving under the direct control of defense AA&E contractors (i.e. AA&E shipments arranged and moved outside of the Defense Transportation System).  As part of its study, LMI researched the policies, guidance, procedures, agreements and contract terms for the following types of movements: 

· Free-on-board (FOB) destination movements

· First article testing

· Plant-to-plant and contractor-to-contractor movements

· Performance based logistics (PBL) contractor movements

Mr. Andrews reported that LMI conducted site visits to selected AA&E manufacturers and met with their safety and security personnel.  LMI also interviewed a number of DoD organizations which included, but was not limited to Defense Contract Management Agency (DCMA), Defense Security Service (DSS), Joint Munitions Command (JMC), DTTS, and Service weapon system program managers.  

Below is a list of some of the report’s key actions that Mr. Andrews reported DoD should undertake to improve the security of AA&E shipments while under the direct control of DoD contractors and subcontractors.  

· Develop a new security manual tailored to contractors concerning their security responsibilities for handling and transporting AA&E while it is under their direct control. 
· Incorporate transportation security oversight requirements into program manager (PM) quality assurance letters of instruction to Defense Contract Management Agency (DCMA) for plant and regional representatives who oversee AA&E contracts.
· Make transportation security of AA&E a special item of interest during Defense Security Service (DSS) and DCMA pre– and post–contract award site inspections. 

· Instruct all DoD receiving activities to validate that each AA&E delivery is made by a DoD-approved munitions carrier, and that all appropriate and required transportation protective services (TPS) are present at delivery. 
· Ensure service PMs award FOB destination contracts only to contractors who have been approved to participate in DCMA’s Contractor Traffic Management Delegation Program (CTMDP) or who are self-certified as determined by DCMA for compliance with DoD Manual 5100.76-M.
· Assess the threats, risks, and vulnerabilities involved in the movement of foreign-sourced AA&E procured under FOB destination terms. Determine whether additional precautions or measures should be employed or whether other procurement delivery terms should be applied to these foreign contractor movements.

· Establish electronic interfaces between contractor shipping systems and DTTS to enhance contractors’ ability to report AA&E shipments to DTTS to initiate satellite tracking.
This report can be found on OSD-TP’s website.  

FMS AA&E Assessment
Mr. Ken Stombaugh, LMI, provided an introduction and overview of a new assessment that LMI will be beginning in the October 2007 timeframe.  LMI will assess and provide recommendations for improving the safe and secure movement of AA&E while in the Foreign Military Sales (FMS) distribution process.  

Mr. Stombaugh reported that LMI plans to meet with the Defense Security Cooperation Agency (DSCA) in order to solicit input on areas of interest and concern and to get their buy-in/support on LMI’s study approach.  Following that meeting, LMI will review the statutes, policies, regulations, and agreements that apply to the safe and secure movement of AA&E within the FMS program.  LMI will also map the “as is” distribution process and identify the FMS supply chains by selected weapons system and/or country.  LMI also plans to travel to some allied countries and interview their subject matter experts (SMEs), agents, freight forwarders, and carriers.  

AIP 7 and 12 - Theater AA&E Policies and Procedures/Worldwide AA&E Tracking

Mr. Stombaugh, LMI, provided an update on AIPs 7 and 12.  Mr. Stombaugh summarized the tasking and the key findings/recommendations contained in LMI’s report on the COCOMs’ theater policies and procedures regarding the safety and security of AA&E.  He said that the report has been distributed to the COCOMs for review and that the Joint Staff has advised that they have requested formal responses to the report’s recommendations NLT August 2007.

AIP 9 -Distribution Enhancements

Reengineer REPSHIP Process

Mr. Stombaugh, LMI, provided an introduction and overview of a new LMI task to reengineer the Report of Shipment (REPSHIP) process.  Mr. Stombaugh reported that the DoD currently has multiple, segmented processes for generating REPSHIPS, confirming shipment receipts, and submitting transportation discrepancy reports (TDRs).  OSD-TP has tasked LMI to develop a Concept of Operations (CONOPS) for integrating REPSHIPs, receipts at destination, and TDRs.  This effort will also consider supply processes and leverage automated supply discrepancy work.  LMI plans to host and facilitate REPSHIP working group meetings over the next few months in order to identify options and possible approaches for integrating REPSHIPs, receipts, and TDRs.  LMI is scheduled to deliver the CONOPS in October 2007.  

Biometric Credentials for Cleared Drivers

Captain Erik Fagerheim, SDDC, provided an update on DoD’s initiative to provide AA&E carrier personnel with Common Access Cards (CAC) in order to strengthen access controls and provide for positive identification.  USTRANSCOM has processed over 700 CAC applications since the program’s inception in 2006.  Captain Fagerheim reported that SDDC is continuing to work with the Transportation Security Administration (TSA) in order to ensure that the CAC is interoperable with the Transportation Worker Identification Card (TWIC); however, the TWIC continues to be delayed and a final rule on reader standards has not been issued.  Captain Fagerheim reported that USTRANSCOM hopes to process CAC applications for all AA&E carrier personnel and issue CACs to approved personnel by September 2007.   Captain Fagerheim noted that USTRANSCOM is also exploring the use of biometric credentialing in the trucks themselves (i.e. tractor won’t start without CAC and fingerprint).  

Ms. Betty Slanta, DLA, asked Captain Fagerheim if SDDC could send an advisory to all DoD installations in order to notify them about the CAC initiative.  Captain Fagerheim agreed to send out the advisory.  

Trailer Tracking Update

LTC Robert Essick, SDDC, provided an update on DTTS’ trailer tracking initiative.  DTTS plans to begin testing a number of commercial trailer tracking systems.  DTTS will also test a door open/close sensor and a trailer tethered/untethered sensor.  Working with LMI, DTTS plans to begin coordinating with satellite/cellular trailer tracking vendors and testing their unit’s data feed and geographic coverage capabilities. 

LTC Essick reported that SDDC plans to add Trailer Tracking Service (TTS) as an accessorial service in SDDC’s Unified Pub MFTRP1C.  Eventually, SDDC would like to eliminate the Security Escort Vehicle (SEV) accessorial service and replace it with TTS.  In order to help drive carrier investment in the new trailer tracking technologies, SDDC will allow TOs to choose either SEV or TSS for Security Risk Category 1 (SRC 1) shipments.  Since TSS is expected to cost considerably less than SEV, TOs will most likely order TSS over SEV when booking the shipment.  AA&E carriers who do not offer TTS would stand to lose business to AA&E carriers who do offer TTS.  As such, this strategy may help push AA&E carriers to invest in the trailer tracking technologies.   Mario Harley, Navy, noted that many AA&E carriers have already invested in trailer tracking technologies for fleet management purposes. However, it was noted current carrier trailer tracking business models do not include sensors or frequent status reporting – rather, carriers only use the tracking capability to locate their trailers on an exception basis.    
AIP 5 and 14 – AA&E Metrics
Emergency Response Metrics

Ms. Gina Closs, LMI, reported that LMI will begin a new task (part of AIP 5) for Army to define and develop emergency response metrics that can be used to measure DoD emergency response performance.  Ms. Closs provided examples of emergency response metrics to capture.   They included:

· time to dispatch DoD Explosive Ordnance Disposal (EOD) teams and nearest activity personnel

· time from dispatch until EOD arrival

· response time for other DoD support directed/on-site (PAO, MP, etc.)

Ms. Closs ended her presentation by soliciting suggestions from the AA&E ICG members as to what other DoD emergency response metrics should be captured.  Ms. Closs can be reached at gcloss@lmi.org.   

Distribution Performance Metrics

USTRANSCOM  reps Mr. Al Bane and Fred Posten (via telephone) provided an update on AIP 14.  Mr. Bane reported that while many of the metrics that USTRANSCOM had been capturing as part of AIP 14 are quite useful in measuring the performance of the AA&E distribution system, they do not, in his opinion, necessarily fit within the AA&E ICG’s mission to improve the safety and security of AA&E while in the distribution process.  He added that many of the distribution performance metrics that USTRANSCOM had previously captured for the AA&E ICG are being captured and monitored for a number of other working groups.  As such, Mr. Bane recommended that the ICG should decide what metrics are the most important to capture with respect to the group’s safety and security focused mission.  USTRANSCOM could then identify the best method for collecting the data and reporting those metrics back to the AA&E ICG.  

Mr. Bane presented a number of representative metrics that he thought the group would be interested in capturing.  They included:

· Time to gather information (location, shipment content, etc.)

· Time to notify local authorities

· Time to relay data to Army Service Watch Cell (ASCW)

· Total number of incidents and accidents
· Number of resolved incidents and any problems that arose

· Vehicle movement status/delays

· Carrier violations

· Missing information or process delays

Mr. Bane noted that DTTS is already capturing some of these metrics.  Mr. Harley noted that while DTTS is capturing a lot of that information, they are not promulgating that information to the Services and other interested parties.  The ICG identified the following as representative metrics that USTRANSCOM should look to capture:  

· On-time delivery rate and flag shipments which missed the RDD
· Average transit time, by mode/shipment category

· Breakdown of past AA&E shipments by SRC

· Rail movement metrics

· Time to notify the Services about an accident or incident 
· Missed RDDs and their average transit time by mode/shipment category    
AIP 10 - AA&E Research, Development, Test & Evaluation

Mr. Robert Rossi, Army Armament Research, Development and Engineering Center (ARDEC), presented AIP 10.  He reviewed the tasking and the key organizations that are involved in AA&E Research, Development, Testing, and Evaluation (RDT&E).  Mr. Rossi reported that ARDEC has established and chartered a working group comprised of members from Army (lead agent), Navy, USMC, Air Force, USTRANSCOM, OSD-DDR&E, and OSD-AT&L.  The working group is currently seeking funds to establish an AA&E logistics RDT&E module within the existing Armaments Knowledgebase.  

AIP 11 and 13 – Knowledge Management and Training
Training (AIP 13)
Mr. Bill Scott, Defense Ammunition Center (DAC), provided an AIP 11 update.  Mr. Scott reported that LMI delivered a report in January 2007 titled “DoD AA&E Training and Certification Assessment”.  The report aimed to answer four basic questions.  They were:  

· What careers or job positions require AA&E training and certification?

· What AA&E-related training courses are currently offered by the 
military services?

· How adequate is that training in meeting DoD requirements?

· How can the DoD AA&E training program be improved?

Mr. Scott stated that the report recommended that DoD: 

· assess requirements for new course development/enhancement because the current courses are light on security, handling, and packaging,
· determine the adequacy of existing AA&E training and certification programs, 

· examine and assess centralized tracking options for AA&E training and certification programs.  

In response to these findings, DAC has tasked LMI to provide the following:
· A report that details what additional security, handling, and packaging content is needed. 

· A concept plan for the implementation of a centralized certification, training, tracking, and notification system due October 2007.  

· A report detailing the findings and recommendations for improving AA&E course content due February 2008.  
Knowledge Management (AIP 11)
Mr. Earl Pedersen, SI International, reviewed his company’s tasking by DAC to create an AA&E Knowledge Management (KM) portal (AIP 13).  He discussed the best practices for creating, managing, and governing the portal.  Mr. Pedersen provided a demonstration of the basic online portal that had been created for the AA&E community of practice (CoP).  A number of AA&E functional life-cycle sub-communities, also referred to as Shared Interest Groups (SIG), are already using the AA&E CoP for their collaboration needs.  SI International recently created a Defense Knowledge On-line (DKO) front-end that provides access to each of the SIGs sites/pages within the portal.  Mr. Pedersen also discussed how the AA&E CoP portal may be able to support the AA&E ICG’s future collaboration needs.  
Enhanced Carrier Screening Initiative

Mr. Schutz reported that USTRANSCOM, SDDC, and ADUSD (TP) have recently identified and completed a number of actions to enhance the carrier screening process.  Some of the key actions taken include:  

· Excluded Parties List System (EPLS) screening added to SDDC’s Carrier Registration Program

· Added approved AA&E carrier list requirement to Joint Staff J4 AIP 7 tasking 
· EPLS follow-up screening added to SDDC’s TRANSS contract annual carrier review process 

· EPLS screening added to new Consolidated Rules Tender

· Added EPLS screening requirement to draft Part II of the DTR

· Added EPLS screening requirement to One-Time-Only RFPs

Mr. Schutz also reviewed a number of future actions to enhance the carrier screening process.  They include:  
· COCOMs will establish an approved AA&E carrier list for each of their respective theaters.  The approved AA&E carrier list will be accessible via a central website.  

· SDDC will add the EPLS subcontractor screening requirements to the Universal Services Contract (USC) 06.  

· USTRANSCOM will revise the AMC Freight Traffic Rules Publication (AFTRP) and incorporate an AA&E approved carrier usage only requirement.
· Create a DFARS case that will require contractors and all subcontractors to only use approved AA&E carriers.  
AA&E ICG Transportation Subgroup Update

Mr. Mario Harley, Navy, provided an AA&E ICG Transportation Subgroup update.  Mr. Harley reviewed the subgroup membership.  Permanent members include the Army, Navy, Marine Corps, Air Force, Joint Staff, and USTRANSCOM.  Ad Hoc members include JMC, DLA, DCMA, and O/EDCA.  Mr. Harley chairs the subgroup.  

Mr. Harley reviewed a number of the subgroup’s accomplishments and on-going initiatives.  Some of the subgroup’s on-going initiatives include:

· Examining munitions carriers parking in the public domain with explosive shipments
· Enhancing the TDR program for AA&E shipments

· Establishing carrier performance metrics

· Developing a matrix, by mode and hazard class to help clarify the shipment requirements for various DoD munitions items

· Identifying DoD HAZMAT inventory items that require additional TPS

· Determining the number of fire extinguishers required in organic HAZMAT vehicles
Meeting Conclusion

Mr. Schutz concluded the meeting with a review of the action items captured during the course of the meeting.  He also urged the group to bring up new issues and initiatives that may be of interest to the ICG membership for future ICG meetings -- even though they may be outside the scope of the original 14 Implementation Plan AIPs.  In conclusion, Mr. Schutz thanked all the participants for their work and dedication. 
Action Items
The working group generated the following list of action items:
AIP 2:  LTC Essick agreed to send an SDDC advisory to all Transportation Officers (TOs) advising them to make sure their facility information is updated in the TFG.   

AIP 9:  Captain Fagerheim agreed to send an advisory to DoD installations notifying them about the AA&E carrier CAC program. 
AIPs 5 & 14:  The ICG Transportation Subgroup will review and propose a list of metrics for capture and reporting by USTRANSCOM.  These will include, but not necessarily limited to: 
· On-time delivery rate and flag shipments which missed the RDD

· Average transit time, by mode/shipment category

· Breakdown of past AA&E shipments by SRC

· Rail movement metrics

· Time required to notify the Services about an accident or incident   
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