
AA&E Interagency Coordination Group Meeting Summary

The Arms, Ammunition, and Explosives (AA&E) Interagency Coordination Group (ICG) met on Tuesday, December 4, 2007, at LMI’s headquarters in McLean, Virginia.  Action items from the meeting and an attendee list can be found at the end of this summary.

OVERVIEW
Mr. Fred Schutz, Office of the Under Secretary of Defense (Transportation Policy) (OUSD [TP]), opened the meeting with welcoming remarks.  Mr. Schutz reiterated the primary objectives of the meeting which include:
· review status of the DoD AA&E Implementation Plan,
· review roles, responsibilities, and expectations,
· synchronize efforts,
· identify and discuss any new issues,
· discuss Sub-Group efforts,

· obtain feedback.
In terms of progress, Mr. Schutz reported that eight of the fourteen total AIPs have been completed (1, 3, 4, 5, 7, 8, 10, and 12).   He noted, however, that some of the completed AIPs have “follow-on tasks”; therefore, some of the completed AIPs will be treated as on-going until the follow-on tasks are completed.  
Mr. Schutz reported that USTRANSCOM recently sponsored an Analysis of Alternatives (AoA) for tracking the location and condition of AA&E rail shipments.  The study was performed in response to a recommendation made in LMI’s October 2006 report titled Improving DoD Rail Security.  Mr. Al Bane, USTRANSCOM, provided an overview of the study later in the meeting.  
The Defense Ammunition Center (DAC) also sponsored two LMI reports since the last meeting that focused on:

· incorporating security, handling, and packaging into the AA&E training curriculum, 

· developing a centralized AA&E certification program and mechanism for tracking AA&E certification training.
Mr. Schutz reported that the ICG Transportation Sub-Group and the Research Development, Test, and Evaluation (RDT&E) Inter-Service Group, part of AIP 10, continue to meet on a periodic basis to address and coordinate key AA&E RDT&E related issues. 
Mr. Schutz also discussed other coordination efforts in the area of AA&E safety and security.   Recently, Mr. Schutz attended a TSA-sponsored HAZMAT truck security project demonstration.  He also reviewed a DHS/TSA transportation security information sharing plan.  Mr. Schutz noted that he plans to continue attending TSA Government Coordinating Council (GCC) and Modal GCC meetings and will provide DoD input to transportation security documents.  
AIP Status Updates and Presentations

Following the opening remarks, AIP status updates and presentations were provided by many of the attendees.  Hard copy briefings were provided to all meeting attendees.  (If you would like an electronic copy of all or any of the briefings please contact Jared Andrews at jandrews@lmi.org.)  

The following is a summary of the AIP status updates and presentations in the order in which they were presented. 

AIP 2 - Performance of Threat/Vulnerability/Risk Assessments

Mr. Schutz provided an update on AIP 2 which involves the Office of the Undersecretary of Defense (Intelligence) (OUSD [I]) performing periodic threat assessments of the AA&E distribution system.  Mr. Schutz reported that OUSD (I) plans to direct the Defense Intelligence Agency (DIA) to perform a follow-on threat and system-wide vulnerability assessment.  Mr. Schutz noted that the follow-on assessment will focus more on threats and vulnerabilities that may exist to AA&E while in-transit than threats and vulnerabilities at AA&E storage facilities.  He added that the assessments may prevent the DoD from spending money on unnecessary transportation security enhancements if the assessments determine that a threat to AA&E shipments while in the distribution process does not exist.  
Mr. Schutz added that OUSD (I) is currently updating DoD 5100.76M - Physical Security of Sensitive Conventional Arms, Ammunition and Explosives, to address changes within the current transportation security environment, such as, the screening of all AA&E drivers.  Dr. Josephine Covino, DoD Explosives Safety Board (DDESB), noted that DDESB is also updating DoD 4145. 26M - DoD Contractor's Safety Manual for Ammunition and Explosives.  Dr. Covino added that DDESB will host a seminar in August 2008 in Palm Springs, CA.  She thought the seminar would provide a good venue to discuss transportation security issues. As such, Dr. Covino requested that interested presenters contact her to be included on the agenda.  In hopes of enhancing the link between safety and security, Mr. Schutz expressed interest in the seminar and asked Dr. Covino to send him information on the seminar so that he could determine if ICG participation would be beneficial.  
OUSD (I) Update

Ms. Donna Rivera, OUSD (I), provided an update on a number transportation security related issues that OUSD (I) is working on.  She echoed Mr. Schutz’s comments that OUSD (I) plans to perform a follow-on threat and vulnerability assessment that will focus more on AA&E while in-transit.  She stated that while DIA’s 2005 assessment provided a good start, it was not as in-depth as OUSD (I) would have liked.  She added that OUSD (I) would also like to obtain and leverage any transportation threat and vulnerability assessments that DHS or TSA may have completed recently.  

Ms. Rivera reported that OUSD (I) would like to start receiving AA&E loss reports from the Services.  She added that 5100.76M currently only requires the Services to report losses to OUSD (I) if the loss was substantial.  However, OUSD (I) is going to look at the minimum quantity reporting requirements to see if they need revised.  CDR Greg Spangler, Navy, reported that the Navy reports and captures all AA&E losses in a Situation Report (SITREP).  He added that it should not be difficult to route the SITREPs to OUSD –I.  He also asked Ms. Rivera to provide the AA&E ICG with the policy that requires the Services to report AA&E losses to OUSD (I).  Ms. Rivera agreed.  
A discussion ensued regarding the Transportation Worker Identification Card (TWIC).  Ms. Rivera reported that TSA and the Coast Guard, the administrators of the TWIC, are not able to collect TWICs back from TWIC holders after they are issued.  In response to this problem, TSA and the Coast Guard have created a “hot list” that identifies TWIC holders that are no longer valid.  Ms. Rivera added that TSA and the Coast Guard have instructed guards at port facilities to check the hot list before allowing a driver to enter the port.  She stated that managing the hot list database may become a problem as the hot list grows.  She added that OUSD (I) is considering allowing drivers access to DoD facilities with the TWIC in the future.  Mr. Mike Hanson, Air Force, reported that he was concerned about allowing a driver with a TWIC to access a DoD facility because the DoD is not involved in the TWIC vetting/screening process.  
AIP 6 – AA&E Contractor and Foreign Military Sales Assessments

AA&E Contractor Assessment

Mr. Ken Stombaugh, LMI, provided a brief overview of a recent LMI assessment that looked at the security of AA&E while moving under the direct control of defense AA&E contractors.  Below is brief overview of a few of the assessment’s key recommendations that LMI proposed DoD implement:

· Develop a new security manual tailored to contractors concerning their security responsibilities for handling and transporting AA&E while it is under their direct control. 
· Incorporate transportation security oversight requirements into program manager (PM) quality assurance letters of instruction to Defense Contract Management Agency (DCMA) for plant and regional representatives who oversee AA&E contracts.

· Make transportation security of AA&E a special item of interest during Defense Security Service (DSS) and DCMA pre– and post–contract award site inspections. 

· Ensure service PMs award FOB destination contracts only to contractors who have been approved by DCMA as Procedure A contractors or who are self-certified as determined by DCMA for compliance with DoD Manual 5100.76-M.
· Assess the threats, risks, and vulnerabilities involved in the movement of foreign-sourced AA&E procured under FOB destination terms. 
Mr. Schutz then summarized the initial DoD response to those recommendations.  He reported that DCMA concurred with the report’s recommendations; however, DCMA cited a lack of resources to implement them.  Both the Joint Munitions Command (JMC) and OUSD (I), DSS’s parent organization, concurred with the recommendations.  Mr. Robert Loviska, DCMA, reported that DCMA thinks that the DSS should be responsible for implementing and overseeing many of the report’s recommendations instead of DCMA.  Ms. Rivera reported that DSS currently only performs an inspection and certification of an AA&E contractor’s facilities during the contract pre-award stage—no follow-on inspections are performed.  Also, DSS’s current inspections focus more on the physical security of the contractor’s facility as opposed to ensuring that contractors are employing the necessary security procedures and services when processing and releasing AA&E for transportation. Ms. Rivera added that OUSD (I), DSS, and DCMA are aware of these issues and will coordinate to develop a plan over the next six months to address them.  She added that OUSD (I) has developed new language within 5100.76M to address contractor security.  She agreed to forward the updated copy of 5100.76M to Mr. Schutz.  For procedural requirements, Ms. Rivera also asked Mr. Schutz to develop a memo requesting that DCMA and DSS address these issues.  Mr. Schutz agreed.  
A discussion ensued regarding “organic” AA&E moves.  Ms. Rivera stated that there was a recent security issue involving an organic AA&E movement.  She stated that she could not understand why organic moves do not include the same level of transportation security that is included when a commercial carrier is used.  She added that this may be an area that the AA&E ICG should assess next.    
FMS AA&E Assessment
Mr. Ken Stombaugh, LMI, provided an introduction and overview of a new assessment that LMI recently began.  The assessment aims to improve the safe and secure movement of AA&E while in the Foreign Military Sales (FMS) distribution process.  

Mr. Stombaugh reported that LMI recently met with the Defense Security Cooperation Agency (DSCA) in order to solicit input on areas of interest and concern and to get their buy-in/support on LMI’s study approach.  Next, LMI plans to meet with each Service’s Security Cooperation/Assistance organizations, along with their primary shipping activity’s Subject Matter Experts (SMEs).  LMI also plans to meet with allied country’s agents, freight forwarders, and carriers.  Dr. Covino asked if the assessment would also cover safety.  Mr. Stombaugh replied that it would.  

Mr. Gil Casillas reported that the JMC is currently looking at an issue involving “non-standard” AA&E.  The US military does not use non-standard AA&E; however, the US does purchase non-standard AA&E to support coalition forces in Iraq and Afghanistan.  Mr. Casillas reported that most non-standard AA&E shipments originate in foreign countries and move outside the Defense Transportation System (DTS), therefore, the DoD has very little visibility of those movements.  Mr. Casillas was also concerned that the appropriate transportation security services are not being employed for these movements.  Mr. Casillas added that JMC has started reviewing the transportation plans that were submitted to JMC by foreign country vendors.  

Mr. Casillas reported that non-standard AA&E shipments also present problems for DoD during the receipt process because the non-standard AA&E items do not have a National Stock Number or DoD Identification Code (DoDIC) assigned to them.  Ms. Rivera recommended that JMC obtain a pseudo identification number from the DoD item manager.  Mr. Casillas responded that the there is no DoD item manager for non-standard AA&E items because DoD never takes ownership of the material.  Mr. Al Bane, USTRANSCOM, echoed Mr. Casillas remarks that non-standard AA&E shipments have presented a big problem to USTRANSCOM recently.  
AIP 7 and 12 - Theater AA&E Policies and Procedures/Worldwide AA&E Tracking

Mr. Schutz provided an update on AIPs 7 and 12.  Mr. Schutz summarized the tasking and the key findings/recommendations contained in LMI’s report on the COCOMs’ theater policies and procedures regarding the safety and security of AA&E.  LMI’s report identified cases where the COCOM’s safety and security procedures were not in compliance with 5100.76M. While 5100.76M allows theater commanders to deviate from its provisions, equivalent compensatory services must be employed when deviations occur. However, LMI’s report points out that in many cases, a theater’s unique operating environment and host nation procedures sometimes precludes the COCOM from employing equivalent compensatory measures when CONUS criteria cannot be met.  LMI recommended that each COCOM reconcile their security criteria with the proponent for 5100.76M, OUSD (I), to ensure they are equivalent to CONUS standards.  
Mr. Schutz reported that the Joint Staff-J4 (JS-J4) distributed the report to the COCOMs for review in summer 2007.  The COCOMs recently provided their formal responses to OUSD (TP) and JS-J4.  Each of the COCOMs reported that their current transportation security and emergency response processes are adequate; therefore, they do not plan to implement the report’s recommendations.  Mr. Schutz reported that he plans to meet with JS-J4 to discuss what steps, if any, should be taken to determine if each COCOM’s security criteria are inconsistent with 5100.76M.  
AA&E Carrier Screening
Mr. Schutz reported that USTRANSCOM, SDDC, and OUSD (TP) formed a working group to review and improve the AA&E carrier screening process.  Mr. Schutz noted that the workgroup was formed following an incident in 2004 where a known arms smuggler transported an AA&E shipment from Bosnia to Iraq.  Since that incident, the workgroup has taken a number of key actions to enhance the screening process.   Some of the key actions include:
· Excluded Parties List System (EPLS) screening added to SDDC’s Carrier Registration Program – Feb 07
· EPLS follow-up screening added to TRANSS contract annual carrier review process – Mar 07
· EPLS screening added to new Consolidated Rules Tender – Mar 07
· Added EPLS screening requirement to draft Part II DTR – Mar 07
· Added EPLS screening requirement to One-Time-Only Request for Proposals (RFP) – May 07
· DoD Inspector General (IG) determined that the case involving the arms      smuggler was contracted by the Joint Contract Command - Iraq & Afghanistan (JCC – I&A) – Sept 07
· JS J4 asked COCOMs for feedback on their current screening process –   Sept 07

Mr. Schutz also reviewed a number of future planned actions that will enhance the carrier screening process.  They include:  

· COCOMs without approved AA&E carrier lists will establish them

· All approved AA&E carrier lists will be accessible via a central website

· SDDC plans to add an EPLS subcontractor screening requirement to the Universal Services Contract (USC) USC 06 

· OUSD (TP) will work with other federal agencies to ensure consistent screening throughout the federal government

· USTRANSCOM will revise Air Force Transportation Rules Publication (AFTRP) & incorporate AA&E approved carrier usage only requirement

· DFARS case will be created to require contractors and all tier subcontractors to use only approved AA&E carriers
Mr. Casillas recommended that the workgroup ensure that the foreign carriers handling “non-standard” AA&E are also screened.  

AIP 9 -Distribution Enhancements
Biometric Credentials for Cleared Drivers

MAJ Erik Fagerheim, SDDC, provided an update on DoD’s initiative to provide AA&E carrier personnel with Common Access Cards (CAC) in order to strengthen access controls and provide for positive identification.  DoD is also working to ensure interoperability between the Transportation Worker Identification Card (TWIC) and the CAC.  Once interoperability is achieved, an AA&E driver may be able to access a DoD installation with either a CAC or TWIC.  
MAJ Fagerheim reported that DoD has processed over 2,400 credential applications for the CAC.  He added that DoD plans to complete the issuance of CACs to AA&E drivers by January 2008.

MAJ Fagerheim reported that TSA began the TWIC enrollment process for approximately twenty ports.  Wilmington, DE became the first port to begin the enrollment process on 16 October 2007. He added that DoD aims to re-energize their discussions with TSA and US Coast Guard regarding interoperability between the CAC and the TWIC.  MAJ Fagerheim reported that the AA&E carriers would prefer to have a TWIC over a CAC because the TWIC is cheaper.  He explained that a driver with a TWIC must only pay a one-time fee which enables them to access any DoD facility; however, a driver with a CAC must pay $50 for each facility they need to access.  
MAJ Fagerheim reported that SDDC plans to work with the installations to improve their use of the Joint Personnel Adjudication System (JPAS) for validating driver clearances.  He noted that USTRANSCOM is also exploring the use of biometric credentialing in the trucks themselves (i.e. tractor won’t start without CAC and fingerprint).  
Trailer Tracking Update

LTC Robert Essick, SDDC, provided an update on the SDDC/DTTS trailer tracking initiative.  SDDC is considering adding Trailer Tracking Service (TTS) as an accessorial service in SDDC’s Unified Pub MFTRP1C.  Eventually, SDDC may eliminate the Security Escort Vehicle (SEV) accessorial service and replace it with TTS.  In order to help drive carrier investment in the new trailer tracking technologies, SDDC would allow TOs to choose either SEV or TSS for Security Risk Category 1 (SRC 1) shipments.  Since TSS is expected to cost considerably less than SEV, TOs will most likely order TSS over SEV when booking the shipment.  AA&E carriers who do not offer TTS would stand to lose business to AA&E carriers who do offer TTS.  As such, this strategy may help push AA&E carriers to invest in the trailer tracking technologies.  

LTC Essick reported that SDDC/DTTS recently tested three vendor’s trailer tracking technologies to determine their effectiveness and reliability.  The vendors included Transcore, Skybitz, and Qualcomm.  Two sensors were tested, a tether/untether sensor and a door open/close sensor.  Sensor alerts for both events were received within two minutes of trigger, with a few exceptions.  Other results from the test included:
· Manual correlation was needed between the tractor and trailer

· Trailer locations aligned with the tractor location

· “U” messages from drivers corresponded with motor shut down and/or lights off

· No false positives were reported

· Vendor websites were generally “user friendly” – tracking reports were easy to query and view

· Trailer location reporting intervals were easily changed in all vendor solutions

· There were too many email and cell phone alerts; need to reduce this to only the key alerts required during the shipment

LTC Essick reported that SDDC/DTTS plans to create a working group that will establish business rules for the use of the trailer tracking technologies.  SDDC/DTTS also plans to begin a detailed assessment that will determine whether or not there is a continuing need for SEV if trailer tracking is implemented. CDR Spangler asked if SDDC/DTTS would ensure that a Navy representative is invited to be part of the trailer tracking business rules working group.  LTC Essick indicated that they would.  
Ms. Rivera recommended that LTC Essick coordinate with the Physical Security Action Group (PSAG), an agency within OUSD (AT&L), as they are testing similar technologies.  She added that the PSAG may be able to provide some RDT&E funding for this initiative. 
DHS / TSA Initiatives
Mr. Phil Forjan, TSA, provided an overview of a congressionally mandated pilot project to design and build a centralized truck tracking center capability.  Mr. Forjan reported that the desired outcome of the project is to provide TSA with a tested and established truck tracking center capability that will allow TSA to “continually” track truck locations and HAZMAT load types in all fifty states and to receive exception based events.  Ten commercial motor carriers participated in the project.  Two of the ten carriers were SDDC-approved AA&E carriers.  Seven technology vendors participated in the project including Transcore and QUALCOMM.  
Mr. Forjan reported that due to the success of the pilot project, TSA received funding to develop a program.  The program will be developed to facilitate the tracking of motor carrier shipments of security-sensitive materials and to equip vehicles used in such shipments with technology that provides frequent or continuous communications, vehicle position location reporting, and a feature that allows a driver to broadcast an emergency distress signal (e.g. panic button). 

Mr. Forjan reported that carrier enrollment in the program is currently voluntary.  TSA has been authorized to spend $21M over three years to develop the program, $3M of which is designated for equipment purchase.  TSA expects to issue a Request for Proposal (RFP) to industry in spring 2008 to assist in the creation of the program and emergency call center.  
Noting that IRRIS has already developed many of the features and applications that TSA is considering for their program for DoD, CDR Spangler asked Mr. Forjan if TSA has given any thought to using IRRIS as the information system to support the emergency call center.   Mr. Forjan responded that TSA has met with DTTS and IRRIS to discuss the TSA initiative; however, he did not know if any consideration has been given to using IRRIS.  
DoD Rail Security Initiative
Mr. Al Bane, USTRANSCOM, provided an overview of some actions that USTRANSCOM, SDDC, and the Services have taken in response to a 2006 LMI assessment that found some deficiencies in the security that is applied to DoD’s rail shipments.  Those actions included the following:

· Completed a Plan of Action and Milestones (POA&M) (update due Dec. 2007)

· Engaged the Association of American Railroads (AAR) and the National Defense Transportation Association (NDTA).

· Incorporated a number changes into SDDC’s draft Unified Publication/Freight Rules.  

Mr. Bane reported that USTRANSCOM also tasked LMI to perform an Analysis of Alternatives (AoA) for tracking the location and/or condition of AA&E rail shipments.  LMI completed the first portion of the AoA which set out to analyze two or more alternatives to the status quo and then to develop a Concept of Operations (CONOPS) for each alternative.  A few of the alternatives to the status quo that the AoA identified included:

· Rely on the railroad’s to provide an enhanced tracking capability that tracks the location of the locomotive in real-time and relate that location to the train’s manifest
· Equip a limited number of AA&E containers with satellite/cellular tracking devices moving in a unit train
· Equip one AA&E container per flatcar (a flatcar typically includes two, three, or four containers) 
· Equip all AA&E containers with tracking devices and internal sensors (e.g., door open/close, temperature, light, shock)

· As a potential future alternative, equip AA&E containers with US Army Next Generation Wireless Communications (NGWC) devices (NGWC is a mesh networking technology)
Mr. Bane reported that the second portion of the AoA will be to conduct a cost assessment of each alternative.  Mr. Bane reported that USTRANSCOM has not tasked LMI to complete the second portion yet.  Mr. Bane stated that following the completion of the AoA’s second portion, USTRANSCOM will engage the DTTS Joint Service Working Group (JSWG) to review the pricing information for each alternative since the military services may ultimately be responsible for purchasing the tracking devices.  Mr. Ed Suckfiel, US Marine Corps, asked if USTRANSCOM could pay for some of the tracking devices out of their RDT&E budget if the decision is made to begin tracking AA&E rail shipments.  Mr. Bane responded that they could ask for the funding and see what happens.  

CDR Spangler asked Mr. Bane to distribute a copy of the POA&M to the AA&E ICG.  Mr. Bane agreed.  
Clarification on AA&E Security Classifications Needed

Mr. Casillas provided an overview of an issue involving how security risk classifications are assigned to AA&E shipments.  The security risk classification drives what Transportation Protective Services (TPSs) must be applied to an AA&E shipment.  Currently, the security classification for all sensitive and classified DoD items can be found in the FED LOG, which is published on CD and DVD by DLA.  FED LOG users simply enter the item’s National Stock Number (NSN) and the query returns the item’s Controlled Item Inventory Code (CIIC).  Mr. Casillas reported that the CIIC also maps to a Security Risk Category (SRC) code.  The Transportation community primarily relies on an item’s SRC when applying TPSs to the shipment.  While the CIIC and SRC typically have a one-for-one mapping (e.g., a CIIC 4 maps to an SRC 4) there are some cases where the CIIC and SRC have different codes assigned to them (e.g., a CIIC 7 actually maps to an SRC 4).  Mr. Casillas noted that a problem arises because some shipper’s view the SRC and CIIC as having an exact mapping to one another (i.e. being interchangeable).  So, for example, if a shipper is shipping AA&E that has been classified as CIIC 7, they may assign TPSs to the shipment that are required for SRC 7 AA&E shipments, when in fact, the shipper should have assigned the TPSs that are required for an SRC 4 AA&E shipment.

Mr. Casillas proposed that the AA&E ICG develop a consensus on how to clearly differentiate the two classification codes to ensure that AA&E shipments receive the appropriate TPS.  Mr. Mario Harley, Navy, recommended forming a sub-group to tackle the issue and include representatives from the transportation, security and inventory communities.  The AA&E ICG agreed.   
Reengineer REPSHIP Process

Mr. Jared Andrews, LMI, provided an overview of a CONOPS that LMI recently developed for OUSD (TP) to integrate and automate the Report of Shipment (REPSHIP), transportation closure, and Transportation Discrepancy Reporting (TDR) processes for AA&E shipments.  Mr. Andrews reported that OUSD (TP) tasked LMI to develop the CONOPS since DoD shippers and receivers sometimes fail to execute these critical processes because they are manually intensive. 
Mr. Andrews reported that the CONOPS is designed to leverage existing systems, technologies, electronic transactions, and processes to the maximum extent practical to generate a REPSHIP, transportation closure, and TDR as byproducts of the information flow supporting the movement process, and not as standalone processes or transactions. The CONOPS relies heavily on IRRIS and its ability to generate REPSHIP e-mail messages. Mr. Andrews explained that to generate the REPSHIP e-mails, IRRIS must establish a few new electronic interfaces with DoD’s transportation automated information systems (AISs) to obtain the shipment data that is required for the REPSHIP message.

Mr. Andrews explained that USTRANSCOM is leading another related initiative that aims to implement a standard ASN, specifically the X12 electronic data interchange (EDI) 856A Receipt/Shipment-Consolidation/Due-In Notice message, throughout DoD to support the shipment in-check and ASN processes. If the decision is made for the 856A to serve as the DoD standard ASN, and if each DoD’s transportation AIS can generate, send, and receive the 856A to support the in-check and ASN processes, then an e-mailed REPSHIP from IRRIS may not be necessary, because the ASN will be pre-lodged in the receiver’s AIS.  However, Mr. Andrews noted that while the USTRANSCOM initiative has significant momentum, there are still no guarantees that the 856A initiative will be endorsed and approved for implementation within all transportation AISs.  As such, Mr. Andrews noted that the CONOPS recommends that DoD implement the portion of the proposed CONOPS that requires IRRIS to generate and send REPSHIP e-mails as an interim solution until the 856A is adopted and fielded throughout DoD. 
The CONOPS further recommended that DoD should:

· Designate a lead agent for ensuring critical preparatory actions are coordinated and completed and for overseeing implementation of the CONOPS. 

· Designate IRRIS as the worldwide repository tool of REPSHIP and shipment closure reports; and enhance IRRIS, making the necessary functionality changes and establishing required systems interfaces to support this mission responsibility. 
· Direct that IRRIS begin leveraging the active RFID tag reads to provide DoD with visibility of AA&E shipments as they depart and arrive at facilities. While the active RFID tag reads are not suitable for providing transportation closure and positive government confirmation that AA&E shipments arrived in the right quantity and free of damage, the reads can provide IRRIS with a shipment departure and “initial” arrival message.

· Mandate that all AA&E shipping and receiving activities establish user accounts in IRRIS.

· Expand the current CONUS operational role of the Defense Transportation Tracking System (DTTS) for shipment closure verification of Category I AA&E to include all AA&E. 

· Designate a central entity within each combatant command outside the continental United States (OCONUS) to oversee the REPSHIP and transportation closure processes for AA&E shipments destined for activities within their respective theaters. 

· Revise the Defense Transportation Regulation (DTR) to require theater storage areas, ammunition supply points, and ultimate consignees to report transportation closure at destination within a designated timeline (for example, within 24 hours for AA&E shipments).

CDR Spangler asked if LMI could forward a copy of the CONOPS to the AA&E ICG so that they could review it in more detail and provide comments. Mr. Andrews replied that LMI would send the CONOPS to the AA&E ICG for their review and added that the CONOPS is still in draft format and has not been printed/published yet. Additionally, the CONOPS will remain a living document in recognition of the evolving and changing systems and technologies centric to the REPSHIP process.  
AIP 5 and 14 – AA&E Metrics
Emergency Response Metrics

Ms. Gina Closs, LMI, provided an overview of two tasks that LMI is performing for Army G-4.  The first task includes researching, assessing, and developing metrics for emergency response to incidents involving AA&E.  The second task includes developing a new format for displaying the TPS decision tables found in the DTR so that TOs have an easier way of determining the appropriate TPS.  

Ms. Closs reported that as the Executive Agent (EA) for emergency response to CONUS in-transit AA&E incidents, Army is leading the assessment and development of emergency response metrics.  She stated that Explosive Ordnance Disposal (EOD) personnel are the primary DoD emergency responders to incidents involving AA&E.  Most requests for EOD support come from local police or fire officials.  The Army captures the following emergency response metrics.  During duty hours, an EOD team’s response time to depart from their installation is thirty minutes or less.  During after duty hours, an EOD team’s response departure time from their installation is one hour or less.  The remaining response time depends upon the distance the team has to travel to arrive at the incident scene.  
MAJ Fagerheim recommended that LMI coordinate with Mr. Kim Morrison at SDDC because he recently re-formatted the TPS decision tables.  Ms. Closs replied that LMI will follow-up with Mr. Morrison.   

Distribution and Notification Metrics

Mr. Bane provided an overview of some metrics that DTTS currently captures as well as a number of new metrics that the ICG Transportation Subgroup would like DTTS and SDDC to capture in the future.  Some of the metrics that the ICG Transportation Subgroup would like DTTS and SDDC to begin capturing include:

· Carrier missed RDDs

· DTTS panic button usage compliance (will monitor frequency of carriers calling or texting DTTS to alert them of an incident vice initiating a panic button alert)

· Carrier terminal compliance (security requirement failures and shipments exceeding authorized stay limits)

· TRANSS inspection findings

· Carrier failure to initiate a DTTS “offload” or “arrival” message

· Carrier departs a terminal without initiating DTTS (Carrier NIS)

· Carrier performance exception reports

Mr. Bane stated that with the creation and capture of the new metrics, AIP 14 should be completed by the next AA&E ICG meeting.  

AIP 10 - AA&E Research, Development, Test & Evaluation

Mr. Robert Rossi, Army Armament Research, Development and Engineering Center (ARDEC), presented AIP 10.  He reviewed the tasking and the key organizations that are involved in AA&E Research, Development, Testing, and Evaluation (RDT&E).  Mr. Rossi reported that ARDEC has established and chartered a working group comprised of members from Army (lead agent), Navy, USMC, Air Force, USTRANSCOM and OSD-DDR&E.  

The working group recently contracted with SAIC to develop an on-line collaborative portal so that the various RDT&E organizations can coordinate their various AA&E-related research efforts with each other.  Mr. Rossi provided an overview of some of the portal’s planned features.  

Mr. Rossi reported no issues at this time noting that the working group is making good progress and are generating a lot of participation from the entire DoD RDT&E community.   
AIP 11 and 13 – Knowledge Management and Training

Knowledge Management (AIP 11)

Dr. Upton Shimp, Defense Ammunition Center (DAC), provided an AIP 11 update.  He reported that DAC is making a few changes to their Ammo - 62 training course.  The Ammo – 62 course provides students with certification training on how to transport HAZMAT.  Among the more significant changes that apply to the AA&E ICG, the eighty-hour Ammo - 62 course will now include two hours of training on transportation security. Dr. Shimp further discussed DAC’s efforts to dissect the course to better meet student training requirements and to offer portions of the course on-line.    
Mr. Robert Loviska, DCMA, stated that he would like to send some of his staff to the Ammo – 62 course.  

 Training (AIP 13)

Mr. Bill Tanner, LMI, provided an overview of task that LMI recently completed for DAC.  The task objectives are to recommend a lead organization for a DoD AA&E certification program, to propose a framework for such a program, and to identify possible solutions for administering and managing a centralized certification process.  The task uncovered the following: 

· AA&E certifications should be comprehensive and flexible to accommodate the entire AA&E workforce

· Several types of organizations should be involved in the AA&E certification program

· Many solutions exist to administer and manage a centralized certification process

· The framework for managing an AA&E certification program should incorporate several components, such as oversight, tracking, communication, core requirements, and review, to be effective

Mr. Tanner reported that the study found that DAC should be the lead organization for the program due to its breadth of course offerings in several AA&E functional areas.  Further, DAC has the largest student population of any military service AA&E certification school, has developed a robust AA&E knowledge management portal, has in-depth career development experience, and has demonstrated a willingness to manage and lead such a program.  LMI further recommends that DAC consider acquiring certification management services offered by a number of providers, such as, AtlasPro, Plateau Systems, Saba, and SumTotal.  LMI also recommends that DoD establish an AA&E logistics chain certification program for all personnel (military, civilians, foreign nationals, local nationals, and contractors) involved in job functions related to AA&E.  

Mr. James Risner, Army’s Office of the Executive Director for Conventional Ammunition (O/EDCA), recommended that DAC meet with the Army Logistics Management College to discuss its recent recognition and involvement with the Certified Professional Logistician (CPL) certification offered by the International Society of Logistics (SOLE).  
Mr. Schutz asked Mr. Shimp if DAC is going to implement the report’s recommendations.  Mr. Shimp replied that they will.  
AA&E ICG Transportation Subgroup Update

Mr. Mario Harley, Navy, provided an AA&E ICG Transportation Subgroup update.  Mr. Harley reported that he plans to step down as chairman of the subgroup. Army G4 has agreed to chair the subgroup starting in 2008.  He also reported that Diane Smith, O/EDCA, is retiring; therefore, the subgroup will need to find a new O/EDCA representative.  
Mr. Harley reported that as part of AIP 14, the subgroup recently identified a number of new metrics that the subgroup would like SDDC and DTTS to capture in the future.  Other subgroup initiatives include: 

· Clarification between SRC, CAT, and CIIC

· Railcar placarding

· Military service visibility of AA&E TDRs

· Managing AA&E shipments that are parked in the public domain

Mr. Harley also reminded the AA&E ICG that all of the subgroup’s documents are now located on the OUSD (TP) website at http://www.acq.osd.mil/log/tp/.  
Meeting Conclusion

Mr. Schutz concluded the meeting with a review of the action items captured during the course of the meeting.  He also urged the group to bring up new issues and initiatives that may be of interest to the ICG membership for future ICG meetings -- even though they may be outside the scope of the original 14 Implementation Plan AIPs.  Mr. Schutz also reported that the next AA&E ICG meeting will be held at LMI in the early to mid-June 2008 timeframe.    

In conclusion, Mr. Schutz thanked all the participants for their work and dedication. 
Action Items

The working group generated the following list of action items:
· AIP 2 – Dr. Covino reported that DDESB will host a seminar in August 2008 in Palm Springs, CA.  She thought the seminar would provide a good venue to discuss transportation security issues. As such, Dr. Covino requested that interested presenters contact her to be included on the agenda.  In hopes of enhancing the link between safety and security, Mr. Schutz expressed interest in attending and possibly presenting an overview of the AA&E ICG’s efforts.

· OUSD (I) Update – CDR Spangler asked Ms. Rivera to provide the AA&E ICG with the policy that requires the Services to report AA&E losses to OUSD (I).  Ms. Rivera agreed.  

· AIP 6 (Contractor Assessment) - Ms. Rivera reported that OUSD (I), DSS, and DCMA will coordinate to develop a plan over the next six months to address many of the findings within the contractor security assessment.  She added that OUSD (I) has developed new language within 5100.76M to address contractor security.  She agreed to forward the updated copy of 5100.76M to Mr. Schutz.  For procedural requirements, Ms. Rivera also asked Mr. Schutz to develop a memo requesting that DCMA and DSS address these issues.  Mr. Schutz agreed. 
· AIP 6 (Foreign Military Sales) – LMI will meet with JMC (Mr. Casillas) and USTRANSCOM (Mr. Bane) to discuss FMS issues and determine if non-standard AA&E shipments fall within the scope of the FMS task.
· AIP 7 and 12 - Mr. Schutz will meet with JS-J4 to discuss what steps, if any, should be taken to determine if each COCOM’s security criteria are in compliance with 5100.76M.

· AIP 9 (Rail Security) - CDR Spangler asked Mr. Bane to distribute a copy of the POA&M to the AA&E ICG.  Mr. Bane agreed.  
· AIP 9 (CIIC / SRC Clarification) - Mr. Casillas proposed that the AA&E ICG develop a consensus on how to clearly differentiate the two classification codes (SRC and CIIC) to ensure that AA&E shipments receive the appropriate TPS.  Mr. Mario Harley, Navy, recommended forming a sub-group to tackle the issue.  The AA&E ICG agreed.   

· AIP 9 (REPSHIP) - CDR Spangler asked if LMI could forward a copy of the REPSHIP CONOPS to the AA&E ICG so that they could review it in more detail and provide comments.  Mr. Andrews replied that LMI would send the CONOPS to the AA&E ICG for their review and added that the CONOPS is still in draft format and has not been printed/published yet.  
· AIP 5 & 14 - MAJ Fagerheim recommended that LMI coordinate with Mr. Kim Morrison at SDDC because he recently re-formatted the TPS decision tables.  Ms. Closs replied that LMI will follow-up with Mr. Morrison.   
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