
AA&E Interagency Coordination Group Meeting Summary

The AA&E Interagency Coordination Group (ICG) met on December 5, 2006, at LMI’s headquarters in McLean, Virginia.  An attendees list can be found at the end of this summary.

OVERVIEW
Mr. Fred Schutz, OSD (Transportation Policy), started the meeting with welcoming remarks.  Mr. Schutz reminded the attendees that this was their first meeting under their new charter and new name:  the AA&E Interagency Coordination Group.  Finalizing and approving the group’s charter had been one of the major accomplishments since the group’s last meeting in June 2006.  
Mr. Schutz reiterated the primary objectives of the meeting which were to:
· Review status of the DoD AA&E Implementation Plan

· Review roles, responsibilities, and expectations

· Synchronize efforts

· Provide a forum to raise and discuss additional issues

In terms of progress, Mr. Schutz indicated that AIP’s 1, 3, 4, 8, and 9 were complete.  Other significant milestones since the last meeting included the release of a report on how to improve security of AA&E in the rail environment, and the release of a draft AA&E training and certification assessment.
Mr. Schutz also discussed other coordinating efforts in the area of AA&E safety and security, including coordinating DoD comments to the DHS-sponsored Transportation Sector Specific Plan.

Finally, Mr. Schutz told the group that senior leaders within DoD still very much supported the efforts of the AA&E ICG and LMI support is planned to continue through at least the Spring of 2008.  He encouraged attendees to continue to raise issues surrounding the improved safety and security of the end-to-end distribution of AA&E.

AIP Presentations

Following the opening remarks, presentations were given on most of the 14 AIP’s.  Complete briefing slides were provided to all meeting attendees.  The following is a summary of those presentations in the order in which they were given. 

AIP 1 - Establish Safety and Physical Security Working Group

 Mr. Tim Lewis and Mr. John Haberkern from USD (I) presented AIP 1.  He began by providing an update on the revision of DoD 5100.76M.  Over 400 comments on the initial draft of the updated instruction had been adjudicated.  He said that the draft would be re-released for formal coordination; he indicated that the draft would be given to the members of the ICG before the end of the calendar year, along with a matrix of the comments.  He encouraged the members of the group to continue to raise issues with the content of the draft, even if those issues were already included in the comment matrix.  In general, Mr. Lewis indicated that the new version DoD 5100.76M would be a significantly new document from previous versions with an emphasis on risk management vice risk aversion.  As an example, he indicated that BPA carriers would be authorized to be used for small package shipments of AA&E [this was an action item from the June 2006 meeting].  
Mr. Haberkern also informed the group that the first meeting of the AA&E Physical Security Review Board (PSRB) had been called off, primarily because the results of the AA&E threat assessment [see AIP 2] did not warrant a meeting.  However, he encouraged the group to continue to bring forward issues that required the input of senior leaders.  His hope is that issues will be resolved at lower levels and that he will never have to hold the PSRB.
Finally, Mr. Haberkern wanted to make the ICG aware that he had asked the DoD Lock Program (which includes container locks and seals) to examine the potential introduction of new procedures and technology in that program.  

AIP 2 - Performance of Threat/Vulnerability/Risk Assessments

Ms. Casey Hingston from DIA presented AIP 2.  She reviewed the tasking for AIP 2 and indicated that the CONUS AA&E threat assessment had been completed in March of 2006; the OCONUS assessment was completed in September 2006 and were sent to USD (I).  She indicated that both classified and unclassified versions could be made available to the members of the ICG.  
The typical next step would be to conduct a vulnerability assessment, with the idea that the threat assessment, together with a vulnerability assessment, was required to form an overall risk assessment.  However, she indicated that DIA had no immediate plans or tasking to conduct a vulnerability assessment.
A discussion ensued regarding the best way to conduct a vulnerability assessment, whether such an assessment was required, or whether other piecemeal (previously conducted by other agencies) vulnerability assessments might fulfill the requirement. 

Mr. Tim Lewis from USD (I) said that he would research what kind of vulnerability assessments had already been conducted, study what gaps there were in those assessments, share the results with the ICG, and come together on a decision about whether a complete end-to-end vulnerability assessment of the AA&E distribution pipeline was required.
AIP 4 - Interagency Working Group

Mr. Schutz presented AIP 4.  He reviewed the formal establishment of the AA&E ICG and said that the formal charter had been approved in October 2006.  With that charter in place, Mr. Schutz said that AIP 4 was essentially complete.  He reiterated that the continued success of the ICG hinged on the continued support of all members.
Mr. Schutz also described a current informal group that has been meeting periodically to discuss mostly operational AA&E issues.  The group is composed of stakeholders from the Services, USTRANSCOM and the Joint Staff.  Mr. Schutz indicated he would like to formalize this group as an ICG Sub-working group and asked if there were any objections.  No objections were voiced except a concern that this group should coordinate its efforts with the Joint Ordnance Commanders Group subgroups and in particular the Transportation Sub-group.  A discussion ensued regarding what additional ad hoc members might be a part of this subgroup, as well as how the subgroup would coordinate its efforts with the overarching ICG.  

Mr. Schutz said that his office would draft a memorandum outlining the subgroup’s work plan and that he would seek approval for that work plan at the O-6 level.

Editor’s Note:  Diane Smith, Army, recommended changing the name of the ICG Sub-group to the AA&E ICG -- DoD Transportation Sub-group.  Changing the name to something more specific will allow future DoD and non-DoD Sub-groups to be formed and chartered. 
AIP 5 - Review of Emergency Response Procedures

Mr. Ken Stombaugh, LMI, presented the first portion of AIP 5.  He reviewed the six tasks related to emergency response that comprise AIP 5.  A discussion ensued regarding the last task, which is the development of metrics for emergency response to incidents involving AA&E.  The discussion centered on the difference between notification metrics (i.e. the process of disseminating information about an incident) and first-responder metrics (i.e. how long it takes to get first responders to the scene of an incident).  An action item was developed for the Army G-3 and G-4 to revisit the issue of metrics of notification and response, with a particular emphasis on how long it takes to get an explosive ordnance disposal team to the scene of an incident.  

Mr. Jared Andrews, LMI, presented the second portion of AIP 5.  He briefed the results of a recent report by LMI on the safety and security of AA&E in the rail environment.  While several of the findings and recommendations are DoD-wide, the majority fall within the purview of SDDC.  An action item was developed to distribute the report to all members of the ICG.   

AIP 11 and 13 - Knowledge Management and Training

Mr. Bill Scott from DAC introduced AIPs 11 and 13, saying that a major thrust of AIPs 11 and 13 is to improve AA&E-related training by identifying the universe of training that exists and who is performing that training and certification; identifying gaps and overlaps in the training; and then optimizing the training to effectively meet joint requirements. He also discussed DAC’s efforts to create an online “AA&E One Book” through their Knowledge Management Portal initiative.  
MAJ Adrian Marsh from the Army Knowledge Online (AKO) program office then gave a briefing that discussed and demonstrated capabilities of the AKO portal, with a particular emphasis on how that portal could be used to support communities of practice (CoPs).  MAJ Marsh also informed the group the AKO would be serving as the basis for the upcoming Defense Knowledge Online (DKO) which would eventually support the entire DoD.

Mr. Earl Pedersen from SI International concluded the briefings on AIPs 11/13 by reviewing his company’s tasking by DAC to create an AA&E KM portal.  He discussed the best practices for creating, managing, and governing the portal.  Mr. Pedersen provided a demonstration of the basic online portal that had been created for the AA&E CoP, but indicated that there was not yet very much substance contained on the portal.  To that end, he said that his company had created a survey to be distributed to members of the AA&E community about the content and structure of the AA&E portal.  An action item was developed for members of the ICG to receive the survey and distribute it, as appropriate, to their offices and stakeholders for response.
AIP 7 and 12 - Theater AA&E Policies and Procedures/Worldwide AA&E Tracking

Lt. Col. Jeff Brock, JS-J4, presented AIPs 7 and 12.  He reviewed the tasking and the key findings/recommendations contained in LMI’s report on the COCOM’s/theater policies and procedures regarding AA&E.  He said that the report had been distributed to the COCOM’s for informal review, but that he would request COCOMs provide a formal response to the report’s recommendations in January 2007. Additionally, Mr. Lewis OUSD(I) suggested another option may dictate that a change to policy may be necessary to ensure AA&E is afforded the appropriate level of security while in the theater distribution process. 
AIP 9 -Distribution Enhancements

Strategic Munitions Distribution Network

Mr. Kurt Wheat, JMC Transportation, briefed this portion of AIP 9.  His focus was on the consolidation of LTL AA&E shipments in an effort to minimize the number of AA&E conveyances on the public roadways.  He said that the development of the sourcing and routing software to support this AIP was complete, but had not been fully deployed yet.  

Defense Biometrics Identification System (DBIDS) 

Captain Erik Fagerheim, SDDC Ops, presented this portion of AIP 9.  He reiterated the need for a strong and tamper-proof credential for AA&E carrier personnel.  He said that the transportation worker identification credential (TWIC) program had originally been identified as a way to meet this need, but was falling behind schedule, which has given the DBIDS program additional emphasis.  He reviewed the vision, goals, and policies behind the program, and mentioned a recent successful demonstration of DBIDS at the McAlester Army Ammunition Plant.  He also discussed issues with potential TWIC and DBIDS interoperability. 
DTTS Update
Mr. Jeremy Neuner, LMI, presented this portion of AIP 9.  He gave an overview of the test plan that the Defense Transportation Tracking System will use to help implement un-tethered trailer tracking.  He indicated that the plan has been accepted by the DTTS program office and was awaiting final clearance and coordination to implement the test plan.
AIP 10 - AA&E Research, Development, Test & Evaluation

Mr. Greg Ferdinand, representing the Army’s Armament Research, Development and Engineering Center (ARDEC) presented AIP 10.  He reviewed the tasking and key participants in the coordination of all AA&E RDT&E.  He said that he will host a meeting at LMI on January 25, 2007, to discuss how to move forward with this initiative.  He told the group that he had drafted a charter for the creation of a sub working group specifically dedicated to AIP 10.  Memoranda have been distributed to several agencies to identify a single focal point from those agencies to work on AIP 10 issues.  Mr. Schutz asked LMI to coordinate and facilitate a conference call between ARDEC and OADUSD (TP) to discuss the upcoming January 2007 AIP 10 subgroup meeting.
AIP 14 - Class V Distribution Performance Metrics

Mr. Fred Posten, USTRANSCOM J-5, presented AIP 14.  He reviewed current progress and recapped the results of several stakeholder meetings.  He indicated that there was some disagreement among the services on metrics, particularly which system would be used to help gather metrics at the wholesale and retail levels.  The two systems in question were the Ordnance Information System and the National Level Ammunition Capability.  He also discussed the use of Six Sigma to pare down the end-to-end distribution process.  He said that the next steps for AIP 14 included a meeting among the Navy, Army, JMC, and SDDC to resolve issues of metrics collection. Discussion focused on USTRANSCOM also collecting emergency response metrics in conjunction with USTRANSCOM’s overarching Distribution Process Owner metrics collection process.  Mr. Posten stated he had looked into collecting AA&E accident metrics but not emergency response-related metrics. He further stated that accident-related metrics were not readily available.  Several representatives offered that accident statistics (for motor incidents) are available through SDDC and DTTS.
AIP 6 - Commercial Ownership and Foreign Military Sales

Mr. Ken Stombaugh from LMI presented AIP 6.  He said that LMI has begun initial work on an assessment of safety and security of AA&E while in the custody of defense contractors.  The results of that assessment will be presented in March 2007.  He also indicated that work on assessing the security surrounding the sale of AA&E to foreign governments/militaries has been deferred.

Meeting Conclusion

Mr. Schutz concluded the meeting with a review of the action items developed during the course of the meeting.  He also urged the group to begin to think of the ICG as a place to bring up new issues that are outside the scope of the 14 AIPs.  Mr. Tim Lewis from USD (I) suggested that the implications of joint basing on the AA&E community might be one new issue to begin exploring.  In conclusion, Mr. Schutz thanked all the participants for their work and dedication. 
Action Items
The working group generated the following list of action items.

AIP 2:  Mr. Tim Lewis, USD (I) will research and gather any piecemeal vulnerability assessments that have already been conducted on the AA&E distribution chain.  He will look at the gaps and overlaps and present the results to the ICG in order to decide whether or not a more complete end-to-end vulnerability assessment of the AA&E distribution system needs to be conducted.
AIP 4:  Mr. Fred Schutz, OAUSD (TP) will develop a memorandum with the DoD AA&E Distribution Subgroup’s work plan as an attachment that will request ICG member’s approval of formalizing the group as an ICG Sub-working group and approval of the work plan.
AIP 5:  The Army G-3 and G-4 will regroup to discuss defining and capturing metrics (and the improved documentation of existing metrics) of notification and emergency response to incidents involving AA&E.

AIP 5:  LMI will distribute copies of its recent rail security report once they receive it back from the printers.

AIP 11:  Via these meeting minutes, LMI will provide a list of ICG POC’s to SI International for the distribution of the AA&E CoP survey.
AIP 11:  LMI will distribute the briefing slides used by MAJ Adrian Marsh so that all ICG members will have a complete set of briefing slides from the meeting.

AIP 10:  LMI will coordinate and facilitate a conference call between ARDEC and OADUSD (TP) to discuss the upcoming January 2007 AIP 10 subgroup meeting.
An additional action item was generated for Mr. Schutz, OADUSD (TP) to present, at the next ICG meeting, the findings from the DHS-hosted Government Coordinating Councils that he sits on.
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