 

AA&E Interagency Coordination Group 
Meeting Summary
The Arms, Ammunition, and Explosives (AA&E) Interagency Coordination Group (ICG) met on Thursday, November 29, 2012. LMI hosted the meeting at its McLean, Virginia office. The action items stemming from the meeting and the attendee list both appear at the end of this summary.
Overview
Mr. Ken Stombaugh, LMI, opened the meeting, and, after administrative remarks, turned things over to the ICG chairman, Mr. Tim McNulty, Office of the Deputy Assistant Secretary of Defense (Transportation Policy) (ODASD [TP]). Mr. McNulty expressed his appreciation for the interagency support the group has received, reviewed the agenda, and asked the participants to introduce themselves. 
Key Events Recap
Following attendee introductions, Mr. McNulty summarized the key events that occurred since the June 2012 meeting.
Transportation Worker Identification Credential (TWIC) program. The group continues to coordinate with the TSA to allow AA&E certified drivers to apply for a TWIC card, which will be used as an approved DoD installation access credential.The program was originally designed for transportation workers requiring access to secure maritime facilities or vessels. As a result, TSA is revising both its TWIC policy and card application form to accommodate AA&E drivers. The new form is “at the printers” and may be ready by January 2013. Carriers will still need to pay for the cost of obtaining the card (about $85 to $100 apiece), and it will be good for five years. 
TSA Fedtrak. ODASD(TP) sent a letter under Mr. Donald Stanton’s (the deputy assistant secretary) signature asking for coordination with DoD as TSA continues to develop the Fedtrak system.
The Defense Transportation Tracking System (DTTS) program office recently conducted a mass safe haven test with AA&E carriers and Qualcomm. 
The National Transportation Safety Board briefed the National Defense Transportation Association’s Safety and Security committee on the need for carriers to equip their fleet with a number of new safety technologies such as collision avoidance and lane departure systems. The issue has been something of a “third rail” due to its cost. Mr. Bob Rossi, of the Army’s Armament Research, Development and Engineering Center (ARDEC), said the Army also was looking at some of these new technologies, particularly collision avoidance, for use overseas in-theater.
While reviewing the action items from June, a participant asked if there were any updates on the US Southern Command (USSOUTHCOM) supercargo issue.[footnoteRef:1] Mr. McNulty said there has been further discussion on the matter but that cost issues and security requirements remain unaddressed. That discussion continued into the next part of the agenda.  [1:  USSOUTHCOM is seeking a waiver from a Defense Transportation Regulation (DTR) requirement that supercargo personnel be placed aboard non-US flag commercial vessels transporting AA&E due to cost concerns. ] 

Office of the Undersecretary of Defense (Intelligence) Update
Mr. Marc Brooks, Office of the Under Secretary of Defense (Intelligence), OUSD(I), discussed the forthcoming re-issuance of DoD Instruction (DoDI) 5100.76 (Safeguarding Conventional Arms, Ammunition, and Explosives [AA&E]). The revisions will clarify guidance and definitions on AA&E secure holds and safe havens and the authorization of transportation security deviations in coordination with USTRANSCOM and its commands. Informal review is complete, and OUSD(I) had just received comments from the Washington Headquarters Service. Formal review coordination with the DoD components should begin in mid-December.
Continuing with the USSOUTHCOM supercargo issue, Mr. Brooks said that there should be flexibility on the supercargo policy and that they are working with USTRANSCOM and other stakeholders to include policy guidance on the issue in next revision of DoD 5100.76M. Mr. Jorge Leon, USTRANSCOM, indicated that while the group is still determining how best to address waivers, his initial thoughts are that USTRANSCOM may be involved in the waiver process, but that ultimately, the decision to waive the supercargo requirement and assume the risk may be left up to the shipping organization’s command headquarters, which in this case, would be USSOUTHCOM. 
Mr. Brooks also indicated that the TWIC is an acceptable credential for use in accessing DoD facilities.
Foreign Vendor Vetting Program
Mr. Dan Kesinger, USTRANSCOM J2, briefed the group on USTRANSCOM’s foreign vendor vetting program. There currently is no requirement for prime contractors to vet their subs and ensure they are not on an exclusion list or watch list. The vetting program is very limited right now and is only looking at two contracts in the USCENTCOM area of operations. There has been some discussion about expanding it to the World Wide Express program. CENTCOM has been doing some vetting on its own already. USTRANSCOM Acquisition requirements have to drive the intelligence activity. The issue is beyond physical security of cargo and extends to the money flowing to carriers. Mr. McNulty asked if USTRANSCOM had shared this with US coalition partners; Mr. Kesinger said CENTCOM already does this to some extent. We don’t know who the foreign subs are. TC-J2 is reviewing a memorandum that will go from General Fraser, the USTRANSCOM commander, to OSD to conduct an intelligence review of a vendor if necessary, although when pressed he said its purpose was simply to open dialog on the issue for now. Mr. Alex Keenan, Department of Transportation (DOT), said DOT deals with southern border carriers. It investigates carriers first, then lets its acquisition branch issue bids and monitor contracts. Carriers are required to provide information on their sub-contractors to DOT and are subject to DOT approval. In DoD, the acquisition activity “drives the train” and intelligence personnel review it before award. Mr. Steve Lord, Army G4, asked about situation where a sub is a broker, making the identification of actual carrier even more difficult. Mr. Keenan replied that, as long as they have a US DOT number, then a foreign carrier may enter the US. He also acknowledged that this approach does not address situations in which a foreign carrier flies something into Canada, then trucks it into the US, while the actual country of origin remains unknown. 
Carrier Performance Update
Ms. Meg Meade, SDDC G9, briefed the group on SDDC’s Defense Trailer Tracking Alert Avoidance and Compliance (DTAAC) program. The DTAAC program is an SDDC initiative to reduce the number of false alerts in DTTS for door-open or trailer-untethered events. In October 2011, DTTS received false alerts for 69 percent of the shipments it tracked. SDDC set a goal of reducing false alerts to 5 percent of shipments; however, by April 2012 it had fallen to only 60 percent. SDDC subsequently raised the goal from 5 percent to 35 percent, and, by October 2012, the false alerts fell to 34 percent. Although carriers are not currently financially penalized for high alerts, SDDC did issue warning letters to both R&R and Panther in September for exceeding the 35 percent rate. Dan Bradley, SDDC DTTS, added that this has been a major change management issue involving carriers implementing the technology with wide variances in success. Carriers have expressed their commitment to eliminate false alerts when approached about them, but the breakdowns usually occur at the driver team level. Mr. McNulty commented that such alerts—false or not—involve staffing, time, and resources to address. 
Action Implementation Plan (AIP) 10 Update—R&D Database and ARDEC Initiatives
Mr. Rossi updated the group on AIP 10 (AA&E research, development, test, and evaluation projects). The knowledge management (KM) database for AA&E R&D efforts continues to grow, and plans are underway to migrate the database platform to Microsoft SharePoint. Mr. Keenan asked whether non-DoD personnel could access the SharePoint system when fielded. Mr. Stombaugh said that it will be accessible via CAC, with additional tiers of access based on type/role of user. Since DOT ID cards are not true CACs, DOT personnel would require sponsorship for a CAC to access the KM database. Mr. Rossi expects the SharePoint work will be added to the support contractor’s (LMI’s) scoping. Once that occurs, LMI expects to field it within six months. 
Mr. Rossi then gave a second presentation on future directions in AA&E distribution, highlighting a number of initiatives and concepts completed or under development, including using air bags between ammunition containers in van shipments, the Joint Modular Intermodal Distribution System (essentially a system of small shipping containers that can be bundled together or broken out and moved separately), remote munitions health monitoring, use of unmanned vehicles to supply forward units with AA&E supplies, and next generation wireless communications (using wireless mesh networking to track assets). 
AIP 11 and 13 Updates—Knowledge Management and Training Efforts
Mr. Ken Williams, Defense Ammunition Center (DAC), reviewed efforts stemming from AIP 11 (knowledge management) and 13 (training). DAC is planning to field an explosives safety knowledge network in FY2013. For AIP 13, DAC is developing a two-level certificate program for competency in explosives safety, fielding a module on explosive safety for commanders, and improving training for quality assurance specialists in ammunition surveillance. Finally, DAC is transitioning its training material and coursework to conform to the Army’s Training and Doctrine Command (TRADOC) models. Mr. McNulty asked whether there were any efforts to make such training more of a joint, versus Army-centric, effort. Mr. Williams said the DAC was not there yet but it was discussing the idea with other services. Mr. Williams then discussed the recent re-organization of the DAC. DAC will now fall under the operational control of the chief of ordnance at the Army Combined Arms Support Command, although some engineering functions will remain under Joint Munitions Command (JMC) control. 
Mr. Williams concluded by describing an incident that occurred on November 11, 2012 at the Military Ocean Terminal, Concord, CA. A container with combined effects munition cluster bombs was dropped 14 feet while being lifted, landing on another container with the same munitions. No detonations occurred, and an explosive ordnance disposal (EOD) team from Travis Air Force Base arrived to assess the cargo and determined it was safe. Mr. Williams said this was an example of the “unsung heroes” in AA&E packaging design and the EOD teams that inspect such mishaps without incident. 
AIP 14 Update—Financial Metrics
Mr. Jared Andrews, LMI, updated the group on FY2011 and FY2012 financial metrics for transportation protective service (TPS) shipments. He presented a series of charts and graphs LMI developed using data from the Integrated Mission Support for Surface Deployment and Distribution Command (ISDDC) system and US Bank’s Syncada freight payment system (formerly PowerTrack). In general, average TPS shipment linehaul costs, on a cost-per-ton basis, did not change much between FY2011 and FY2012, although total shipment counts were down in FY2012, most likely due to the Iraq and Afghanistan draw-downs. There were some questions on a chart depicting changes in rates for specific equipment types; Mr. Andrews explained these changes were indexed at 100 and meant to show how the rates (not actual shipment costs) had fluctuated over time. Further, the rate changes for one type of equipment had no relationship to changes for the other two types. 
There was some discussion on lead times and whether shippers were giving carriers the maximum amount of notice possible in order to secure better rates. In addition, forecasting lead times is challenging with AA&E.[footnoteRef:2] Smaller sites typically give only a few hours’ notice to carriers, while JMC sites normally give at least 72 hours’ notice. Mr. McNulty commented that the TPS cost charts said much about how DoD does business in terms of moving AA&E. Someone asked whether some of the accessorials’ costs were justified given that the domestic threat level against AA&E in transit was relatively benign according to a recent Defense Intelligence Agency (DIA) threat assessment.  [2:  In addition, lead times are not derivable from the ISDDC and Syncada data used.] 

AIP 14 Update—DTTS Metrics
Ms. Annvetta Barnett-Hansen, SDDC DTTS, provided a series of metrics that the DTTS Program Management Office tracks, to include shipment totals by fiscal year, shipment category comparisons (by fiscal year, service, and hazmat or security risk category, and number of DTTS emergencies). She concurred that the decrease in shipment totals was largely due to the ongoing drawdowns, and she further noted that the number of DTTS emergencies due to mechanical breakdowns had spiked in FY2012. 
JMC Metrics and AA&E Retrograde Update
Next, Mr. Al Rus, JMC, presented a slide deck of JMC performance metrics for its depots and plants for FY2011 and FY2012, followed by a summary of transportation discrepancy reports (TDRs) filed in those years at those locations. There were five types of TDRs reported in FY2011 (non-conformance with shipping requirements, astray cargo, missing paperwork, etc.) but only two categories for FY2012 (failure to confirm receipt of shipment and report-of-shipment message not received on time). Mr. Rus said the chart was accurate and that TDR categories can change markedly from year to year. The final section of Mr. Rus’ slides covered former War Reserve Stocks for Allies in Korea (WRSA-K). The program was terminated several years ago, and JMC continues to transfer some of the stock to Korea and is moving the rest back to CONUS. Mr. Rus said that JMC provides projections of retrograde cargo once a year to DoD’s AA&E carriers.  
SDDC Initiatives Update
Various SDDC personnel provided updates on several topics.
Transportation Protective Service (TPS) Contract
Ms. Julia Shenk updated the group on the forthcoming Federal Acquisition Regulation (FAR) based TPS contract. SDDC is considering including the following features in the contract. [Note: Some of the items that Mr. Shenk briefed are considered procurement sensitive and are not included in this summary.]
The new contract will reference the Military Traffic Freight Rules Publication 1 (MFTURP-1) revision in place as of the contract’s start date and that SDDC will incorporate any subsequent MFTURP revisions (or individual provisions) into the contract, as necessary. 
SDDC is still working on proposed performance requirements and will vet them with the services before finalizing them. The “clock has not started” on implementation efforts. The entire acquisition effort will be approximately 14 months. 
Currently, SDDC is leaning toward letting the carriers bid accessorial rates as well as linehaul rates. 
Mr. McNulty asked whether SDDC will consider breakdowns or mechanical failures (per the DTTS metrics presentation); Ms. Shenk said SDDC intends to address them by exception and not via a contractual key performance indicator. 
Carrier Appointment System
Mr. Sean Manning, SDDC G9, said that the Carrier Appointment System (CAS) had added seven new sites in 2012, with more sites planned for 2013 and a web service to retrieve bill of lading data from ISDDC. In addition, he said a recent USNORTHCOM exercise (Vibrant Response) resulted in a 90 percent reduction in detention charges by using CAS. Mr. Manning was asked whether a site-to-site notification was in place in CAS for incoming shipments; he said no but that CAS would like to pursue that in the future. Mr. Steve Lord, Army, was not in favor of CAS developing a REPSHIP capability since other capabilities already exist for sending REPSHIPs. 
Some discussion on secure hold facilities occurred. Mr. Bradley pointed out that previous discussions during the day highlighted issues with shipment planning, potential detention costs, new DoT hours of service requirements for carriers, and secure hold and safe haven policy.  He noted that these areas are related and in the current environment of decreasing costs and manpower, the issue will likely come to a head in the near future. Mr. Bradley stated that he recently participated in a telecom with Al Rus from JMC with regard to the Navy reducing secure hold hours of operation at Crane Army Ammunition Plant.  JMC is concerned with the impact to munitions movements, but the Navy at Crane is being forced to reduce their budget and manpower.  Mr. Bradley noted that DTTS struggles with secure hold denials at military installations on a weekly basis, and the carriers are stuck between two realities. They can either park in one spot until the installations allows them access during normal duty hours and violate provisions of the Unified Pub that limit how long they can remain stationary.  Or to remain in compliance with the Unified Pub, they can drive around until they can get on the installation, which essentially increases public exposure to these hazardous shipments. Mr. Brooks noted that in 2009 the Air Force issued strong guidance to their installations regarding secure hold. He agreed to provide it to Mr. Andrews, who in turn, will send to the group.
Mr. Brooks also noted that the next revision of DoD 5100.76I will include a statement that says if a facility has a secure hold capability that the facility is prohibited from turning a truck away at the gate. 
DTTS Mass Safe Haven Test
Mr. Bradley updated everyone on the August 2012 test to determine DTTS’ ability to execute a mass safe haven order during a national emergency. The test included Qualcomm and two carriers (Baggett and Northern Neck Transfer). Overall, DTTS judged the test a success, although Qualcomm had to broadcast individual messages to each truck rather than a mass broadcast. There was some discussion on who actually has the authority to order a mass safe haven of AA&E shipments. ODASD(TP) took an action to follow-up with USNORTHCOM regarding authority to issue a mass safe haven order and associated force protection measures (e.g. how do we ensure that DoD installations will allow AA&E carriers to enter during times of national emergency?). 
ICG Transportation Sub-Group Update
Mr. Lord briefed the group on the ICG transportation sub-group recent (TSG) activity. 
The TSG found that using shrink wrap in place of protective tarps does not resolve an issue with Occupational Safety and Health Administration rules since it is easily damaged, not heat resistant, and a driver cannot make repairs or adjustments to it en route. 
The TSG continues to work with USTRANSCOM, OUSD(I), and Military Sealift Command (MSC) on developing a waiver process for Supercargo aboard foreign flag vessels. 
The military services recently drafted a proposed TSG charter that combines the DTTS Joint Service Working Group (JSWG) with the TSG. The charter was sent to members for consideration and comment a few days prior to the ICG. 
The TSG intends to review TPS cost data and will be using the data presented by Mr. Andrews as its starting point. 
Mr. McNulty requested that the services coordinate the proposed charter with their 06 level principles and then provide a final version to USTRANSCOM and SDDC for coordination with their staff principles prior to OSD coordination.
Mr. McNulty and the group thanked Mr. Lord for serving as TSG chair (he is rotating out of the chairmanship at the end of December). Mr. Oliver Bell, Marine Corps, then assumes the chairmanship effective January 1, 2013. 
 Other Items/Initiatives
Mr. McNulty then asked the participants if they had further items to report or share. Representatives from the Departments of Homeland Security and Transportation introduced themselves and briefly described their particular branches and duties. Mr. Michael Burkhardt, DOT Pipeline and Hazardous Materials Safety Administration (PHMSA), reminded the group to keep the Code of Federal Regulations, part 49 in mind when dealing with hazardous shipments. Mr. Ryan Paquet, PHMSA , noting the policy discussions on the supercargo issue, added that any policy should be flexible enough that waivers or exceptions are unnecessary.
Mr. Paquet, DOT/PHMSA, discussed the fact that PHMSA has found that there is no safety benefit to issuing Competent Authority (CA) approvals for Foreign Military Sales (FMS) shipments. Specifically because they occur under the umbrella of DoD, with DoD personnel packaging and loading the items. The example provided was Republic of Korea FMS where the Korean Air plane arrives on a US Air Force Base, is loaded by US Airmen, and departs directly for Korea. The only reason that a CA has been provided is because the ROK Air Force does not have an organic airlift capability so a commercial aircraft is involved in a non-commercial operation. In the interest of eliminating unnecessary bureaucracy that does not improve safety PHMSA is reaching out to DoD to provide input for solutions. PHMSA would like to report that this issue has been resolved at the next AA&E ICG meeting.   
Mr. Paquet also discussed interim hazmat classification (IHC). There is currently a DOT Special Permit allowing DoD to provide interim hazmat classifications for various materials that require transport but have not completed the full testing required. For regular Explosives Classification approvals DoD has the ability to reach into PHMSA’s systems to record the classification and generate the approval (no expiration). In PHMSA’s effort to bring ongoing operations under the Hazardous Materials Regulations (HMR), rather than special permits, they would like to see DoD do the same thing for IHCs but with a 1 year expiration (per the TB700-2). PHMSA would like to report that this can be accomplished prior to the November 30, 2013 expiration date of the special permit to eliminate the need for DoD to operate under this special permit (DOT-SP 15448).
Mr. Williams, DAC, said he would look into the change in the IHC process so the special permit is no longer necessary. 
Mr. August Malson, OPNAV N4, raised an issue about the use of high security locks and keys for sensitive cargo. The Defense Logistics Agency stocks locks for military services. Each military services uses the same lock but they have different National Stock Numbers (NSNs). He said that Navy has to re-manufacture each lock because they don’t meet the Navy’s requirements. He asked whether the other services were having the same problems. The other service representatives were unaware of any such problems, but one person did note that the Navy was the executive agent for the DoD lock program and that he should pursue the issue with the appropriate personnel there. 
Action Items Review
The group then recapped the action items from the meeting.
ARDEC will explore avenues for other non-DoD agencies, DOT in particular, to access its R&D knowledge management database. 
The TSG will examine TPS shipment cost data and assess the potential for reducing costs—that is, whether certain accessorials are really necessary under certain conditions or specific freight types—based on the current Defense Intelligence Agency assessment of the threats to TPS cargo in-transit in the US. 
Mr. Brooks will forward an Air Force memorandum to LMI for distribution to the group that provides guidance related to secure hold facilities. 
Mr. McNulty will work with ODASD(TP) on a request to USTRANSCOM and SDDC to eliminate or reduce the trailer tracking (DCS) accessorial.
ODASD(TP) will follow up with the TSA to confirm when the TWIC card application form will be updated and available. 
The Military Services and agencies will provide SDDC their representatives to participate in a TPS tenders to FAR-based contract initiative working group.  Each member should have reach-back to their organization.
Coordinate a meeting with USTRANSCOM and MSC to develop a way ahead that addresses the supercargo waiver request from SOUTHCOM.
ODASD(TP) requested that the services coordinate the proposed charter with their 06 level principles and then provide a final version to USTRANSCOM and SDDC for coordination by the appropriate staff principles. 
The Navy will look into problems with the security locks that they have been experiencing. 
ODASD(TP) will follow-up with USNORTHCOM regarding authority to issue a mass safe haven order and associated force protection measures.
PHMSA is requesting DoD input for solutions on the issuance of Competent Authority (CA) approvals for Foreign Military Sales (FMS) shipments. PHMSA would like to report that this issue has been resolved at the next AA&E ICG meeting.   
Mr. Paquet also discussed interim hazmat classification (IHC). There is currently a DOT Special Permit allowing DoD to provide interim hazmat classifications for various materials that require transport but have not completed the full testing required. For regular Explosives Classification approvals DoD has the ability to reach into PHMSA’s systems to record the classification and generate the approval (no expiration). DoD currently has the ability to reach into PHMSA’s systems to record Explosives Classification approvals (no expiration). PHMSA would like DoD to use the same process for interim hazmat classifications (IHCs), (1 year approval). Mr. Williams, DAC, said he would look into the change in the IHC process so the special permit is no longer necessary. 
Wrap-Up
Messrs. McNulty and Stombaugh thanked everyone for attending and expressed their appreciation for the members’ active involvement and participation in the group. 
[bookmark: _GoBack]The next meeting is scheduled for Tuesday, 21 May 2013 at LMI in McLean, VA.  
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