 

AA&E Interagency Coordination Group 
Meeting Summary
The Arms, Ammunition, and Explosives (AA&E) Interagency Coordination Group (ICG) met on Wednesday, June 6, 2012, at LMI’s headquarters in McLean, Virginia. A summary of the action items from the meeting and an attendee list can be found at the end of this summary.
Overview
After LMI administrative remarks and introductions, Mr. Ken Stombaugh, LMI, introduced the ICG Chairman, Mr. Tim McNulty, Office of the Deputy Assistant Secretary of Defense (Transportation Policy) (ODASD [TP]). Mr. McNulty opened the meeting with welcoming remarks and reviewed the history of the ICG, dating back to 2003.  He explained that many of the original 14 action implementation plans (AIPs) have been closed, and new actions have been opened.  He asked that members of the group continue to raise new issues and initiatives to the ICG.  He would like the ICG to be the central forum for interagency AA&E distribution-related issues. He emphasized that the group should ensure that a one government approach is pursued when resolving issues and added that the ICG is ideal for working AA&E issues across the federal government. He wants the ICG to reach out to the other federal agencies and share more initiatives and programs.  He also asked that the group not wait until the next meeting to raise concerns; issues can be worked between ICGs.   
Mr. McNulty summarized key events since the last (December 2011) ICG meeting as follows:
The waiver for Security Escort Vehicle (SEV) for shipments including trailer tracking (DCS) has been incorporated in the Defense Transportation Regulation (DTR).
The ICG Transportation Sub Group (TSG) submitted a proposed policy change to reduce Transportation Protective Service (TPS) requirements for Mine Resistant Ambush Protected (MRAP) vehicle shipments.
The TSG reviewed and updated the Vision 2020 strategic plan.
The Defense Transportation Tracking System (DTTS) Program Management Office (PMO) conducted an AA&E Emergency Response Rehearsal of Concept (ROC) Drill and Tabletop Exercise on May 2, 2012 near Scott Air Force Base.  
An amendment to H.R. 4310 – National Defense Authorization Act for Fiscal Year 2013 was offered by Representative Akin titled: “Safety and Security standards for TPS commercial carriers” as follows:
The committee is concerned that DoD has not implemented stringent enough safety standards for potentially dangerous cargo that is routinely transported by Transportation Protective Service (TPS) commercial carriers through our nation’s highways and communities…The committee was disappointed to learn that a number of reasonable recommendations to improve safety performance standards submitted by the Security and Safety Subcommittee of the National Defense Transportation Association’s (NDTA) Surface Committee, were later rejected by DoD’s Surface Deployment and Distribution Command (SDDC) even though SDDC was an active participant in the subcommittee's deliberations. 
These standards included…adopting minimum DOT safety performance at 50th percentile; mandating proven safety technologies in trucks; requiring carrier operations center be continually staffed; outlining specific carrier responsibilities for incident; and incentivizing carriers with strong safety records.  The decision by SDDC, to instead follow less stringent criteria, is found by this committee to be insufficient. It is the view of this committee that material transported by TPS is largely unique to DoD and requires appropriate safety and security measures beyond that required for non-defense commercial carriers.  
Accordingly, the committee directs DoD to adopt increased mandatory minimum standards to ensure the safety of the public and require DoD-approved TPS carriers possess adequate procedures and safety standards for both drivers and vehicles.  The committee is encouraged that SDDC has undertaken efforts to develop a process and metrics for evaluating driver and carrier performance. The committee therefore directs DoD to provide the defense committees a report on its proposed carrier evaluation and safety standards plan within 45 days after enactment of the Act.”  
Mr. McNulty noted that he would coordinate with the Department of Transportation (DoT) for input on DoD’s response to Congress on the Akin amendment.  (Editor’s Note:  OSD has recently learned that the Akin amendment was also included in the Senate’s FY13 National Defense Authorization Act (NDAA); however, the Senate version is less directive than the House version. The Senate version instructs DoD to conduct an impartial analysis and report back to the committees in 45 days after enactment into law and implement any changes as required. 
Next, Mr. McNulty reviewed the following open actions from the last meeting.
1. The TSG will look for gaps and determine if proper guidance is in place for sharing Suspicious Activity Report (SAR) information with stakeholders (e.g. Transportation Officers and carriers for developing route plans)

Status: Open.

2. The services agreed to provide Surface Deployment and Distribution Command (SDDC) with installation access points of contact (POCs) that may have interest in SDDC’s Carrier Appointment System (CAS)

Status: Open. 

3. JMC agreed to share its AA&E metrics collection data with the ICG

Status: Open. 

4. LMI will invite a TWIC and CAC representative to brief the next ICG to determine what credential should be used for munitions carrier personnel requiring base access 

Status: Action complete.

5. DHS will contact Armament Research, Development Engineering Center (ARDEC) to provide POCs for the National Transportation Security Center of Excellence and the Transportation Research Board
Status: Action complete.

6. The military services will provide POCs to ARDEC that could assist in getting more of the military services’ input to the research, development, test, and evaluation Research Development Test and Evaluation (RDT&E) portal
Status: Action complete.

7. SDDC G9 agreed to send the military services a copy of its mechanical breakdown standard operating procedure (SOP)
Status: Action complete.

Mr. McNulty reported that ODASD (TP) will continue to monitor progress, keep the AA&E community informed, and post AIP status updates and meeting minutes to the ODASD (TP) website (www.acq.osd.mil/log/tp). ICG meetings will continue bi-annually. The next meeting is scheduled for Thursday, November 29, 2012.
AIP Status Updates and Presentations
Following the opening remarks, AIP status updates and presentations were provided by many of the attendees. Hard copy briefings were provided to all meeting attendees. (Those who would like electronic copies of the briefings should please contact Jared Andrews, LMI, at jandrews@lmi.org.)
The following is a summary of the AIP status updates and presentations in the order in which they were presented.
AA&E Threat Assessment
Mr. Erik K. Johnson, Senior Intelligence Analyst, Defense Intelligence Agency (DIA)/DXC-1 provided the most recent unclassified DIA AA&E threat assessment report.   
He reported the overall threat assessment as:
The DIA assesses that the threat to the DoD conventional AA&E in the Continental United States (CONUS) by terrorist organizations and foreign intelligence services (FIS) is LOW.
He reported the terrorist threat assessment as:
DIA assesses that the terrorism threat level for the continental United States is significant; however there is low threat to the DoD conventional AA&E.
DoD AA&E is more vulnerable in-transit than in storage. In-transit DoD AA&E, by rail, road, and maritime are at the highest risk of theft or diversion for nefarious purposes.
Insiders are the largest threat to DoD AA&E. If recruited by terrorists, or criminals, insiders have the ability to provide critical information on storage and transportation of DoD AA&E of which the repercussions cannot be predicted.  
Mr. McNulty asked if there is a link between DTTS suspicious activity reports and eGuardian, a Federal Bureau of Investigation (FBI) system launched in January 2009 to share tips about possible terror threats with local police agencies.  Mr. Ty Brown, SDDC G2, said that SDDC shares DTTS’ reports of suspicious activity with other agencies and programs.  Mr. Brown added that SDDC also posts threat-related and other information (e.g. road closures, protests, etc) to the Intelligent Road/Rail Information System (IRRIS).  IRRIS is working to establish Common Access Card (CAC) access to the system.  Both carriers and TOs can access the information in IRRIS. 
OUSD(I) Physical Security Update
Mr. Marc Brooks, OUSD(I), reported that DoD Manual 5100.76, “Physical Security of Conventional Sensitive Arms, Ammunition, and Explosives” has been updated and summarized some of the changes.  Mr. Brooks added that OUSD(I) is holding a DoD AA&E workgroup  meeting on June 7.  This forum brings together distinct functions as security, safety, transportation, engineering, among others such as intelligence to converge and identify issues and challenges, define or clarify requirements, and strengthen mutually supporting policies essential for the protection of AA&E.

AIP 9 Update
DTTS Emergency Response Rehearsal of Concept (ROC) Drill and Tabletop Exercise
Mr. Dan Bradley reported that a second ROC Drill and Tabletop Exercise was held May 2, 2012.  The first drill was held February 16, 2011.  Before his brief, segments from ABC News 20/20 and ABC Primetime Live were shown to help illustrate both the potential consequences of an incident and the importance of a strong emergency response capability. 
The segment, “The Day They Bombed Checotah,” documented the  August 4, 1985 incident where a truck loaded with 10 2,000 lb MK-84 bombs collided with an automobile on Interstate 40 near Checotah, Oklahoma, at approximately 3:30 a.m. The automobile’s fuel tank ruptured and spilled gasoline, which quickly ignited and spread to the truck’s lading. Subsequent explosions from the bombs destroyed the vehicles and left a crater in the roadway 27 feet deep and 35 feet wide (see Figure 1‑1).
[bookmark: _Ref292439085]Figure 1‑1. Checotah
[image: ]
Three hundred and seventy-one residences were damaged. Other buildings, including a school located 734 feet from the accident site, suffered substantial damage. Total damages were estimated at $5 million. Forty-nine people reported to a hospital emergency room for treatment of injuries, most after breathing smoke and gases from the burning tritonal.[footnoteRef:1] There were no fatalities, largely because of the timing of the accident, but also because of the actions of the truck driver, who quickly evacuated the area. [1:  National Transportation Safety Board Hazardous Materials Special Investigation Report–4, 1985, SIR-87/01.] 

The segment from Primetime Live contained an exclusive under-cover investigation by Chris Wallace that covered a Government Accountability Office (GAO) report about the safety and security of carrier terminals dated 25 September 2001.  At the time of inspection, AA&E was stored at several carrier terminals.  GAO inspected half of the terminals and found public safety risks, physical security risks, and accountability discrepancies.  The carrier terminals failed to meet DoD prescribed security and safety directives.  The report resulted in the closure of all but two temporary commercial storage facilities.   
Figure 1‑2. Primetime Live Investigation





Mr. McNulty added that the GAO investigation, along with the events of 9/11, led to the creation of the ICG and the incorporation of additional security measures. 
Following the viewing of the videos, Dan Bradley, DTTS Program Manager, summarized the 2012 ROC Drill.  The purpose and objectives were the same as the 2011 ROC Drill:  
Purpose:  Conduct a ROC drill and tabletop exercise to identify critical gaps in incident response for surface transportation of DoD AA&E and other types of sensitive material.
Objectives:  Learn and share information between organizations and develop a prioritized list of critical gaps identified.
The drill included 40 participants from various organizations, including three carriers.  Many of the participants, including the carriers, were different from last year, making the event a valuable educational session for all attendees.  
The four scenarios used for the tabletop exercise were: (1) an accident requiring DoD on-scene support to transfer shipment from damaged conveyance to new conveyance, (2) a major accident resulting in fire and subsequent detonation of Hazard Class 1.1 explosive shipment, (3) a hi-jack of shipment containing Stinger missiles, and (4) multiple incidents requiring subsequent mass safe haven of AA&E trucks to the nearest military installations.
Some gaps identified from last year’s drill resurfaced, including Quality Assurance Specialist (Ammunition Surveillance) (QASAS) tasking authority and safe haven issues.  United States Army Forces Command (FORSCOM) took the action to coordinate with the Army Watch Cell on QASAS tasking, and DTTS is currently coordinating with Qualcomm and a few carriers to test a mass safe haven capability.  False trailer sensor (door and untether) alerts were also discussed, and DTTS continues to work with satellite vendors and carriers to work towards reducing false alerts.  
Areas for further assessment and consideration include identification and evaluation of Service Emergency Response procedures and instructions and intelligence collection and dissemination leading to mass safe haven.  
Mr. McNulty asked if NORTHCOM has QASAS tasking authority. Ms. Rita Woolwine, USNORTHCOM, stated no and explained she thought that the process was defined by regulations. Mr. Bradley explained that the Army Watch works with the 20th Support Command to deploy Explosives Ordnance Disposal (EOD) teams from any installation across the country; however, Army Watch and 20th Support Command do not have a similar tasking authority for QASAS. QASAS are often needed to oversee or assist in the repackaging of shipments damaged in an accident.  
Mr. Gil Casillas, JMC, explained that DoD needs 24/7 coverage for QASAS support at accident sites.  He suggested pursuing the feasibility of contracting out 24/7 assistance for repackaging/reloading.  Also, as in the Checotah incident, the cost to respond can be as much as $12K, and there continues to be issues with recovering the cost of incident response. 
Mr. Stombaugh stated that a process for QASAS tasking similar to the EOD process needs to be defined.  The process needs to include tasking authority as well as funding and resource allocation. 
An action was noted for ODASD (TP) to establish a process for QASAS tasking, including funding and resource allocation, using the EOD process as a template.  
AA&E Supercargo Discussion
Major Marci Miller, USSOUTHCOM Deployment and Distribution Operations Center (DDOC) and Ms. Mary Harkin, SDDC/USSOUTHCOM, led the discussion on an AA&E supercargo issue.  The issue surrounds the DTR Part II, Table 205-4 (figure 1-3) governed by DOD 5100.76M.  The table states item #6, “Supercargo personnel are required for Foreign Flag where no US ship’s officer with clearance is available.”  This is the same requirement for all Security Risk Categories (SRCs).  
Figure 1‑3. Table 205-4
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USSOUTHCOM is proposing a change that would permit a permanent waiver of the supercargo requirement for Hazard Class 1.4 shipments within the USSOUTHCOM AOR.  
USSOUTHCOM’s specific challenges include Foreign Flag carrier dominance and USSOUTHCOM is 100% foreign flag carrier dominated.  Ocean transport costs on a US flag is exorbitant (2 pallets of 5.56 for Bridgetown, Barbados cost $300,000 for a U.S. flag carrier and 9 pallets of 1.4 ammunition for Peru was $8,550.00 for two containers on foreign flag; while a U.S. flag carrier would have been upwards of $600,000.)
USSOUTHCOM believes there is low risk to commercial carriers in their area of responsibility (AOR).  Most of their risk is opportunity targets when vessels are in port.  There have been no documented incidents of any piracy within their AOR.  
MAJ Miller further indicated that it is hard to define the value-add and justify the cost of supercargo personnel to travel with the shipment.  USSOUTHCOM suggests that there are other ways to perform anti-intrusion that do not require personnel, such as anti-intrusion technology.  
Mr. Oliver Bell, Marine Corps, asked why USSOUTHCOM does not apply for waivers on a case-by-case basis instead of recommending changes to policy.  Ms. Harkin explained that according to the DTR, there is not a way to address waivers for supercargo.  
Dr. Covino suggested that cost should not be the main issue; there are many issues with 1.4 and the security and safety of 1.4 must be assured.  
Mr. Steve Lord suggested that the DTR in general needs to be reviewed and updated to allow a waiver process.  However, the group acknowledged that someone must be willing to accept the risk for issuing the waiver. 
An action was noted for the TSG to evaluate the DTR with regard to waivers, using the USSOUTHCOM supercargo issue as an example.  
FedTrak
Mr. Jimmy Beasley, Transportation Security Specialist, TSA, briefed the status of FedTrak.  He explained that the 9/11 Act resulted in Legislative Mandate, (PL 110-53 section 1554), which led to the program.
· “…TSA shall develop a program to facilitate the tracking of motor carrier shipments of security sensitive materials and to equip vehicles used in such shipments with technology…”
·   “…evaluate any new information related to the costs and benefits of deploying, equipping, and utilizing tracking technology for motor carriers transporting security sensitive materials…”
·   “…1 year after issuance of a regulation, TSA shall issue a report to Congress on program developed and evaluation carried out…”
The Federal Motor Carrier Safety Administration (FMCSA) completed the hazardous materials (HAZMAT) safety and security operational field test in 2004.  TSA completed the HAZMAT truck security pilot in 2007, and the cost and technology evaluation items listed in section 1554 were completed in 2012.  They concluded that the use of telematics will enhance the security of shipments, and that a return on investment (ROI) is obtainable through telematics.  
Mr. Jared Andrews, LMI, asked about the “vehicle immobilization” on-board device and whether it would be mandated?  Mr. Beasley explained that all capabilities, to include vehicle immobilization, are under consideration for the mandate.  
Mr. Beasley explained that the intent of FedTrak is to integrate any telematics system (regardless of vendor and capability) into the “FedTrak Data Integration Engine.”  Development of the FedTrak portion that Mr. Beasley briefed is expected to be complete by 2013.  
Figure 1‑4. TSA’s FedTrak R&D Initiative[image: ]
Mr. McNulty explained that he was asked at the SDDC Symposium by carriers how the Federal government is coordinating requirements for carrier hardware.  Carriers are concerned that the government has conflicting requirements. Mr. McNulty’s response was that the ICG is responsible for coordinating these requirements.  Mr. Beasley explained that TSA’s intent is to use current hardware. FedTrak is only integrating the information collected by the hardware that the carriers are already using, based on existing requirements.  
An action was taken to establish formal coordination between TSA and DTTS regarding FedTrak. Mr. McNulty will draft a letter from Mr. Stanton to TSA stating that they appreciated the brief and would like to coordinate closely to share lessons learned and reduce redundancy of tracking DoD AA&E shipments.
AIP 10—AA&E Research, Development, Test and Evaluation Update
Mr. Robert Rossi, ARDEC, provided the background of AIP 10, accomplishments, plans and ICG action item status.  He reported the following accomplishments (supported by LMI) in the last 6 months:  
· Identified 833 new RDT&E documents (26% increase), including articles, conference proceedings, journals, reports, slides, technical briefs, videos, and white papers
· Identified 71 RDT&E project online research sources
· Received info on DHS Science and Technology Office of University Programs database  (action from last ICG)
· Evaluating potential system enhancements, such as considering transition to Sharepoint (like CorrDefense) and limiting access to CAC holders
· Developing marketing and communications plan 
The database has grown since 2008. It contains 3,989 files today vs. 250 files in 2008.  Next they plan to focus on increasing the number of users.  Their plans for the next six months include developing a new SharePoint Application and market the system to joint sources to obtain information, gather documents and identify databases.  
Mr. Rossi reported that the action from the December 2011 ICG:  DHS will contact ARDEC to provide points of contact for the National Transportation Security Center of Excellence and the Transportation Research Board is complete.
Mr. McNulty asked that ARDEC contact the Joint Improvised Explosive Device Defeat Organization (JEIDDO) for data.  An action was noted.  
AIPs 11 and 13—Knowledge Management and AA&E Training Update
Mr. Stombaugh, LMI, provided the status of AIPs 11 and 13 – Knowledge Management and Training. The Defense Ammunition Center (DAC) has the lead for both AIPs and was not able to travel to attend the ICG.  
The past two years, DAC has been working with the U.S. Army Combat Readiness/Safety Center (USACR/SC) to develop explosives safety training for Career Program (CP)-12 careerists.  USACR/SC has submitted an application for American National Standards Institute (ANSI) accreditation for CP12 explosives safety.  A result is expected in early June.  
Level 1 training consists of four DAC courses:  Ammo-45 – Introduction to Ammunition. Ammo-63 – U.S. Army Explosives Safety Familiarization, Ammo-78 – Ammunition Publications, and Ammo-107 – Intro to Explosives Safety Management for Safety Professionals.  
Level 2 training will consist of 10 additional DAC courses, which will require the development of 4 new courses:  Advanced Explosives Safety Management, Explosives Safety in Tactical Environments, Ammunition Storage Safety, and Explosives Safety in RDT&E and Industrial Environments.  Additional training courses may be required dependent upon specific job duties.
DAC has also established communities of practice (COP) in ammunition, explosives safety, and hazardous materials (HAZMAT) to encourage knowledge sharing, provide functional support and improve job performance within each COP.  
The HAZMAT CoP has been an Army professional forum since 2009, available via Army Knowledge Online (AKO).  It has 564 members and its purpose is to connect the HAZMAT transportation community; provide a forum to share expert knowledge; be a resource for lessons learned and best practices and provide links to HAZMAT regulations and other tools/resources.  
DAC’s plan is to make the HAZMAT CoP a sub-site within the Ammunition CoP by the end of June 2012 (https://acc.dau.mil/ammo), which was developed in 2008 and has 5,502 members.   The expectation is that the Ammunition CoP will have greater visibility thru larger membership to generate increased activity/participation.
AIP 14—Metrics Collection and Evaluation Update
Ms. Annvetta Barnett-Hansen, DTTS, reviewed DTTS AA&E and Other Sensitive Material (OSM) movement, emergency response, DoD and police notification, DCS categories, and in-transit public exposure statistics.
She pointed out that the total number of shipments are decreasing as the drawdown continues.  
An increase in deer strikes is what is driving the higher number of incidents in 2012..  Mechanical issues and breakdowns are trending  higher in 2012 than 2011.  
Mr. Leon, USTRANSCOM, asked about the status of the action item from the December ICG regarding metrics from JMC.  Mr. Casillas said there has been no movement in this area.  
A discussion ensued regarding AIP 14 and the overall metrics collection process. AIP 14 calls for USTRANSCOM to collect and monitor metrics to see if DoD is showing improvement in areas impacting safety/security. Beyond DTTS and JMC metrics, Mr. McNulty added that carrier performance and installation performance should be monitored and measured.  
DOT Compliance, Safety, Accountability (CSA) Program
Mr. Tom Kelley, DOT, provided the current status of DOT‘s Compliance, Safety, Accountability (CSA) implementation.  It contains 3 elements: a new Safety Mangement System (SMS) that better targets carriers for Agency interventions; a broader array of interventions that includes warning letters and focused on and off-site investigations to augment the full investigations; and planned revisions to the Safety Fitness Determination (SFD) regulations to incorporate on-road performance into SFD methodology.  
CSA measures seven criteria:
Unsafe driving
Fatigued driving
Driver fitness
Controlled substances and alcohol
Vehicle maintenance
Cargo related[footnoteRef:2] [2:  Includes roadside inspection violations pertaining to load securement, cargo retention, and HAZMAT handling. ] 

Crash indicator[footnoteRef:3]. [3:  Assesses carriers on histories or patterns of high crash involvement, including frequency and severity. ] 

Mr. Kelley reviewed proposed changes to the SMS planned for Fall 2012.  These changes are FMCSA’s response to findings from its ongoing analyses of data and input from enforcement, industry, and other safety stakeholders. Following the review period, FMCSA may make final refinements to the methodology before implementing it and releasing the revised SMS results to the public. The Federal Register Notice on May 24, 2012 announced an extension of industry review and opportunity for public comment to July 30, 2012.  Mr. Kelley asked that the ICG members review the docket and provide comments and suggestions.  
Mr. McNulty asked if DOT is receiving enough actionable data through CSA to penalize carriers. Mr. Kelley said that they are, but it is a work in progress.  He added that DOT has taken away a number of carriers operating authority due to repeated offenses. 
Mr. Kelley said that after warning letters are sent improvements are measured based on score improvements. 
AA&E Contracting Initiative Update
Ms. Julia Shenk, SDDC, via the phone, explained that SDDC is transitioning the acquisition of sensitive DoD domestic motor shipments, to include AA&E, from tenders of service to a standalone Federal Acquisition Regulation (FAR)-based contract. LMI assisted SDDC in the development of a potential implementation plan and recommendations. SDDC is planning for contract implementation by summer of 2013.  They are currently working to solidify the Request for Proposal (RFP) and requirements. Mr. McNulty emphasized that SDDC’s goal is to allow multiple carriers in many lanes.  
ICG Transportation Subgroup (TSG) Update
Mr. Steve Lord, TSG Chairman, summarized the TSG accomplishments, including finalizing the MRAP guidance, holding mechanical breakdown discussions with Joint Chiefs of Staff (JCS) J4, submitting the proposed DTR Chapter 205 change concerning shipment confirmation (SRC I only), reviewing DTR and rules publication changes, and reviewing the 2020 Vision.
Mr. Lord reviewed the Strategic Plan priorities:
· Trailer Tracking – expand beyond van tracking
· Blanket Purchase Agreement (BPA) Expansion – relook single consignee restriction; 15 weapons limit
· TPS Review – review TPS usage and adjust requirements as necessary
· In-Transit Packaging – review requirements (e.g., tarping) for possible adjustments
· Active Intransit Monitoring (AIM) – route adherence monitoring
· Report of Shipment (REPSHIP) – automated REPSHIP Process
· Controlled Inventory Item Code (CIIC) Review – ensure that CIICs are aligned properly to TPS requirements
· Automate  TPS decision making (relies on CIIC process)
· World Wide Express (WWX) – explore use of WWX for classified, small arms, etc. 

Mr. Lord explained that they are aware of the issues with trailer tracking, but the TSG would like to see expansion of trailer tracking beyond van trailers to flatbeds.  
Mr. McNulty explained the purpose of the TSG, as a subgroup of the ICG.  They explore in depth the distribution/transportation issues raised at the ICG.  
Mr. Lord continued that the TSG’s near-term objectives include reviewing  howitzer TPS requirements with potential to adjust requirements similar to those in the MRAP Customer Advisory; begin systemic review of TPS expenditures and overall requirements; begin cyclical review of DTR Chapter 205 in coordination with SDDC G9 and USTRANSCOM; and eliminate requirement for SRC II shipment confirmation within DTTS.  
On April 29, 2012, the TSG provided a mechanical breakdown briefing to the JCS J4.  JCS is aware and receptive to the concerns and may directly pursue further discussion in other forums with USTRANSCOM, DDESB, and USD (Acquisition Technology and Logistics (AT&L)).  JCS did not initially appear to embrace a proposed Service Watch Cell solution.  
Transportation Worker Identification Credential (TWIC) Program Briefing
Mr. John Schwartz, Program Manager for the TWIC Program, TSA, provided an overview of the TWIC Program.  
He explained that a TWIC is a highly-secure biometric smart card credential provided to eligible transportation workers requiring unescorted access to secure areas in United States ports.  The TWIC was mandated by the Maritime Transportation Security Act (MTSA) of 2002.  It requires issuance of a biometric card and successful completion of a security threat assessment (STA).  The biometric portion consists of fingerprint templates embedded on the integrated circuit chip (ICC) (two fingers; typically left and right index—but others are used).  
TWIC is a joint TSA/United States Coast Guard (USCG) Program.  TSA handles enrollment, vetting and issuance, while USCG handles enforcement, access control requirements, and merchant mariner data integration.  They also have interagency agreements with US Citizenship and Immigration Services (USCIS) and the Federal Bureau of Investigation (FBI).  
TWIC is intended to be fully fee-funded whereby user fees must cover all operating costs.  However, enrollment has been lower than expected.  A card costs $129.75 for a standard TWIC (effective March 19, 2012 due to an FBI fee reduction).  A replacement card costs $60.    
TWIC is a common biometric enabled credential used at 2,700+ facilities and 12,000+ vessels with local owners/operators controlling access.  Over two million workers have enrolled since October 2007 when the program was initiated.  
TWIC improves security by providing improved verification of identity and ensuring a security threat assessment is performed on each worker with unescorted access to secure areas based on an accurate identity and in a consistent manner.  It also provides a common tool for facility and vessel operators to verify identity and provides rapid revocation of access upon loss of eligibility.  
Having a TWIC does not confer a right to enter a regulated facility.  The holder must have a business need and meet requirements the owner / operator of the facility may have. It does not verify US citizenship.
Holders of a TWIC include any individual who needs unescorted access to a secure area of a regulated facility, typically:
· Port workers
· Longshoremen
· Truckers—Including Free And Secure Trade (FAST) Act truckers from Canada and Mexico
· Contractors servicing facilities
· U.S. Coast Guard documented merchant mariners
· Also, foreign nationals / aliens who meet certain criteria—visa categories—or who are permanent residents with a right to work
Foreign seamen are not eligible for a TWIC; they must be escorted through secure areas.  TWICs can be read by Personal Identity Verification (PIV) / CAC readers. 
TWIC is mentioned in Directive-Type Memorandum (DTM) 09-012, “Interim Policy Guidance for DoD Physical Access Control” as an acceptable ID at military installations/facilities. 
Mr. Oliver Bell asked who owns the card, the holder or the company?  Mr. Schwartz replied that the holder owns the card. Mr. McNulty pointed out that a card holder doesn’t even need to be employed to get a TWIC.  TSA does not require proof that access is required. 
Mr. Schwartz explained that the background check includes a check against the terrorist darabase, a fingerprint check against FBI offenses, and an immigration check for those who are not US citizens to determine if they have authorization to work in the US.
Mr. McNulty pointed out that the use of the TWIC by AA&E drivers may help resolve issues regarding installation access.  An action was noted for the ICG to seek a change to the Maritime Transportation Security Act to allow for the issuance of TWICs to facilitate DoD installation access.
Open Discussion
Mr. Michael Burkhardt, DoT/Pipeline and Hazardous Materials Safety Administration (PHMSA), mentioned that they have been receiving requests for special permits for government operated vehicles to move ordnance; DoT does not grant these permits.  This is an internal DoD issue.  Mr. Leon said they get the same requests.  Mr. Elias Cantu, SDDC, said that DoT should direct them to go through their service representatives for these requests.  
Meeting Conclusion
Mr. McNulty concluded the meeting and requested the ICG members share the ICG minutes within their organizations. Minutes will be available in 2 weeks.  He reviewed the action items that were captured during the course of the meeting. He also thanked the attendees for their participation and urged the group to bring up new issues and initiatives at any time and not to wait until the next ICG meeting. The next AA&E ICG meeting will be held on November 29, 2012.
[bookmark: _GoBack]Summary Action Items
The ICG meeting generated the following list of action items:
1. DASD (TP) will coordinate a response to the Akin amendment with DoT.

2. TSG will investigate methods for TOs to conduct threat assessments and route planning to determine SEV requirements or if route changes are warranted based on existing safety/security threats.

3. DASD (TP) will take the lead to establish a process for QASAS tasking, including funding and resource allocation, using the EOD process as a template.

4. TSG will evaluate the DTR with regard to waivers, using the USSOUTHCOM supercargo issue as an example.

5. TSA and DTTS will establish formal coordination channels regarding FedTrak.  Mr. McNulty will draft a letter from Mr. Stanton to TSA stating that they appreciated the brief and would like to coordinate closely to share lessons learned and reduce redundancy of tracking DoD AA&E shipments.

6. ARDEC will contact the Joint Improvised Explosive Device Defeat Organization (JEIDDO) for data.

7. ICG will initiate steps to seek a change to the Maritime Transportation Security Act to allow for the issuance of TWICs to facilitate DoD installation access. 
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feasible unless an exception is granted
by USTRANSCOM in coordination with
SDDC.

US flag with direct voyage where
feasible unless an exception is
granted by USTRANSCOM in
coordination with SDDC. NOTE:
Ifa foreign flag vessel is selected,
the ordnance owning Service
must be noified in witing in
advance.

US flag with direct voyage where
feasible unless an exception is
granted by USTRANSCOM in
coordination with SDDC.

'Ship's officer must maintain constant
surveillance over cargo offloaded at

‘Ship's officer must maintain
constant surveillance over cargo

‘Ship's officer must maintain constant
surveillance over cargo offioaded at

intermediate stops. offloaded at intermediate stops. intermediate stops.
Cargo stowed 50 as to be inaccessible Cargo stowed 50 as to be ‘Cargo stowed 0 as o be

o checked at least once each eight inaccessible or checked at least inaccessible or under general
hours by ship’s officers. ‘once each eight hours by ship's observations of ship’s officers.

officers.

‘Supercargo personnel are required for
Foreign Flag where no US ship's officer
with clearance is available.

‘Supercargo personnel are
required for Foreign Flag where
no US ship's officer with
clearance is available

‘Supercargo personnel are required for
Foreign Flag where no US ship's
officer with clearance is available.
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