
AA&E Interagency Coordination Group 
Meeting Summary

The Arms, Ammunition, and Explosives (AA&E) Interagency Coordination Group (ICG) met on Wednesday, June 1, 2011, at LMI’s headquarters in McLean, Virginia. A summary of the action items from the meeting and an attendee list can be found at the end of this summary.

Overview
After LMI administrative remarks and introductions, Mr. Ken Stombaugh, LMI, introduced the ICG Chairman, Mr. Tim McNulty, Office of the Deputy Assistant Secretary of Defense (Transportation Policy) (ODASD (TP)). Mr. McNulty opened the meeting with welcoming remarks and emphasized a one government approach to resolving issues and added that the ICG is ideal for working AA&E issues across the federal government. He wants the ICG to reach out to the other federal agencies and share more initiatives and programs. The ICG should be the central forum for AA&E interagency coordination. Mr. McNulty briefly reviewed the history of the ICG. He then summarized key events since the last (December 2010) ICG meeting as follows:
· Surface Deployment and Distribution Command (SDDC)/Defense Transportation Tracking System (DTTS) conducted a Rehearsal of Concept (ROC) drill and tabletop exercise on February 16, 2011 to identify critical gaps in incident response for surface transportation of DoD AA&E.
· ICG Transportation Sub-Group expanded the Small Arms Pilot Test.
· Decision on Security Escort Vehicle (SEV) service.
· SDDC hosted a transportation efficiencies meeting with the transportation protective service (TPS) carriers.
Mr. McNulty reviewed the following open actions from the last meeting.
1. ODASD (TP) requested that U.S. Transportation Command (USTRANSCOM) review its Defense Transportation Regulation (DTR) change review process to possibly improve the dissemination portion.
Status: Action Complete

2. Office of the Under Secretary Defense Intelligence OUSD (I) requested that SDDC provide a functional comparison of what Trailer Tracking Service (DCS) and SEV services include.
Status: Action Complete

3. DTTS Program Management Office (PMO) was asked to provide Department of Transportation (DOT) and Department of Homeland Security (DHS) invitations to the upcoming ROC drill.
Status: Action Complete
4. DOT requested that the Transportation Sub Group (TSG) coordinate its efforts to reduce hardcopy documentation.
Status: Action Complete
5. Transportation Security Administration (TSA) asked the DTTS PMO to provide it with DTTS carrier performance data.
Status: Working. DTTS PMO waiting on feedback from TSA
6. ODASD (TP) asked that USTRANSCOM relook Action Implementation Plan (AIP) 14 and possibly expand its metrics reporting beyond DTTS metrics.
Status: Working

7. DOT will provide Headquarters, Marine Corps the background of why the depleted uranium special permit provisions changed.
Status: Action Complete

8. ODASD (TP) asked DHS, TSA, and DOT to inform him of any meeting requiring DoD participation.
Status: Action Complete

Mr. McNulty reported that ODASD (TP) will continue to monitor progress, keep the AA&E community informed, and post AIP status updates and meeting minutes to the ODASD (TP) website (www.acq.osd.mil/log/tp). ICG meetings will continue bi-annually. The next meeting is tentatively scheduled for December 1, 2011.
AIP Status Updates and Presentations

Following the opening remarks, AIP status updates and presentations were provided by many of the attendees. Hard copy briefings were provided to all meeting attendees. (Those who would like electronic copies of the briefings should please contact Jared Andrews, LMI, at jandrews@lmi.org.)
The following is a summary of the AIP status updates and presentations in the order in which they were presented.
AA&E Physical Security Update
Mr. Keith Minard, OUSD (I), briefed the status of the DoD 5100.76-M. The manual is in for pre-signature processing after receiving official comments from all interested parties. The manual still needs a legal review and should be published by the end of the summer 2011. 

Mr. Minard related that the next meeting of the OUSD (I) sponsored transportation AA&E working group is scheduled for June 21, 2011. The working group will include a discussion on a proposal for a matrix based policy for AA&E requirements supported by a consolidated list of countermeasures. 
The Personal Identity Verification Interoperable (PIV-I) non-Federally issued credential aligns with the technical capabilities of the PIV (DoD CAC).  This allows single readers to facilitate use of both the PIV and PIV-I card at installation access points.  PIV-I issuers will be certified through the Federal bridge and DoD which allows a higher level of trust for use of the card for physical access control.  DoD’s acceptance of the PIV-I is based on the relying party, electronic authentication of the card to ensure it is not revoked, an NCIC name check is performed on the holder, and that an electronic access control system is in place.  The reference to the non-Federally issued PIV-I card has become common place in Federal documents such as Federal CIO Councils “Federal Identity, Credential, and Access Management Roadmap and Implementation Guidance.

OUSD(I) , Physical Security Policy is preparing a request for DIA to update the current threat assessment for Conventional AA&E.  The ICG will be kept informed of the progress.
SEV Status
Mr. McNulty provided a brief on the revised SEV initiative. He indicated that initiatives like this one will help the military services meet Secretary Gates’ mandate of finding $100 billion in cost savings over the next 5 years. He reviewed the history and purpose of SEV.
SEVs will no longer be required for Security Risk Category (SRC) I shipments that move via closed box vans with DCS capability included and when both the origin and destination are at Force Protection Condition (FPCON) Normal, Alpha, and Bravo.
Mr. McNulty emphasized that SEV is not going away, but its use will decrease, allowing the military services to conserve limited transportation funding.
LMI assisted ODASD (TP) in developing revised draft language and coordinated it with the military transportation community.  Mr. Minard emphasized that the military transportation community needs to ensure their force protection folks concur with the change.  The draft will next go to USTRANSCOM by the end of the first week in June. USTRANSCOM will staff the change through normal channels and then put out a customer advisory that implements the change. October 1, 2011 is the target start date.

Mr. Minard pointed out that the proposed SEV DTR change will allow SEV to be used at the military services’ discretion; however, he was concerned that the change does not include clear guidance for Transportation Officers (TOs) to determine when SEV should be used.  A clear source of information is not readily available for TOs to make informed decisions to determine use of SEV or DTTS on each shipment. Mr. McNulty mentioned that the TOs know the FPCON at their base and at the receiving base, but not the area that the shipment will be transported through.

Logistics Efficiencies SDDC Update

Mr. Tye Beasley, SDDC, presented an overview of four transportation-related cost saving initiatives. The initiatives are:

· reduce the use of SEVs,
· modify fuel surcharge computation/methodology for shipments moved via Transportation Protective Service (TPS) providers,
· transition the TPS shipment tender procurement process to a Federal Acquisition Regulation (FAR)-based acquisition process, and
· ship more DoD freight via free-on-board (FOB) origin shipping terms over FOB destination.
He began by providing a brief history of the FAR-based contracting initiative. Mr. Beasley related that SDDC was reviewing Surface Transportation Contracts and the Protective Security Services contract to assist in its performance work statement (PWS) development efforts. The following is a summary of the discussion that occurred.

Mr. McNulty reported that a response to the National Defense Transportation Association (NDTA) letter of concern should go out by the end of the first week in June. In the response, NDTA and industry will be advised that DoD is looking into creating a sub-committee to work with industry. The sub-committee consisting of government and industry personnel should begin to be formed by next week. Currently, the PWS is being drafted and a version should be ready to be delivered to USTRANSCOM Acquisition (TCAQ) no later than June 30, 2011.
Dr. Jo Covino, Department of Defense Explosives Safety Board (DDESB), expressed a concern that explosives safety not be compromised by the changed acquisition strategy.

Mr. Mario Harley, Navy asked about how the bids will be broken down, e.g., by traffic lanes. Mr. Beasley indicated that, by the end of June, they should decide how this will be addressed in the PWS. Mr. Michael Hanson, HQ, Air Force, expressed a concern with remote installations and getting affordable service. SDDC is analyzing what the volume breaks should be. Mr. Scott Benson, DLA, asked whether air would be covered. Mr. C.E. Radford, SDDC, indicated that air movement of TPS would remain in the current basic purchasing agreement (BPA).
Mr. Al Rus, Joint Munitions Command (JMC), expressed concern about the use of small business carriers and escalating rates. Also, he expressed concern with what JMC transportation office personnel will do if they have to suspend a carrier on a limited service lane and how they will keep capability on that lane. Mr. McNulty indicated that small business requirements will be in the contracts and that Defense Transportation Coordination Initiative (DTCI) experience has shown those small business goals have normally been exceeded. He also indicated that there should be an escalation clause in the contract.
TCAQ will have a document ready by the end of the first week in June that will provide answers to common questions asked about the shift to FAR-based contracts.
$12.2 million is the projected savings going from tenders to FAR-based contracts.
DoD’s procurement strategy is inherently governmental and does not need the industries’ approval, but SDDC will get their input on what the contract should look like. There will be further discussion on the fuel surcharge modification.

It is a 12 month process between requirements finalization to contract award. The ICG will be kept informed of progress.

Emergency Response Rehearsal of Concept (ROC) Drill 
and Tabletop Exercise

Mr. Dan Bradley, DTTS Program Manager, provided an overview of the February 16, 2011, ROC drill and tabletop exercise. Stakeholders from both industry and government participated and provided their unique perspective on the actions they take in the event of an incident. Participants included:
· Commercial motor and rail carriers;
· SDDC: G3/DTTS, G2, G9, Safety and Security, and Public Affairs;
· Shiloh Police Chief, the O’Fallon Fire Chief, and Illinois State Police;
· Joint Munitions Command, a transportation officer from Tooele ammunition depot, a quality assurance specialist (ammunition safety) (QASAS) from the Defense Ammunition Center (DAC), 20th Support Command (Explosive Ordnance Disposal); 
· U.S. Department of Transportation, and

· LMI (coordination and facilitation).
· Army Watch Cell plays a critical role in the emergency response and notification process but was unable to attend.
The event reinforced many of the things that DoD and its partners do well, but also helped highlight some areas for improvement.
· Unclear driver/carrier roles and responsibilities for incidents involving fire, accident clean-up/trans-load, and breaking seals
· No defined policy/authority for requesting and deploying Quality Assurance Safety (Ammunition Specialists) (QASAS) to the scene of an accident

· Rail notification process for contacting DoD and requesting support is unclear and possibly delinked
· Mass safe haven process improvements

Participants also identified some issues for further assessment/consideration:
· DoD should share accident information and lessons learned with carriers.
· Carriers should provide driver training on high explosive reactionary procedures and defensive tactics to avoid hi-jack.
· Enhance rules for Security Escort Vehicles (please see discussion above on this action item).
· Consider advanced tracking technologies, such as hardened/stealth devices.
· Assess the need for other alerts and safety technologies above current baseline (e.g., shock, rollover, hard braking, lane departure).
· DoD should assess and consider requiring carrier operations centers that are ready 24 hours per day, 7 days per week, and 365 days per year.

· DoD and motor carriers should assess the barriers to obtaining in-transit secure holding.

Mr. Bradley related that LMI produced a ROC drill report and provided it to the attendees and the AA&E industry. SDDC and NDTA have assigned government and industry leads for each of the 11 issues/actions. LMI also developed an implementation plan and is working with each office of primary responsibility (OPR) to identify proposed timelines for completion. SDDC will continue to coordinate and receive input from USTRANSCOM, OSD, and the military services. The ROC drill outcome will be briefed at the NDTA Forum in Phoenix in September 2011.
Mr. Bradley visited the Illinois fusion center to discuss state police support to AA&E incidents. Personnel there assured him that they can get the state police support to any location within Illinois quickly.
Dr. Covino expressed concern that non-DoD loads that are mixed with DoD loads are being transported onto DoD installations and they are not Hazards of Electromagnetic Radiation to Ordnance (HERO)-certified.

There was a request for the exercise and drill (with different scenarios) to be repeated sometime in the future.
AIP 9 Update
DTTS Trailer and Rail Tracking Update
Mr. Bradley provided an update on DoD’s trailer tracking implementation, also referred to as DCS, and rail incident notification. Trailer tracking was implemented February 15, 2010, and has been successful. Over 2,200 trailers have been equipped with sensors and transponders. DTTS PMO continues to test, certify, and register new equipment.
If DCS was required for flatbeds hauling AA&E, there would be 17 percent more equipment being tracked by DCS. Landstar has successfully tested the use of DCS on its flatbeds. Tristate tested a flatbed solution, but couldn’t find a configuration that gave them continuous tracking capability. Dr. Covino suggested that Dahlgren was a good location for a flatbed test. She volunteered to provide SDDC with Dahlgren points of contact (POCs).

Mr. Minard asked if the carriers were using any kind of tamper alarms to provide an alert if someone tries to remove a sensor or other tracking equipment. He also asked if there was a technical standard established by DoD for the sensor and tracking equipment. Mr. Bradley indicated that there was no DoD requirement for a tampering alarm. Mr. Stombaugh indicated that the requirement for sensors and tracking equipment was performance based and didn’t specify equipment standards or specifications. Mr. Harley asked about the false positives and if DTTS is finding they are related to particular equipment. Mr. Bradley reported that most instances were driver training issues and not caused by faulty equipment.
Mr. Bradley provided a briefing on DTTS rail incident notification. Current DoD rules and regulations require rail carriers to immediately contact DTTS and emergency personnel for any accident, incident, or potential threat to DoD sensitive shipments. However, SDDC found that notification processes and responsibilities for incidents involving rail were unclear and not well known in their rail response centers. DTTS PMO and LMI met with the Association of American Railroads’ (AAR) Director of Rail Security who has agreed to present DTTS’ notification requirements to its member railroads at a June 7 meeting in New Orleans. SDDC will continue to engage and coordinate with the AAR and its member railroads to identify and implement an optimal solution for receiving timely, relevant emergency notifications.
DTTS PMO is also working with Mr. George Gounley, SDDC’s rail fleet manager, to be able to associate military expediting service (MTX) car numbers to car locations and to DoD AA&E bills of lading.
Wireless Mesh Networking

Mr. Dave Evans, LMI, provided an overview of an emerging technology—wireless mesh networking. He discussed how mesh could potentially be used to enhance and safeguard the DoD logistics chain. A “mesh” network involves nodes routing each other’s traffic in search of a “gateway” to the global network. Mesh tags use very little energy and batteries can last several years. Ninety-eight percent of the time, a tag is quiet and not emitting energy. He cited an example of how mesh works in that electric utility companies are using mesh networks by affixing mesh tags to electric meters. In the past, a utility worker would have to visit each home to review the meter. With mesh, each tag wirelessly communicates its meter data to the next tag until all of the data is eventually relayed to a gateway, thus eliminating the need for a utility worker to read each meter separately.
The Logistics Innovation Agency (LIA) is looking at mesh networking as a possible replacement to active radio frequency identification (RFID). Mesh will enable DoD to have real-time visibility, instead of the limited nodal visibility that active RFID provides, on all items that contain mesh tags as long as they are within range of a gateway. Mesh can also contain sensors, such as light, shock, temperature, etc. Mr. Evans also pointed out that mesh will enable DoD to write data to the tags through the network without removing the tag from the item.
LIA is engaging Dahlgren to HERO test mesh technology. One issue is the aggregate power of all the tags. The key is to get tags to only talk one at a time, which will solve the aggregate power issue since only one tag will be emitting power at one time.

Joint Ordnance Commanders Group (JOCG) Initiatives

Ms. Debra Leibold, JMC/JOCG Executive Secratariat Office, reviewed the mission and Principal membership of the JOCG and four issues that the JOCG is currently working:
· Addressing challenges with material in B5A account destined for demilitarization without a valid hazard classification.   A JOCG Ad Hoc group is working to establish/publish processes necessary to prevent loss of technical data critical in determining proper hazard classification.
· Joint Services Taggant IPT continues work to ensure the compliance of all stock with laws and regulations requiring detection agents in plastic explosives. Of the 1.9 million pounds of plastic explosives, the group initially identified in 2009, 1.2 million pounds are currently in the demil account and each Service continues to work their disposition plans to ensure compliance by Jun 2013 deadline.
· Investigating concerns with energetic materials provided by Accurate Energetics Systems.  Work continues towards standardization of acquisition clause requirements where feasible.  Review by program managers across the Military Services determines no significant stockple risk exists.
· An Ad Hoc group was established to address implementation of ODASD Supply Chain Integration (SCI) policy for AA&E. A workshop in May resulted in a favorable consideration for exempting AA&E secondary supply assets that are lot controlled/managed from item unique identification (IUID) requirements.

AIP 10 Update—AA&E Research Devolopment Test 
and Evaluation (RDT&E)
Mr. Ken Duncan, Armament Research Development Engineering Center (ARDEC), reviewed the AIP 10 initiative to establish and maintain a process to coordinate and leverage the totality of RDT&E efforts related to the distribution of AA&E within DoD. He reviewed the system’s capability to retrieve briefings, documents, technical papers, videos, etc. The goal is to share information to leverage good ideas and save RDT&E dollars on duplicative efforts. He discussed how to access the database and what assistance is available for help using the database.

Users and content has steadily increased. However, LMI was contracted to accelerate the gathering of database input. Mr. Duncan asked the ICG for suggested POCs within its organizations that could be sources of RDT&E projects. He indicated that the biggest challenge continues to be getting input from the other military services.
Mr. McNulty asked if ARDEC has gotten any feedback from users. Mr. Duncan responded that he had not and agreed he would look at ways of obtaining user feedback.
AIP 11/13 Update

Mr. Stombaugh provided an update on behalf of DAC for the training and knowledge management AIPs.
Army, with DAC support, is looking at current explosives safety competencies and DAC is improving its course curriculum by eliminating any gaps in training. DAC is also participating with DDESB on its training initiatives. Mr. Steve Howell, Marine Corps Systems Command (MARCORSYSCOM), mentioned that he visited DAC and was shown the new packaging training program and he was very impressed with the thoroughness of the program.
Mr. Stombaugh also discussed that DAC is hosting hazardous material (HAZMAT) and ammunition knowledge online portals that are accessible through Army Knowledge Online (AKO) and Defense Acquisition University (DAU).
AIP 14 Update

Ms. Annvetta Barnett-Hansen, SDDC/DTTS, briefed DTTS metrics and reported that 2011 volumes and incidents to date were consistent with previous years.
LtCol Donald Supon, Joint Staff, inquired about whether DTTS was seeing any changes in mechanical breakdowns and he was advised that DTTS is tracking about the same as 2010. Mr. McNulty asked about how the carrier performance program (CPP) relates to the metrics reported. Ms. Jessica Hamilton, SDDC, indicated that the CPP tracks trends that DTTS PMO reports to SDDC.

Mr. Jorge Leon, USTRANSCOM, indicated that metrics for AA&E focus on safety and security and not on the efficiency and effectiveness of the DoD distribution system. He asked Mr. Beasley whether the FAR-based contract would incorporate metrics monitoring. Mr. Beasley said that this would be handled outside of the contract under a separate contract.
Carrier Performance Update

Mr. Radford, SDDC, presented DOT’s carrier safety rating system, called Compliance, Safety, and Accountability (CSA), which replaced SafeStat in December 2010.  CSA will focus on seven areas-- unsafe driving, fatigued driving, driver fitness, controlled substances/alcohol, vehicle maintenance, cargo related incidents, and a crash indicator. There is no way to break out carrier sub-fleets, such as trucks used only for AA&E, in the CSA data.  SDDC has decided to use DOT ratings for a carrier’s entire fleet and hold the AA&E carriers to these standards for their entire fleets.
If a carrier goes above a 60 percent level for unsafe driving, fatigued driving, or crash indicator; or above 75 percent in the remaining areas, SDDC will notify the carrier and ask what they are doing to improve their score(s). Out of the 22 approved carriers, 5 have exceeded the standards put in place by DOT (the lower the rating, the better).  SDDC is sending out letters to these carriers and will report the results at the next ICG.

Mr. Hanson asked what happens under the new TPS contract if a carrier that is the sole provider of service to a remote installation rises above the standard. Mr. Beasley indicated that lanes will have fallback carriers. Mr. McNulty related that this situation already exists in the tender environment.

Potential Expansion of BPA for Select Items
Mr. Radford discussed a cost comparison that SDDC is conducting. He reported that there are potential savings of up to $1.5 million if shipments are moved on the BPA vice less-than-truckload (LTL) or truckload (TL) service. SDDC will try to determine if limited quantities of additional categories can be moved under the BPA.
Carrier Appointment System (CAS)
Ms. Dora Elias, SDDC, provided an overview and current status of the Carrier Appointment System (CAS). CAS is a web-based scheduler for carrier deliveries at the ports, depots, and terminals. CAS is accessible via the Electronic Transportation Acquisition (ETA) system. It was originally developed to support AA&E deliveries, but has been expanded to support all material type deliveries. It’s currently in use at 16 depots and ports. Ms. Elias indicated that feedback from the ports and depots has been very positive. 
Ms. Elias discussed the following SDDC way ahead actions.

· Coordinate policy references of CAS into the Motor Freight Traffic Uniform Rules Publication (MFTURP)-1/DTR
· Develop interfaces with Global Freight Management (GFM)/I SDDC for auto populating appropriate data

· Develop an ability to schedule pickup notifications
· Continue collaboration efforts with the military services
Mr. Minard indicated a system that can provide advance notification of incoming shipments to receiving activities would be very helpful from a security and installation access perspective. Confirmation that the shipment is actually supposed to be delivered to that installation is important information that should be shared with all interested parties on the installation. JMC is using the CAS for all its shipments.
ICG Transportation Subgroup (TSG) Update
Mr. Harley, TSG Chairman, provided an overview of the TSG membership and BPA small arms test. He related that it took 18 months to coordinate the concept of operations (CONOPS). Spiral 1 began November 3, 2010 and ended in February. The military services were happy with the results of Spiral 1 and asked OUSD (I) and ODASD (TP) to allow the start of Spiral 2. With OSD approval, Spiral 2 began March 9, 2011and is projected to end June 9, 2011.
The key to success of the test is a mandatory next day delivery. TSG members believe the test has been successful. Mr. McNulty indicated that the use of the BPA is an option and TOs will ultimately determine which option they will use.

Mr. Harley related that there has been a lot of effort by the military services looking closely at the cause of accidents and mechanical breakdowns. They are now studying what additional public exposure is being caused by mechanical breakdowns.
Mr. Harley summarized a number of TSG concerns dealing with mechanical breakdowns. They include
· define DoD’s role and responsibility,
· tasking authority,
· determining the responsibility of the military services in controlling where a load goes when carrier equipment repairs are required.
Mr. McNulty asked how these incidents are currently being handled. Mr. Radford indicated that SDDC G9 and DTTS PMO give the carrier permission on a case-by-case basis to move the load to a location for equipment repairs. Mr. Harley wants SDDC to institutionalize the process for giving carriers disposition instructions when equipment requires repairs. TSG would like to coordinate this issue with the DDESB. Mr. McNulty supports the TSG effort and welcomes its outcome.
Mr. Harley provided an overview of the TSG Vision 20/20 and the status of its 6 short term goals. Two received a green light, two were yellow, and the final two were red. The final two goals involve the use of Worldwide Express (WWX) to move classified material and small arms ammunition.

Mr. Minard indicated that OUSD (I) Security Directorate must be involved in the WWX expansion for movement of classified material and small arms ammo to ensure policy coordination and compliance. Mr. Harley said that the TSG will begin to work this issue later in the calendar year.

DOT Initiatives
Mr. Alex Keenan, DOT, indicated that the meeting was beneficial and thanked Mr. Radford for his CSA presentation. DOT trains officers that deal with motor carrier incidents. It trains about 4,000 officers on how to clear highways when accidents occur.
Mr. Mike Burkhardt, DOT/Pipeline and Hazardous Materials Safety Administration (PHMSA), related that special permits are handled by him and he thanked the ICG for including PHMSA in the ICG.

Major Andrew Love, U.S. Northern Command (USNORTHCOM), mentioned that a tabletop exercise dealing with how to get DoD AA&E loads off the highway in case of national incidents may be worthwhile.

Meeting Conclusion

Mr. McNulty concluded the meeting with a review of the action items that were captured during the course of the meeting. He thanked the attendees for their participation and urged the group to bring up new issues and initiatives at any time and not to wait until the next ICG meeting. The next AA&E ICG meeting will be held at LMI on December 1, 2011.
Summary Action Items

The ICG meeting generated the following list of action items:
· Dr. Covino will provide DTTS PMO her Dahlgren POCs for use in coordinating a potential flatbed test. Action completed at the ICG.
· Mr. Duncan will investigate ways of obtaining user feedback on their experiences using the RDT&E portal.
· The military services will provide POCs to Mr. Duncan that could assist in getting more of the military service’s input to the RDT&E portal.
· SDDC G9 agreed to send the military services a copy of its mechanical breakdown standard operating procedure (SOP).
· Mr. Duncan agreed to send Mr. Harley information on insensitive 
munitions.
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