
INSTALLATION ACCESS CONTROL 
BACKGROUND:  
The Department of Defense (DoD) has an obligation and priority to protect its personnel, operations resources, installations and facilities.  The post-9/11 environment has increased demands for controlled access to DoD military installations.  
The fiscal year 2008 National Defense Authorization Act (NDAA), Section 1069 (attached), requires the Secretary of Defense to develop access standards for visitors to all military installations in the United States.  The standards must be appropriate to: the type of installation involved; the security level; category of individuals authorized to visit the installation; level of access to be granted; and will include “protocols to determine the fitness” of the individual to enter an installation; and standards and methods for verifying the identity of the individual.
These access standards may: afford expedited access for DoD personnel and employees and family members of personnel residing on installations; provide for closer scrutiny of categories of individuals who pose a potentially higher security risk; increase physical measures and require additional screening for particularly sensitive facilities as identified by the Secretary of Defense.
Congress encourages the Department to procure and field existing identification screening technologies and limit new technology to the extent necessary to assist commanders of military installations in implementing the DoD standards developed to meet this mandate.

KEY POINTS:
· The Department continues to work solutions that meet the requirements of the installation commanders and the needs of the Department’s industry partners.  

· The Under Secretary of Defense for Intelligence (USDI) is the DoD lead responsible for physical, industrial, personnel and information security. Therefore, USDI is leading a focused effort on access control to fulfill the fiscal year 2008 NDAA mandate.  The January 1, 2009 schedule in Section 1069 is not physically feasible for the many types of visitors and those who transit the thousands of DoD facilities.  This schedule would generate very large unprogrammed costs for the Department.  If the Department, however, can implement in synchronization with Federal access standards as is being requested in the Department’s proposal under fiscal year 2009 NDAA, it will be able to identify and program for any additional costs during the normal budget development cycle. 
· Among other DoD Components, the Office of the Assistant Deputy Under Secretary of Defense for Transportation Policy is participating on a USDI led working group to work installation access solutions.  This includes access requirements of the transportation sector and the preference to minimize the number of identification cards issued to transportation service providers.
· The Department is coordinating a proposed strategy for compliance with other Federal and Industry security partners to capitalize on existing methodologies, standards, and technologies.  
· Current Department Physical Security Access plans underway are comprehensive standards for DoD-wide implementation and incorporates requirements for other federal identity credentialing initiatives, which include Maritime Transportation Security Act (Transportation Workers Identification Credential Program), Homeland Security Presidential Directive 12 (Federal Credential), e Passport, as well as, other federal security initiatives.  In addition to federal efforts, DoD will leverage state led efforts such as implementation of the REAL ID ACT (affecting states’ driver’s licenses and identification cards and federal recognition of such cards).  
· These ongoing efforts for base access controls and procedures continue to evolve as other federal departments with leading aspects for security vetting and biometrics are established.  Full implementation of these policies will provide enhanced security across federal departments/agencies, through federal identity verification programs.    
· Key to all of these programs and the proposed visitor protocols for determining fitness to access federal facilities is the capability to identify criminals, persons of interest, etc. at DoD perimeter entry point(s) through biometrically enabled verification and authentication of each individual.  The goal is to deny access to unauthorized individuals and develop standards in concert with the intent for Levels of Security, as recently revised by the Department of Homeland Security.
· Other critical components to the success of the Department’s Physical Security Access Control Programs are:  biometrically enabled background security screening, card security features, identity proofing and vetting, database interfaces, access point widening and construction (vehicle and pedestrian gates/lanes and entrapment and inspection areas), DoD-wide installation of interoperable security hardware (readers, computer systems, closed circuit television screens, barriers), trained security and law enforcement personnel, badge/credential visual requirements and issuance/revocation procedures.  
· DoD’s intent is to have an approved strategy by July 1, 2008.  Implementation of these proposed federal standards and other identity verification initiatives supporting security are projected to be complete at the end of fiscal year 2012.  
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KEY QUESTIONS
Q1 – Will commercially developed technologies be integrated into the DoD Access Control solution?
A1 -- Yes, DoD is working with industry to incorporate Commercial Off The Shelf solutions that are in compliance with federal statutory guidance, provide the capabilities required to verify the identity of the individual, and interface with other federal identity and security systems.  
Q2 – What other identity credentials will DoD accept to authorize access to military installations?
A2 -- DoD is evaluating other identity credentials, such as the Transportation Workers Identification Credential, to facilitate access authorization to military installations.

Q3 – What is DoD’s approach for identifying security requirements for DoD contractors and industry partners?

A3 – The Department is working with other federal agencies to determine the federal wide credentials that best fit the Department’s contractors and meets requirements for interoperable physical access within the Department and federally.  This new approach will incorporate mandated security screening requirements and conform to the Transportation Security Act, the Maritime Transportation Security Act, and Homeland Security Presidential Directives 6 and 11.

National Defense Authorization Act for Fiscal Year 2008 (Excerpt)
SEC. 1069. STANDARDS REQUIRED FOR ENTRY TO MILITARY INSTALLATIONS IN UNITED STATES.

(a) Development of Standards-

(1) ACCESS STANDARDS FOR VISITORS- The Secretary of Defense shall develop access standards applicable to all military installations in the United States. The standards shall require screening standards appropriate to the type of installation involved, the security level, category of individuals authorized to visit the installation, and level of access to be granted, including--

(A) protocols to determine the fitness of the individual to enter an installation; and

(B) standards and methods for verifying the identity of the individual.

(2) ADDITIONAL CRITERIA- The standards required under paragraph (1) may--

(A) provide for expedited access to a military installation for Department of Defense personnel and employees and family members of personnel who reside on the installation;

(B) provide for closer scrutiny of categories of individuals determined by the Secretary of Defense to pose a higher potential security risk; and

(C) in the case of an installation that the Secretary determines contains particularly sensitive facilities, provide additional screening requirements, as well as physical and other security measures for the installation.

(b) Use of Technology- The Secretary of Defense is encouraged to procure and field existing identification screening technology and to develop additional technology only to the extent necessary to assist commanders of military installations in implementing the standards developed under this section at points of entry for such installations.

(c) Deadlines-

(1) DEVELOPMENT AND IMPLEMENTATION- The Secretary of Defense shall develop the standards required under this section by not later than July 1, 2008, and implement such standards by not later than January 1, 2009.

(2) SUBMISSION TO CONGRESS- Not later than August 1, 2009, the Secretary shall submit to the Committees on Armed Services of the Senate and House of Representatives the standards implemented pursuant to paragraph (1).







