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Introduction

The Deputy Under Secretary of Defense (Science & Technology) SBIR Program is sponsoring seven technology themes this solicitation: Software Producibility Technology; Directed Energy Technology; Anti-Tamper Technology; Cognitive Readiness Enablers for Leadership Training Technology; Enabling Network Centric Operations Technology; Manufacturing Technology; and Enterprise-Wide Cost Modeling Technology.
The Army, Navy, Air Force and Defense Logistics Agency (DLA) are participating in the OSD program this year.  The service laboratories act as our OSD Agent in the management and execution of the contracts with small businesses.  The service laboratories, often referred to as a DoD Component acting on behalf of the OSD, invite small business firms to submit proposals under this Small Business Innovation Research (SBIR) program solicitation.  In order to participate in the OSD SBIR Program this year, all potential proposers should register on the DoD SBIR website as soon as you can, and should follow the instruction for electronic submittal of proposals.  It is required that all bidders submit their proposal cover sheet, company commercialization report and their firm’s technical and cost proposal form electronically through the DoD SBIR/STTR Proposal Submission Website at http://www.dodsbir.net/submission.  If you experience problems submitting your proposal, call the help desk (toll free) at 1-866-724-7457.  You must include a Company Commercialization Report as part of each proposal you submit; however, it does not count against the proposal page limit. Please note that improper handling of this form may result in the proposal being substantially delayed. Information provided may have a direct impact on the review of the proposal.  The DoD SBIR Proposal Submission Website allows your company to come in any time (prior to the proposal submission deadline) to edit your Cover Sheets, Technical and Cost Proposal and Company Commercialization Report. 

We WILL NOT accept any proposals that are not submitted through the on-line submission site.  The submission site does not limit the overall file size for each electronic proposal, there is only a page limit. However, file uploads may take a great deal of time depending on your file size and your internet server connection speed.  If you wish to upload a very large file, it is highly recommended that you submit prior to the deadline submittal date, as the last day is heavily trafficked. You are responsible for performing a virus check on each technical proposal file to be uploaded electronically.  The detection of a virus on any submission may be cause for the rejection of the proposal.  We will not accept e-mail submissions. 

Firms with strong research and development capabilities in science or engineering in any of the topic areas described in this section and with the ability to commercialize the results are encouraged to participate.  Subject to availability of funds, the DUSD(S&T) SBIR Program will support high quality research and development proposals of innovative concepts to solve the listed defense-related scientific or engineering problems, especially those concepts that also have high potential for commercialization in the private sector.  Objectives of the DUSD(S&T) SBIR Program include stimulating technological innovation, strengthening the role of small business in meeting DoD research and development needs, fostering and encouraging participation by minority and disadvantaged persons in technological innovation, and increasing the commercial application of DoD-supported research and development results.  The guidelines presented in the solicitation incorporate and exploit the flexibility of the SBA Policy Directive to encourage proposals based on scientific and technical approaches most likely to yield results important to DoD and the private sector.

Description of the OSD SBIR Three Phase Program

Phase I is to determine, insofar as possible, the scientific or technical merit and feasibility of ideas submitted under the SBIR Program and will typically be one half-person year effort over a period not to exceed six months, with a dollar value up to $100,000.  We plan to fund 3 Phase I contracts, on average, and downselect to one Phase II contract per topic.  This is assuming that the proposals are sufficient in quality to fund this many.  Proposals should concentrate on that research and development which will significantly contribute to proving the scientific and technical feasibility of the proposed effort, the successful completion of which is a prerequisite for further DoD support in Phase II.  The measure of Phase I success includes technical performance toward the topic objectives and evaluations of the extent to which Phase II results would have the potential to yield a product or process of continuing importance to DoD and the private sector, in accordance with Section 4.3.  

Subsequent Phase II awards will be made to firms on the basis of results from the Phase I effort and the scientific and technical merit of the Phase II proposal in addressing the goals and objectives described in the topic.  Phase II awards will typically cover 2 to 5 person-years of effort over a period generally not to exceed 24 months (subject to negotiation).  Phase II is the principal research and development effort and is expected to produce a well defined deliverable prototype or process.  A more comprehensive proposal will be required for Phase II.  

Under Phase III, the DoD may award non-SBIR funded follow-on contracts for products or processes, which meet the component mission needs.  This solicitation is designed, in part, to encourage the conversion of federally sponsored research and development innovation into private sector applications.  The small business is expected to use non-federal capital to pursue private sector applications of the research and development.  

This solicitation is for Phase I proposals only.  Any proposal submitted under prior SBIR solicitations will not be considered under this solicitation; however, offerors who were not awarded a contract in response to a particular topic under prior SBIR solicitations are free to update or modify and submit the same or modified proposal if it is responsive to any of the topics listed in this section. 

For Phase II, no separate solicitation will be issued and no unsolicited proposals will be accepted.  Only those firms that were awarded Phase I contracts, and have successfully completed their Phase I efforts, will be invited to submit a Phase II proposal.  Invitations to submit Phase II proposals will be released at or before the end of the Phase I period of performance. The decision to invite a Phase II proposal will be made based upon the success of the Phase I contract to meet the technical goals of the topic, as well as the overall merit based upon the criteria in section 4.3.  DoD is not obligated to make any awards under Phase I, II, or III.  DoD is not responsible for any money expended by the proposer before award of any contract.   For specifics regarding the evaluation and award of Phase I or II contracts, please read the front section of this solicitation very carefully.  Evaluations will be accomplished by the OSD Agent specified with the topic, utilizing each Agent's evaluation system.  Every Phase II proposal will be reviewed for overall merit based upon the criteria in section 4.3 of this solicitation, repeated below:

a. 
The soundness, technical merit, and innovation of the proposed approach and its incremental progress toward topic or subtopic solution.

b. 
The qualifications of the proposed principal/key investigators, supporting staff, and consultants.  Qualifications include not only the ability to perform the research and development but also the ability to commercialize the results.

c. 
The potential for commercial (defense and private sector) application and the benefits expected to accrue from this commercialization.

In addition, the OSD SBIR Program has a Phase II Plus Program, which provides matching SBIR funds to expand an existing Phase II that attracts investment funds from a DoD acquisition program or Private sector investments. Phase II Plus allows for an existing Phase II OSD SBIR effort to be extended for up to one year to perform additional research and development. Phase II Plus matching funds will be provided on a one-for-one basis up to a maximum $250,000 of SBIR funds. All Phase II Plus awards are subject to acceptance, review, and selection of candidate projects, are subject to availability of funding, and successful negotiation and award of a Phase II Plus contract modification.

The Fast Track provisions in section 4.0 of this solicitation apply as follows.  Under the Fast Track policy, SBIR projects that attract matching cash from an outside investor for their Phase II effort have an opportunity to receive interim funding between Phases I and II, to be evaluated for Phase II under an expedited process, and to be selected for Phase II award provided they meet or exceed the technical thresholds and have met their Phase I technical goals, as discussed Section 4.5.  Under the Fast Track Program, a company submits a Fast Track application, including statement of work and cost estimate, within 120 to 180 days of the award of a Phase I contract (see the Fast Track Application Form on www.dodsbir.net/submission).  Also submitted at this time is a commitment of third party funding for Phase II.  Subsequently, the company must submit its Phase I Final Report and its Phase II proposal no later than 210 days after the effective date of Phase I, and must certify, within 45 days of being selected for Phase II award, that all matching funds have been transferred to the company. For projects that qualify for the Fast Track (as discussed in Section 4.5), DoD will evaluate the Phase II proposals in an expedited manner in accordance with the above criteria, and may select these proposals for Phase II award provided:  (1) they meet or exceed selection criteria (a) and (b) above and (2) the project has substantially met its Phase I technical goals (and assuming budgetary and other programmatic factors are met, as discussed in Section 4.1).  Fast Track proposals, having attracted matching cash from an outside investor, presumptively meet criterion (c).  However, selection and award of a Fast Track proposal is not mandated and DoD retains the discretion not to select or fund any Fast Track proposal. 

Follow-On Funding

In addition to supporting scientific and engineering research and development, another important goal of the program is conversion of DoD-supported research and development into commercial (both Defense and Private Sector) products.  Proposers are encouraged to obtain a contingent commitment for follow-on funding prior to Phase II where it is felt that the research and development has commercialization potential in either a Defense system or the private sector.  Proposers who feel that their research and development have the potential to meet Defense system objectives or private sector market needs are encouraged to obtain either non-SBIR DoD follow-on funding or non-federal follow-on funding, for Phase III to pursue commercialization development.  The commitment should be obtained during the course of Phase I performance, or early in the Phase II performance.  This commitment may be contingent upon the DoD supported development meeting some specific technical objectives in Phase II which if met, would justify funding to pursue further development for commercial (either Defense related or private sector) purposes in Phase III.  The recipient will be permitted to obtain commercial rights to any invention made in either Phase I or Phase II, subject to the patent policies stated elsewhere in this solicitation.

Contact with DoD

General informational questions pertaining to proposal instructions contained in this solicitation should be directed to the topic authors and point of contact identified in the topic description section.  Proposals should be electronically submitted.  Oral communications with DoD personnel regarding the technical content of this solicitation during the pre-solicitation phase are allowed, however, proposal evaluation is conducted only on the written submittal.  Oral communications during the pre-solicitation period should be considered informal, and will not be factored into the selection for award of contracts. Oral communications subsequent to the pre-solicitation period, during the Phase I proposal preparation periods are prohibited for reasons of competitive fairness. Refer to the front section of the solicitation for the exact dates.

Proposal Submission

Proposals shall be submitted in response to a specific topic identified in the following topic description sections.  The topics listed are the only topics for which proposals will be accepted.  Scientific and technical information assistance may be requested by using the SBIR/STTR Interactive Technical Information System (SITIS).

It is required that all bidders submit their proposal cover sheet, company commercialization report and their firm’s technical and cost proposal form electronically through the DoD SBIR/STTR Proposal Submission Website at http://www.dodsbir.net/submission.  If you experience problems submitting your proposal, call the help desk (toll free) at 866-724-7457. You must include a Company Commercialization Report as part of each proposal you submit; however, it does not count against the proposal page limit. Please note that improper handling of this form may result in the proposal being substantially delayed.  Information provided may have a direct impact on the review of the proposal. The proposal submission website allows your company to come in any time (prior to the proposal submission deadline) to edit your Cover Sheets, Technical and Cost Proposal and Company Commercialization Report.  We WILL NOT accept any proposals which are not submitted through the on-line submission site.  The submission site does not limit the overall file size for each electronic proposal, only the number of pages is limited.  However, file uploads may take a great deal of time depending on your file size and your internet server connection speed. You are responsible for performing a virus check on each technical proposal file to be uploaded electronically.  The detection of a virus on any submission may be cause for the rejection of the proposal.  We will not accept e-mail submissions. 

The following pages contain a summary of the technology areas, which are followed by the topics.

Software Producibility Technology Area

DoD’s reliance on software and software-enabled technologies to maintain superiority on the battlefield is increasing exponentially. As we demand larger and more complex systems, we rapidly exceed the capabilities of our industry to develop and systems engineer individual systems and the interdependencies between those systems. Our appetite for software has exceeded our ability to produce it.  Much of the mission functionality demanded from programs such as F/A-22, JSF, Future Combat System, and many others is embodied in large, complex software systems.  Shortcomings in software development often lead to schedule slippage, cost growth, and mission compromises.  These shortcomings can frequently be traced to underpowered software development technologies not up to the task of developing the scale and complexity of software needed.  Despite the large role of the commercial sector in advancing software technology, there are many key aspects of complex, distributed, robust systems crucial to DoD that may not be addressed directly by commercial technology efforts, as our experience over the past decade shows.

DoD needs to reinvigorate an investment in producing software because mechanisms to address the size and complexity of systems and our need for reliable, real-time, interoperable mission-critical software are not being provided by commercial industry. Some of these hurdles requiring research include establishing a fundamental theory and science as the basis for developing effective tools and approaches. 

Technical goals are to (1) meet and ensure mission-critical requirements; (2) control complexities; (3) enable system evolution; (4) ensure seamless interoperability; and (5) model behavior and performance.  The research program should identify, develop, or transition promising software technologies involving (1) specification of complex requirements; (2) correct-by-construction software development; (3) composable and customizable frameworks; (4) high-confidence system software and middleware; (5) system Information Technology architectures for interoperability and network-centric environments; (6) technologies for testing, verification, and validation, and (7) modeling and metrics.  Additional research areas include:  Observability of software-based systems; Approaches to specifying and ensuring desired behavioral characteristics in software and software based systems (performance, reliability, timeliness, security etc...); Managing complexity of capabilities-driven and functionally-interdependent systems of systems; Modeling complex software and networked systems behavior; Correct-by-construction software development methods; Composable and customizable frameworks; System architectures for interoperability and net-centric environments.

The Software Producibility Technology topics are:

OSD05-SP1
Software Design Visualization (Army)

OSD05-SP2
Malicious Code Defuser (Air Force)

OSD05-SP3
Software Test Engineering: Analysis of Trace Semantics (Navy)

OSD05-SP4
A Software Hub for High Assurance Model-Driven Development and Analysis (Navy)

OSD05-SP5
Software Verification (Army)

OSD05-SP6
Robust Complex Systems (Air Force)

Directed Energy Technology Area

In the DoD, potential directed energy system concepts are founded on two classes of technologies – high energy laser (HEL) technology and high power microwave (HPM) technology.  As directed energy technology and the assessment of its potential military utility continue to mature, there is a growing sentiment within the DOD that the unique characteristics of directed energy may offer transformational capabilities to the Department.  Prudent application of Directed Energy Technology has the potential to increase the effectiveness of battlefield munitions, reduce collateral damage, and give the battlefield commander a range of options that he did not have before.  However, as issues about basic technical feasibility are addressed, they are replaced by more specific technology, engineering, and integration issues that are targeted to the performance requirements and constraints of individual applications and implementation concepts.  There continues to be an important role for innovation, with particular focus on compact, lightweight designs; electrically-powered concepts with significant improvements in electrical efficiency; and precision laser beam control technology and phenomenology for weight-constrained, highly dynamic platforms.
The broad technical challenges associated with directed energy concepts include:

· Technologies and approaches for improving the total power output and efficiency of compact, HPM sources.  Techniques of interest include reducing the size and weight of the sources while maintaining high power output.

· Innovative and practical approaches for simplifying and increasing the pulse repetition frequency (PRF) of high voltage pulsed power systems and the HPM sources they feed.  This includes approaches to provide more efficient high voltage switching with low jitter triggering performance.  Techniques of interest include high voltage, fast turn-on performance, low triggering jitter, and switch lifetime issues.

· Innovative and practical approaches for the development of tunable HPM sources.

· Innovative approaches to the design of HPM antennas.  Techniques of interest include technical challenges in improving the power output of the antennas and reducing the size to a minimum, as well as innovative conformal designs and materials that are compatible with small airborne vehicles or ground-based systems.

· New and unique diode-pumped fiber laser/amplifier development, increasing diffraction-limited output power in the wavelength range 1.0-2.0 (m for both pulsed and CW applications.  

· Beam combination technologies for increased laser source brightness, to include both spectral and coherent beam combination. Techniques of interest are improved efficiency, beam quality, and thermal management.

· Also of interest are inexpensive sources of new ceramic materials and rare-doped crystals for bulk solid state or thin disk lasers.

· Advanced wavefront control devices that can provide highly efficient, non-mechanical beam steering.   Ideally the goal is > 90 % efficient laser beam steering at a specified wavelength within the 1 -1.5 μm region, over a field of regard of plus or minus 45 degrees in all directions.  

· Also of interest are phased array receive approaches that allow for target acquisition/tracking/aimpoint designation and maintenance, to enable an integrated phased array laser system.  The system goal is to compensate for atmospheric turbulence and aircraft platform vibrations, and to phase the multiple sub-apertures to produce a small, high-energy spot on target.  Note the requirement to operate at near diffraction limited resolution in an image generated from the array, where the diffraction limit is based on the full array of optical elements.  Ideally this resolution should be maintained in a turbulent atmosphere and at long range, even up to hundreds of kilometers. 

· Investigate and develop advanced adaptive optics technologies to permit high bandwidth HEL compensation of aircraft boundary layer-induced turbulent flow fields, to include methods and technologies determining in-situ wavefront aberrations produced by aero-optical disturbances; methods and technologies for conjugating the outgoing HEL wavefront with large dynamic range and at a suitable bandwidth; and innovative passive or active approaches for mitigating or controlling platform-induced aero-optical turbulence.

· Develop an inertially-stabilized optical alignment beam for as a reference to stabilize the line of sight in optical systems aboard highly dynamic platforms.  The goal is a compact and robust unity that that has no moving parts and sub-micro-radian stabilization performance.

The Directed Energy Technology topics are:

OSD05-D01
Novel Techniques to Combine Optical Radiation from Fiber Lasers (Navy)

OSD05-D02
High Specific Power, Rapid Start-up 95 GHz Source Technology (Air Force)

OSD05-D03
Novel Pump Laser Power Modules (Navy)

OSD05-D04
High Energy Laser (HEL) Beam Combination (Air Force)

OSD05-D05
Increased PRF for Pulsed Power (Air Force)

OSD05-D06
Shipboard Atmospheric Propagation Measurements (Navy)

OSD05-D07
Compact HPM Sources (Air Force)

OSD05-D08
Terahertz (THz) Source Development (Navy)

OSD05-D09
Miniaturized Terahertz (THz) Sources (Navy)

OSD05-D10
HPM Antennas (Air Force)

Anti-Tamper (AT) Technology Area

The effectiveness of U.S. military forces is heavily dependent on our technological superiority.  To maintain this technical edge, it is essential that we protect our critical technology from foreign exploitation.  Opportunities for exploitation of technically advanced U.S. weapons systems continues to occur, and in many instances are increasing. This is due to the global war on terrorism, contingency operations and cooperative activities, losses on the battlefield, and through Foreign Military Sales (FMS) and Direct Commercial Sales (DCS).  Exploitation by our adversaries may lead to the development of countermeasures, proliferation of our technologies, or alteration of critical systems performance.  

DoD AT policy directives outline requirements to provide anti-tamper protection to Critical Program Information (CPI) on all new start programs, all pre-planned product improvement or technology insertion efforts, and FMS/DCS programs.  As the DoD Executive Agent for Anti-Tamper, SAF/AQL is charged with the responsibility to oversee the development of technologies and techniques to prevent/delay the exploitation of CPI which will extend the operational life of U.S. weapon systems.  Over the last four years, SAF/AQL has laid the groundwork to establish a broad-based, well balanced AT technology development portfolio.  

Although significant advances have been made in a number of enabling technologies for AT, such as protective materials, microelectronics, and software protection techniques, significant technical challenges remain to address the full scope of the exploitation threat.  Studies indicate that approximately 80% of all CPI is contained in software/firmware.  A broader range of robust techniques or technologies that protect software, data, and firmware is essential and will have a broad impact on protecting CPI.  Secure programmable logic devices and secure processors are needed.  Improvements are needed in existing protective coating technologies in order to reduce the impact on system reliability.  The ability to detect the wide range of potential tamper events requires new and innovative approaches to tamper sensor technology.  Finally, power solutions that would provide primary or secondary latent power for tamper sensors and responses are needed.        

The Anti-Tamper Technology topics are:

OSD05-A01
Low Profile Multi-Mode Tamper Detection Sensors (Air Force)
OSD05-A02
Intrusion Sensitive Material for All Environments (Navy)
OSD05-A03
Focused Ion Beam (FIB) Resistant Systems (Air Force)
OSD05-A04
Innovative Anti-Tamper Power Source (Navy)
OSD05-A05
Anti-Tamper Operational Environment Sensors (Air Force)
OSD05-A06
Secure Trusted Computing System-on-Chip (Navy)
OSD05-A07
Techniques and Processes for Rendering Mobile Technology Forensically Irrecoverable (Navy)
OSD05-A08
Status Monitor for Volume Protection Anti-Tamper Devices (Navy)
OSD05-A09 
Non-Thermally Cured, Active Coatings for Anti-Tamper Protection (Army)
OSD05-A10
Secure Processors (Army)
OSD05-A11
Secure Memory for Anti-Tamper (AT) Application (Army)
OSD05-A12
Non-Energetics-Based Self-Destruct Mechanisms (Army)

Cognitive Readiness Enablers for Leadership Training Technology Area

The Deputy Under Secretary of Defense (Science and Technology) established an S&T focus area in 1999 to explore Cognitive Readiness research issues and unknowns.  The Cognitive Readiness focus area provided a cross-component, multidisciplinary S&T framework to focus on the human dimension of joint warfighting capabilities.  Subsequently, the Department established a transformation initiative for a technology-enabled joint national training capability.  This topic --Cognitive Readiness Enablers for Leadership Training— addresses a joint training need and broads the goals of the Cognitive Readiness to include additional aspects of human performance and readiness.  The joint training transformation initiative includes goals for exploitation of computer-mediated learning environments for “just-in time, any place-any where” with realistic representations of the human dimension of warfare to include cognitive and behavioral adaptability, mission planning and rehearsal, status reporting and predictive assessment of job competency acquisition. A particular emphasis is in acquisition of leadership skills in tactical and operational environments inclusive of the continuum of military missions from stability operations/peacekeeping through asymmetrical conflicts (e.g. Global War on Terrorism (GWOT)) and traditional major theater of war scenarios.

The optimization and enhancement of human performance through just-in-time training is challenged by many different factors such as access to live mission rehearsals, individual background and experience, current practical knowledge of cultural and societal factors in the mission area of operations, and lack of access to most recent “lessons learned”. Technology should be able to offer computer-mediated environments configured for learning scenarios/training systems with cognitively engineered content to provide rapid acquisition of knowledge and leadership skills for jobs/assignments at the battalion-level through the Joint Task Force Headquarters.

The Cognitive Readiness Technology topics are:

OSD05-CR01
Optimizing Leadership Performance Through Context Awareness and Simulation Based Training in Network Centric Operations (Air Force)
OSD05-CR02
Simulated Cognitive Leadership Challenges for Professional Forums (Army)
OSD05-CR03
Automated Assessment of Joint Training and Education (Army)
OSD05-CR04
Enhancing Joint Task Force Cognitive Leadership Skills (Army)
OSD05-CR05
Training a Joint and Expeditionary Mindset (Army)
OSD05-CR06
Innovative Training System to Accelerate Rapid Formation of Fully Functional Teams (Army)

Enabling Network Centric Operations Technology Area

As envisioned, the Global Information Grid (GIG) will connect the roughly 3 million computers, 100,000 LANs, 100 long-distance networks, and a multitude of wireless networks and devices in support of all DoD, national security, and related intelligence community missions and functions.  It will provide the joint warfighter with a single, end-to-end information system capability, built on a secure, robust network-centric environment, allowing users to post and access shared data and applications regardless of their location – while inhibiting or denying an adversary’s ability to do the same.  The future vision is a converged heterogeneous enterprise capable of protecting content of different sensitivities.  However, the GIG construct, while highly desirable from a functionality viewpoint, presents serious challenges from a security perspective.  DoD’s unprecedented enterprise vision for future information operations must simultaneously address protecting and defending its critical information and information technology systems by ensuring availability, integrity, authentication, confidentiality and non-repudiation; and by providing security management and operations that incorporate the requisite protection, detection, and quick reaction capabilities.  

The converged, decentralized vision of the future network requires a parallel adoption of a decentralized trust paradigm.  Degrees of trust and robustness hitherto provided by enclave isolation and separation must be distributed to across the networks down to the tactical edge devices.  With increasing joint, allied and coalition operations, dynamic and secure collaboration and data sharing across security domains is a critical capability.  

DoD is making significant investments in ensuring the security of net-centric operations of the GIG.  However, the scope of the challenges and the dynamics of the information technology industry provide multiple opportunities for new and innovative security solutions.  In particular new technology solutions are needed for supporting the edge users who must operate across multiple domains and communications paths, on less hardened networks, to reach other tactical mission players, and to access protected core information systems and data warehouses.

The Network Centric Operations technology area addresses the broad technical challenges in the areas network protection, network robustness and information assurance across different network security domains.  The objectives are to provide new or novel technological/operational capabilities for Defense systems.  Potential concepts include:

· Methods and approaches for more robust user and device authentication.  Within the new distributed architecture crossing multiple security levels, continuous, two-way authentication is needed to provide mutual trust between the edge devices, end-users, communities, and enterprise servers. 

· Innovative methodologies to provide data authenticity and integrity.  To implement the consumer-driven “need to share” and “post before process” paradigms, the binding of metadata and security attribute to establish pedigree, integrity, and releasability of data are needed.

· New concepts of trusted platforms operating across multiple security domains while maintaining the functionality users demand.  Tools and techniques for policy-based security to enable cross-domain file transfers, email, and collaboration is integral to future concepts of operations.

· New security policy management tools and techniques.  Today’s technology does not support the needed capability to dynamically change security policies in a trusted and assured manner across the enterprise.  Tools are needed to allow security policies to change over time while maintaining the appropriate degree of security and accountability commensurate with the mission.  As an example new methods are needed to describe, analyze and understand the combined or composed security policies in as networks are linked.

· Advanced network architectures to provide for prioritized, fault-tolerant operations.  The convergence of multiple independent operational networks requires that the GIG maintain a robust core capability while under operational stress, physical and logical attack.  Fault-tolerant designs are needed to dynamically prioritize mission critical activities.  Networks must be made self-healing and self-forming to as great a degree as possible.

· New concepts and techniques for situational awareness.  An integrated security management and situation awareness framework is needed that utilizes all network devices to provide a coherent, global operational picture.  The ability to detect a sophisticated, patient adversary and to provide tools for subsequent risk management analysis is needed.   

The Network Centric Operations Technology topics are:

OSD05-NC1
Mission-oriented Authentication in a Multi-Domain Security Environment (Navy)
OSD05-NC2
New Approaches to Sharing Data Across Multiple Security Domains (Air Force)
OSD05-NC3
Guaranteed Data Integrity in the GIG-NCES Environment (Navy)
OSD05-NC4
Mining Extant Security-Relevant Information to Yield GIG Situational Awareness and Actionable Intelligence (Army)
OSD05-NC5
Advanced Network Architectures for Prioritized Operations (Air Force)
OSD05-NC6
Security Policy Management Technologies (Air Force)
OSD05-NC7
Mapping Interdependencies Among Infrastructures (Navy)
OSD05-NC8
Network Situational Awareness (Navy)

Manufacturing Technology Area

Manufacturers of electrochemical power devices (mainly batteries and fuel cells) used in military systems are all faced with a common problem: they lack the basis for a suitable business case to develop and implement process and technology improvements that are necessary to respond to the Warfighter’s changing demands. A fundamental reason for their inability to innovate is the lack of predictable, steady weapons system procurement. Without a suitable financial base, the manufacturers must rely on Government-funded investments to allow battery and fuel cell technology development for military applications.

A reasonable approach to help mitigate the resulting risk is to invest SBIR funds and provide these battery and fuel cell companies with the ability to modernize their manufacturing processes to achieve some of the very same goals that the warfighter has. These include improving their production efficiency, lowering operating costs, implementing scalability to better handle expected surge/sustain procurement cycles and spiral/evolutionary technology improvement.

Proposed manufacturing technology thrust areas include development of the following:

· General Improvements.  Innovative approaches to manufacturing processes common to battery and fuel cell production include improvements in pasting active materials on substrates, controlling impurities, enhanced data collection of in-process variables, conformable packaging ability, touch labor reduction and suitable levels of automation.

· Nonrechargeable Batteries.  Innovations that improve production scalability, reduce costs, minimize variability or increase throughput for battery and fuel cell manufacturers will help minimize risk to the Warfighter by helping to ensure a stable future supply of batteries that are used in such applications as radios, GPS receivers, night vision equipment, guided weapons and munitions. Manufacturing process improvements that enhance the safety, performance (e.g. higher energy density, higher power density), reliability and consistency of these batteries are also highly desirable.

· Rechargeable Batteries.  As with nonrechargeable batteries, the same innovations that assist manufacturers to modernize their production processes is highly desirable. Additionally, production improvements that allow for fabrication of rechargeable batteries with improved cycle life, deeper depth-of-discharge ability, higher charge efficiencies, improved tolerance of over-charge and over-discharge conditions, lower rates of self-discharge and advanced thermal management for high rate conditions (e.g. directed energy systems) are highly desirable. Automation of processes unique to rechargeable battery fabrication is also an important aspect of advanced manufacturing technology improvement to improve yield, quality and reduce labor costs.

· Fuel Cells.  As with the applicable improvements listed in the sections above for batteries, manufacturability and manufacturing costs of fuel cells also benefit from manufacturing technology improvements. Manufacturing technology innovations will enable the fabrication of smaller, lighter, more efficient fuel cells (e.g. man portable fuel cells capable of producing 200 to 600 Whr/day), fuel cells that are readily capable of using military logistics fuels (e.g. JP-4, JP-8, diesel), have improved “observability” characteristics, reduced start-up time and increased power and energy density levels. Other manufacturing innovations include the ability to produce ruggedized fuel cells, regenerative and other closed-loop type fuel cells, and fuel cells with enhanced modularity, power management capabilities, scalability and versatility for multiple uses under military environment conditions.

· Separator Materials.  Many military battery and fuel cells rely on specific separators to be able to perform as needed. Innovations to improve the manufacturing processes of these separators for military uses will help reduce the high cost, supply chain risk, variability and long-lead times.  Some of these separators are acceptably produced by a single manufacturer, resulting in the risk of a single point supply chain failure.

· Precursor Materials. Manufacturers of military batteries and fuel cells often need raw materials (e.g. chemicals that form battery cells, catalysts for fuel cells, specialty connectors) that have long-lead times and/or high costs. Demand for some of these materials is very small compared to that of the commercial market. Suppliers for these materials will often makes changes to accommodate their other customers but makes the material unsuitable for military use. Innovation that accommodates such military-specific requirements is desirable.
The Manufacturing Technology topics are:

OSD05-MT1
High Energy Hydrogen Sources For Fuel Cell Applications (Navy)
OSD05-MT2
Power Source Materials & Subcomponents Manufacturing Improvements (Navy)
OSD05-MT3
Solar Cell Manufacturing Improvements (Navy)
OSD05-MT4
Nonrechargeable Battery Manufacturing Improvements (Navy)
OSD05-MT5 
Lightweight Air Pumps/Blowers For Man Portable Fuel Cells (Navy)
OSD05-MT6
Reforming Solutions for Undersea Applications (Navy)
OSD05-MT7
Rechargeable Battery Manufacturing Improvements (Navy)
OSD05-MT8
Fuel Cell Solutions for Undersea Applications (Navy)

Enterprise-Wide Cost Modeling Technology Area

Despite more than a decade of intense focus on improving the affordability of U.S. weapon systems and more efficiently controlling development, production, and lifecycle costs, major Department of Defense (DoD) acquisition programs continue to experience significant cost problems.  While many factors play in the defense acquisition equation, the common denominator in cost escalation is the poor ability to estimate costs accurately up front and the limited ability to calculate accurately the financial impacts of changes during the system development process.

Much improvement has been made, but cost estimating and cost management remain two of the most intractable and serious problems in the DoD acquisition community.  The next generation systems will link product and process models to “live” sources of cost data and actual history of previous work.  This will provide all of the military services with much clearer visibility into contractor’s proposed costs and early and accurate warning of the cost impacts of design changes.  DoD estimators will be able to obtain greater fidelity in performing “should-cost” exercises to bound the scope of planned programs.  Low-balling and defective pricing practices will be greatly curtailed, since all estimates will be directly traceable to underlying sources of cost information – including vendor and subcontractor quotes as well as labor and material estimates.  DoD program managers will receive more accurate estimates of the cost impacts of technical problems due to the system’s ability to automatically calculate the cost of redesign resulting from requirements changes or test failures.

The ability to collect operation and maintenance cost data across the life of a weapon system or other military product will also provide far greater visibility into total cost of ownership and other measures of life-cycle cost.  This will enable the user community to quickly identify major areas of operations and support expense that can be modeled and analyzed for potential improvement, allowing upgrade and replacement decisions to be made with confidence that the savings promised will be the savings delivered.

The model-based approach to product and process cost modeling, leading to enterprise wide cost management, is the proper solution path.  Although most manufacturers rely heavily on modeling applications (i.e., spreadsheets or discrete financial models) to develop cost estimates, companies must begin to use integrated model-based systems.  These systems will enable all the components of the enterprise to communicate the critical information needed to understand cost factors and impacts in a collaborative, real-time fashion to support business decisions.

In the defense acquisitions of the future, strategists, planners, and designers will apply powerful enterprise management tools that support all decision processes with continuously current financial and non-financial data that are directly accessible to and from product (and associated process) models.  These tools will enable product managers at all levels to ascertain quickly, with a high degree of confidence, the financial implications of any decision or change.  The simulations and models that drive the enterprise’s business processes will capture financial data and relationships with sufficient accuracy to provide a continuous and clear view of performance versus financial metrics, enabling managers to continuously fine-tune financial strategies for business success.

The Enterprise Wide Cost Modeling technology topics are:

OSD05-CM1
Cost Modeling Interoperability and Integration (DLA)
OSD05-CM2
Automated, Intelligent Life-Cycle Cost Modeling (DLA)
OSD05-CM3
Requirements-Based Cost Models (DLA)

OSD SBIR 05.3 Topic Index

OSD05-A01 
Low Profile Multi-Mode Tamper Detection Sensors

OSD05-A02 
Intrusion Sensitive Material for All Environments

OSD05-A03 
Focused Ion Beam (FIB) Resistant Systems

OSD05-A04 
Innovative Anti-Tamper Power Source

OSD05-A05 
Anti-Tamper Operational Environment Sensors

OSD05-A06 
Secure Trusted Computing System-on-Chip

OSD05-A07 
Techniques and Processes for Rendering Mobile Technology Forensically Irrecoverable

OSD05-A08 
Status Monitor for Volume Protection Anti-Tamper Devices

OSD05-A09 
Non-Thermally Cured, Active Coatings for Anti-Tamper Protection

OSD05-A10 
Secure Processors

OSD05-A11 
Secure Memory for Anti-Tamper (AT) Application

OSD05-A12 
Non-Energetics-Based Self-Destruct Mechanisms

OSD05-CM1 
Cost Modeling Interoperability and Integration

OSD05-CM2 
Automated, Intelligent Life-Cycle Cost Modeling

OSD05-CM3 
Requirements-Based Cost Models

OSD05-CR1 
Optimizing Leadership Performance Through Context Awareness and Simulation Based Training in Network Centric Operations

OSD05-CR2 
Simulated Cognitive Leadership Challenges for Professional Forums

OSD05-CR3 
Automated Assessment of Joint Training and Education

OSD05-CR4 
Enhancing Joint Task Force Cognitive Leadership Skills

OSD05-CR5 
Training a Joint and Expeditionary Mindset

OSD05-CR6 
Innovative Training System to Accelerate Rapid Formation of Fully Functional Teams

OSD05-D01 
Novel Techniques to Combine Optical Radiation from Fiber Lasers

OSD05-D02 
High Specific Power, Rapid Start-up 95 GHz Source Technology

OSD05-D03 
Novel Pump Laser Power Modules

OSD05-D04 
High Energy Laser (HEL) Beam Combination

OSD05-D05 
Increased PRF for Pulsed Power

OSD05-D06 
Shipboard Atmospheric Propagation Measurements

OSD05-D07 
Compact HPM Sources

OSD05-D08 
Terahertz (THz) Source Development

OSD05-D09 
Miniaturized Terahertz (THz) Sources

OSD05-D10 
HPM Antennas

OSD05-MT1 
High Energy Hydrogen Sources For Fuel Cell Applications

OSD05-MT2 
Power Source Materials & Subcomponents Manufacturing Improvements

OSD05-MT3 
Solar Cell Manufacturing Improvements

OSD05-MT4 
Nonrechargeable Battery Manufacturing Improvements

OSD05-MT5 
Lightweight Air Pumps/Blowers For Man Portable Fuel Cells

OSD05-MT6 
Reforming Solutions for Undersea Applications

OSD05-MT7 
Rechargeable Battery Manufacturing Improvements

OSD05-MT8 
Fuel Cell Solutions for Undersea Applications

OSD05-NC1 
Mission-oriented Authentication in a Multi-Domain Security Environment

OSD05-NC2 
New Approaches to Sharing Data Across Multiple Security Domains

OSD05-NC3 
Guaranteed Data Integrity in the GIG-NCES Environment

OSD05-NC4 
Mining Extant Security-Relevant Information to Yield GIG Situational Awareness and Actionable Intelligence

OSD05-NC5 
Advanced Network Architectures for Prioritized Operations

OSD05-NC6 
Security Policy Management Technologies

OSD05-NC7 
Mapping Interdependencies Among Infrastructures

OSD05-NC8 
Network Situational Awareness

OSD05-SP1 
Software Design Visualization

OSD05-SP2 
Malicious Code Defuser

OSD05-SP3 
Software Test Engineering: Analysis of Trace Semantics

OSD05-SP4 
A Software Hub for High Assurance Model-Driven Development and Analysis

OSD05-SP5 
Software Verification

OSD05-SP6 
Robust Complex Systems

OSD SBIR 05.3 Topic Descriptions

OSD05-A01 
TITLE: Low Profile Multi-Mode Tamper Detection Sensors
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE:  To develop a single tamper detection sensor capable of detecting a wide range of tamper events while remaining difficult to identify or disable by a reverse engineer. 

DESCRIPTION:  The Anti-Tamper - Software Protection Initiative (AT-SPI) Technology Office, working for the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI).  Anti-tamper technology development efforts must balance the need to protect critical technologies from exploitation with the need to minimize the impact of anti-tamper technology application on system performance, operations and maintenance, and cost.

Detection of tamper events is key to the Prevent / Detect / React paradigm of anti-tamper technology.  Tamper events can take many forms depending on the system involved and the protective measures that have been put in place.  Reverse engineering attacks may include, but are not limited to: advanced imaging techniques such as high definition x-ray and acoustic microscopy, probing of protective barriers or coatings using mechanical milling or drilling, and thermal or chemical attacks.  If a reverse engineer identifies a tamper sensor, he can often work around it to extract useful design and performance information from hardware and software.  If the tamper detection function is disabled, any reaction feature will fail to protect the targeted critical technology.  A tamper sensor must be capable of detecting as wide a range of tamper events as possible while remaining difficult to detect or counteract by a reverse engineer.  

AT-SPI is interested in sponsoring research for low profile, multi-mode tamper detection sensors.  The effectiveness of these devices can be measured in terms of metrics such as: variety of tamper events detected, shelf life, active or passive, compact packaging, detectability to a reverse engineer, difficulty for a reverse engineer to disable once discovered, design flexibility to incorporate into an anti-tamper design, voltage and current characteristics under relevant environmental extremes, false alarm properties, cost to incorporate into a protected circuit, difficulty in manufacturing, and operations and support (including R&M) impacts.

PHASE I:  In Phase I of this effort the contractor should document reverse engineering techniques and establish a set of tamper sensor requirements based on these techniques.  The contractor should then develop a preliminary design for a low profile sensor capable of detecting a wide range of the most commonly expected tamper events.  Finally the contractor should develop measures of effectiveness criteria.

PHASE II:  In Phase II of this effort the contractor should update the system design based on government feedback and fabricate a brass board prototype.  The contractor should then develop and implement a test plan that verifies the sensor performance in accordance with the effectiveness criteria identified in Phase I.

PHASE III DUAL-USE COMMERCIALIZATION:  Development of multi-made, low profile tamper detection sensors would be marketable in both the DoD and commercial sectors.  These devices would be applicable to the vast market of consumer electronic devices, enabling protection of proprietary information.  

REFERENCES: 
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OSD05-A02 
TITLE: Intrusion Sensitive Material for All Environments
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE: Develop an innovative intrusion sensitive material that in extreme environmental conditions demonstrates the capability to delay, or make economically infeasible, the reverse engineering or compromise of critical program information residing in military electronics. 

DESCRIPTION: The Navy AT Technical Agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). Anti-tamper technology is used for protecting critical technology from exploitation via reverse engineering. Due to DoD requirements for anti-tamper protection of critical technology, the military must develop anti-tamper technology that can be inserted into fielded systems. The purpose is to add longevity to critical technology by deterring efforts to reverse-engineer, exploit, or develop countermeasures against a system or component. This effort will focus on developing an innovative tamper sensitive material and application process that provides critical technologies volume protection from reverse engineering and compromise. The material must be able to withstand temperature conditions from –40°F to 185°F and respond to a variety of reverse engineering attack techniques. Invasive reverse engineering tools to protect against include but are not limited to drills, probes, lasers, and chemicals. Examples of non-destructive reverse engineering tools the material should protect against are EMF, optical, x-ray, and acoustic. Material application process will need to be reliable, time efficient and cost effective. The novel material will sense and trigger a defensive reaction to an intruders attempt to gain access to critical program information stored in electronics. As a result, the military will maintain a technological edge in support of the war fighters.

PHASE I: Develop a preliminary concept and theory of operation for a novel intrusion sensitive material that will provide anti-tamper protection for critical technology. Identify a proof-of-concept prototype set-up for Phase II. The prototype set-up will include an electronic device wrapped in the novel material, creating a volumetrically sealed, AT protected set-up. Develop a test plan for Phase II along with performance criteria that can be used for evaluating the novel protection approach. Include design of appropriate environmental testing events.

PHASE II: Further develop and demonstrate the innovative intrusion sensitive material in the volume protection prototype set-up identified in Phase I. Support the environmental testing performed at government facilities. Perform multiple reverse engineering attacks on the prototype to determine the effectiveness of the protection material’s capability to protect “critical data”. 

PHASE III DUAL-USE APPLICATIONS: The contractor shall demonstrate the intrusion sensitive material and volume protection wrapping process on a DoD program requiring volume protection for critical program information. 

Materials used to protect electronics against tampering, reverse engineering, and exploitation have potential use across all DoD services, combat systems, and weapon systems.  These materials protect the US critical technology from exploitation, therefore any US military system that contains critical technology can benefit from the use of an anti-tamper material.  For example, critical Command & Control systems on UAVs and navigation & guidance systems on missiles could benefit.

This anti-tamper material could be used in commercial applications that require electronic systems to be protected against tampering and reverse engineering.  Examples of commercial applications include electronic gaming machines, slot machines, electronic game systems, financial systems, and satellite TV receivers.  All of these examples are well documented targets of exploitation.

REFERENCES: 
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OSD05-A03 
TITLE: Focused Ion Beam (FIB) Resistant Systems
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE:  To develop new approaches and techniques to protect critical technologies by countering or mitigating the effectiveness of focused ion beam technology as a reverse engineering tool.  

DESCRIPTION:  The Anti-Tamper - Software Protection Initiative (AT-SPI) Technology Office, working for the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI).  Of particular concern is the need to protect critical design elements or manufacturing processes.  Anti-tamper technology development efforts must balance the need to protect critical technologies from exploitation with the need to minimize the impact of anti-tamper technology application on system performance, operations and maintenance, and cost.

A variety of protective coatings and circuit design obfuscation techniques may be employed in an effort to prevent reverse engineering of critical components.  Focused Ion Beam (FIB) technology is emerging as a powerful tool being employed by reverse engineers to conduct site specific buried structure analysis.  AT-SPI is interested in identifying and sponsoring research in novel methods or materials for circuitry or critical systems that are resistant to, or mitigate the effectiveness of, FIB examination.

The effectiveness of the FIB resistant circuitry can be measured in terms of various metrics: susceptibility to reverse engineering techniques, performance degradation relative to standard circuitry (clock speed slowdown, physical footprint required, etc.), cost and difficulty in manufacturing, and maintenance impacts. 

PHASE I: Phase I efforts will include evaluating and documenting current FIB technologies and their use in reverse engineering of electronic components.  Based on this evaluation, develop concepts for prevention or mitigation of FIB probing of microcircuits.  The contractor will then conduct a requirements analysis to determine system or component characteristics required to counter or mitigate the effectiveness of FIB probing.  Develop a preliminary design document for a FIB resistant material/system architecture for integrated circuits that includes measure of effectiveness criteria.

PHASE II:  In Phase II the contractor will update and refine the system design, and fabricate a brass board prototype of a FIB resistant material/ system architecture for integrated circuits.  The contractor will then conduct FIB examination testing of the prototype to determine the effectiveness of the protection provided in accordance with the criteria established in Phase I.

PHASE III DUAL-USE COMMERCIALIZATION:  Development of tools and technologies for the protection of high-value circuitry against reverse engineering would be marketable in both the DoD and commercial sectors.  Computer applications where hardware vulnerabilities are a concern would benefit from these technologies.  
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OSD05-A04 
TITLE: Innovative Anti-Tamper Power Source
TECHNOLOGY AREAS: Materials, Sensors, Electronics, Battlespace
The technology within this topic is restricted under the International Traffic in Arms Regulation (ITAR), which controls the export and import of defense-related material and services. Offerors must disclose any proposed use of foreign nationals, their country of origin, and what tasks each would accomplish in the statement of work in accordance with section 3.5.b.(7) of the solicitation.

OBJECTIVE:  Develop an innovative power source that would provide either primary or secondary latent power to anti-tamper technology that may be exposed to extreme temperature conditions over an extended period of time.  

DESCRIPTION:  The Navy AT Technical Agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI).  Anti-tamper technology is used for protecting critical technology from exploitation via reverse engineering.  Due to DoD requirements for anti-tamper protection of critical technology, the military must develop anti-tamper technology that can be inserted into fielded systems.  The purpose is to add longevity to critical technology by deterring efforts to reverse-engineer, exploit, or develop countermeasures against a system or component.  Anti-tamper technologies require a source of power to activate a response when tampering of military systems has occurred.   An innovative power source is needed to provide latent power to anti-tamper applications that detect attempts to exploit a military system’s critical technology.  Anti-tamper technologies are broken down into two categories: detection and response. Tamper detection mechanisms are switches or sensors and the tamper responses erase critical data or cause physical destruction   Proposed concepts would require low constant drain rates but could provide significant active pulses when needed, an “in-application” life of at least 10 years, miliwatt power range, radiation hardened, and operation in extreme temperature conditions of –35 to +140°F.  The power source needs to be small, light weight, and undetectable by reverse engineering techniques such as x-ray or optical machines.  The novel power source will power sensors and triggers to create a defensive reaction to an intruders attempt to gain access to critical program information stored in electronics.  As a result, the military will maintain a technological edge in support of the war fighters.

PHASE I:  Develop a preliminary concept and theory of operation for a novel power source that provides power to anti-tamper technologies.  Identify a proof-of-concept prototype set-up for Phase II.  The prototype set-up will include a tamper detection and response mechanism that is powered by the novel power source.  Develop a test plan for Phase II along with performance criteria that can be used for evaluating the novel power source.   Provide an estimate of the power sources performance.  

PHASE II: Further design, develop and demonstrate a prototype of the power source concept identified in Phase I.  Incorporate the prototype power source into one or more AT applications.  Demonstration will measure the effectiveness and the covertness of the power source.  Design further demonstrations indicating the  ability to withstand appropriate environments during government environmental testing.  

PHASE III DUAL USE APPLICATION:  The contractor shall demonstrate the power source in a DoD program’s AT protection techniques or a system level test-bed.  Both the military and commercial sectors such as medical and telecommunications stand to gain in the development of this technology.

REFERENCES: 

1) http://www.dtic.mil/whs/directives/corres/html/50002.htm

2) DSCA 00-07 Statement of Anti-Tamper (AT) Measures in the Letter of Offer and Acceptance (LOA)16 May 2000

3) LT Col Arthur F. Huber II &Jennifer M. Scott, The Role And Nature Of Anti-Tamper Techniques In U.S. Defense Acquisition, http://www.dau.mil/pubs/arq/arq99.asp

4) Grand, Joe. (2004) Practical Secure Hardware Design for Embedded Systems, Proceedings of the 2004 Embedded Systems Conference, San Francisco, CA, April 2004, (http://www.grandideastudio.com/files/security/hardware/practical_secure_hardware_design.pdf.).

5) Wills, L., Newcomb, P., Eds. Reverse Engineering, Kluwer Academic Publishers, 1996.

6) Ingle, K. A. Reverse Engineering, McGraw-Hill Professional, 1994.

7) DOD Needs to Better Support Program Managers’ Implementation of Anti-Tamper Protection, GAO Report GAO-04-302, 2004. (http://www.gao.gov/new.items/d04302.pdf)

8) Huang, A. Hacking the Xbox: An Introduction to Reverse Engineering, No Starch, 2003.

9) Fullam, S. Hardware Hacking Projects for Geeks, O'Reilly, 2003.

10) Grand, J., Russell, R., Mitnick, K. Hardware Hacking: Have Fun While Voiding Your Warranty, Syngress, 2004.

KEYWORDS: Anti-Tamper (AT), Microbatteries, Exploit, Power

OSD05-A05 
TITLE: Anti-Tamper Operational Environment Sensors
TECHNOLOGY AREAS: Materials/Processes, Sensors

OBJECTIVE:  To develop a low profile sensor capable of distinguishing a system’s operational environment from a test environment in order to defend against “black box” attacks. 

DESCRIPTION:  The Anti-Tamper - Software Protection Initiative (AT-SPI) Technology Office, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI).  Of particular concern is the need to prevent the development of countermeasures to U.S. systems.  Anti-tamper technology development efforts must balance the need to protect critical technologies from exploitation with the need to minimize the impact of anti-tamper technology application on system performance, operations and maintenance, and cost.

Protecting against the development of countermeasures to U.S. systems presents a unique problem for anti-tamper protection.  The development of countermeasures doesn’t require extensive reverse engineering to determine how a system works.  Countermeasure development simply requires an understanding of what the systems does without regard to how it does it.  A common exploitation technique is to place a system of interest in a simulation environment and conduct extensive testing in order to determine the system operation performance characteristics.  This type of exploitation is often referred to as a “black box attack” because the system never has to be taken apart or reverse engineered.  In order to defend against a black box attack, a system must be capable of recognizing when it is operating in an artificial, or laboratory environment, and when it is operating in its true operational environment.  An effective sensor would use multiple environmental cues or characteristics.  Additionally, in order to be successful, the sensor must be difficult for an adversary to detect, disable or counteract.  

AT-SPI is interested in sponsoring research for low profile operational environment sensors for anti-tamper.  The effectiveness of these devices can be measured in terms of metrics such as:  shelf life, compact packaging, detectability to a reverse engineer, difficulty for a reverse engineer to disable once discovered, design flexibility to incorporate into an anti-tamper design, voltage and current characteristics under relevant environmental extremes, susceptibility to tampering techniques, cost to integrate into an operational system, difficulty in manufacturing, and operations and support (including R&M) impacts.

PHASE I:  In Phase I of this effort the contractor should identify and document unique characteristics of operational and simulation or laboratory environments.  Develop a preliminary sensor design capable of detecting when a system is being operated outside of its normal operational environment such as in a laboratory, or simulation environment.  Finally develop a set of measures of effectiveness criteria for the environmental sensor.

PHASE II:  In Phase II of this effort the contractor should update the system design based on government feedback and fabricate a brass board prototype.  Develop and implement a test plan that verifies the sensor performance in accordance with the effectiveness criteria identified in Phase I.

PHASE III DUAL-USE COMMERCIALIZATION:  Phase III opportunities include incorporation of sensors in DoD systems as a part of an in-depth critical-program-information protection scheme.  Development of a low profile operational environment sensor for anti-tamper detection would be marketable in both the DoD and commercial sectors.  Commercial applications include the protection of high-value components and devices financial systems and subsystems and the protection of proprietary-device architectures and function.  
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OSD05-A06 
TITLE: Secure Trusted Computing System-on-Chip
TECHNOLOGY AREAS: Information Systems, Materials/Processes

OBJECTIVE: Develop a System-on-Chip (SoC) family of devices, utilizing Trusted Foundry Library components, which can provide Trusted Platform Module processing support for computer processing integrity measurement, and provide a range of power consumption/performance options. To be secure, the System-on-Chip family must incorporate capabilities to detect unauthorized access attempts, provide a mechanism to react to the attempt (with penalties not a part of this SBIR) and prevent compromise of secured data.

DESCRIPTION: The Navy Anti-Tamper (AT) Technical Agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). The DoD requirements for program protection in deployed tactical systems often necessitate frequent real-time processing of encryption and hashing algorithms for integrity and veracity assessment. A secure trusted System-on-Chip component supporting these processing requirements can be used to build or extend the trusted environment to outside of the component up to the host processor boundaries, and with networking, enabling both networked platforms in a transaction to evaluate the trustworthiness within another runtime content, and even establish equivalency of components in their respective environments. By supporting a variety of standard input/output interfaces and protocols, this System-on-Chip family provides a spectrum of embedment design options for integrity and security processing needs. 

PHASE I: Develop a preliminary concept of a family of System-on-Chip designs using existing trusted foundry components, which support the security and integrity encryption and hashing requirements, and protect resident secured data. Develop concept for System-on-Chip design, and provide a plan for accomplishment of phases II and III. 

PHASE II: Complete System-on-Chip design, design. Develop design package for Navy to initiate fabrication of two evaluation wafer lots using the GFE services of a Trusted Foundry. Package devices resulting from these processed wafers and develop a plan for testing of the final products.

PHASE III DUAL-USE APPLICATIONS: Phase III development could include testing the Phase II System-on-Chip designs, reviewing and revising the Phase II SoC designs and fabrication, using a government furnished equipment (GFE) Trusted Foundry, five additional wafer lots. This would be followed by packaging and testing the resulting System-on-Chip trusted processors. The contractor would then demonstrate the System-on-Chip on an active DoD program requiring Anti-Tamper.  Commercial applications include the protection of high-value chip architectures and ensuring that proprietary designs are protection during processing and testing stages.  
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OSD05-A07 
TITLE: Techniques and Processes for Rendering Mobile Technology Forensically Irrecoverable
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE: Research and develop innovative techniques and processes to discreetly render mobile technology forensically irrecoverable. 

DESCRIPTION: The Navy Anti-Tamper (AT) Technical Agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). In many instances sensitive data is deployed on mobile systems such as flash ROM, laptops, dongles, etc. There is a definite need for techniques and processes to render the data contained on said technology forensically irrecoverable. We may think of shredding as irrecoverable destruction of a document but while tedious, the document can be put back together. To address this issues we also submit burn bags whose rearranged molecules prevent even forensics from recovering very much. This effort shall focus on the development of an analogy to the burn bag to protect mobile technology against forensic recovery. As a result, sensitive information stored on mobile technology shall be less susceptible to unauthorized disclosure.

The task shall be bounded by a number of constraints in order to manage the scope and ensure that the solution can be used in a practical scenario. The techniques and processes must not pose a health risk to the operator as defined by OSHA regulations. The mechanism should travel according to guidelines for air-transport. An operator under duress should be able to actuate the mechanism easily and discretely with a negligible probability of unintentional activation. The mechanism should perform in a manner such that non-forensic inspection would yield no apparent changes. The mechanism should be robust and able to survive fielded conditions such as shock, vibration, particulate intrusion, temperature, etc. commensurate with industry standard hardened laptops. The approach should result in a product that can be manufactured in high volume and at low cost. 

PHASE I: Develop preliminary concepts and theories of operation for three novel techniques that will provide forensic recovery protection. Compare each approach to standard methods of zeroing and over-writes. Identify laboratory experiments for Phase II. These experiments would be used to analyze and refine the different techniques and processes as well as determining any environmental issues associated with the techniques. Develop a plan for Phase II along with performance criteria that can be used for evaluating approaches. 

PHASE II: Develop techniques and execute experiments identified in Phase I. Analyze and document results for evaluation and selection of approach for Phase III implementation. Develop a construction plan and trials for human factors testing.

PHASE III DUAL-USE APPLICATIONS: A typical Phase III project would be for the contractor to provide an operational prototype of a mechanism that provides discreet forensic recovery protection considering humans under duress followed by a demonstration of the use, effectiveness, and compliance of the mechanism. This technology would be applicable to any DoD use where protection is desired against forensic recovery.  The technology would have commercial uses in protecting critical information in mobile systems, such as telephones and laptop computers, from being exploited following loss or during disposal and recycling.  
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OSD05-A08 
TITLE: Status Monitor for Volume Protection Anti-Tamper Devices
TECHNOLOGY AREAS: Materials/Processes, Sensors, Electronics

OBJECTIVE: Develop an innovative method for monitoring the status of anti-tamper devices used in volume protection applications that provide the capability to delay, or make economically infeasible, the reverse engineering or compromise of critical program information residing in military electronics. 

DESCRIPTION: The Navy Anti-Tamper (AT) Technical Agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). Anti-tamper technology is used for protecting critical technology from exploitation via reverse engineering. Due to DoD requirements for anti-tamper protection of critical technology, the military must develop anti-tamper technology that can be inserted into fielded systems. The purpose is to add longevity to critical technology by deterring efforts to reverse-engineer, exploit, or develop countermeasures against a system or component. This effort will focus on developing an innovative method for monitoring volume protection anti-tamper devices that provide critical technologies protection from reverse engineering and compromise. Anti-tamper devices currently do not have a method of determining the operational status when they are fielded in protected volumes. It is difficult to verify the status of anti-tamper devices in protected volumes that may be overseas in a storage facility and to differentiate the status between multiple containers that have anti-tamper devices internally. The novel method would be able to notify authorities when an anti-tamper device has lost power, been disabled, or has been triggered by an intruders attempt to gain access to critical program information stored in electronics. As a result, the military will maintain a technological edge in support of the war fighters.

PHASE I: Develop a preliminary concept and theory of operation for a novel monitoring technique for volume protection anti-tamper devices that provide protection to critical technology. Identify a proof-of-concept prototype set-up for Phase II. The prototype set-up will include the novel approach of monitoring an anti-tamper device inside volumetrically sealed containers that are in a storage facility environment. Develop a test plan for Phase II along with performance criteria that can be used for evaluating the novel monitoring approach. 

PHASE II: Further design, develop and demonstrate the innovative monitoring prototype set-up identified in Phase I. Perform monitoring on the prototype to determine the effectiveness of the technique, thus ensuring the AT devices capability to protect “critical data”. 

PHASE III DUAL-USE APPLICATIONS: Within a typical Phase III project the contractor would demonstrate the status monitor on a DoD program that requires the use of volume protection anti-tamper devices to protect critical program information. AT device monitors would be applicable to any DoD use where it is desired to verify an operational capability of a device that cannot be visually verified. 

Anti-tamper devices used to protect the US critical technology are often deployed for long periods of time, often unattended by US personnel.  There is a need to be able to monitor these anti-tamper devices, while the systems are deployed or in storage to know there status and health.  Systems such as missiles and torpedoes  are stored and deployed for long periods of time and the status of the resident anti-tamper devices need to be monitored.

This type of technology can be used on any commercial system that uses anti-tamper technology to protect against exploitation.  Commercial systems that have critical technology and are fielded for extended periods of time include electronic gaming machines, financial systems, and satellite TV receivers.
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OSD05-A09 
TITLE: Non-Thermally Cured, Active Coatings for Anti-Tamper Protection
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE: Develop an innovative Anti-Tamper (AT)/ intrusion coating which does not require thermal curing for application, and has the capability to delay, or make economically infeasible, the reverse engineering of military electronics and associated critical program information residing on or in these components. 

DESCRIPTION: The Army AT technical agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). AT technology is typically used for protecting critical technology from exploitation via reverse engineering. Current DoD requirements call for AT protection of critical technologies residing in military systems and the development of AT technology for insertion into fielded systems. The end goal is to add longevity to critical technologies by deterring efforts to reverse-engineer, exploit, or develop countermeasures against a system or component. This effort will focus on developing an innovative AT coating whose application process that does not require thermal curing. The material must be able to withstand temperature conditions from –40°F to 185°F and respond to a variety of reverse engineering attack techniques. Invasive reverse engineering tools to protect against include but are not limited to drills, probes, lasers, and chemical etches. Examples of non-destructive reverse engineering tools the material should protect against are EMF, optical, x-ray, and acoustic. Material application process will need to be reliable, time efficient, cost effective, and preferably easily integrated into exiting costing application processes for manufacture. 

PHASE I: Develop a preliminary concept and theory of operation for a novel intrusion coating that will provide AT protection for critical technologies. Identify a proof-of-concept prototype set-up for Phase II. Identify key AT performance measures needed to evaluate coating effectiveness. The prototype set-up will include an electronic device wrapped in the Novel Non-Thermal Cured Coating (NNTCC), creating a volumetrically sealed, AT protected set-up. Develop a test plan for Phase II along with performance criteria that can be used for evaluating the effectiveness of the NNTCC protection against intrusion and damage to the underlying electronics. 

PHASE II: Further develop and demonstrate the NNTCC material in the volume protection prototype set-up identified in Phase I. Develop a Design of Experiments (DOE) to down select NNTTCC formulations to the three most promising configurations that meet key AT performance measures. Support the performance and environmental testing to be performed at government facilities. Perform multiple reverse engineering attacks on the prototype concept to determine the effectiveness of the protection material’s capability to protect “critical data”. At end of this phase submit a NNTCC prototype to the Army contractor for evaluation of RE effectiveness.

PHASE III DUAL USE APPLICATIONS: The contractor shall demonstrate the non-thermal cured and volume protection wrapping process on an active DoD program requiring volume protection for critical program information. AT volume protection material would be applicable to any DoD use where protection is desired against reverse engineering or exploitation.  Potential for dual use application exists within the non-DoD marketplace where vendors are interested in coatings that can be incorporated into their designs to protect intellectual property.
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OSD05-A10 
TITLE: Secure Processors
TECHNOLOGY AREAS: Information Systems, Materials/Processes, Sensors, Electronics, Battlespace

OBJECTIVE:  Design and implement a computer processor that operates in a secure mode whereby all instructions remain encrypted in off- and on-device storage, when passed across internal and external busses, and during instruction execution.

DESCRIPTION:  In secure systems, particularly weapon systems, critical technology may be available to an enemy if access is acquired to the system software.  In case of capture of a system intact, this information may be available to an adversary by reading the system memory.  It may be the case that programs and data are stored in an encrypted form, and decrypted as they are read onto the processor.  This provides one level of security.  However, in all known cases, these instructions and data must be decrypted before they are executed or operated upon.  A clever, technically capable adversary would be able to probe the internals of a processor and retrieve the set of operations and data, as well as the order of execution, giving them access to the internal algorithms.

What is desired in this solicitation is the development of a processor in which at no time are data and executable code in an unencrypted.  This would mean that the processor would have to be capable of executing instructions and operating on data still in their encrypted form.

PHASE I:  The offeror shall determine the most applicable technologies and architectures for constructing a fully-encrypted secure processor.  The offeror shall evaluate current commercial processor architectures for amenability to modification for fully-encrypted operation.  The offeror shall develop a preliminary processor architecture and design for this secure processor variant, making an assessment of capabilities relative to the non-secured processor design and shall provide a laboratory demonstration of the selected secure processor architecture.

PHASE II:  The offeror is to extend the processor design to a final system and demonstrate its capabilities relative to a non-secure processor, as well as the relative security of the approach chosen.  If applicable, the offeror shall provide a roadmap to enhancing the security of the processor.

PHASE III DUAL-USE APPLICATIONS:  The purpose of this phase will be to integrate the technology into a production item as a protective device.  This type of device security has applicability to military, civilian, and Homeland Security systems where data and algorithm security considered paramount and the physical security of the device cannot be assured.  Examples of civilian use of secure processors might be in financial transaction systems such as smart cards, ATMs, and the like.  Additionally, secure processors would find use in areas, such as remote terminal operations, where there must be trusted processing in situations where physical security cannot be assured.
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OSD05-A11 
TITLE: Secure Memory for Anti-Tamper (AT) Application
TECHNOLOGY AREAS: Information Systems, Materials/Processes, Sensors, Electronics, Battlespace

OBJECTIVE: Research and develop a memory storage technology that can store and protect sensitive information, and securely clear, or “zeroize” itself in the event of a tamper event to delay or make economically infeasible the reverse engineering or compromise of U.S. developed technologies utilized in DoD weapon systems.

DESCRIPTION: The Army AT technical agent, in conjunction with the DoD Anti-Tamper Executive Agent (ATEA), is charged with developing technologies to prevent/delay the exploitation of Critical Program Information (CPI). Most items found to be critical technologies in DoD weapon systems are related to underlying software. As such, a common means of protection of these software-based technologies is encryption. In most cases, exploiters will not attempt a direct attack on the encrypted information itself because of the extreme complexity, but do look for the encryption keys themselves that the system must use to operate the encrypted information. If these keys are not properly secured, a relatively simple path for exploiting the system exists. A need exists for technologies that can store these keys in a secure manner, and when a tamper event is sensed, securely erase the keys. Depending on the capacity of the developed storage technology, it could have other applications to secure storage as well.

Because of the intended use in a real-time, embedded environment, the use of memory devices like non-volatile random access memory (NVRAM) or Flash memory are likely more desirable, but special care should be taken to understand the residual data properties of the material after a clearing event has occurred. In addition, the ability to operate the clearing event in a minimal or no power state is desirable for added security.

PHASE I: The contractor shall initiate a proof of concept research and development effort to evaluate its technical approach to the topic problem to mitigate as much technical risk as possible. The effort should focus on the storage of critical software code, like encryption keys, along with the means to securely erase that code in the event of a tamper event. An analysis of the power requirements for this storage device would also provide valuable data in determining the maturation capability of the technology.

PHASE II: The contractor will further develop its secure storage technology by integrating it into a representative prototype system where encryption keys are stored within the memory, and the ability of the memory to securely erase its contents is clearly demonstrated. Other important areas of study during this phase include an analysis of residual data properties of the memory following an erasure event and potential mitigation techniques, restoration of the encryption keys following an erasure event, and more complete data concerning power requirements to accomplish the erasure event.

PHASE III DUAL-USE APPLICATION: Based on the results of Phase II, the contractor will further mature its technology and integrate it as an AT device into an actual production system. This type of device has applicability to military, civilian and Homeland Security systems where data and algorithm security is considered paramount and the physical security of the device cannot be assured, including military, personnel, financial and information assurance applications.
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OSD05-A12 
TITLE: Non-Energetics-Based Self-Destruct Mechanisms
TECHNOLOGY AREAS: Materials/Processes

OBJECTIVE:  Design and implement techniques for the physical destruction of semiconductor devices using non-energetic techniques.

DESCRIPTION:  In secure systems, in the event of potential physical compromise, it may be necessary to assure the rapid physical disabling of critical system components.  An example of this would be the computer memory in a weapon system running classified code.  One commonly considered possibility is to embed energetic materials into the computer itself so that the system is completely destroyed.  However, such a method could leave critical memory components intact.  Alternatively, energetic materials could be included in the individual component.  However, from a safety perspective, having any energetics in the system at all is undesirable.

What is desired from this research is a means of physically rendering semiconductor-based electronics irrecoverably inoperable without the use of energetic materials.  For example, if there were some means of causing massive fragmentation of the semiconductor material without the use of energetic materials, this would be highly desirable.  However, any means used to accomplish this must have minimal impact on the normal operation of the device.  This mechanism also must be highly reliable.  An example of such reliability is in the squibs used to activate pyrotechnics.  These devices are rated by a “sure-safe” voltage and current, and a “sure-fire” voltage and current.  Such types of ratings are highly desirable in this case.

PHASE I:  Evaluate current applicable technologies (examples might be, but are not limited to, high voltage discharge or surface acoustic wave), relative state of development, and key suppliers. Using a selected technology, demonstrate its feasibility through laboratory-bench scale testing, and show path ahead to a commercially available product.

PHASE II:  Develop and test a representative semiconductor component (non-volatile memory being the more representative implementation) implemented with the selected self-destruct technology.  Demonstrate its performance relative to commercial components of the same type.  Demonstrate the lack of ability for an adversary to recover the data given full physical and electronic access to the device and full knowledge of the internal workings of the device and the destruct mechanism.

PHASE III DUAL-USE APPLICATIONS:  Phase III would typically include the development and application of the technology for a specific Defense system or subsystem.  This type of device security has applicability to military, civilian, and Homeland Security systems where physical security of data and operation of a system is considered paramount.  For military and civilian systems, this technology could be used to protect encryption keys.  In civilian applications, this technology could be used as a "last defense" in protecting data on smart cards, remote terminals, and other applications where physical security of the device cannot be assured.
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OSD05-CM1 
TITLE: Cost Modeling Interoperability and Integration
TECHNOLOGY AREAS: Materials/Processes, Weapons

OBJECTIVE:   To develop methods and tools that support the integration and interoperability of cost models with applications and systems across all phases of the product life cycle, all enterprise functions, and all elements of the supply chain.

DESCRIPTION:  Acquisition programs continue to face significant cost management challenges.  Common denominators in cost escalation include the inability to estimate costs accurately up front, account for uncertainty and risk, and accurately predict the cost impacts of changes during system development.  The inability to reuse cost models across life-cycle stages is a major barrier to managing costs in program execution.  Accurate cost models that integrate and associate costs across the product life cycle and among different systems, applications, and functions that contribute to “total cost knowledge” about a product, are needed. However, this is a complex challenge.  Management of a product through its life cycle involves many systems, including engineering design systems, enterprise resource planning/management (ERP/ERM), product data/life-cycle management (PDM/PLM), and manufacturing execution systems.  It also includes diverse functions and organizations with varying business processes and tool sets.  Cost modeling and management systems vary between organizations, and current applications generally do not support transparent exchange of information with other vendors’ systems.  To enable an accurate and thorough cost analysis, cost models must be system/application-independent, integrate seamlessly across different enterprise functions and life-cycle phases, and support the collection of information in a variety of forms.  Integration and interoperability enable an accurate projection of costs at any stage of the product life cycle, support trades to assess the cost impacts of options and contemplated changes, and enable optimization to deliver the best total value to DoD customers.

PHASE I: Establish a generic framework for cost modeling of a complex weapon system across its life cycle.  Develop interface definitions that enable capture and integration of the information needed to accurately model all elements of cost.  Develop an approach to automatic integration of dependent model elements – such as mechanical part models with related material models and associated manufacturing process models.  Develop an automated approach to identifying and quantifying cost uncertainty factors, sensitivities, and risks.  Analyze the use of the framework with existing and emerging product design and business systems.

PHASE II:  Select a set of commonly used commercial cost management applications and develop a methodology to integrate cost information from these applications into the generic cost modeling framework.  Develop and demonstrate prototype application software with the commercial cost management applications.

PHASE III:  Define standards for cost model systems integration and interoperability and pro-pose these standards to the appropriate Standards Developing Organization.  Commercialize the generic cost modeling framework as a software package that can be either marketed as a discrete product or integrated into commercial enterprise-level financial management systems.
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OSD05-CM2 
TITLE: Automated, Intelligent Life-Cycle Cost Modeling
TECHNOLOGY AREAS: Materials/Processes, Weapons

OBJECTIVE:  Develop an intelligent, automated life-cycle cost modeling system that provides program managers and other stakeholders the capability to accurately model the operation and support (O&S) impact of design decisions with a goal of minimizing total life-cycle costs.

DESCRIPTION: There is an awareness of the importance of taking a life-cycle view in managing product developments.  However, current capabilities for modeling the downstream O&S costs of complex systems are inadequate to meet Department of Defense needs.  It is widely accepted that 80% of the total ownership cost (TOC) of a product is locked in by decisions in the early stages (the first 20%) of the life cycle.  Yet, major TOC factors, such as maintenance, reliability, training, technology “refresh” upgrades, and end-of-life disposition (e.g., retirement and disposal) receive limited visibility in the development phase.  The overriding emphasis is on product performance and acquisition cost.  There is progress in addressing life-cycle issues, but most DoD products remain complicated and costly to support in the operational environment. Cost modeling is a relatively mature discipline.  Yet, linking product and process models to sources of cost throughout the life cycle is a significant challenge, as is managing those linkages to ensure accuracy and integrity of the “living” cost estimate.  Compounding these problems is the limited feedback from the O&S functions to improve understanding of the cost impacts of design decisions.  Product managers at all levels need tools that provide, with a high degree of confidence, the O&S cost implications of decision or design changes.  Further, the cost analysis can be linked to the technology maturation process, as described by Technology Readiness Levels (TRLs) and Manufacturing Readiness Levels (MRLs) to support decision-making.  By more closely linking product and process models to “live” sources of O&S cost data and actual history of previous work, the program manager will have a more accurate estimate of lifecycle costs, as well as an early and accurate warning of the total cost impact of design changes.  Developers will have integrated, model-based systems that enable simulation of future costs.  

An innovative solution is sought that has the capability to automatically build, extend, and refine life-cycle cost models as an integrated element of the product development process.  The system must operate from existing and projected cost data and provide intelligent support for real-time evaluation of design options at the system and subsystem levels.  It must operate in a “system of systems” context, taking into account dependencies with other systems and products with which it will share the operational environment.  This capability is essential to maximizing the synergy and efficiency of operation and support across organizations.

PHASE I:  Develop the system concept for intelligent, automated life-cycle cost modeling, in-cluding mechanisms to identify indicators that impact life-cycle costs.  Define and demonstrate methods to collect and store the data needed to correlate program decisions with life cycle cost impact.  Provide a comprehensive solution that considers phases of the DoD life-cycle, including maintenance, repair, sparing, recycling, and disposal.  Demonstrate effective strategies for identifying and managing O&S cost dependencies for various classes of military products, and for accurately accounting for uncertainty, risk, and cost sensitivities.

PHASE II: Develop and demonstrate a prototype intelligent, automated life-cycle cost modeling system that integrates cost models with a dynamic knowledge base to support estimation and prediction of costs, evaluation of the impact of changes on cost.  Quantify cost uncertainty and risk for the O&S phase of the life cycle.  Implement and demonstrate a database with sufficient data to statistically correlate indicator data with life cycle costs for a representative DoD product, selected in coordination with OSD.   

PHASE III DUAL-USE COMMERCIALIZATION:  Refine and extend the system design for commercializion as either a stand-alone product or a modular plug-in that is compatible with other commercial enterprise financial management tools.
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OSD05-CM3 
TITLE: Requirements-Based Cost Models
TECHNOLOGY AREAS: Materials/Processes, Weapons

OBJECTIVE:  To develop the capability to generate accurate predictive cost models from sys-tem requirements based on cost history, process capability knowledge, and other factors; enable use of up-to-date cost data; and propagate cost models through the development, production, and operation and support (O&S) phases of the product life cycle.

DESCRIPTION:  The Department of Defense (DoD) and industry require better cost management and Simulation-Based Acquisition tools.  Innovative approaches are sought to provide pro-gram managers the capability to accurately model costs based on system and subsystem requirements early in development cycle.  Today’s cost modeling processes are driven by cost targets that designers and planners must “back into” using system- and subsystem-level trades to meet their allocated performance requirements.  The inability to accurately predict the cost, quantify cost uncertainties, and understand the cost sensitivities of a particular requirement early in the development cycle can lead to unacceptable performance, schedule slips, costly re-engineering, and design compromises that drive up development costs or force choices between less-than-optimal options.  The ability to model acquisition and life-cycle costs will support value-based optimization in the requirements definition phase, well before product designs are finalized.  Cost models can be included in conceptual design, as well as detailed design phases of the life cycle.  Materials selection and process capabilities are often included in the requirements-based cost models should include materials and process capability, and the cost modeling system should maintain traceability of costs to requirements across the full life cycle.  In product design, cost models typically link to physical elements.  Cost models have not been integrated into a sys-tem that links costs to functional performance or requirements.  Ontology-based methodologies and tools are emerging that enable assignment of “knowledge” to manufacturing taxonomies and feature definitions.  These tools provide a foundation for a new and innovative solution to requirements-based cost modeling for application to complex and mission-critical programs.

PHASE I:  Develop an open framework for a requirements-based cost modeling system suitable for application to complex product families.  This framework will include mechanisms for associating requirements to solution options and cost data sources, including material costs, labor costs, and process costs in the design, development, production, and operations phases of the life cycle.  The framework will identify the components to be used in the system, including existing assets such as taxonomies, feature definitions, and cost models.  Innovative aspects of the system design shall be demonstrated in a series of selected DoD use cases.  Interaction with system OEMs is critical to defining a solution that will integrate with current engineering business processes across the DoD contractor base.

PHASE II: Develop and demonstrate the requirements-based cost modeling system for a representative DoD product.  Demonstrate scalability and extensibility to other products.  Outline a credible pathway to interoperability with product design and management systems.

PHASE III: DUAL-USE COMMERCIALIZATION:  Refine the prototype requirements-based management system into a commercial software package as both a “plug-in” for existing product data management systems and as a stand-alone application compatible with existing systems.
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OSD05-CR1 
TITLE: Optimizing Leadership Performance Through Context Awareness and Simulation Based Training in Network Centric Operations
TECHNOLOGY AREAS: Human Systems

OBJECTIVE: To provide innovative training methods and applications for development and delivery of dynamic leadership skills that are readily accessible and rapidly reconfigurable to support current and evolving national and international requirements

DESCRIPTION: Optimizing the human contribution to joint warfighting, and achieving the revolutionary war-winning capability articulated in DoD’s Joint Vision 2020 enables the Cognitive Readiness vision. Operationally speaking, cognitive readiness is concerned with ensuring that the warfighter is mentally prepared to accomplish the mission, is performing at his/her optimal performance level, and the tools and techniques for preparing and supporting the warfighter are the most effective and affordable.

Effective leaders, rare as they have become, stand out among their peers and subordinates. For military environments, current leaders have been groomed throughout their careers with the lock-step development of specific skills through practiced or anticipated events. This concept of warfighting leadership is rapidly changing and thus the development of future leaders depends on acquisition of evolving and concept specific leadership skills, advanced training capabilities and rapid (real-time) access to training media and operational rehearsal. Although the current model for leadership training heavily emphasizes warfighting skills and decision making, the leaders that emerge for this training are specifically equipped to operate within a particular organizational structure and within certain expected parameters. While this approach has proven effective in traditional contexts, it is not easily adapted to rapidly changing events or new, multi-disciplinary organizational structures. The focus of leadership skills for military missions includes those of peacekeeping, stability, humanitarian operations, and working side-by-side with intra and international organizations.

The rules of engagement and the demands placed on decision makers at all levels have changed significantly. These changes at the national and international level place new demands on leaders who must respond to a wide range of circumstances. Unfortunately, the current model for leadership training has not adapted to fit these changing roles.

With the emergence of network-centric operations (NCO) there are new challenges to achieving and maintaining the cognitive readiness of our leaders and decision makers. NCO means creating an integrated picture of the battlefield or other operations through timely and appropriate sharing of information at all levels of command and control down to the individual level. The underlying assumption of information sharing is that the latter translates into shared situation awareness and self-synchronization through shared mental models of the current situation and the desired end state (i.e., commander’s intent) leading to decisive advantage in the battlespace. In the NCO environment, the ability to be context-aware at all times is key for a leader to provide effective and timely decision making. Today there is a pressing need for simulation-based training technologies in understanding both mission and individual context as a prerequisite to being able to make effective decisions in the face of ongoing situational ambiguity and information overload.

There is a critical need to create innovative training methods and applications for development and delivery of leadership skills. The training must be readily accessible and rapidly reconfigurable to support current and evolving national and international requirements.

PHASE I: The Phase I will develop preliminary methodologies to define and assess a set of target leadership performance and skills requirements that can be adapted to a) different warfighter and homeland defense missions, and b) a range of multi-media environments to include electronic. Develop and demonstrate preliminary prototype leadership skills training through a simulation-based scenario to support a joint mission operation for either a traditional war or urban combat environment. The purpose of the early prototype is to demonstrate the technical feasibility, and warfighter benefits of the proposed innovation, and to establish technical performance parameters for Phase II.

PHASE II: Refine the leadership skills acquisition methodology tool for both traditional warfighters and for evolving cross domain/mission operations. Complete the development of the leadership training simulation for operational testing. Reconfigure the training simulation to accommodate an alternate scenario-based demonstration for a different mission domain (urban operations). Demonstrate the use of the prototype technology in high payoff operational setting with assessment criteria for evaluation. Develop a mature technology transition and commercialization plan for the developing technology.

PHASE III DUAL-USE COMMERCIALIZATION: The potential for technology developed from this phase are expected to benefit both the military and civil sector.  Candidate dual use applications for reconfigurable, rapidly accessible leadership skills training could have positive impact on training for mobile C2 operations, first responder training, emergency preparedness training as well as for the changing corporate world.
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OSD05-CR2 
TITLE: Simulated Cognitive Leadership Challenges for Professional Forums
TECHNOLOGY AREAS: Human Systems

ACQUISITION PROGRAM: BCKS

OBJECTIVE: To provide computer-mediated environments for learning from simulated leadership challenges within the discussion space of professional forums (PFs) such as Command.net (https://cmdnet.bcks.army.mil/) or S3-XO.net (https://xonet.army.mil/). This capability will optimize and enhance leadership performance through just-in-time training using cognitive leadership challenges, with included implementation of individualized background and experience, cultural and societal factors in the mission area of operations, and up to date lessons learned. Offerors must be able to create computer-mediated environments configured to provide rapid acquisition of actionable knowledge and leadership skills for assignments at the battalion-level through the Joint Task Force Headquarters in a broad mission space (such as, Operation Iraqi Freedom’s complex combinations of civil support and urban combat.)

DESCRIPTION: The modern battlespace is a complex, rapidly changing, uncertain environment that stretches all leadership competences to the breaking point. Traditional training media cannot survive within the decision cycles of asymmetric warfare, where new Improvised Explosive Device tactics mature in 36 hours and countermeasures may take 24 hours. Our ability for capturing lessons learned from the Contemporary Operating Environment (COE) is not matched by our ability to rapidly develop and deploy realistic individual and small group immersive training capabilities to enhance the learning of new tactics, techniques and procedures (TTP) and how to apply them. The full range of leadership competences need to be accelerated, appropriate to tactical and operational environments inclusive of the continuum of military missions from stability operations/peacekeeping through asymmetrical conflicts (e.g. Global War on Terrorism (GWOT)) and traditional major theater of war scenarios. These goals for exploitation of computer-mediated learning environments includes “just-in time, any place-any where” learning with realistic representations of the human dimension of warfare to include cognitive and behavioral adaptability, distributed teams and leadership, mission planning and rehearsal, status reporting and predictive assessment of professional competence acquisition. 

In response to the need for accelerating the development of social capital, the Army has initiated a compelling, targeted set of professional forums (the Battle Command Knowledge System (BCKS) Leader Network) that range across all ranks of the Army. These forums consist of communities of peers, command hierarchies, and retirees, who are linked through on-line collaboration systems and are dedicated to advancing their profession through knowledge sharing and shared learning. BCKS is focused on facilitating the growth of these forums, because of their potential for generating new knowledge and extending their impact by harvesting knowledge that may be of use to the entire Army. The opportunity to leverage these forums with cognitive games, scenarios, and interactive simulations offers a unique target of opportunity to radically enhance the officer education system throughout the Department of Defense.

The key ingredient to an effective integration of cognitive games, scenarios, and interactive simulations into professional forums is not just the sophistication of the technology (emotional avatars; high resolution terrain; intelligent agents; realistic urban environments; veridical lighting; human images and synthespians; etc.) but the engagement of professional passion and synthesis of full spectrum professional opinion, culture, and best practices. In order to be effective these innovations must create instructional models of the situation, the leaders, and the manifold of knowledge acquisition pathways. They must aggregate the meaning of libraries of doctrinal text and professional on-line discussions into semantic hierarchies and interactive ontologies that accurately reflect the best leadership dialogs about authentic issues and challenges, and bring those to bear on the shape and flow of these cognitive leadership challenges, so the passionate professionals can grow all their knowledge, skills, and attitudes. The use of cognitive simulations should promote increased participation in all aspects of the professional forums with personalized interactions.

PHASE I: Phase I will produce an experimental prototype system (working with a selected PF, a representative Joint scenario, derived from the PF’s challenges, discussion spaces, and relevant doctrinal documents) that demonstrates the functions described above sufficiently well that the feasibility and utility of a fully functional system (dealing with other Army, Navy, Air Force, and Joint PFs) can be evaluated by both informal examination and formal testing using a variant of standard Situational Judgment Tests and interviews with users in the loop.

PHASE II: Phase II will produce a completely functional prototype system capable of trial use and user-centered evaluation and redesign for use with any electronically transmitted PF.

PHASE III DUAL-USE COMMERCIALIZATION: The system will be valuable for use by all military, business, and academic organizations using PFs, Community of Practice or threaded discussion environments for the creation of social capital, and should be actively marketed there. Simulated cognitive leadership challenges can accelerate higher order learning in all business, education, and government domains.  The system produced by this effort will create innovations that offer significant advantages to all these communities.
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OSD05-CR3 
TITLE: Automated Assessment of Joint Training and Education
TECHNOLOGY AREAS: Human Systems

OBJECTIVE: To provide automated tools that will aggregate, systemic feedback on training system performance and leadership development in joint capabilities (environments are live, virtual, and constructive) and overall joint force readiness and interoperability and its impact on ground component training. 

DESCRIPTION: The Defense Planning Guidance 2001 directs US Joint Forces Command to make recommendations for developing a joint and interoperability training capability. Accordingly, the Joint National Training Capability (JNTC) is being established as a global network of joint training enablers comprised of live, virtual, and constructive components. The JNTC must encompass multiple locations because no single location has, or plausibly could have, a land area large enough for maneuver, and standoff weapon employment, a littoral environment that would allow live fire, and a blue water area to allow naval assets to train. (US Joint Forces Command, 2004)

Evaluation is an important part of a training exercise because the aggregated results are used in the next phase, assessment, to determine training readiness and guide development of the next training cycle. Assessment provides a measurement of the command’s ability to perform its assigned missions; it identifies deficiencies that are used to adjust training requirements; and it documents lessons learned (techniques, procedures, or other solutions) that allow for further leadership development to assist leaders in accomplishing their missions. The quality of assessment varies greatly, however. Little, if any, effort is devoted to joint leadership capability development. Joint issues from the conduct of that interoperability training conducted by the Services are rarely corrected and the joint lessons learned are not captured. (US Joint Forces Command, 2004)

Data gathering and analysis by observer-controllers and trainers usually suffices also for immediate exercise design feedback, but it will not suffice for aggregate, systemic feedback on training system performance or overall joint force readiness and interoperability. This effort will develop an analytical method and tools for aggregate feedback on training system performance and overall force readiness and interoperability with an emphasis on ground component training. This analytical effort will incorporate joint operational experience gathered about real-world operations in the Joint Center for Lessons Learned, and couple that with training event experience over time. For overall joint force readiness to improve, this effort will develop a tool to coherently capture capability strengths and weaknesses in ground component training. 

PHASE I: Phase I will identify how best to aggregate, systemic feedback on training system performance and overall joint force readiness and interoperability, with specific emphasis on leadership skills development related to ground component training. Phase I will investigate how to incorporate and link lessons learned about human dimension issues from military operations, joint training, experimentation, and testing to the development and assessment of joint operational capabilities. The interface of Joint training in the form of Joint interoperability tasks, including leadership capabilities, and their relationship to Service level tasks performed in Service training events should be identified. Joint Interoperability Tasks and their associated Universal Joint Task List subtasks should be used to identify those tasks that are a prerequisite for successful completion of Joint interoperability tasks. A methodology of reporting Service capability to performed Joint interoperability tasks should be developed. 

Opportunities will be assessed for: developing new automated performance assessment tools and analysis techniques (e.g., for data collected from simulations, communication systems and range instrumentation systems to fulfill the requirement to compare ground truth with Blue perceived truth); developing and embedding performance measures; establishing performance-assessment repositories and instituting automated procedures (data mining techniques) to capture, organize, and manage this information; and verifying and validating Joint Assessment and Enabling Capability metrics and overall system effectiveness. 

PHASE I: Candidate solutions for development of automated metrics and analytical tools shall be proposed. Methods, including data models, for validation and verification of metrics in a relevant environment also shall be proposed. The Phase I Final Report shall include findings from the analysis, description of potential solutions for analysis and assessment, and description of methods for validation and verification of metrics. The report shall include architectures of the potential solutions, in compliance with the DoD Architecture Framework. 

PHASE II: Phase II shall consist of development of new automated performance assessment tools and analysis techniques, particularly on ground component training. Prototype assessment tools will be developed to conform to JNTC standards and architectures for Live, Virtual, and Constructive systems. Spiral development of tools and techniques, along with the associated methods of validation and verification, shall be demonstrated in a relevant Joint training environment. Spiral development shall involve collaboration among subject matter experts, personnel familiar in Joint operations (i.e., Joint Warfighting Center, Joint National Training Capability, etc.), members of centers of excellence related to capability the team is focusing on, and personnel familiar with ways and means of proposing and implementing necessary or synergistic changes in Doctrine, Organization, Training and Education, Materiel, Leadership, and Personnel. The Phase II Final Report shall document the unique and essential features of the innovative tools and techniques, the processes of validation and verification, and the personnel and processes of collaboration.

PHASE III: This phase includes tailoring the approaches and assessment procedures to other markets. This product would be an asset for the Departments of Defense, Homeland Security, and Homeland Defense, where warfighters/responders need efficient/effective feedback on their training exercises. Commercial applications include police and fire departments, where quality feedback on training drills would result in more effective on-the-job performance. Sports teams might use this product to assess their practice to determine team strengths and weaknesses.  
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OSD05-CR4 
TITLE: Enhancing Joint Task Force Cognitive Leadership Skills
TECHNOLOGY AREAS: Human Systems

OBJECTIVE: Develop a computer-mediated training environment that can rapidly enhance the cognitive leadership skills required for ground component officers and non-commissioned officers to be effective in a Joint Task Force.

DESCRIPTION: Ground component forces current and future are likely to perform operations in which they must be interdependent with cultures of other Services, other governmental and non-governmental agencies, multi-national forces and the populations of countries in which operations are occurring. This effort will investigate the implications of interaction with other Services on the attitudes and behavior of staff officers and noncommissioned officers in a Joint Task Force. The effort will focus on, but will not be limited to, Army staff members. Key joint warfighting capability human dimension issues include the nature and extent of the awareness of Joint Task Force staff members about differences among the Services with respect to Doctrine, Organization, Training and Education, Materiel, Leadership, and Personnel. More specific issues relate to the understanding of staff members to the tactical capabilities of the Joint force and the capabilities each Service brings to the Joint battlespace. This research will develop and assess computer-mediated training methods to address these and other human dimension issues associated with leader and staff effectiveness in Joint Task Forces.

PHASE I: Phase I shall consist of a front-end analysis to determine the components of the constructs associated with awareness of Joint Task Force staff members about cultural differences among the Services, the operational capabilities to which it is relevant, and the environments suitable to enhance awareness of cultural differences and the associated capabilities. Understanding of Joint capabilities encompasses Combat Arms, Combat Support, Combat Service Support, Reserve and National Guard components; all areas shall be considered. Additionally, some feasible candidate computer-mediated training methods and environments shall be identified, including but not limited to the use of simulation and distributed training for individuals and teams. Strengths and weaknesses of each environment shall be addressed. Example training vignettes and exercises exemplifying the emerging challenges of Jointness for personnel of varied ranks and backgrounds shall be created, as well as proposed metrics by which progress can be measured. Solutions and examples may come from other than military archives. 

Proposed solutions for development of a Joint Task Force training program shall be documented in a Phase I report. The report shall include findings from the front-end analysis and examples of potential solutions for Joint training in diverse environments.

PHASE II: In Phase II, computer-mediated training support packages, means of delivery, and assessment shall be developed and tailored for specific environments and echelons. An assessment plan shall be developed for review and approval. Performance measures appropriate for each environment (and specific cognitive attribute) shall also be developed, tested, and revised as necessary. An evaluation of the Joint Task Force training package shall be conducted and documented in a report. 

PHASE III DUAL USE APPLICATIONS:  The computer-mediated training environments could be used by other governmental and non-governmental organizations to prepare their leaders for successful interagency and coalition operations.  The training applications could be tailored to meet the Joint, interagency, and multinational training requirements of allied forces in multinational operations with U.S. forces, e.g., under The Technical Cooperation Program.  The training support packages also could be used by private sector organizations to enhance their organizational effectiveness in joint business ventures, as well as in coalition, and multinational cooperative arrangements.
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OSD05-CR5 
TITLE: Training a Joint and Expeditionary Mindset
TECHNOLOGY AREAS: Human Systems

OBJECTIVE: Develop a computer-mediated training environment that can be used to prepare ground component forces with the necessary cognitive skills for the emerging challenges of a Joint and expeditionary force. The work will focus on the cognitive readiness skills necessary to deploy anywhere in the world on short notice, meta-cognitive awareness necessary to be adaptable and learn quickly in an unknown culture, and practical understanding of how to reduce strain of such deployments on relationships with family members.

DESCRIPTION: Ground component forces, current and future, are likely to perform operations in which they must be interdependent with cultures of other Services, other governmental and non-governmental agencies, multi-national forces and the populations of countries in which operations are occurring. This effort will investigate the implications of long-term interaction with such forces and agencies on the behavior of all Soldiers and the necessary culture change that must occur in the Joint Force, with the primary focus being on the Army. Representative human dimension issues include cross cultural clashes, communication difficulties among coalition forces and/or the enemy, morale and performance issues from repeated deployments, rapid integration of new technologies, and mission rehearsal. This research will develop and assess training methods to address these and other human dimension issues associated with long-term operations with coalition forces.

PHASE I: Phase I shall consist of a front-end analysis to determine the components of the constructs associated with Joint and Expeditionary Mindset, the fundamental attributes embodied therein, the operational capabilities to which it is relevant, and the environments suitable to enhance ground component Expeditionary Mindset and the associated Joint capabilities. Expeditionary Mindset in the Army encompasses Active Duty Combat Arms, Combat Support, Combat Service Support, Reserve and National Guard components; all areas shall be considered. Additionally, some feasible candidate computer-mediated training technologies and environments shall be identified, including but not limited to the use of simulation and distributed training for individuals and teams. Strengths and weaknesses of each environment shall be addressed. Example training vignettes and exercises exemplifying the emerging challenges of an Expeditionary Army for personnel of varied ranks and backgrounds shall be created, as well as proposed metrics by which progress can be measured. Solutions and examples may come from other than military archives. 

Proposed solutions for development of a multi-faceted Joint and Expeditionary Mindset training program shall be documented in a Phase I report. The report shall include findings from the front-end analysis and examples of potential solutions for multi-echelon training in diverse environments.

PHASE II: In Phase II, computer-mediated training support packages, means of delivery, and assessment shall be developed and tailored for specific environments and echelons. An assessment plan shall be developed for review and approval. Performance measures appropriate for each environment (and specific cognitive attribute) shall also be developed, tested, and revised as necessary. An evaluation of the Joint and Expeditionary Mindset training package shall be conducted and documented in a report. 

PHASE III DUAL USE APPLICATIONS: The training and assessment products could be used by a broad range of military, governmental, and private sector organizations to prepare, train, and develop the cognitive skills necessary for successful operations in new and/or unfamilar cultural environments.  The cultural training, assessment and family support tools could be used by business organizations for a more rapid and successful transition into world markets and for developing successful multinational coalition partnerships. 
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OSD05-CR6 
TITLE: Innovative Training System to Accelerate Rapid Formation of Fully Functional Teams
TECHNOLOGY AREAS: Human Systems

OBJECTIVE: Develop a training methodology and delivery system to accelerate rapid acquisition of leadership capabilities and team cohesiveness required for a Joint Task Force Headquarters (JTF-HQ), including multi-service and coalition partners, that supports ground component training across a broad mission space. 

DESCRIPTION: In the recent past, transitioning from combatant commander staff pre-crisis planning to ground component operations required establishing an ad hoc joint task force with staffs that often were ill-prepared to immediately ramp up to plan and execute operations. Joint Vision 2020 identifies the importance of organizational interoperability and integration in terms of people, including other government agencies and our multinational allies, as well as equipment: “Training and education, experience, and exercises, cooperative planning, and skilled liaison at all levels of the joint force will not only overcome the barriers of organizational culture and differing priorities, but will teach members of the joint team to appreciate the full range of capabilities available to them.” There is a need for innovative training support to form functional teams across services, coalition partners, and non-governmental organizations as leadership roles are modified and adapted across mission types. Leadership roles are influenced by team composition. For example, military leaders must recognize the contributions of others and how they can work together to maximize success while at the same time understand that they do not control these other groups and, in fact, these groups may have differing goals. Creating successful functional teams is complicated further when training and team cohesiveness are developed using a variety of technology in non-face-to-face collaboration. Past research supports using an interactive approach to knowledge acquisition such as presenting challenging scenarios where participants work together using a broad range of mission types, while working towards developing a powerful working team (Schaab & Dressel, 2001). This training support should incorporate Joint Doctrine, which shapes the way we think about training for joint operations. How our leaders think and organize is as important, if not more important than the technology they use. Successful training support should include an understanding of technology used in joint environments to support concepts such as the Collaborative Information Environment and Effects-based Operations. This pioneering training system should take advantage of adult learning principles as well as interactive/collaborative means to rapidly acquire the necessary training, understand of the organization, and develop trust between services and coalition partners necessary to support ground component operations. 

PHASE I: Phase I will consist of researching forward-looking training systems that incorporate principles of learning that could lead to innovative training which accelerates the development of leadership skills necessary to becoming fully functional teams with an emphasis on ground component operations and changing missions of the JTF-HQ. Knowledge will be acquired through technology-driven training that covers multiple scenarios relevant to a variety of areas of operations. Further, the offeror will need to acquire knowledge of Joint Doctrine and joint concepts critical for success in JTF-HQ. At the end of Phase I, the offeror will define and describe the proposed innovative training system, determine the technical feasibility required for implementation of the system, and describe the training methodologies recommended. Additionally, a plan should be developed detailing the method of conducting Phase II, including measures of effectiveness. Offerors are encouraged to consider relatively “low-tech” solutions that could, for example, easily be integrated into existing software/groupware like InfoWork Space (IWS) (the groupware platform that JFCOM is currently using).

PHASE II: Phase II will consist of developing the training system, demonstrating this system, and providing measures of effectiveness that demonstrate acceleration in forming fully functional teams in JTF-HQ where multi-service and multi-partners acquire the leadership training needed for successful ground component operations. 

PHASE III: This training system would be an asset whenever a JTF-HQ must stand up, as well as, anytime that the services and coalition partners need to form a functional working group. Homeland Security is another area where ad hoc groups must form rapidly to deal with potential or real crises. This tool would be valuable for both training and ramp-up for these newly formed teams. Many businesses operate globally and this trend is increasing. This type of training system would be valuable in establishing new teams, re-organization of teams, and in integrating new personnel. 
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OSD05-D01 
TITLE: Novel Techniques to Combine Optical Radiation from Fiber Lasers
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  The objective of this proposal is to identify and demonstrate novel techniques to combine radiation from high power fiber lasers (HPFLs).  

DESCRIPTION:  The efficiency and beam quality of coherently-combined fiber lasers is needed to maximize “power on target” in directed energy applications.  While spectral combining of different wavelengths is one approach to power combining, combining the amplitude of the radiation (coherent combining) is preferred.  Coherent combining by self-organization of a multi-fiber array has been demonstrated.   A coherent semiconductor amplifier array has also been demonstrated.   Issues associated with combining high power fiber lasers include:  (1) dealing with nonlinear optical processes, (2) thermal management at high optical power levels (up to 100 kW) and (3) optical damage to components.  We seek a scalable, robust (propagation constant M2 close to one) approach to coherent combining of HPFLs that can be used at the 100 kW power level.  

PHASE I:  The Phase 1 technical objective is to analyse and design scalable approaches for combining the radiation from high power fiber lasers.  The minimum design configuration should be a hexagonal array of seven fibers, with scalability to larger hexagonal arrays.  Issues that should be addressed include:  (1) methods of dealing with deleterious effects of nonlinear optical processes, (2) thermal management of optical components and associated mechanical structures, (3) methods of avoiding optical damage to components and (4) scalability of design to maintain good M2 values at high power.   

PHASE II:  The Phase 2 technical objective is to (1) build prototypes employing the techniques designed in Phase 1, and (2) demonstrate the advantages of such prototypes.  Demonstration of scalable designs at power levels < 100 kW is acceptable.  

PHASE III DUAL-USE COMMERICALIZATION:  DARPA has a High Power Fiber Lasers program.   Objectives of the DARPA HPFL are to (1) increase the output power from single-mode fiber lasers and (2) develop robust, compact, power efficient architectures for HPFLs.  Technical challenges recognized by the DARPA HPFL program are (1) mode and polarization preservation in fibers at high power density and (2) coherent combination of lasers yielding high beam quality at ~100 kW.  The DARPA HPFL program has demonstrated (1) single-mode output of 1.4 kW from a single fiber and (2) coherent combination of multi-fiber array by self-organization.

This effort seeks to identify alternative beam combining approaches that may not have been exploited by that program.  

Successful accomplishments in this project will be applied to the development of high power (~100 kW) fiber lasers.

Beam-combining high power fiber lasers is essentially a defense interest.  On the other hand, industrial applications exploiting high power lasers is expected to benefit from this development.  
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OSD05-D02 
TITLE: High Specific Power, Rapid Start-up 95 GHz Source Technology
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  Develop compact, efficient, moderate to high average power millimeter wave sources with reduced physical and logistic footprints for use in industrial processing, fusion research, millimeter wave radar, and directed energy applications.

DESCRIPTION:  Since the 1990’s, transmitters or applications requiring high average power (>1 kilowatt) millimeter wave energy have for the most part relied on two source approaches: gyrotron (10’s kilowatts up to more than 1 Megawatt) or combining multiple lower power sources (ex: 16 gyrotwystron amplifiers being combined to create 80 kW average power for the MIT/LL Haystack Millimeter wave radar upgrade).  A system composed of multiple sources, although offering some benefits such as bandwidth and lack of single point failure, is inherently larger, more complex, and less efficient than a single source approach.  However, the gyrotron source, although offering good efficiency, requires a superconducting magnet to create the required 3.7 Tesla magnetic field.  The weight, volume, cost, and logistics issues associated with the source and magnet have resulted in considerable operational, support, and maintenance requirements and also dramatically affect start-up time and create an uninterrupted power requirement.  As compared to either approach, several concepts for millimeter wave sources or subsystems have potential for adequate, matching, or potentially even increasing efficiency (a major system impact), reducing overall weight, and might even eliminate the need for high magnetic fields supplied by superconducting magnets.  Such sources might use electron beams with axis encircling orbits, sheet beams, harmonic operation, multi-stage depression, advanced materials, or advanced interaction circuits.  High specific power (average W/kg into antenna) 80 to 110 GHz sources in to 10’s of kilowatts to 100 kilowatt range cut across several applications with the best atmospheric propagation frequency being around 95 GHz.  Specific power (including not only the weight of the source, but the weight of any required RF driver system and magnet and magnet specific equipment such as a cryogen free compressor) should look for a factor of at least two in increase over the conventional gyrotron/superconducting magnet approach.  High efficiency of conversion of electrical energy to 95 GHz energy is also important for some of these applications (exceeding 40% at minimum).  With the commercial superconducting magnet’s vacuum and “cool-down” time requirements, it is usually 24-48 hours before the transmitter can be ready to radiate and then it requires virtually uninterrupted power.  Start-up time should address cutting this down to between 1 hour and 8 hours and attempting to eliminate the uninterrupted power requirement.  Advanced sources for this application could be either solid state or use vacuum electronics and could address all of these issues or a specific subset.  A new set of source technologies which address efficiency, size/weight, power, support, and availability could enable new/improved millimeter wave radars, industrial processing, fusion research including preionization and heating of thermonuclear fusion power reactors, and nonlethal directed energy weapons applications.

PHASE I:  The proposal for Phase I should identify the source approach and information on the design and predicted final characteristics (as related to all of the areas discussed in the objective of this topic).  In Phase I, the innovative and high risk aspects of the source approach should be validated using computational analysis, modeling and simulation, and/or analytical calculations.  

PHASE II:  Phase II would consist of developing a prototype of the source detailed in a successful Phase I and doing validation testing on the prototype.

PHASE III DUAL-USE COMMERCIALIZATION:  Government and military applications include millimeter-wave radar with subset applications/impacts that include increased resolution, ability to locate/track smaller objects, affluent sensing, fusion (preionization and heating of plasmas), and nonlethal directed energy weapons.  Civilian sector applications include fusion research (preionization and heating of plasmas, stelarators) and industrial processing (materials processing/hardening, sintering of ceramics, treatment of polymers, soldering/brazing, semiconductor processing, materials synthesis).
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OSD05-D03 
TITLE: Novel Pump Laser Power Modules
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  The objective of this proposal is to develop better power modules for driving pump laser diodes.

DESCRIPTION:  Fiber lasers and diode-pumped solid state lasers (DPSSL) both employ laser diodes for optical pumping.  New power devices, notably wide bandgap (WBG) semiconductor devices, have recently been demonstrated. ,   The electronic and thermal properties of these WBG devices, specifically silicon carbide (SiC), suggests that such devices could provide the large drive currents necessary for pump laser diodes in a compact, rugged configuration.  

Assume a high power (~100 kW) fiber laser.  State-of-the-art fiber lasers in the kW power range have been demonstrated with optical-to-optical conversion efficiencies of ~80 percent.   This means a minimum of ~125 kW of optical pump power is required.  Conventional, low-power pump lasers (few watts) have power conversion efficiencies (PCE) of ~35 percent, so that to obtain ~125 kW of optical power, ~360 kW of electrical power would be required.  We seek compact, efficient, reliable power modules capable of providing power in the 300-500 kW range.  

PHASE I:  The Phase 1 technical objective is to design scalable power modules for driving pump laser diodes.  Issues that should be addressed include:  (1) specific device design tradeoffs, (2) packaging, (3) thermal management, (4) reliability and (5) efficiency.  

PHASE II:  The Phase 2 technical objective is to (1) build the modules designed in Phase 1, and (2) demonstrate the performance of such modules.  Demonstration of scalable designs at power levels < 300 kW is acceptable, but a full power solution is preferred.  

PHASE III DUAL-USE COMMERICALIZATION:  DARPA/MTO has a High Power Electronics (HPE) thrust as part of the Wide Bandgap Semiconductor Technology Initiative.   SiC WBG devices developed as part of that program are possible candidates for this demonstration.  

Successful accomplishments in this project will be applied to the development of high power (~100 kW) fiber lasers

Efficient power modules for pump lasers have application in high-end optical router subsystems, industrial fiber lasers, medical fiber lasers, and others.  Commercial pump laser modules (e.g., 4 W into 0.2 NA fiber) require ~7.2 A (at end of life; ~6.5 A at beginning of life).  Cost-effective, compact, efficient, reliable power modules for driving such pump lasers would find a niche in the commercial marketplace.  
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OSD05-D04 
TITLE: High Energy Laser (HEL) Beam Combination
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  Investigate innovative concepts and technologies for laser source beam combining, to substantially increase laser source brightness.  Techniques should concentrate on high efficiency and good beam quality in configurations compatible with thermal management constraints and robust scaling to high power.

DESCRIPTION:  High Energy Lasers (HEL) are required for a number of military applications including long range remote sensing, target designation and illumination, and missile defense.  Electric lasers are considered the laser of choice in the long term since the energy supply is rechargeable and clean.  The preferred type of electric laser is the semiconductor diode-pumped solid state laser, which integrates well with other sensors and electro-optical elements in an aerospace environment

This topic seeks proposals for the demonstration of fundamental concepts which would enable high-brightness, high-power operation of solid state lasers.  One method for scaling solid state lasers to high power is by combining beams of a large number of lower power laser modules. The modules can be either oscillator (laser) modules or - power amplifier modules.  However, increased brightness is also necessary for long range propagation and limits the methods of beam combination (of a large number of elements) to spectral or coherent beam combination techniques1-8. 

Fiber lasers, slab lasers, disk lasers and rotating disk lasers may all be considered for the individual laser/amplifier modules.  Optical efficiency of the beam combination, wall-plug efficiency, scalability of the number of laser/amplifier modules, total power, and beam quality will be used as metrics.

PHASE I:  Select design for prototype approach and define testing methodology for demonstrating feasibility of near-diffraction-limited operation of an array of solid-state laser/amplifiers containing a minimum of four modules.  Phase I should concentrate in generating a design and completing the analysis of the selected approach.  The metrics for the phase I concept are: (1) detailed design of a phase II experiment to demonstrate beam combination of four laser/amplifier modules at a combined power level of >200 W, a beam quality of better than 1.5 times diffraction limited, and a wall plug efficiency of the entire system approaching 20%, (2) initial design of multi-kW class solid-state laser with a beam quality of less than 2 times diffraction limited and wall plug efficiency of the entire system exceeding 10%. Modeling and simulation are encouraged to guide the development of the HEL beam combination technique in all phases of the effort.

PHASE II:  (1) Conduct a concept validation experiment to demonstrate beam combination of four laser/amplifier modules, at a combined power level of several hundred watts (e.g., individual modules at 200 W), good beam quality (typically better than 1.5 times diffraction limited), and high wall plug efficiency of the entire system (goal approaching 20%), (2) Conduct detailed design of a 100 kW class array of solid-state lasers/amplifiers with good beam quality (goal of better than 2 times diffraction limited).

PHASE III DUAL-USE COMMERCIALIZATION:  A high-power, high-efficiency solid-state laser with diffraction limited beam quality will be capable of adding value to land, air and space based directed energy platforms to defend against nuclear, biological and chemical weapons of mass destruction.  High energy solid state lasers are also sources of material processing in automotive, aircraft and other large manufacturing industries; and also for decommissioning of hazardous manufacturing plants.  High brightness solid-state lasers constructed at the 10-kW level with near diffraction limited beam quality and 15% wall plug efficiency will be a goal in phase III in partnership with automotive or aerospace industries.
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OSD05-D05 
TITLE: Increased PRF for Pulsed Power
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  Develop compact, lightweight, high voltage (greater than 500 kV) pulsed power generators capable of delivering greater than 5 kJ pulses at a pulse repetition frequency (PRF) of at least 10 Hz into an approximately 40 Ohm load.
DESCRIPTION:  This effort will develop and demonstrate design concepts for a compact, lightweight pulsed power generator system capable of delivering PRFs of 1-10 Hz into an approximately 40 Ohm load.  Present pulsed power generators are generally centered around two primary technologies:  resonant transformers and Marx generators.  Whereas resonant transformer technology is capable of producing voltages on the order of 1 MV and PRFs of several kHz, they are generally heavy due to the large volume of insulating oil required.  Marx generators, on the other hand, can be made compact and lightweight, especially when designed to drive impulsive sources.  However, the ability to shape the pulse in a Marx topology is limited.  Energy delivered to the load at voltages significantly (greater than 10 percent) below the design point is generally wasted.  Marx generators also typically consist of a large number of parts which adversely affects the reliability and maintainability of aerospace systems.  For future DoD applications, it is desirable to develop lightweight pulsed power technology that will deliver higher PRFs.  Precision triggering is also a desirable feature (trigger jitter less than 10 percent of pulse risetime, for example.).
PHASE I:  Phase I will require innovative research on available or completely new pulsed power generator concepts with an eye toward developing technology capable of delivering the required output. Phase I will build and test a working model capable of at least 50 kV and 1 second bursts of at least 100 ns pulses at ≥3 Hz into a 40 Ohm load.  Develop an initial commercialization concept and plan.
PHASE II:  Phase II will require the development and demonstration of a prototype pulse generator capable of delivering at least 200 ns, 500 kV pulses in a three second burst at 10 Hz into a 40 Ohm load.  The generator must improve on the state-of-the-art in terms of volume and part count.  Develop a business and commercialization plan for the Phase II engineering development and marketing program.
PHASE III DUAL USE/COMMERCIALIZATION:  Military uses of this technology include airborne and ground-based pulsed radar systems and high power microwave systems.  Civilian sector applications include pulsed radar, counter mine, and numerous manufacturing applications.
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OSD05-D06 
TITLE: Shipboard Atmospheric Propagation Measurements
TECHNOLOGY AREAS: Ground/Sea Vehicles, Weapons

OBJECTIVE:  Develop a system to measure the absorption of laser beams in the atmosphere.  The measurement will include both the gas constituents and naturally occurring aerosols in the atmosphere.  Of particular interest are three bands centered at around 1.04, 1.6 and 2.1 microns.  The equipment developed in this effort should be compatible with making these measurements in the laboratory and in field experiments, with the objective of delivering a measurement system capable of being used at a shore-based site and on a sea going vessel.

DESCRIPTION:  There is a critical need to measure absorption in maritime environment (as distinct from scattering and total extinction) of laser beams by the gas constituents and naturally occurring aerosols in the near infrared region of the spectrum (1-3 microns).  These measurements will lead to a more detailed understanding of the propagating high power laser beams through the atmosphere.  Specifically, high power laser beam intensity on a distant target in the atmosphere is limited by absorption of the laser beam, leading to blooming that reduces the intensity of the laser beam on target.  Blooming defocuses the beam as it propagates toward the target.  Although blooming can be somewhat mitigated by slewing the laser beam through the atmosphere and by winds crossing the path of the laser beam, it can limit the effectiveness of high-energy lasers in weapon applications.  To characterize blooming effects, atmospheric absorption measurements must be made over a wide range of relative humidity and aerosol type, size, and distribution.  In laboratory and field measurements, aerosols have to be handled carefully in a flowing system in order to prevent in-situ fall out, evaporation or cohesion.

PHASE I: This phase includes concept formulation for a system that is capable of measuring the absorption of a low power laser beam by atmospheric gases and naturally occurring aerosols in a laboratory and maritime environment. The instrument must be capable of measurement of 10-9 cm-1 absorption coefficients. Obtaining preliminary concept in Phase I is essential. The feasability concept study of phase one is priced at $100K.

PHASE II: Design,fabricate, test and deliver a robust aerosol-laden air measurement system. This system must be able to operate at a shore-based site or shipboard platform. The measurement system should be designed to operate in the rigorous conditions of a shipboard environment. The system will include absorption measurement instrumentation, air-sampling equipment, data analysis software and appropriate operational manual. 

PHASE III: Support Government personnel in making aerosol absorption measurements in a Government facility for field experiment.

Package, miniaturize and commercialize for military applications.

PRIVATE SECTOR COMMERCIAL POTENTIAL: Measurement of atmospheric absorption coefficients and their impact on laser beam propagation will be useful in the development of high efficiency, point-to-point laser communication systems. It will also develop technology useful to the scientific community engaged in studying atmospheric environmental effects.
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OSD05-D07 
TITLE: Compact HPM Sources
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  Develop a compact source that will generate wideband high power microwave energy in the 500MHz-1GHz range.  

DESCRIPTION:  Present designs for high voltage damped sinewave  generators involve a shorted, quarter-wave transmission line charged by a resonant transformer.  Such oscillators work well and can be operated at several hundred kV.  However, these oscillators are only capable of operating at one frequency, and the generated waveforms typically damp out in 5 to 10 cycles depending on the load impedance.  For future DoD applications, it is desirable to develop compact, lightweight, high voltage technology that can be adjusted over some range of frequency and that has a smaller damping constant (longer ring-down).  The concepts should be suitable for integration into small aircraft, UAVs, or small ground vehicles.  The current effort will develop and demonstrate concepts for a compact microwave source capable of voltages up to 300kV and PRFs up to 1 kHz.  The energy will be delivered to an antenna or transmission line having a nominal load impedance of 100 ohms.  

PHASE I: Phase I will require innovative research on new high power microwave source concepts with an eye toward developing compact, lightweight technology capable of delivering the required output.  Phase I will build and test a working model capable of at least 100 kV and 1 second bursts of fast repetition rate pulses an will include the development of an initial commercialization concept and plan. 

PHASE II: Phase II will require the development and demonstration of a compact, lightweight, prototype high voltage, damped sinewave generator capable of delivering the required output. Develop a business and commercialization plan for the Phase II engineering development and marketing program.

PHASE III DUAL USE/COMMERCIALIZATION:  Military uses of this technology include airborne and ground-based pulsed radar systems and high power microwave systems. Civilian sector applications include pulsed radar, electronics effects testing, counter mine, and numerous manufacturing applications. 
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OSD05-D08 
TITLE: Terahertz (THz) Source Development
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  Develop a compact, transportable terahertz (THz) radiation source that delivers tens of watts of THz power.  The source may be either broad-band or narrow-band and tunable so that both imaging and spectroscopic applications can be accommodated.

DESCRIPTION:  THz electromagnetic radiation in the frequency range from around 0.3 to 10 THz, is an unexplored frontier in imaging science and technology, whose application holds great promise for defense, medical imaging, drug discovery and homeland security [1].  Until now, the major impediment to the development of applications in this frequency range has been the lack of sufficiently sensitive detectors, and powerful compact sources of terahertz radiation.  THz sources delivering output powers in the tens of watts range will enable a host of sensing and measurement applications such as stand-off detection of concealed weapons, explosives and biological hazards as well as secure communications, upper atmospheric imaging and various forms of non-destructive evaluation (NDE).

Compact photonics-based THz sources are striving to achieve 100 mW of output power while accelerator-based sources utilizing synchrotron radiation can produce kW’s of THz output but cannot readily be scaled for efficient, transportable operation.  A transportable source technology that bridges this gap and delivers tens of watts of THz radiation, among other applications, could enable effective secure communications as well as stand-off detection of explosives or chemical and biological agents.

PHASE I:  Detailed study and design of a > 10 W output power prototype device, identifying key sub-components, and/or simulations for the 0.3 - 10 THz regime.  Demonstrate thorough that the concept is transportable and can achieve an efficiency approaching 1% so that standard vehicle power supplies can be used.

PHASE II:  Fabricate and demonstrate > 10 W output power in a transportable prototype device that meets the overall source efficiency goal of 1% or greater.

PHASE III DUAL-USE COMMERCIALIZATION: The terahertz regime has many potential applications that would benefit from the power level sought. In addition to the defense applications cited, higher power, compact sources would enable higher throughput in medical, drug discovery and other NDE applications that are currently limited by the available power. 
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OSD05-D09 
TITLE: Miniaturized Terahertz (THz) Sources
TECHNOLOGY AREAS: Weapons

OBJECTIVE:  To provide research in miniaturized, highly efficient, lightweight terahertz (THz) sources for use in biological and chemical spectroscopy, remote sensing, and plasma diagnostics.

DESCRIPTION:  Electromagnetic radiation in the frequency range from around 0.3 to 10 THz, is an unexplored frontier in imaging science and technology, whose application holds great promise for defense, medical imaging, drug discovery and homeland security.  Until now, the major impediment to the development of applications in this frequency range has been the lack of sufficiently sensitive detectors and powerful, compact sources of terahertz radiation.  Miniaturized muti-milliwatt terahertz sources could be used in detection of concealed weapons, explosives and biological hazards.  These devices should be on the order of 30 cubic inches and weigh less than 3 pounds including power supply.

PHASE I:  Phase I will consist of detailed numerical, computational and experimental analyses to evaluate key issues such as bandwidth, maximum output power, and efficiency and conclude with a point design of a miniaturized THz device.  

PHASE II: Phase II would consist of developing prototypes of the THz source as well as measurements to verify performance

PHASE III: DUAL USE COMMERCIALIZATION:  Commercial applications of this technology would include high resolution radar, remote sensing, line of sight networking, plasma and solid state diagnostics as well as chemical and biological spectroscopy. 

REFERENCES: 

1) R. S. Symons, “Tubes: Still Vital After All These Years”, IEEE Spectrum, pp 52, April 1998.

2) Martin, S. et al. 2001 IEEE MTT-S Int. Microwave Symp. Digest, Vol 3 (ed. Sigmon, B.) 1641-1644 (IEEE, Piscataway, New Jersey, 2001).

3) Kohler, R. et al. Nature, Vol. 417, 156-159 (2002)

4) J. R. Pierce, Bell System Technical Journal, Vol. 33, 1343 (1954).

5) Curtis L. Hemenway, Richard W. Henry and Martin Caulton, Physical Electronics, John Wiley and Sons, Inc., 1967, pp 374.

6) J. E. Velazco and P. H. Ceperley, “Terahertz Traveling-Wave Microtube,” Proceedings of SPIE, Terahertz for Military and Security Applications II, Vol. 5411, pp 174-181, 12-13 April 2004 Orlando, Florida USA.

OSD05-D10 
TITLE: HPM Antennas
TECHNOLOGY AREAS: Sensors, Weapons

OBJECTIVE: Development of high power microwave (HPM) antennas for use in wideband high power microwave (HPM) sources.

DESCRIPTION:  This effort will develop and demonstrate concepts for high power antennas suitable for use with wideband or narrowband HPM sources. Antenna concepts should be suitable for integration into small aircraft, UAVs, or small ground vehicles.  The frequency band of interest is between 100 MHz and 2 GHz.  Antennas may be desiged for use with wideband (10-15% bandwidth) or narrowband (1% bandwidth) sources.  Antenna operating voltage will be in the range of 100-500 kV.   

PHASE I:  Phase I will require innovative research on new antenna concepts. Demonstrate the feasibility of the proposed antenna concepts through analysis and/or the contruction of a low voltage working model.  Also, an initial commercialization concept and plan will be required.  

PHASE II:  Phase II will require the development and demonstration of a prototype high voltage antenna.  It will also require a business and commercialization plan for the Phase II engineering development and marketing program.

PHASE III DUAL USE/COMMERCIALIZATION:  Military uses of this technology include airborne and ground-based wideband HPM sources.  Civilian sector applications include electromagnetic interference/electromagnetic compatibility (EMI/EMC) testing and law enforcement applications.

REFERENCES:  

1. D.V. Giri, High-Power Electromagnetic Radiators:  Nonlethal Weapons and Other Applications, Harvard University Press, Cambridge, 2004.  

2. W.D. Prather, et al., “Survey of Worldwide Wideband Capabilities,” IEEE Trans on EMC, Special Issue on Intentional EMI, 2004, August 2004. 

3. C.E. Baum, "Antennas for the Switched Oscillator," Sensor & Simulation Note 455, Air Force Research Laboratory/DEHP, Kirtland AFB NM, March 2001.  

4. C.E. Baum, "More Antennas for the Switched Oscillator," Sensor & Simulation Note 493, Air Force Research Laboratory/DEHP, Kirtland AFB NM, Aug 2004.  
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OSD05-MT1 
TITLE: High Energy Hydrogen Sources For Fuel Cell Applications
TECHNOLOGY AREAS: Air Platform, Ground/Sea Vehicles, Materials/Processes, Space Platforms, Weapons

OBJECTIVE: The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology improvements in high-energy hydrogen sources.  The effort will research the current state-of art manufacturing technologies for producing hydrogen energy sources and storage methods used for small (20 – 250W) fuel cell applications in an effort to develop/improve the current hydrogen energy sources for DoD fuel cell applications.

DESCRIPTION: Many of the DoD systems currently using battery technologies are requiring extended mission capabilities with reduced volumetric/gravimetric needs.  Current DoD fuel cell stack/BOP technologies offer significant volumetric/gravimetric improvements over existing battery technologies, however, the required hydrogen sources are not at the energy density levels necessary to meet many of the DoD mission requirements.  OSD’s interest is to assist manufacturing process/innovations to develop/improve the current state-of-the-art of hydrogen sources for DoD applications.  Specific design goals are for man transportable hydrogen sources with gravimetric and volumetric storage densities significantly greater than 4% by weight and 20 g/H2/L respectively.  Because many of the target applications will be transported by hand, transportation and operational safety are critical factors in the technology selection process.  Design goal priorities are safety, gravimetric and volumetric densities. 

The hydrogen source should be designed to be integrated with a 20-250 W fuel cell and operate in military environments including: Temperature (-40°C to 60°C), Altitude (up to 20,000 ft), Relative Humidity (0-100% not-submersed) and in sand/dust environments.

PHASE I: Conduct feasibility studies, handling/transportation safety analysis’s, technical analysis, design modeling simulations, manufacturing and production analysis and small scale proof-of-concept studies/demonstrations to demonstrate feasibility of proposed technology. A first generation prototype manufacturing technology demonstration is desired (not required) at the completion of the Phase I effort.

PHASE II: Implement/advance the manufacturing technology assessed in the Phase I effort.  Phase II effort will validate the feasibility of the proposed concept by integrating the hydrogen source with a 20-250W fuel cell to demonstrate the technology at a suitable level for a DoD application.  One or more prototype systems will be fabricated for operational evaluations.  System level performance evaluations will be conducted to evaluate the volumetric/gravimetric properties, safety validations, sustained stability/capacity and environmental impact on system performance (Operational and Storage).

PHASE III/DUAL USE APPLICATIONS: The contractor shall finalize the advanced technology, demonstrate the technology in military and commercial fuel cell applications and begin commercialization of the product.  The manufacturing innovations resulting from this effort are anticipated to benefit both DoD and commercial fuel cells.

REFERENCES:  

1.  http://www.electrochem.org provides detailed information on current state-of-the art advances and research.

2.  Handbook of Fuel Cells: Fundamentals, Technology, Application, Wiley, 2003, Arnold Lamm, Ed.

3.  http://www.eere.energy.gov/hydrogenandfuelcells/fuelcells provides information on DoE fuel cells efforts.
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OSD05-MT2 
TITLE: Power Source Materials & Subcomponents Manufacturing Improvements
TECHNOLOGY AREAS: Air Platform, Ground/Sea Vehicles, Materials/Processes, Space Platforms, Weapons

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology with the intent of improving the ability of suppliers to provide important components and materials to DoD-interest battery manufacturers. Examples of these components and materials include (but are not limited to) precursors, anode and cathodes, separators, substrates and catalysts.

DESCRIPTION:  Manufacturers of military batteries often need raw materials (e.g. chemicals to fabricate battery cells, specialty connectors and separators) that have long-lead times, limited production and/or high costs. Demand for some of these materials is very small compared to that of the commercial market. Suppliers for these materials will often make changes to accommodate other customers and inadvertently make the material unsuitable for military use. OSD’s interest is to assist these manufacturers with innovative production enhancements that will improve the materials and subcomponents which then enhance battery characteristics. Specific goals for manufacturing technology improvements include process scalability for “right-sizing” production capacity, increased efficiency, lower operating costs, reduced touch labor, appropriate levels of automation, process modeling and optimization, flexible production and enabling manufacturing techniques for next generation technologies. Innovations that reduce supply chain risk, variability and lead times are encouraged. Examples include innovative manufacturing of separators for cells used in BA-5590 batteries, production of precursor materials for use in production of lithium ion batteries, separators for lithium ion batteries, and improved lead acid battery plate formation processes.

PHASE I:  Develop or refine the concept for production process improvement which will increase material or subcomponent performance and reliability, lower manufacturing costs and increase production efficiency and scalability. If reasonable to do so, limited-scale demonstrations of the concept should be provided to exhibit the new technology’s merits. Initial discussions with DoD-interest manufacturers regarding possible implementation should begin at this point.

PHASE II:  Validate the feasibility of the innovative concept by demonstrating it at a suitable pilot-scale level for a DoD-interest product. A partnership with a current or potential supplier of DoD-interest batteries and/or fuel cells should be achieved by this point. The possibility of commercial benefit opportunities for the innovation is highly desirable.

PHASE III DUAL USE APPLICATIONS:  Once the innovation has been suitably proven at the pilot-scale in Phase II, the intention of Phase III is to successfully implement the new technology at production scale for use by DoD-interest applications and other customers as appropriate. The DoD uses many types of power storage devices, and it is anticipated that manufacturing innovations will also have benefits for the processes used to manufacture various commercial products (e.g. primary batteries).

REFERENCES:

1.  http://www.sandia.gov/news-center/resources/tech-library/index.html provides links to documents (some detailed) describing various DoD-interest battery technologies.

2.  http://www.electrochem.org provides detailed information on current state-of-the art advances and research, mainly for MDA-interest rechargeable batteries.

3.  Handbook of Batteries, 3rd Edition, McGraw-Hill, provides detailed information regarding the design and construction of thermal, liquid reserve and rechargeable batteries.

KEYWORDS: Primary Battery, Lithium Ion, Raw Materials, Substrates, Flexible Production, Separators

OSD05-MT3 
TITLE: Solar Cell Manufacturing Improvements
TECHNOLOGY AREAS: Air Platform, Ground/Sea Vehicles, Materials/Processes, Space Platforms, Weapons

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology with the intent of improving the ability of manufacturers to produce existing and next generation photovoltaic (solar) cells and arrays for use in DoD and commercial applications.

DESCRIPTION:  Photovoltaic (PV) cells and arrays as used in DoD applications are produced in low quantities, are costly per kW produced, and have relatively low conversion efficiencies. Though research has been conducted on new PV cell configurations, innovative production concepts have been slowly implemented. OSD’s interest is assisting DoD-interest PV cell manufacturers to achieve innovative production enhancements that improve quality, reliability, consistency, energy and power density, lead time, conformability and other characteristics. Specific goals for manufacturing technology improvements include increasing yield, lowering production and operating costs, reducing touch labor, achieving appropriate levels of automation, process modeling and optimization, flexible production and enabling manufacturing techniques for next generation PV cells and arrays. An example would be to innovate a manufacturing process to attach or otherwise incorporate a novel PV with a mesh substrate to form a lightweight, flexible, and breathable PV array system that could be integrated into fabrics to support soldier systems. A cost target would be to achieve this at less than $0.10 per kW hr.

PHASE I:  Develop or refine the concept for production process improvement which will achieve one of the above described goals for PV cells. If reasonable to do so, limited-scale demonstrations of the concept should be provided to exhibit the new technology’s merits. Initial discussions with DoD-interest manufacturers regarding possible partnership and possible implementation should begin at this point.

PHASE II:  Validate the feasibility of the innovative concept by demonstration at a suitable pilot-scale level for a DoD-interest application. A partnership with a current or potential supplier of DoD-interest PV cells should be achieved by the beginning of Phase II. The additional possibility of commercial benefit opportunities for the innovation is highly desirable.

PHASE III DUAL USE APPLICATIONS:  Once the innovation has been suitably proven at the pilot-scale in Phase II, the intention of Phase III is to successfully implement the new technology at production scale for use by DoD-interest applications and other customers as appropriate. Although the DoD uses PV arrays, it is anticipated that these manufacturing innovations will have a much larger market with companies who produce commercial PV applications.

REFERENCES:

1.  Stand-Alone Photovoltaic Systems: Handbook of Recommended Design Practices, Sandia National Laboratory, Document No. SAND87-7023, available from National Technical Information Service, U.S. Department of Commerce, 5285 Port Royal Road, Springfield, VA 22161, 1991 (revised).

2.  http://dev.spis.org/projects/spine/home/tools/sctc is the website archive for the “Spacecraft charging & Technology Conference Archives.

KEYWORDS: flexible production, process improvements, solar cells, photovoltaic

OSD05-MT4 
TITLE: Nonrechargeable Battery Manufacturing Improvements
TECHNOLOGY AREAS: Air Platform, Ground/Sea Vehicles, Materials/Processes, Space Platforms, Weapons

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology with the intent of improving the ability of DoD-interest battery manufacturers to produce nonrechargeable (primary) batteries. Examples of these active primary and reserve types of batteries include (but are not limited to) Li SO2, Li MnO2, Li CFx, Li Oxyhalide and thermal variants.

DESCRIPTION:  Almost all primary batteries (e.g. the BA-5590, used for many portable electronics and radio military applications) made for DoD applications are manufactured in comparatively low production volumes with sporadic demand. This usually results in a very weak business case for a battery manufacturer to invest in modernizing and improving production processes. The result is often inefficient, costly, out-dated production techniques that are not well-suited to accommodating the DoD market and pose significant supply chain risk. OSD’s interest is assisting DoD battery manufacturers to achieve innovative production enhancements that improve battery quality, reliability, consistency, energy and power density, lead time, conformability and other characteristics. Specific goals for manufacturing technology improvements include process scalability for “right-sizing” production capacity, increasing efficiency and yield, lowering operating costs, reducing touch labor, achieving appropriate levels of automation, process modeling and optimization, flexible production and enabling manufacturing techniques for next generation battery technologies. Examples include manufacturing improvements for producing the cells used in BA-5590 and similar batteries, or, innovative production techniques to enable fabrication of improved thermal batteries.

PHASE I:  Develop or refine the concept for production process improvement which will achieve one of the above described goals for nonrechargeable batteries. If reasonable to do so, limited-scale demonstrations of the concept should be provided to exhibit the new technology’s merits. Initial discussions with DoD-interest manufacturers regarding possible partnership and possible implementation should begin at this point.

PHASE II:  Validate the feasibility of the innovative concept by demonstration at a suitable pilot-scale level for a DoD-interest application. A partnership with a current or potential supplier of DoD-interest batteries should be achieved by the beginning of Phase II. The additional possibility of commercial benefit opportunities for the innovation is highly desirable.

PHASE III DUAL USE APPLICATIONS:  Once the innovation has been suitably proven at the pilot-scale in Phase II, the intention of Phase III is to successfully implement the new technology at production scale for use by DoD-interest applications and other customers as appropriate. The DoD uses many types of power storage devices, and it is anticipated that these manufacturing innovations will also have benefits for the processes used to manufacture commercial primary batteries.

REFERENCES:

1.  http://www.sandia.gov/news-center/resources/tech-library/index.html provides links to documents (some detailed) describing various DoD-interest battery technologies.

2.  http://www.electrochem.org provides detailed information on current state-of-the art advances and research, mainly for DoD-interest rechargeable batteries.

3.  Handbook of Batteries, 3rd Edition, McGraw-Hill, provides detailed information regarding the design and construction of thermal, liquid reserve and rechargeable batteries.

KEYWORDS: Flexible Production, Process Improvements, Conformability, Primary Battery, Lithium

OSD05-MT5 
TITLE: Lightweight Air Pumps/Blowers For Man Portable Fuel Cells
TECHNOLOGY AREAS: Ground/Sea Vehicles, Materials/Processes, Electronics

OBJECTIVE: The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology improvements for small lightweight air pumps and blowers used in small DoD fuel cell applications.  The effort will research the current state-of art air pump/blower technologies used in small fuel cell applications in an effort to develop a family of reliable, lightweight, high efficiency, low signature air pumps/blowers for small (20W-250W) DoD fuel cell applications.

DESCRIPTION:  DoD Special Force teams often rely on upwards of one hundred pounds of primary batteries to meet their mission needs.  Some missions exceed maximum soldier weight requirements in order to meet energy requirements.  The current State-of-the-art fuel cell technology is believed to support viable fuel cell stack designs, however, system components such as air pumps/blowers are typically the life limiting components, the largest contributor to noise signatures and contribute a significant weight for small fuel cell systems.

The DC air pumps/blowers used in many of the small fuel cells today typically weigh or the order of 200-300g and draw several (2 to 5+) watts and exhibit audible signatures at 30+ meters.  OSD’s interest is to assist the air/ pump manufacturers establish a family of small air pump/blowers the better meet the DoD’s interests.  Specific design goals are to develop small air pumps/blowers that will weight to less than 100g, provide 5-10 standard liters per minute air flow at 2 psi for 2000+ hours operation, maintain or reduce the power consumed and maintain or reduce the noise signature to in-auditable at 10 meters. These pumps should operate on 12/24Vdc and be scaleable by design to allow optimal component selection for specific system application needs.  Design goal priorities are weight, life, signature, efficiency and scalability.

The air pumps/blowers should be manufacturable with consideration given to military environments including: Temperature (-40°C to 60°C), Altitudes up to 15,000ft, 0-100% Relative Humidity (not-submersed) and in sand/dust environments.

PHASE I: Conduct feasibility studies, technical analysis, design modeling simulations, scale-ability modeling, manufacturing and production analysis and small scale proof-of-concept studies/demonstrations to demonstrate feasibility of proposed technology. A first generation prototype pump manufacturability demonstration is desired (not required) at the completion of the Phase I effort.

PHASE II: Implement/advance the manufacturing technology assessed in the Phase I effort.  Phase II effort shall fabricate 10 to 50 prototype units of one or more scaled varieties for operational evaluations.  Operational performance evaluations shall be conducted on one or more scale units and will include: Operational Life (continuous and cyclic), Temperature, Humidity and Altitude evaluations (Operational and Storage), Sand and Dust (Operational and Storage) and Radiated Noise.  The Airflow, pressure and power draw will be measured throughout all evaluations conducted as applicable.

PHASE III/DUAL USE APPLICATIONS: The contractor shall finalize the advanced air pump/blower manufacturing technology, demonstrate the technology in military and commercial fuel cell applications and begin commercialization of the products. Fuel cells have the potential to replace many types of power storage devices currently used by the DoD.  The manufacturing innovations resulting from this effort are anticipated to benefit both DoD and commercial fuel cells.

REFERENCES:  

1.  DARPA Palm Power, 2004 Program Review Meeting. 9-11 Feb 2004

2.  Handbook of Fuel Cells: Fundamentals, Technology, Application, Wiley, 2003, Arnold Lamm, Ed.
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OSD05-MT6 
TITLE: Reforming Solutions for Undersea Applications
TECHNOLOGY AREAS: Ground/Sea Vehicles, Materials/Processes

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology improvements in reformer technology.  A reformer capable of processing a heavy hydrocarbon feed into a 3 kW solid oxide fuel cell (SOFC) stack is the aim; thus, the reformer will generate up to 4-7 kW in heating value depending on the fuel cell utilization and efficiency.  The reformer must operate without the use of any air supply—complete air-independence.  Targeted energy section specs are 350 W-hr/kg and 400 W-hr/L, which include fuel and oxidant supplies as well as balance of plant components.  

DESCRIPTION:  In order to efficiently utilize heavy hydrocarbon fuels (i.e. JP-8, diesel, dodecane—high flash point fuels) with current state-of-the-art fuel cells, the liquid feed must first be reformed to a hydrogen-rich gas stream.  In undersea vehicles, this process is complicated by not having readily available air for catalytic partial oxidation (CPOX).  A stored oxidant supply may be consumed for the CPOX reaction, but this must be limited as oxidant supply is the limiting factor of mission duration/total system energy.  Steam reforming is an alternative but a considerable amount of heat is necessary for this reaction.

If steam reformation is the selected reformer technology, the development of novel reformer geometry to acquire heat from SOFC stack radiation or other available heat sources is encouraged to increase the overall system efficiency.  The coupling of reformer technology with SOFC stacks in an air independent environment is the focus of this study.  Emphasis is placed on volume and mass minimization while ensuring sound thermal management through varying load demands, up to 3 kW.  

PHASE I:  Conduct feasibility studies, technical analysis, design modeling simulations, manufacturing and production analysis and small scale proof-of-concept studies/demonstrations to demonstrate feasibility of proposed designs. A first generation prototype demonstration is desirable but not required at the completion of the Phase I effort.  Quarterly status reports are required to provide status of: Feasibility studies, safety analysis findings, design modeling throughputs, demonstration test data and proof of concept demonstrations.  The Phase I final report shall include the final quarterly status report and recommended design focus areas required for Phase II. Initial discussions with DoD-interest manufacturers regarding potential partnership and implementation of the technology should begin at this point.

PHASE II:  Implement/advance the manufacturing technology assessed in the Phase I effort.  Phase II effort will validate the feasibility of the proposed concept with operation of the reformer coupled with an SOFC stack to demonstrate the technology at a suitable level for a DoD application.  One or more prototype reformers will be fabricated for operational evaluations.  System level performance evaluations will be conducted to evaluate the fuel efficiency, safety validations, sustained stability/capacity and environmental impact on system performance.  Quarterly status reports are required to provide status on: Prototype Fabrication, On-Going Test and Evaluations, and performance results. The Phase II final report shall include the final quarterly status report and recommended commercialization focus areas required for Phase III. The additional possibility of commercial benefit opportunities for the resulting fuel cell is highly desirable. 

PHASE III:  The contractor shall finalize the advanced technology, demonstrate the technology in military and commercial fuel cell applications and begin commercialization of the product.  The manufacturing innovations resulting from this effort are anticipated to benefit both DoD and commercial reformers.

REFERENCES:

1. M.A. Pefia , J.P. Gomez , J.L.G. Fierro,  Applied Catalysis A: General 144 (1996) 7-57

2. K. Pinkwart, T. Bayha, W. Lutter, M. Krausa, Journal of Power Sources 136 (2004) 211–214

3.  L. Petruzzi, S. Cocchi, F. Fineschi, Journal of Power Sources 118 (2003) 96-107
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OSD05-MT7 
TITLE: Rechargeable Battery Manufacturing Improvements
TECHNOLOGY AREAS: Air Platform, Ground/Sea Vehicles, Materials/Processes, Space Platforms, Weapons

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology with the intent of improving the ability of DoD-interest battery manufacturers to produce rechargeable (secondary) batteries. Examples of these types of batteries include (but are not limited to) Li Ion, Li Polymer, valve regulated lead acid, NiMH, NiH2 and NiCd.

DESCRIPTION:  Many rechargeable batteries made for DoD applications are manufactured in relatively low production volumes with sporadic demand. This can result in a weak business case for a battery manufacturer to invest in modernizing and improving production processes. The result is often inefficient, costly, out-dated production techniques that are not well-suited to accommodating the DoD market and pose significant supply chain risk. OSD’s interest is to assist DoD battery manufacturers to achieve innovative production enhancements that improve battery quality, reliability, consistency, energy and power density, cycle life, depth of discharge, safety, charge efficiency, tolerance of over-charge and over-discharge conditions, lead time, packaging conformability, reduce the rate of self-discharge, improve thermal characteristics under high rate conditions and other characteristics. Specific goals for manufacturing technology improvements include process scalability for “right-sizing” production capacity, increased efficiency, lower operating costs, reduced touch labor, appropriate levels of automation, process modeling and optimization, flexible production and enabling manufacturing techniques for next generation battery technologies.

PHASE I:  Develop or refine the concept for production process improvement which will achieve one of the above described goals for rechargeable batteries. If reasonable to do so, limited-scale demonstrations of the concept should be provided to exhibit the new technology’s merits. Initial discussions with DoD-interest manufacturers regarding possible partnership and possible implementation should begin at this point.

PHASE II:  Validate the feasibility of the innovative concept by demonstration at a suitable pilot-scale level for a DoD-interest application. A partnership with a current or potential supplier of DoD-interest batteries should be achieved by the beginning of Phase II. The additional possibility of commercial benefit opportunities for the innovation is highly desirable.

PHASE III DUAL USE APPLICATIONS:  Once the innovation has been suitably proven at the pilot-scale in Phase II, the intention of Phase III is to successfully implement the new technology at production scale for use by DoD-interest applications and other customers as appropriate. The DoD uses many types of power storage devices, and it is anticipated that manufacturing innovations for rechargeable batteries will very likely have benefits for the processes used to manufacture commercial rechargeable batteries.

REFERENCES:

1.  http://www.sandia.gov/news-center/resources/tech-library/index.html provides links to documents (some detailed) describing various DoD-interest battery technologies.

2.  http://www.electrochem.org provides detailed information on current state-of-the art advances and research, mainly for DoD-interest rechargeable batteries.

3.  http://www.uscar.org/ provides information on rechargeable batteries and related technologies being developed for the automotive industry.

4.  http://www.nrel.gov/vehiclesandfuels/energystorage/publications.html?print provides reports and presentations on rechargeable and other battery technology improvements.

5.  Handbook of Batteries, 3rd Edition, McGraw-Hill, provides detailed information regarding the design and construction of thermal, liquid reserve and rechargeable batteries.

KEYWORDS: flexible production, process improvements, rechargeable battery, lithium ion, nickel, lead acid

OSD05-MT8 
TITLE: Fuel Cell Solutions for Undersea  Applications
TECHNOLOGY AREAS: Ground/Sea Vehicles, Materials/Processes

OBJECTIVE:  The Office of the Secretary of Defense (OSD) seeks innovative ideas in manufacturing technology improvements in fuel cell systems for military applications.  This effort will focus on a 1 to 3 kW fuel cell unit that utilizes reformed hydrocarbon fuel and an air-independent oxygen source in a closed system.  Targeted energy section specs are 350 W-hr/kg and 400 W-hr/L, which include fuel and oxidant supplies as well as balance of plant components.  The focus will be on reliable fuel cell stack technology that can endure 5000 total operative hours before requiring major overhaul, with each mission being 30-40 hours in duration (125-175 missions).

DESCRIPTION:  Unmanned underwater vehicles (UUVs) require high energy sources that can be quickly replenished so that vehicle down-time and man-labor time are minimized.  Several types of fuel cells are being studied for this application, but a majority of commercial fuel cells are being optimized for air and pure hydrogen sources.  A fuel cell that uses reformed hydrocarbon fuel is preferred so that energy-dense liquid fuels may be used for the hydrogen source (i.e. JP-8, diesel, dodecane--high flash point fuels).  In addition, the cathode chamber must be manifolded to conserve the oxidant supply.  Pressurization of the system is another avenue of exploration that is appropriate for underwater vehicles and not common in the commercial market.

Because fuel cells have generally been targeted for large markets such as residential or automobile applications, the selection of materials has been limited to reduce large-scale production cost.  With the UUV market being significantly smaller and more specialized than these other commercial sectors, more select (expensive) materials and fabrication procedures can be used to produce a more reliable fuel cell.  However, cost will still be an issue when comparing fuel cells to batteries for UUV applications.

PHASE I:  Conduct feasibility studies, cost and reliability analysis, design modeling simulations, manufacturing and production analysis and small scale proof-of-concept studies/demonstrations to demonstrate feasibility of proposed designs.  Can the proposed fuel cell design be manufactured by existing/established methods, or will it require the development of new manufacturing technology?  A first generation prototype demonstration is desirable but not required at the completion of the Phase I effort.  Quarterly status reports are required to provide status of all studies and demonstrations.  The Phase I final report shall include the final quarterly status report and recommended design focus areas required for Phase II. Initial discussions with DoD-interest manufacturers regarding potential partnership and implementation of the technology should begin at this point.

PHASE II:  Implement/advance the manufacturing technology assessed in the Phase I effort by scaling up to appropriate power level.  Phase II effort will validate the feasibility of the proposed concept with operation of the fuel cell to demonstrate the technology at a suitable scale for a DoD application (1-3 kW).  One or more prototype fuel cells will be fabricated for operational evaluations.  System level performance evaluations will be conducted to evaluate the power generation, fuel utilization, fuel efficiency, safety validations, sustained stability/capacity, and scalability issues.  Quarterly status reports are required to provide status on: Prototype Fabrication, On-Going Test and Evaluations, and performance results. The Phase II final report shall include the final quarterly status report and recommended commercialization focus areas required for Phase III.  The additional possibility of commercial benefit opportunities for the resulting fuel cell is highly desirable.

PHASE III:  The contractor shall finalize the advanced manufacturing technology, demonstrate the technology in military and commercial fuel cell applications and begin commercialization of the product.  The manufacturing innovations resulting from this effort are anticipated to benefit both DoD and commercial fuel cells.

REFERENCES:

1. S.C. Singhal, Solid State Ionics, 152–153 (2002) 405– 410

2. Zhenguo Yang,z K. Scott Weil, Dean M. Paxton, and Jeff W. Stevenson, Journal of The Electrochemical Society, 150 (9) A1188-A1201 (2003)

3.  W.Z. Zhu, S.C. Deevi, Materials Research Bulletin, 38 (2003) 957–972
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OSD05-NC1 
TITLE: Mission-oriented Authentication in a Multi-Domain Security Environment
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: To research and develop mechanisms and systems for providing secure, dynamic authentication of individuals, systems, devices, and processes in tactical coalition environments.

DESCRIPTION: US military operations are almost always conducted in the context of multinational coalitions.  In order for these operations to be effective, US forces and their coalition partners must be able to exercise command and control over networks in disparate security domains.  Individuals systems, devices, and processes must be able to authenticate into various information systems according to their role within a context. Information systems must be able to manage the rights of individuals, systems, devices, and processes according to mandatory and discretionary security policies.  An approach is to enable commanders to stand up coalition authentication systems with role-based access control across multiple security domains.

Currently, disparate identities and points of presence on several different networks are maintained for individuals, while the identities and access rights of non-human participants such as systems, devices, and processes are often defined by highly custom configurations and settings that are neither visible at the enterprise level nor subject to explicitly stated security policies.  A trusted, multilevel authentication server than authenticates systems, devices, and processes as well as individuals, however, could provide both users and non-human participants with a single identity for use throughout all security domains within a given coalition space.  Such a system would allow for information system owners to implement “least privilege” security policies that could be accredited while at the same time to extend a convenient “single sign-on” capability to users at the edge of the networks.  Furthermore, by empowering local commanders to implement security policies using a mission authentication system, the expensive and difficult process of cross-certifications of national PKI systems would be reduced.

PHASE I: Analyze strong authentication systems and policy-based credentialing systems described in the scientific literature.  Compare the different mechanisms for coalition use, and evaluate the feasibility of extending such mechanisms to include important non-human participants such as systems, devices, and processes.  Recommend and rigorously justify an approach to coalition authentication and policy-based credentialing that is clearly easier tro use and more generic than current fragmented and individuals-only authentication practices.

PHASE II: Design and implement a prototype on trusted, multilevel OS using the authentication mechanism and credentialing system from Phase I.  Conduct interoperability and security testing.  Integrate the authentication system into a realistic cross-domain solution application.

PHASE III DUAL USE APPLICATIONS: Successfully certify the system for commercial network administration and security. For military applications, the ability to authenticate all categories of active participants (human, hardware, or software) with a single shared strategy will provide a substantial and immediate increase in security by ensuring that non-human entities are subject to the same explicit access rules as human participants. The universality of authentication will also speed and simplify operations by consolidating the authentication process and removing the risk of human errors from trying to log into and maintain a presence on multiple disparate systems. These features of generality of approach and simplicity of use are especially important in coalition environments, where the need to deal with a rapidly changing suite of systems can stress the manual security procedures of participants. The same concepts of generality of and simplicity of authentication should also apply strongly and directly to commercial systems and networks, where business and consumers interact in unexpected combinations and coalition-like financial, development, and investment activities on a daily basis.
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OSD05-NC2 
TITLE: New Approaches to Sharing Data Across Multiple Security Domains
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Define secure, innovative new methods for transferring as much—but no more—of the operational data needed to enable effective cooperation between groups that are trying to accomplish a common mission. 

DESCRIPTION: Despite the use of many techniques for limiting sharing of information, actual sharing too often occurs in one of two modes: nothing, or everything. This is especially true in crisis situations in which there is simply not enough time available for human users of a system to evaluate what information should be shared and what should not. New concepts of trusted platforms operating across multiple security domains are needed to help automate and simplify the use of automated policies to control the data sharing processes, while at the same time ensuring that the levels of rapid data sharing needed to maintain functionality and meet joint goals remain intact. Such techniques would have immediate beneficial effects on a broad range of common communication methods and situations, including file transfers, email, and collaboration, and will be integral to coalition-oriented future concepts of military operations.

PHASE I: Define and demonstrate a set of well-defined, innovative concepts for addressing the problem of how to share just enough data, but no more, between diverse groups in a cooperative endeavor. The definitions should address the issue of how to characterize both the data to be shared and the receiving entities in a consistent, broadly applicable fashion. The approach should be scalable, so that requirements for processing a sharing request remain relatively flat during normal operational use. The demonstration of the principles involved should explore them in sufficient detail and with a wide enough range of examples to permit realistic evaluation of the approach.

PHASE II: Implement the defined sharing methods in realistic computer systems, and verify the ability of the methods to scale to much larger applications

PHASE III DUAL USE APPLICATIONS: Scalable, safe sharing of just enough data, but no more, immediately addresses critical needs of joint and coalition forces in which not sharing enough data can have immediate and potentially devastating negative operational impacts, while sharing of too much data can have seriously adverse long-term consequences, especially in coalitions where other partners often have very different long-term goals. “Just enough” data sharing also has direct benefits in business-to-business information sharing, which has very similar constraints of short term operational needs versus long-term negative consequences of excessive disclosure.

REFERENCES:

1.
Nelson, David B., “Hard Problems in Information Security,” March 17, 2004. Available online at: http://www.itrd.gov/about/presentations_nco/2004/20040317_irc_dnelson/20040317_irc_dnelson.pdf

2.
IRC Hard Problems List, July 2005. Available from the InfoSec Research Council (IRC) at http://www.infosec-research.org/contact.html.

3.
Criste, Frank, “Implementing the Global Information Grid (GIG) – A Foundation for 2010 Net Centric Warfare (NCW),” May 18, 2004. Available online at: http://www.ndia.org/Content/ContentGroups/Divisions1/International/CRISTE.ppt

4.
Global Information Grid Information Assurance Capability/Technology Roadmap, October 2004. Available to DoD users with PKI certification (CAC) cards at: https://powhatan.iiie.disa.mil/gig/index.html. Some additional public information on GIG information assurance issues can be found: http://iase.disa.mil/

KEYWORDS: multilevel security, cross-domain security, trust management

OSD05-NC3 
TITLE: Guaranteed Data Integrity in the GIG-NCES Environment
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop innovative tools and techniques that will guarantee the integrity and authenticity of data in a GIG-NCES (Global Information Grid – Net-Centric Enterprise Services) framework.

DESCRIPTION: The authenticity of data in the network centric warfare paradigm is critical to mission success. One of the problems with the NCES framework is that the warfighter loses knowledge or certainty of where the data comes from. This becomes increasingly important when operations are comprised of joint, allied and coalition forces and when communities of interest are dynamic and distributed. Data in the future will need to demonstrate its pedigree, integrity, and releasability before it is accepted and used by its recipients.

PHASE I: Describe and develop creative methods, techniques and tools for establishing, guaranteeing and conveying the integrity and authenticity of data in the GIG-NCES environment. The methodologies should in particular address the issue of how to ensure that both data and metadata remain intact and trustworthy over both time (storage) and distance within a distributed system. The methods should be compatible with major standards and metadata technologies such as XML, so that they can be applied to the widest range of tools and data possible.

PHASE II: Develop, implement and validate a prototype system that utilizes the tools and methods from Phase I. The prototypes should be sufficiently detailed to evaluate scalability, usability, and resistance to malicious attack. Efficiency is also an issue that should be explored, although it is less critical than overall scalability.

PHASE III DUAL USE APPLICATIONS:  The increasing focus on network centric warfare means that the ability to ensure the source and integrity of data will become a central feature of ensuring the safety of military operations. Similarly, in the civilian domain the increased use of electronic commerce is creating a situation where the ability to ensure the source and reliability of data will become more and more critical over time.
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OSD05-NC4 
TITLE: Mining Extant Security-Relevant Information to Yield GIG Situational Awareness and Actionable Intelligence
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Establish practical approaches to simplify the analysis of ever increasing amounts of security –relevant network information already being collected by numerous DoD devices to yield actionable intelligence and situational awareness.

DESCRIPTION: Current methods of gaining situational awareness on DoD networks revolve around the collection of vast amounts of network generated alerts and systems’ operational logs.  Though the amount of this data continues to increase markedly each year, the resources to analyze it remain relatively fixed (i.e. network analysts).  In an attempt to address this problem many DoD organizations have purchased commercial “correlation “packages which normalize the output of these various outputs and insert them into a relational database for further analysis.   Unfortunately, this effort has done little more than organize the data conveniently and has led to little insight or awareness of the security situation of monitored networks. There has been very little work or effort expended on automated processes that can take advantage of these stores of collected information. We seek novel methods to exploit these collected stores of security relevant information to yield actionable intelligence and situational awareness.

PHASE I: Demonstrate a flexible, useful information mining and correlation concept that can reasonably interface with security data stores currently employed by the DoD.  The effort should clearly address the types of security information assumed to be present in these data stores and the algorithms that would be employed to extract meaningful actionable information out of them.  A detailed proposal for any needed computer hardware and software required for the concept to be successful should also be provided.

PHASE II: Implement the mining and correlation concept on a real-world DoD security data store.  The offeror shall develop viable demonstration cases to illustrate the effectiveness of their concept in cooperation with a government sponsor.

PHASE III DUAL USE APPLICATIONS: Follow on activities are expected to be aggressively pursued by the offeror to implement the methods and algorithms developed during this study into existent products offered in the commercial space for collecting and correlating security significant network events.
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OSD05-NC5 
TITLE: Advanced Network Architectures for Prioritized Operations
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Define and assess innovative software architectures that increase the ability of networks to respond automatically to stresses, including both operational stresses and malicious attacks.

DESCRIPTION: When a network is global in size, the idea that it can be adequately monitored and adjusted in real time by a limited human staff of operators rapidly becomes obsolete. Future networks will require much more approaches that assume a high degree of fully automated prioritization, fault recovery, and security responses than is possible with current manually-intensive administration approaches. The need for more automated administration is further increased by the rapidly increasing convergence of voice, data, and other forms of communications onto a single network architecture. Automatically fault-tolerant network management strategies will be needed to allow dynamic prioritization based on mission priorities, and will need to support capabilities such as self-healing and self-organization to accomplish rapid, effective automated management of resources.

PHASE I: Develop consistent, universally applicable approaches for dramatically increasing the level of automation possible in the administration of global networks. These methods should encourage sufficient and sufficiently consistent sharing of administration-relevant status data to enable complex automated decision to be based on them. The methods should also define robust methods for ensuring that the resulting decisions are implemented rapidly and effectively, and will alert human operators to allow them to review the results after reconfigurations are done. 

PHASE II: Implement prototypes demonstrating the administration method and the overall architecture that they imply, so that issues such as scalability, reliability, and overall effectiveness in using resources can be evaluated. The prototype should demonstrate its compatibility with and support of fault recovery and network reconfiguration scenarios, even if it does not fully implement such scenarios

PHASE III DUAL USE APPLICATIONS: Efficient use of networks under conditions of typical use and failure is of immediate value to both DoD and commercial networks, since it allows more efficient use of network capacities.
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OSD05-NC6 
TITLE: Security Policy Management Technologies
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Enable development and management of dynamically changing security policies on complex, global information networks.

DESCRIPTION: The larger a network becomes, the more likely it is to undergo significant changes on a daily, hourly or even faster basis. Unfortunately, when it comes to creating and maintaining security policies for networks, traditional approaches have tended to assume the existence of relatively static networks in which changes to computers, software, and users are slow enough to be handled safely by largely manual security updates. Consequently, today’s security policy technologies do not support the need in large, complex networks to change security policies dynamically and in a trusted and assured manner across the enterprise as will be required for emerging Network-Centric Warfare systems. Tools are needed to allow policies to change over time while maintaining the appropriate degree of security, assurance and accountability commensurate with the criticality of network operations and applications. What is needed to make policy management more tractable is to have automated tools that enable security policy developers to be able to accurately, formally and mathematically describe their policy statements. Tools that enable this rigor will provide for the development of policies that more accurately capture the security requirements of the real-world. In addition, if the policy can be accurately transformed from a narrative to a mathematical statement then it will follow that the policy should be more easily and accurately implemented in software. Tools are also needed that allow policies to be changed and subsequently verified to determine that they are still consistent with real-world security requirements. Finally, new methods need to be developed for describing combined or composed policies especially in applications involving coalitions or cross-domain environments (e.g., military, intelligence, and law enforcement). 

PHASE I: Define, demonstrate and evaluate standards and automated strategies that demonstrate how security policy definition, evaluation, and enforcement can be transferred from manual to automated methods. In particular, the definitions should provide plausible methods for updating security policies in real-time in response to changes in network state resulting from malicious intrusions or other similar events.

PHASE II: Construct a working prototype that demonstrates sufficient detail in the application of dynamic security policy management to allow verification of issues including: (a) how quickly the policies can be changed over the scope of the local and global network in response to malicious intrusions, (b) the extent to which the dynamic policy approaches can or cannot limit the spread of malicious intrusions, especially in contrast to static policy approaches, (c) the degree to which automated dynamic security policy management can enable management of configurations and networks that cannot be safely or effectively overseen by human-only policy management, and (c) the overall scalability of the approach, in particular for complex networks of global size.

PHASE III DUAL USE APPLICATIONS: Civilian networks like their military counterparts, especially those that support critical infrastructures (e.g., power, financial, public safety, transportation, etc…) can make use of the technology being developed in security policy management. These critical infrastructure networks are very complex, distributed and need to adapt rapidly to changes resulting from numerous and varied threat agents. 
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OSD05-NC7 
TITLE: Mapping Interdependencies Among Infrastructures
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop tools to enable understanding interdependencies among critical infrastructures

DESCRIPTION: The cyber infrastructure consists of physical and logical components.  Each is subject to different vulnerabilities; however, the vulnerabilities are not all independent.  Natural disasters and acts of war may damage the physical infrastructure and so disrupt the cyber infrastructure.  Less extreme cases pose problems too.  A temporary outage of an electric power gird that shutdowns all electrical equipment without alternate power sources will likely affect the Internet, e-Commerce, increasingly the public telephone system, emergency response, and most all edge users. A persistent outage will do far worse.  Critical infrastructures are not separate and distinct but are interconnected, dependent, and change over time and circumstance.  Knowledge of these interdependencies and details of the infrastructures are essential for preparedness from first-responders and city planners to intelligence analysts and the military.

PHASE I: Design a system that combines network management with geographic spatial information systems to provide situation awareness over the physical and logical components of a network.  Assess the capability of the system to discover and acquire infrastructure information through several different means, deliver a near real-time status of the components, and enable threat modeling of disruptions and mitigation strategies.  Ensure the system will be scalable, extensible relative to infrastructures, usable in service-oriented architectures, COTS-based, and supportive of interactive graphical interfaces.  Describe approaches for modeling of uncertainty and belief, graphical display layouts, granularity of presentation, organization of data according to practical ontologies, and query languages.  Illustrate several scenarios showing the intended use of the system.  Assess the commercial potential.

PHASE II: Extend the design to include information about information security, wireless and physical security, need-to-share, mobile operations, server applications, electrical power grid, GPS, and address by street, building, floor, and room.  Implement a prototype system.  Validate in simulated environments on scenarios defined in Phase 1.  Evaluate usability including interoperability.  Conduct limited experiment demonstrations.  Identify Phase III transition sponsors.

PHASE III DUAL USE APPLICATIONS: Successfully certify the system for use in network administration and security.

REFERENCES:

1.
Open Geospatial Consortium, Inc., http://www.opengeospatial.org/ and http://www.opengeospatial.org/functional/?page=cipi

2.
Sinha, V., “Intelligence agencies help test new GIS tool “, Government Computer News, 12 Feb 2003. http://www.gcn.com/vol1_no1/daily-updates/21142-1.html

3.
ESRI, Inc., http://www.esri.com/

KEYWORDS: geographic information systems, network management, COTS, interoperability, situation awareness

OSD05-NC8 
TITLE: Network Situational Awareness
TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop innovative methodologies for the visualization of static, dynamic and evolving network datasets to enhance situational awareness of network data. This will be used to develop a Common Operating Picture of the network (devices, sensors, platforms, etc.) in a GIG-NCES framework.

DESCRIPTION: The ability to understand and quantify the complex behavior of networks (e.g., command networks, computer networks, communication networks, social networks, etc.) is becoming more important for 1) the protection of critical infrastructures, 2) the development of intelligence reports for decision-making and planning, 3) the creation of an accurate picture of the mission space, and 4) risk management. Current methods for understanding and visualizing networks can only handle a small number of nodes and connections (usually around 100 or so) before the resulting picture becomes cluttered and confusing. In addition, methods are not currently available that address the issue of intuitively portraying the uncertainty in the network data (e.g., uncertainty regarding the presence or strength of links and nodes).  We seek innovative approaches for visualizing massive network datasets when the networks are static, dynamic or evolving in order to locate anomalies, to appreciate uncertainty, to locate missing data, to interactively explore the network, and to intuitively achieve an understanding of the situation.  By dynamic networks, we mean those networks where the underlying data remains the same, but the graphical views might change to facilitate exploration and discovery.  Evolving networks are ones whose structure (i.e., nodes, links, etc.) changes over time.  Focus areas could include techniques to reduce network data with minimal information loss, cognitive-based methods for visualizing uncertainty about the network data, methods for showing the dynamics of evolving networks, interactive methods for data exploration and discovery, techniques to handle context or geographic based network data, processes for network visualization in a layered or hierarchical manner, visualization methods for predicting the shape or structure of the network, network visualization processes that are fast and scaleable, and integrating information from disparate sources/networks.

PHASE I: Describe and develop creative algorithms and techniques for visualizing the behavior of large complex networks, with an emphasis on networks that change over time and on the uncertainty of the data that defines the network.

PHASE II: Develop, implement and validate a prototype visualization system that utilizes the tools and methods from Phase I. Perform algorithm and prototype testing using network data (e.g., computer networks, social networks) to ensure that this system facilitates understanding of complex network behavior.  If necessary, the program manager will help obtain data for this phase.

PHASE III DUAL USE APPLICATIONS: Implement the visualization algorithms in a comprehensive package that would include an intuitive graphical user interface (GUI) where the user can interactively change the network layout for exploration and discovery. It is expected that the methods, techniques and software from this project will be useful in a wide array of Navy, DoD and civilian applications. Given the emphasis on a network-centric battlespace environment and FORCEnet, understanding the state of the networks and the inherent uncertainty and risk associated with network attributes via interactive visualization is critical to the success of the new paradigm. These tools will facilitate the understanding and optimal use of networks in a networked battlespace environment. In the FORCEnet concept, the networks are an essential part of the warfighter’s ability to accomplish the mission. The results of this effort can be used to reduce the number of trained network administrators needed to manage the network during day-to-day operations and while under attack.

This visualization system can be used in a broad range of civilian, homeland security and military applications. For example, this could be used in military decision-making systems to understand the state of command and control networks or communication and information networks.  In particular, this would help the decision maker allocate resources in the network and understand the changes, detect intrusions or deceptions, repair or respond to faults, etc.  In the civilian sector, this product would be very useful to the telecommunications industry where a knowledge and understanding of dynamic and evolving network behavior can be used to detect fraud.
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OSD05-SP1 
TITLE: Software Design Visualization
TECHNOLOGY AREAS: Information Systems

OBJECTIVE:  Improve visualization techniques for the design of complex software systems

DESCRIPTION:  Many of today’s software systems are large and complex and beyond the ability of any one or small group of individuals to understand and retain an awareness across the entire system.  Robust visualization tools must consolidate system-level information and present to designers in a manner that humans can readily interpret.  These new tools should also support traceability to requirements and to test with the potential to become part of an integrated tool chain using other emerging development approaches such as model-based development.

Existing approaches to design visualization consist of point tools targeted to represent a small set of behavioral aspects (data flows, state transitions, timing relationships) of software and software-based systems and typically provide these representations in a two-dimensional (paper, screen etc.) format.  New visualization tools would provide the ability to represent all aspects of software system behavior (timing, run-time performance, execution paths, fault tolerance, reliability, security, CM, traceability to requirements, data management etc.), allow for interactive exploration of system trade-offs, and provide the design representation in a manner easily interpreted by humans leveraging recent improvements in HMI (human machine interface) (3-D, interactive, multi-sensory etc.).  This is not simply “generating a UML diagram”; the goal is to extract and visualize those properties specifically relevant to the desired properties and behaviors of the product.  Desired properties include, but are not limited to: reliable, secure, maintainable, open, low-complexity, modular etc.  Visualization techniques and tools should also allow designers to conduct trade-offs among design approaches and details in a manner that allows a rapid and precise understanding of the value, implications and unanticipated effects of potential design changes or alternatives.

PHASE I: Investigate existing software design visualization techniques, identify design and behavioral properties that require visualization, map those properties to systems and development efforts on which this will be deployed.  Map properties to visualization techniques and determine a conops for using the new tool(s)

PHASE II: Build prototypes, demonstrate with representatives from requirements and development communities.

PHASE III DUAL-USE COMMERCIALIZATION: Phase III should demonstrate the remote deployment of new software  on representative military and commercial software in a non-reputable manner.
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OSD05-SP2 
TITLE: Malicious Code Defuser
TECHNOLOGY AREAS: Information Systems

OBJECTIVE:  Assess the system impacts of maliciously exploitable software vulnerabilities in a safe, controlled manner.

DESCRIPTION: Improve the ability to detect the ability to detect malicious code and vulnerabilities in source & object code. Investigators will develop methods and tools to detect intentional attacks in software, by executing the software in “safe” environments, trying to trigger them, & seeing if their actions have dangerous consequences. This would include build changes, etc. This could be used by COTS vendors, or by the U.S. government (say in a “Software Defense” group) to try to trigger these and report back to the developers, maintainers, acquirers or users of the software.

No capability to provide a safe environment for detecting vulnerabilities currently exists.  Typically, custom environments are built for the purpose of either conducting unit testing or simulation of the system to prove that the software meets requirements.  These environments are expensive and are not intended to find the presence of vulnerabilities or malicious code.  New tools or approaches that either compliment or supplements current approaches need to be developed.

PHASE I: Investigate approaches for providing a safe environment for detecting software vulnerabilities and malicious code.  Determine how these approaches might be employed in typical development/sustainment processes and facilities.

PHASE II: Build prototypes.  Determine how these prototypes would be employed and their impacts to software development/sustainment processes and facilities.

PHASE III DUAL-USE COMMERCIALIZATION: Phase III should demonstrate detection of vulnerabilities on representative military and commercial software in representative software development and sustainment activities.
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OSD05-SP3 
TITLE: Software Test Engineering: Analysis of Trace Semantics
TECHNOLOGY AREAS: Information Systems

OBJECTIVE:  Establish practical approaches to analyzing the interoperations of software components through the systematic study of test traces to assure compatibility and absence of anomalous interaction behaviors.

DESCRIPTION:  Every business in every sector of the economy depends on software in the development, production, distribution, and support of its products.  The diversity of products supported by software can only be expected to increase.  Similarly, the interoperations of products that may or may not have been designed to interoperate can only be expected to increase.  Pervasive computing and Bluetooth technologies are moving towards greater on-demand dynamic interoperation of location-aware devices, while large acquisition programs involving tightly coupled embedded software systems require that software developed by different subcontractors must work the first time in full-up systems tests.  Unless the software in these products functions well and exports the right information, interoperations cannot be trusted and might not work at all.

Poorly operating software, regardless of the cause, costs the economy tens of billions of dollars annually.  Bad software that is in use compels users to adopt error avoidance and mitigation strategies that reduce productivity. Meanwhile, software developers scramble to release patches that are as likely to be defective. 

Testing software is a significant problem.  However, until research can make software testing more thorough and effective, testing would benefit from empirical approaches based on understanding correspondences among observables.

PHASE I: Develop a software testing framework, a testing infrastructure for experimentation based upon observable test traces derived primarily from instrumented software, along with the tools to reason about and meaningfully analyze aggregate traces. The test articles and artifacts should be organized into a library that facilitates searching and simple queries for patterns, invariants, compatibility, consistency, safety, and counterfactual examples. The framework should facilitate deriving abstractions (including predicate abstractions) from software and validating against traces.  The framework facilitates auditability and traceability of testing and the test process.  Of particular concern is integration testing where the components are loosely coupled and asynchronous, and where the interfaces are well defined.  A few descriptive scenarios of expected use must be provided.  Prepare a preliminary assessment of the commercial viability of this framework, including as open source,

PHASE II:  Implement the framework based on the Phase I concept. Validate the testing framework with the framework itself during Phase II development and on examples based on the scenarios defined in Phase I..  Assess the commercial viability based on the Phase 1 study, changes in the software market, and Phase II technology development.  Provide a plan for introducing this technology into the market.

PHASE III DUAL USE APPLICATIONS:  Dual-use applications of software testing technologies should be actively pursued based upon plans developed under Phases 1 and 2.  The sponsored technology should be compatible with established software development environments, including open source systems and the larger software testing community.
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OSD05-SP4 
TITLE: A Software Hub for High Assurance Model-Driven Development and Analysis
TECHNOLOGY AREAS: Information Systems

OBJECTIVE Develop technology facilitating the application of state of the art analysis and other tools to models produced by industry leading modeling tools.

DESCRIPTION: In building embedded and distributed software systems, engineers use a variety of software tools such as, e.g., Simulink, Stateflow, or MATRIXx, to model system behavior, performance, and other important characteristics.  Programmers then use these models to guide code development.  This approach is problematic for several reasons. First, it both consumes unnecessary effort and is a potential source of error. It requires programmers to manually recapture decisions already precisely recorded by the models. In addition, bringing to bear powerful analysis and other tools supporting high assurance (e.g., model checkers, theorem provers, property checkers, testing tools) requires manual creation of additional redundant descriptions of the software in the language of these tools  Second, models are not specifications, which provide clear plans for a system; typically models are a representation that serves to show some property relevant to the intended system.  As such, a model may introduce subtle biases, which can be difficult to change and may adversely influence later systems development.

An attractive alternative is to provide intelligent automated support for this methodology for systems development, called a “software hub.”   A "hub" would in essence provide a specification language, a program for each modeling tool that would provide translation services to the modeling tool language to the hub language, a program for each analysis tool that would translate the hub language to that of the modeling tool, and a program that would similarly translate the hub language to a programming language.  In effect, an engineer's models could be translated to a tool (or tool suite) for the appropriate analysis and testing, and under the best of conditions, code could be generated for prototype evaluation.  There are examples of tool suites that act as a kind of hub, but not with the range of capabilities, assurances, and flexibility needed for real-time, embedded, distributed systems.

PHASE I: Develop a suitable hub language, choose an available modeling tool that can capture behavior and an available analysis tool (e.g., model checker, theorem prover, property checker).  Describe scenarios illustrating key concepts of the approach.  Investigate what guidance engineers will require on the creation of models to take advantage of the approach. Investigate translation to a programming language (e.g., Java, C).  Assess commercial potential and approaches to commercialization.

PHASE II: Build a software prototype.  Develop translators for translating (suitably limited) models to the hub language and for translating the translated models from the hub language to that of the analysis tool.  Develop translator from hub language to a widely used programming language.  The tools and translators should be suitable for modeling, analyzing for critical properties, and generating executables for small, realistic systems in a chosen application domain. Validate on a scenario defined in Phase 1.

PHASE III DUAL-USE COMMERCIALIZATION: Phase III should demonstrate a transition to commercial availability of the translators.
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OSD05-SP5 
TITLE: Software Verification
TECHNOLOGY AREAS: Information Systems

OBJECTIVE Develop technology to facilitate verification of large software programs.

DESCRIPTION: DoD is buying software-enabled systems with computer programs measured in the tens or hundreds of millions of source lines of code.  Verifying programs of this size is unprecedented, and anticipated to be costly and time consuming.  Tools to streamline and automate software verification will allow developers to significantly reduce a portion of the traditional development schedule by having approaches and tools that make this less labor-intensive, increases automation, and improves verification accuracy.

Current approaches to software verification are limited in scale (formal methods or model-based development), labor-intensive (Formal Qual Test-based approach), and leave the detection of many software issues to system testing.  Verification tools and techniques will have to be compatible with typical development tool suites and processes and scaleable to development programs in the tens and hundreds of millions of source lines of code.

PHASE I: Investigate the implications of verifiying large amounts of code from a process and technology standpoint.  Determine where verification efforts can be streamlined, automated, scaled-up, and consolidated with system verification activities to provide cost-effective approaches and tools to verifying large systems.

PHASE II: Build prototypes(s) of the tools and provide an initiate demonstration of the feasibility of the revised verification techniques..

PHASE III DUAL-USE COMMERCIALIZATION: Phase III should demonstrate a transition to verification of a large development program as well as integration into a typical development tool chain.
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OSD05-SP6 
TITLE: Robust Complex Systems
TECHNOLOGY AREAS: Information Systems

OBJECTIVE:  Develop tool(s)/toolset(s) for the reliable development and deployment of complex software-intensive systems.

DESCRIPTION:  At the heart of network-centric Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) systems is distributed processing, enabled by automated federation, mobile code, intelligent process allocation, dynamic multiprocessing groups, check pointing and other capabilities to create a virtual peer-to-peer computing network.  Additionally, the use of complex, high-speed, network-centric software-intensive systems is increasing within weapons, C4ISR systems, and other automated information processing systems.  The embedded software infrastructure is of unprecedented complexity and required to be scalable, modular, verifiable, distributed, and satisfy hard real-time performance constraints.  Further requirements for these complex software-intensive systems include the ability to evolve, organize and optimize themselves over their lifetime.  Current toolsets are able to handle limited complexity, as they focus on individual elements and pay little attention to the integration and run-time operation of the elements within the larger system-of-systems.  As the system complexity continues to multiply, one of the most serious concerns is the ability of the system-of-systems to be stable and reliable and to contend with the ad-hoc and self-adaptive nature of its elements and resulting dynamic topology.  This effort will develop tools and techniques to enable, verify, and assure reliable development and deployment of software-intensive systems.  An automated, objective capability is required to assess the effectiveness and performance of software-intensive systems.  Methodologies to assess the performance and correctness reconfigurable and adaptive systems, are also needed.  Means of assessing code integrity need to be developed and metrics defined to objectively quantify the performance of adaptive, software-intensive systems, while assuring its integrity and validity.  Finally, methods to perform testing after accepted and certified software has been modified need to be developed to ensure that add-on capabilities do not affect basic system functionality.

PHASE I:  Develop a tool/toolset that includes a feasibility demonstration of the critical aspects of the design.

PHASE II:  Develop and demonstrate the prototype tool/toolset in a realistic environment.  Conduct testing to demonstrate the approach is scalable and adaptable to mission objectives.

PHASE III DUAL USE APPLICATIONS:  This tool/toolset could be used in a broad range of military and civilian applications which demand that systems evolve and change by ad-hoc and self-adaptive means.
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