DEFENSE ADVANCED RESEARCH PROJECTS AGENCY (DARPA)
13.3 Small Business Innovation Research (SBIR)
Proposal Submission Instructions

1.1 Introduction

DARPA’s mission is to prevent technological surprise for the United States and to create technological
surprise for its adversaries. The DARPA SBIR and STTR Programs are designed to provide small, high-
tech businesses and academic institutions the opportunity to propose radical, innovative, high-risk
approaches to address existing and emerging national security threats; thereby supporting DARPA’s
overall strategy to bridge the gap between fundamental discoveries and the provision of new military
capabilities.

The responsibility for implementing DARPA’s Small Business Innovation Research (SBIR) Program
rests with the Small Business Programs Office.

DEFENSE ADVANCED RESEARCH PROJECTS AGENCY
Attention: DIRO/SBPO
675 North Randolph Street
Arlington, VA 22203-2114
(703) 526-4170
Home Page http://www.darpa.mil/Opportunities/SBIR_STTR/SBIR STTR.aspx

Offerors responding to the DARPA topics listed in Section 8.0 of the DoD 13.3 SBIR Solicitation must
follow all the instructions provided in the DoD Program Solicitation. Specific DARPA requirements in
addition to or that deviate from the DoD Program Solicitation are provided below and reference the
appropriate section of the DoD Solicitation.

SPECIFIC DARPA REQUIREMENTS

The solicitation has been EXTENSIVELY rewritten and follows the changes of the SBIR reauthorization.
Please read the entire DoD solicitation and DARPA instructions carefully prior to submitting your
proposal. Please go to http://content.govdelivery.com/bulletins/gd/USSBA-4cada5# to read the SBIR
Policy Directive issued by the Small Business Administration.

3.0 DEFINITIONS

3.3 Export Control

The following will apply to all projects with military or dual-use applications that develop beyond
fundamental research (basic and applied research ordinarily published and shared broadly within the
scientific community):

(1) The Contractor shall comply with all U. S. export control laws and regulations, including the
International Traffic in Arms Regulations (ITAR), 22 CFR Parts 120 through 130, and the Export
Administration Regulations (EAR), 15 CFR Parts 730 through 799, in the performance of this contract.
In the absence of available license exemptions/exceptions, the Contractor shall be responsible for
obtaining the appropriate licenses or other approvals, if required, for exports of (including deemed
exports) hardware, technical data, and software, or for the provision of technical assistance.

DARPA -1


http://www.darpa.mil/Opportunities/SBIR_STTR/SBIR_STTR.aspx
http://content.govdelivery.com/bulletins/gd/USSBA-4cada5%23

(2) The Contractor shall be responsible for obtaining export licenses, if required, before utilizing foreign
persons in the performance of this contract, including instances where the work is to be performed on-site
at any Government installation (whether in or outside the United States), where the foreign person will
have access to export-controlled technologies, including technical data or software.

(3) The Contractor shall be responsible for all regulatory record keeping requirements associated with the
use of licenses and license exemptions/exceptions.

(4) The Contractor shall be responsible for ensuring that the provisions of this clause apply to its
subcontractors.

Please visit http://www.pmddtc.state.qov/requlations laws/itar.html for more detailed information
regarding ITAR requirements.

3.4 Foreign National
ALL offerors proposing to use foreign nationals MUST follow Section 5.3, c, (8) of the DoD Program
Solicitation and disclose this information regardless of whether the topic is subject to ITAR restrictions.

4.0 PROPOSAL FUNDAMENTALS

Small Businesses will receive a notification for each proposal submitted. Please read each notification
carefully and note the proposal number and topic number referenced. All communication from the
DARPA will originate from the sbir@darpa.mil e-mail address. Please white-list this address in your
company’s spam filters to ensure timely receipt of communications from our office.

4.6 Classified Proposals
DARPA topics are unclassified; however, the subject matter may be considered to be a “critical technology”
and therefore subject to ITAR restrictions. See Export Control requirements above in Section 3.3.

4.10 Debriefing

DARPA will provide a debriefing to the offeror in accordance with FAR Subpart 15.5. The notification
letter referenced below (Information on Proposal Status) will provide instructions for requesting a proposal
debriefing.

Notification of Proposal Receipt

After the solicitation closing date, the person listed as the “Corporate Official” on the Proposal
Coversheet will receive an e-mail with instructions for retrieving a proposal acknowledgement receipt
from the DARPA SBIR/STTR Information Portal.

Information on Proposal Status

Once the source selection is complete, the person listed as the “Corporate Official” on the Proposal
Coversheet will receive an email with instructions for retrieving a letter of selection or non-selection from
the DARPA SBIR/STTR Information Portal.

5.0 PHASE | PROPOSAL

Phase | Option

DARPA has implemented the use of a Phase | Option that may be exercised to fund interim Phase |
activities while a Phase 1l contract is being negotiated. Only Phase | companies selected for Phase 11 will
be eligible to exercise the Phase | Option. The Phase | Option covers activities over a period of up to four
months and should describe appropriate initial Phase Il activities that may lead to the successful
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demonstration of a product or technology. The statement of work for the Phase | Option counts toward the
20-page limit for the Technical Volume.

A Phase | Cost Volume ($150,000 maximum) must be submitted in detail online via the DoD
SBIR/STTR submission system. Proposers that participate in this solicitation must complete the Phase |
Cost Volume, not to exceed the maximum dollar amount of $100,000, and a Phase | Option Cost VVolume,
not to exceed the maximum dollar amount of $50,000. Phase | awards and options are subject to the
availability of funds.

Offerors are REQUIRED to use the online Cost Volume for the Phase | and Phase | Option costs
(available on the DoD SBIR/STTR submission site).

Technical Assistance

In accordance with the Small Business Act (15 U.S.C. 632), DARPA will authorize the recipient of a
Phase | SBIR award to purchase technical assistance services, such as access to a network of scientists
and engineers engaged in a wide range of technologies, or access to technical and business literature
available through on-line data bases, for the purpose of assisting such concerns in—

making better technical decisions concerning such projects;

solving technical problems which arise during the conduct of such projects;

minimizing technical risks associated with such projects; and

developing and commercializing new commercial products and processes resulting from such
projects.

COwm>

If you are interested in proposing use of a vendor for technical assistance, you must provide a cost
breakdown in the Cost Volume under “Other Direct Costs (ODCs)” and provide a one page description of
the vendor you will use and the technical assistance you will receive. The proposed amount may not
exceed $5,000 and the description should be included as the LAST page of the Technical Volume. This
description will not count against the 20-page limit and will NOT be evaluated. Approval of technical
assistance is not quaranteed and is subject to review of the contracting officer.

Human or Animal Subject Research

DARPA discourages offerors from proposing to conduct Human or Animal Subject Research during
Phase | due to the significant lead time required to prepare the documentation and obtain approval, which
will delay the Phase 1 award.

5.2 (c) (6) Commercialization Strategy

DARPA is equally interested in dual use commercialization of SBIR project results to the U.S. military,
the private sector market, or both, and expects explicit discussion of key activities to achieve this result in
the commercialization strategy part of the proposal. The discussion should include identification of the
problem, need, or requirement relevant to a Department of Defense application and/or a private sector
application that the SBIR project results would address; a description of how wide-spread and significant
the problem, need, or requirement is; and identification of the potential DoD end-users, Federal
customers, and/or private sector customers who would likely use the technology.

Technology commercialization and transition from Research and Development activities to fielded
systems within the DoD is challenging. Phase I is the time to plan for and begin transition and
commercialization activities. The small business must convey an understanding of the preliminary
transition path or paths to be established during the Phase I project. That plan should include the
Technology Readiness Level (TRL) expected at the end of the Phase I. The plan should include
anticipated business model and potential private sector and federal partners the company has identified to
support transition and commercialization activities. In addition, key proposed milestones anticipated
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during Phase Il such as: prototype development, laboratory and systems testing, integration, testing in
operational environment, and demonstrations.

5.5 Phase | Proposal Checklist:

The following criteria must be met or your proposal may be REJECTED.

____ 1. Include a header with company name, proposal number and topic number to each page of your
technical volume.

2. Include tasks to be completed during the option period and include the costs in the cost volume.
___ 3. Break out subcontractor, material and travel costs in detail. Use the "Explanatory Material Field"
in the DoD cost volume for this information, if necessary.

____ 4. The base effort does not exceed $100,000 and six months and the option does not exceed $50,000
and four months. The costs for the base and option are clearly separate, and identified on the Proposal
Cover Sheet, in the cost volume, and in the statement of work section of the technical volume.

____ 5. The technical volume does not exceed twenty (20) pages. Any page beyond 20 will be redacted
prior to evaluations.

__ 6. Upload the Volume 1: Proposal Cover Sheet; VVolume 2: Technical Volume; Volume 3: Cost
Volume; and Volume 4: Company Commercialization Report electronically through the DoD submission
site by 6:00 am ET, 25 September 2013.

__ 7. After uploading your file on the DoD submission site, review it to ensure that all pages have
transferred correctly and do not contain unreadable characters. Contact the DoD Help Desk immediately
with any problems.

6.0 PHASE | EVALUATION CRITERIA

The offeror's attention is directed to the fact that non-Government advisors to the Government may
review and provide support in proposal evaluations during source selection. Non-government advisors
may have access to the offeror's proposals, may be utilized to review proposals, and may provide
comments and recommendations to the Government's decision makers. These advisors will not establish
final assessments of risk and will not rate or rank offeror's proposals. They are also expressly prohibited
from competing for DARPA SBIR or STTR awards in the SBIR/STTR topics they review and/or provide
comments on to the Government. All advisors are required to comply with procurement integrity laws
and are required to sign Non-Disclosure and Rules of Conduct/Conflict of Interest statements. Non-
Government technical consultants/experts will not have access to proposals that are labeled by their
proposers as "Government Only."

Please note that qualified advocacy letters will count towards the proposal page limit and will be
evaluated towards criterion C. Advocacy letters are not required for Phase I. Consistent with Section 3-
209 of DoD 5500.7-R, Joint Ethics Regulation, which as a general rule prohibits endorsement and
preferential treatment of a non-federal entity, product, service or enterprise by DoD or DoD employees in
their official capacities, letters from government personnel will NOT be considered during the evaluation

process.

A qualified advocacy letter is from a relevant commercial procuring organization(s) working with a DoD
or other Federal entity, articulating their pull for the technology (i.e., what need the technology supports
and why it is important to fund it), and possible commitment to provide additional funding and/or insert
the technology in their acquisition/sustainment program. If submitted, the letter should be included as the
last page of your technical upload. Advocacy letters which are faxed or e-mailed separately will NOT be
considered.
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Limitations on Funding

DARPA reserves the right to select and fund only those proposals considered to be of superior quality and
highly relevant to the DARPA mission. As a result, DARPA may fund multiple proposals in a topic area,
or it may not fund any proposals in a topic area.

7.0 PHASE Il PROPOSAL

All firms awarded a Phase | contract under this solicitation will receive a notification letter with
instructions for preparing and submitting a Phase Il Proposal and a deadline for submission. Visit
http://www.darpa.mil/Opportunities/SBIR_STTR/SBIR_Program.aspx for more information regarding
the Phase Il proposal process.

Direct to Phase 11

15 U.S.C. 8638(cc), as amended by NDAA FY12 Sec. 5106, PILOT TO ALLOW PHASE
FLEXIBILITY, allows the Department of Defense to make an award to a small business concern under
Phase Il of the SBIR program with respect to a project, without regard to whether the small business
concern was provided an award under Phase | of an SBIR program with respect to such project.

DARPA is conducting a "Direct to Phase 11" pilot implementation of this authority for this 13.3 SBIR
solicitation only and does not guarantee the pilot will be offered in future solicitations. Each eligible topic
will indicate what documentation is required to determine if Phase | feasibility has been met and the
technical requirements for a Direct to Phase 1l proposal.

Not all DARPA topics are eligible for a Direct to Phase Il award. Offerors must choose between
submitting a Phase | proposal OR a Direct to Phase Il proposal, and may not submit both for the same
topic. DARPA reserves the right to not make any awards under the Direct to Phase Il pilot. All other
instructions remain in effect. Direct to Phase Il proposals must follow the steps outlined below:

STEP 1.
1. Offerors must create a Phase | coversheet using the DoD Phase | Proposal submission system
(follow the DoD Instructions for the Cover Sheet located in section 5.4.a).

2. Offerors must upload the documentation that satisfies the Phase | feasibility requirement. You
must upload this documentation in the DoD Phase | Proposal submission system as the
“Technical Volume” — DO NOT follow the technical volume format specified in the solicitation
instructions for your justification, follow instructions specified within the topic).

Offerors DO NOT upload a Phase I cost volume.
4. The Phase I coversheet and applicable documentation must be submitted to

http://dodsbir.com/submission by 6:00 (ET) on September 25, 2013.

w

STEP 2:
1. Offerors must submit a Phase Il proposal using the DARPA Phase Il proposal instructions
available at http://www.darpa.mil/WorkArea/DownloadAsset.aspx?id=2147483971.
2. The Phase Il proposal must be submitted by 6AM (ET) on September 25, 2013.

NOTE: Offerors are required to provide information demonstrating the scientific and technical merit and
feasibility of a Phase I project. DARPA will not evaluate the offeror's related Phase 11 proposal where it
determines that the offeror has failed to demonstrate the scientific and technical merit and feasibility of
the Phase | project.
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11.0 CONTRACTUAL CONSIDERATIONS

Type of Funding Agreement (Phase I)

e DARPA Phase | awards will be Firm Fixed Price contracts.

e Companies that choose to collaborate with a University must highlight the research that is
being performed by the University and verify that the work is FUNDAMENTAL
RESEARCH.

o Companies are strongly encouraged to pursue implementing a government acceptable cost
accounting system during the Phase | project to avoid delay in receiving a Phase Il award.
Visit www.dcaa.mil and download the “Information for Contractors” guide for more
information.

Average Dollar Value of Awards (Phase I)
DARPA Phase | awards shall not exceed $100,000 for the base effort and shall not exceed $50,000 for
the option if exercised.

11.1.s. Publication Approval (Public Release)

NSDD 189 established the national policy for controlling the flow of scientific, technical, and engineering
information produced in federally funded fundamental research at colleges, universities, and laboratories.
The directive defines fundamental research as follows: "Fundamental research' means basic and applied
research in science and engineering, the results of which ordinarily are published and shared broadly
within the scientific community, as distinguished from proprietary research and from industrial
development, design, production, and product utilization, the results of which ordinarily are restricted for
proprietary or national security reasons."

It is DARPA’s goal to eliminate pre-publication review and other restrictions on fundamental research
except in those exceptional cases when it is in the best interest of national security. Please visit
http://www.darpa.mil/NewsEvents/Public_Release Center/Public_Release Center.aspx for additional
information and applicable publication approval procedures. Visit
http://dtsn.darpa.mil/fundamentalresearch/ to verify whether or not your award has a pre-publication
review requirement.

11.7 Phase | Reports

All DARPA Phase | awardees are required to submit reports in accordance with the Contract Data
Requirements List — CDRL and any applicable Contract Line Item Number (CLIN) of the Phase |
contract. Reports must be provided to the individuals identified in Exhibit A of the contract.
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DARPA SBIR 13.3 Topic Index

Efficient Quantum Frequency Conversion for Advanced Optical Communications
Defense Against National Vulnerabilities in Public Data

Electronic Component Fingerprinting to Determine Manufacturing Origin

Hybrid Off-Road Motorcycle

Manufacturing and Strength Improvement for Thick Carbon-Carbon Laminates
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DARPA SBIR 13.3 Topic Descriptions

SB133-001 TITLE: Efficient Quantum Frequency Conversion for Advanced Optical
Communications

TECHNOLOGY AREAS: Information Systems, Sensors, Electronics

OBJECTIVE: Conceive and develop methods and techniques for substantially improving the performance of optical
signal processing in nonlinear optical devices. Of particular interest is developing technologies suitable for quantum
information processing such as near-100%-efficient quantum frequency conversion. Areas for development include
achieving nonlinear processes with precisely tailored phase-matching spectra, reducing power requirements for
driving such processes, developing single and few spatial-mode waveguides with ultralow level of background
noise, reducing end-to-end loss, and robust packaging of devices with input and/or output fiber coupling.

DESCRIPTION: Frequency conversion that preserves the quantum states of the converted signals, i.e., the so-called
"quantum frequency conversion™ (QFC), has found numerous applications due to its ability to manipulate coherent
or nonclassical state light. For example, advanced optical communications applications, including single-photon
quantum communications and quantum information processing for provably secure data links, can benefit from
operation in both the visible/near- IR wavelengths (400-800 nm) and the telecommunications C-band (1530-1565
nm). Visible and near-IR wavelengths enable coupling to atomic systems / quantum dots (e.g., for quantum
memory) and detection via fast, high-efficiency, room-temperature single-photon detectors; but, unfortunately,
visible/near-IR photons cannot be transmitted over long distances through single-mode fiber. C-band photons can
be transmitted over long distances with extremely low loss using the existing single-mode fiber telecommunications
grid, but can be neither coupled to atomic systems nor easily detected. In principle, QFC provides the ideal solution:
coherent transfer between visible photons (for photon processing, storage, and detection) and telecommunications
photons (for long-haul transmission through fiber). Perfecting this technology could bridge the distance gap that
limits the state-of-the-art in provably secure communications, thus opening the door for a revolutionary capability
for the DoD.

Thus far, QFC has been demonstrated in various nonlinear optical media, such as crystals, waveguides,
microresonators, and optical fibers. In such systems, quasi-phase matching (QPM) has been an enabling technology
to allow efficient nonlinear interactions to be designed over a large wavelength span. In nonlinear crystals or
waveguides, QPM is usually achieved via periodic poling, whereas in nonlinear microresonators, it can be realized
utilizing the modal dispersion of the cavity modes. While some applications of QPM have become commercialized,
others are emerging that place more stringent requirements on device fabrication and processing. For example, QFC
may prove to be important for a host of quantum information processing applications [1]. For some such
applications it would be advantageous to obtain a narrow phase matching peak, enabling a potential direct interface
to quantum memory, for example. On the other hand, a broad phase matching bandwidth is useful when up-
converting a high-rate single-photon channel since it allows the channel to be time-multiplexed to multiple detectors
by exploiting multi-wavelength pumps [2]. In addition to reaching higher speed performance, such a system allows
high efficiency Si avalanche photodiode (APD) single-photon counters to be used at a wider variety of wavelengths,
including the telecom bands where single-photon counters tend to have poor efficiency, limiting the reach of
qguantum communications. Optical up- conversion with a tunable laser followed by Si APDs can also be used to
build an extremely sensitive spectrometer [3]. In such a case a narrow band single phase matching peak is highly
desirable because a narrow band leads to higher resolution while a single peak reduces unwanted cross talk.

Quantum applications are in general highly sensitive to very small (i.e., single photon) light leakage levels from
scattering processes such as Raman scattering [4]. Moreover, quantum systems are particularly sensitive to loss but
most waveguide based frequency converters have significant (> 3dB) loss especially when coupled to standard
optical fibers. In addition to quantum applications, classical applications in instrumentation are also emerging such
as measuring the jitter of attosecond optical pulses [5]. Such applications can benefit from waveguides that support
dual polarizations and Type-Il nonlinear interactions. Type-ll phase matching can also be employed for pre-
screening waveguides prior to poling to improve yield and uniformity [6]. These emerging applications demand a
new generation of nonlinear waveguides with different and more stringent performance metrics. Thus it is of great
practical importance that these new waveguides can be made with high yield, so the cost is not a limiting factor.
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Innovative solutions are sought to the problem of robust quantum frequency conversion. Successful solutions should
simultaneously address all of the following critical technological challenges. (1) Low loss. Nonlinear waveguides
are limited by coupling loss (from single-mode fiber for the C-Band signal, to single-mode fiber or free space for the
visible signal), insertion loss (to and from the waveguide itself) and transmission loss (per unit length) through the
frequency conversion medium; the net loss from all sources limits device performance and it is this net loss that
should be compared to program milestones. (2) Ability to tailor the phase-matching bandwidths as detailed above.
(3) Wavelength selectability. A completely successful solution should provide the flexibility to couple any
wavelength in the visible/near-IR to any wavelength in the C-band. Note that this flexibility need not be in real time,
but should instead reflect a flexibility in the fabrication process that allows any one device to be tailored for any two
specific wavelengths. For high-energy photons near 400-nm, multiple stage frequency conversion may be required.
(4) Efficiency. The waveguide nonlinearity should be sufficiently strong to provide near 100%-efficient coherent
(entanglement-preserving) frequency conversion. (5) Robustness and portability. The ultimate goal of this SBIR is
to develop a packaged, robust, portable, room-temperature technology that can be inserted into an existing system.

PHASE I: Develop a detailed computer model for the performance of a quantum frequency conversion technology
which fulfills all of the above requirements. Perform a detailed simulation and preliminary experimental evaluation
of end- to-end device performance, and predict the technology’s loss, noise, speed, wavelength flexibility,
efficiency, and robustness under a variety of realistic conditions and for the target wavelengths (400-800 nm and
1530-1565 nm). A plan for reducing end-to-end losses from all sources to <1.5 dB should be identified. The impact
of Raman photons shall be considered and methods to achieve low noise shall be identified. Based on the simulation
results, each team should make quantitative predictions about PHASE Il and PHASE 111 device performance in each
of the five categories listed above. Using these predictions, establish appropriate PHASE 11 technical milestones on
a six-month (all milestones must include a quantitative target) incremental basis.

PHASE II: Construct prototype devices whose end-to-end performance effectively demonstrates the contractor's
technical approach. Using these devices, test all PHASE | predictions for device performance. In particular, singly
peaked phase matching bandwidths of <0.2 nm must be demonstrated. Losses and scattering effects must be
minimized making the devices suitable for quantum applications, possibly those in a cascaded environment. Low
end-to-end losses (<1.5 dB) through the nonlinear material must be demonstrated. Methods to maintain acceptable
yields must also be developed. After characterizing the prototype devices, further refine and extend the PHASE |
models. Finalize a design for a production system capable of delivering tailored devices as final products, and use
the refined models to predict the performance of the second-generation (PHASE I11) devices.

PHASE 11 deliverables will include device prototypes operating in multiple operational regimes (e.g., at different
source and target wavelengths), intermediate reports quantifying progress towards fulfilling the proposed technical
milestones, and a final report summarizing all simulations, models, device designs, quantitative predictions for
PHASE 111 device performance, and proposed quantitative milestones for PHASE III.

PHASE Il1: Secure optical communications are critical to both the DoD mission and to many commercial systems.
DARPA is currently funding a major effort to create macroscopic quantum communications systems capable of
combining quantum security with classical telecommunications speeds and distances (The QUINESS Program).
Deployment of this technology will require exactly the type of robust frequency conversion devices described in this
SBIR.  More broadly, any sensing or communications system which requires detection of ultra-low levels of
telecommunications-band radiation will benefit from a frequency conversion technology that enables use of superior
visible-light single-photon detectors. The new breed of nonlinear frequency conversion is foreseen to be used in a
variety applications including single photon detection for quantum information or lidar, and classical measurements
such as low photon spectroscopy or highly accurate laser pulse jitter measurements.

REFERENCES:
1. "Manipulating the color and shape of single photons,” M. G. Raymer and K. Srinivasan, Physics Today, Vol. 65,
p. 32 (2012).

2. "Up-conversion single-photon detector using multi-wavelength sampling techniques”, L. Ma, J. C. Bienfang, O.
Slattery, and X. Tang, Optics Express, Vol. 19, p. 5470 (2011).
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3. "Experimental study of high sensitivity infrared spectrometer with waveguide-based up-conversion detector," L.
Ma, O. Slattery, and X. Tang, Optics Express, Vol. 17, p. 14395 (2009).

4. "Long-wavelength-pumped upconversion single-photon detector at 1550 nm: performance and noise analysis," J.
S. Pelc, C. R. Phillips, Q. Zhang, C. Langrock, O. Slattery, X. Tang, M. M. Fejer, Optics Express, Vol. 19, p. 21445
(2011).

5. "Guided wave optics in periodically poled KTP: quadratic nonlinearity and prospects for attosecond jitter
characterization,” A. H. Nejadmalayeri, F. N. C. Wong, T. D. Roberts, P. Battle, and F. X. Kdrtner, Optics Letters,
Vol. 34, p. 2522 (2009).

6. "Type Il Sum Frequency Generation in KTP Waveguides: a Technique for Pre and Post Screening,” C. M.
Kaleva, M. Munro, T. D. Raoberts, T. Chang, P. Battle, Proc. of SPIE, Vol. 6875, 68751L-8.

KEYWORDS: Nonlinear optics, nonlinear waveguides, integrated optics, frequency conversion, wavelength
conversion, quantum communications, quantum information, single-photon detection.

SB133-002 TITLE: Defense Against National Vulnerabilities in Public Data

TECHNOLOGY AREAS: Information Systems, Human Systems

This topic is eligible for the DARPA Direct to PHASE 11 Pilot Program. Please see section 7.0 of the DARPA
instructions for additional information. To be eligible, offerors are required to provide information demonstrating
the scientific and technical merit and feasibility of a Phase | project. DARPA will not evaluate the offeror's related
Phase 11 proposal where it determines that the offeror has failed to demonstrate the scientific and technical merit and
feasibility of the Phase | project. Offerors must choose between submitting a PHASE | proposal OR a Direct to
Phase Il proposal, and may not submit both for the same topic.

OBJECTIVE: Investigate the national security threat posed by public data available either for purchase or through
open sources. Based on principles of data science, develop tools to characterize and assess the nature, persistence,
and quality of the data. Develop tools for the rapid anonymization and de-anonymization of data sources. Develop
framework and tools to measure the national security impact of public data and to defend against the malicious use
of public data against national interests.

DESCRIPTION: The vulnerabilities to individuals from a data compromise are well known and documented now
as “identity theft.” These include regular stories published in the news and research journals documenting the loss
of personally identifiable information by corporations and governments around the world. Current trends in social
media and commerce, with voluntary disclosure of personal information, create other potential vulnerabilities for
individuals participating heavily in the digital world. The Netflix Challenge in 2009 was launched with the goal of
creating better customer pick prediction algorithms for the movie service [1]. An unintended consequence of the
Netflix Challenge was the discovery that it was possible to de-anonymize the entire contest data set with very little
additional data. This de-anonymization led to a federal lawsuit and the cancellation of the sequel challenge [2]. The
purpose of this topic is to understand the national level vulnerabilities that may be exploited through the use of
public data available in the open or for purchase.

Could a modestly funded group deliver nation-state type effects using only public data? The threat of active data
spills and breaches of corporate and government information systems are being addressed by many private,
commercial, and government organizations. The purpose of this research is to investigate data sources that are
readily available for any individual to purchase, mine, and exploit. The marketing community uses large-scale data
aggregators, big data analytics, and social science techniques to deliver highly targeted advertising campaigns. Does
the availability of data for purchase or for free, advanced marketing techniques (e.g., collaborative filtering,
computational advertising), and low-cost big data analytic capabilities (e.g., Amazon EC2) provide a determined
adversary with the tools necessary to inflict nation-state level damage? To what extent could a non-state actor
collect, process, and analyze a portfolio of purchased and open source data to reconstruct an organizational profile,

DARPA - 10



fiscal vulnerabilities, location of physical assets, work force pattern-of-life, and other information [3], in order to
construct a deliberate attack on a specific capability?

The goal of this topic is to develop tools to characterize and assess the nature, persistence, and quality of data. The
tools should be based on principled scientific methods for sampling and relevant statistical methods for assessment.
Also of interest are tools to characterize the quality of data for automated processing and analysis (i.e., a measure of
how much manpower would be required to use a specific source).

Additionally, the goal of this topic is to characterize the threat through the creation of tools, techniques, and
methodologies to measure the vulnerabilities in a given set of public data. As an example, reconstructing the profile
of an organization from many data pieces using low computational-complexity methods might indicate
vulnerability. Also of interest to this topic is the development of sensors, tools, and techniques necessary to defend
against the malicious use of data for purchase. Throughout the performance of this research (Phases I, I, and 1),
there will be no indefinite collection or storage of data sources containing personal identifying information (PII).
Develop a proof-of-concept system that can automatically sample data from numerous sources, characterize the
data, and provide automatic feedback on the measurable risk inherent with various collections of data. Develop
methodology for risk assessment and mitigation through reallocation of resources.

PHASE I: Investigate the landscape of public data both open and purchasable across several domains (e.g., GIS,
webpages, consumer data, social media, etc.), through statistical data characterization and assessment. Develop a set
of risk factors for vulnerability including complexity of the computation for compromise, and design a prototype
tool set necessary to automatically measure the risk inherent in the data. Develop a plan for detailed implementation
of methods in PHASE Il and 111, including a data privacy plan.

DIRECT TO PHASE Il - Offerors interested in submitting a Direct to PHASE Il proposal in response to this topic
must provide documentation to substantiate that the scientific and technical merit and feasibility described in the
PHASE | section of this topic has been met and describes the potential commercial applications. Documentation
should include all relevant information including, but not limited to: technical reports, test data, prototype
designs/models, and performance goals/results. Read and follow Section 7.0 of the DARPA Instructions.

PHASE II: Develop a proof-of-concept system that can automatically sample data from numerous sources,
characterize the data, and provide automatic feedback on the measurable risk inherent with various collections of
data. Develop methodology for risk assessment and mitigation through reallocation of resources.

PHASE Ill: DOD entities including Army, Navy, and Air Force are interested in operational security and not
having their plans and operations compromised through vulnerabilities in public data. In addition, closing the any
gaps in such vulnerabilities will minimize the attack front, in which the commercial organizations have interest. The
goals for this Phase, aimed at developing capabilities for defensive countermeasures, are as follows. Deploy a tool
into a near-real-time environment that continually monitors available open source data, measures vulnerabilities, and
provides defensive countermeasures. Develop a series of capabilities relevant to both government and commercial
organizations to defend against threats due to the proliferation of purchasable or public data sets. Deploy a tool into
a near-real-time environment that continually monitors available open source data, measures vulnerabilities, and
provides defensive countermeasures. Develop a series of capabilities relevant to both government and commercial
organizations to defend against threats due to the proliferation of purchasable or public data sets.

REFERENCES:
1) Bell, Robert, Yehuda Koren, Chris Volinsky. 2009. “The BellKor 2008 Solution to the Netflix Prize,” 2009,
AT&T Labs, Yahoo! Research, Florham Park, NJ.

2) Netflix Prize Update, March 12, 2010, http://blog.netflix.com/2010/03/this-is-neil-hunt-chief-product-
officer.html

3) Gorman, Sean. 2004. “Project Mayhem: Physical Vulnerability Exploitation Targeting the US Financial Sector,
George Mason University School of Public Policy, 2004.

KEYWORDS: public data, national vulnerability, data science, anonymization
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SB133-003 TITLE: Electronic Component Fingerprinting to Determine Manufacturing Origin

TECHNOLOGY AREAS: Materials/Processes, Electronics

This topic is eligible for the DARPA Direct to PHASE 11 Pilot Program. Please see section 7.0 of the DARPA
instructions for additional information. To be eligible, offerors are required to provide information demonstrating
the scientific and technical merit and feasibility of a Phase | project. DARPA will not evaluate the offeror's related
Phase Il proposal where it determines that the offeror has failed to demonstrate the scientific and technical merit and
feasibility of the Phase | project. Offerors must choose between submitting a PHASE | proposal OR a Direct to
Phase Il proposal, and may not submit both for the same topic.

OBJECTIVE: Use measurable electronic and/or physical characteristics to identify the specific fabrication facility of
origin of a given electronic component.

DESCRIPTION: DARPA seeks innovative experimental and theoretical research leading to the identification of
specific process signatures on an electronic component which can be uniquely associated with the semiconductor
fabrication facility that manufactured the component. Current methods of identifying fab of origin are generic. These
methods currently include matching observed on-chip ground rules used for polygon widths and spaces to values
connected to a particular company in the literature; or finding distinctive structures or materials that are associated
with specific company advertised capabilities. The Department of Defense anticipates multiple uses for such a
capability, generally in the domain of improving supply chain integrity.

This project seeks to find specific structural, chemical, magnetic, or electrical properties of generic on-chip features
which are unique to a semiconductor fabrication facility, and which can be used as fingerprints to deterministically
identify the origin of a component. Even within the same lithography node and process gate definition, certain
idiosyncrasies associated with manufacturing tool installations, altitude and geomagnetic location of the facility, and
chemical sources may assert detectable differences in the resulting product which can be observed or measured.
Examples of facility-specific structure differences might include: specific sidewall etch angle, front-end-of line
agglomeration, amount of gate activation, dose/energy/junction positioning of implants, segregation of dopants,
gettering, metal line grain sizes, or wire liner thickness isotropies.

Virtually thousands of characteristics and parametrics might be associated with a given chip, and indeed multiple
chips and processes might be produced in a given fab simultaneously; from these, the performer will be expected to
identify those parametrics that are sufficiently unique in their statistical presentation, even when compared to the
same process installed in other semiconductor fabrication facilities, or across different processes. It should be
assumed that these features must be recognized without the benefit of having a specific metrology or reference
structures pre-placed for the purpose of identification. Analysis shall be limited to features commonly available on
electronic components.

While non-destructive electrical testing to determine identity provides the most utility for the application, proposals
advancing destructive analysis are also acceptable. Techniques which in addition enable an estimation of the date of
manufacture are encouraged. It is anticipated that in the execution of the project, a body of knowledge will be
accumulated which characterizes multiple major semiconductor fabrication facilities worldwide.

PHASE 1. Develop a concept for identifying a semiconductor fabrication facility through the analysis of the
electrical parameters of the components that are built at that facility. Through experimentation, identify the
parameters, or combination of parameters, that can be used to create a measurable, repeatable signature for purposes
of identification. Determine the technical feasibility of measuring the identified parameters and using those
measurements to uniquely identify the manufacturing origin of an electronic component.

DIRECT TO PHASE Il - Offerors interested in submitting a Direct to PHASE 1l proposal in response to this topic

must provide documentation to substantiate that the scientific and technical merit and feasibility described in the
PHASE | section of this topic has been met and describes the potential commercial applications. Documentation
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should include all relevant information including, but not limited to: technical reports, test data, prototype
designs/models, and performance goals/results. Read and follow Section 7.0 of the DARPA Instructions.

PHASE I1I: Develop, demonstrate and validate a method for electrical and/or physical characterization of an
electronic component that can be used to identify the semiconductor fabrication facility where the component was
manufactured. To prove that the chosen identifying characteristics are unique to a specific manufacturing facility,
validation should include the testing of parts acquired from several facilities, including testing multiple parts from
each facility. The expectation is to be able to create a database of signatures which comprise the identifying
characteristics for each semiconductor fabrication facility.

PHASE Ill: Potential military applications include hardware integrity assurance, anti-tampering, threat
identification, supply chain risk management and failure analysis. The ability to identify the specific fabrication
facility of origin of a given electronic component has utility in a number of uses, including supply chain risk
management actions, intellectual property rights and licensing enforcement, component dating and vintage analysis,
and inventory control.

Commercial applications include the detection of counterfeit electronic parts, establishment of intellectual property
rights and licensing enforcement, supply chain risk management, hardware failure analysis and inventory control.

REFERENCES:
1) http://www-inst.eecs.berkeley.edu/~ee40/su06/lectures/lecturel?7.pdf

2) http://www.ece.vt.edu/news/arll/onchipfingerprints.php
3) http://web.eecs.umich.edu/~imarkov/pubs/jour/DAC.COM-TrustedICs.pdf

KEYWORDS: electronics, hardware, signature, fingerprint, parametric, supply chain, identification, manufacturing,
semiconductor

SB133-004 TITLE: Hybrid Off-Road Motorcycle

TECHNOLOGY AREAS: Ground/Sea Vehicles, Materials/Processes

This topic is eligible for the DARPA Direct to PHASE 11 Pilot Program. Please see section 7.0 of the DARPA
instructions for additional information. To be eligible, offerors are required to provide information demonstrating
the scientific and technical merit and feasibility of a Phase | project. DARPA will not evaluate the offeror's related
Phase 11 proposal where it determines that the offeror has failed to demonstrate the scientific and technical merit and
feasibility of the Phase | project. Offerors must choose between submitting a PHASE | proposal OR a Direct to
Phase Il proposal, and may not submit both for the same topic.

OBJECTIVE: Develop the required technologies and demonstrate a lightweight two-wheel drive (2WD) hybrid-
electric off-road motorcycle for combat troop use powered by heavy fuels, capable of short periods electric-only
propulsion, and usable as a portable electric power source for soldiers in the field.

DESCRIPTION: This topic is based on four principal motivating factors: (1) Mobility for deployed forces is
enhanced by reducing the logistical support requirements for volatile fuels (e.g., gasoline) and utilization of readily-
available heavy fuels (e.g., diesel, JP-8) for vehicles and electrical power generation and by reducing the need to
carry batteries for electric/electronic equipment. (2) Mobility through harsh unimproved terrain is difficult due to
soft soils, narrow, and steep trails. A lightweight approach to effective two-wheel drive in motorcycles is highly
desirable. (3) A rapid and stealthy approach toward enemy combatants enhances the element of surprise, but the
vehicles used for rapid mobility are generally compromised by vehicular noise. (4) A desire to improve vehicular
fuel efficiency.

Technologies relevant to this SBIR are being pursued for a variety of mobility applications. Higher power density
diesel engines are being developed for aviation, although these tend to be of a larger capacity than desired for
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motorcycles. While smaller than aviation diesels, auto diesels are typically twice the weight of their equivalent
gasoline-fueled counterparts. The US Military had purchased the Hayes M1030M1 diesel-powered motorcycle, but
that vehicle is no longer in production. The Dutch EVA Trac T800 is the only heavy-fuel motorcycle currently on
the market and it is designed around a purpose-built diesel engine. Heavy fuel fed reformers and fuel cells have been
used for stationary power applications. They are starting to see limited market penetration in larger mobility
applications. The DARPA Vulture program for example is pursuing fuel cells with an energy density suitable for
aircraft applications. Turbines have been used for their heavy fuel capability by a variety of platforms, ranging from
tanks to missiles. Unfortunately, they often suffer from comparatively high fuel consumption and noise suppression
challenges.

Hybrid-electric power has penetrated a wide variety of mobility markets ranging from construction equipment and
busses to personal automobiles. Following over 15 years of exploratory work by universities, small start-ups, and
major motorcycle companies, hybrid motorcycles are on the verge of reaching the marketplace. A variety of hybrid
concepts have appeared at shows including Yamaha’s Gen-Ryu and HV-X, and the Schneider-OCC hybrid electric
chopper. The Piaggio MP3 Hybrid 300ie three wheeled scooter reached the market in 2010. These examples, those
that have tried and failed, as well as those that are currently under development have been for on-road applications,
which can more easily tolerate greater weights. They have also relied on gasoline (Otto-cycle)/generator pairs or in a
few instances, hydrogen fuel-cells.

All-wheel drive or two-wheel drive motorcycles have been experimented with for nearly a century and have
experienced limited commercial success. The long-term American product is the small Rokon Ranger with a
mechanically driven front wheel. Newer to the market is Christini Corp’s AWD 450. Other current developments
include the hydraulically driven Yamaha WRA450F 2-Trac, and KTM’s recent patent for an electric front wheel
drive.

While the various pieces of interest exist in isolation, nobody has successfully combined heavy fuel capability,
2WD, and hybrid powertrains into a useful off-road motorcycle. This is a very challenging component and system
design problem. This SBIR proposes to address the challenge through the innovative application of technology to
develop a motorcycle capable of improving support for soldiers operating in remote and harsh environments.
Desired characteristics of the vehicle include:

* Silent electric only mode and low noise (<75 dB) during normal operation

* Production of supplemental power, e.g., for battery charging

» Two-wheel-drive in support of extreme terrain operations

* Heavy fuel compatibility

* > 10% improvement in load-specific fuel consumption as compared to existing fielded motorcycles

PHASE I: Develop a preliminary design for the hybrid motorcycle, establish and validate performance goals, and
develop a detailed analysis of expected performance. Benchmark expected performance against extant non-hybrid
systems. Demonstrate key elements of the hybrid propulsion and energy generation system, such as the engine,
generator/alternator, motor, and power control. Deliver a report documenting PHASE | accomplishments.

DIRECT TO PHASE Il - Offerors interested in submitting a Direct to PHASE 1l proposal in response to this topic
must provide documentation to substantiate that the scientific and technical merit and feasibility described in the
PHASE | section of this topic has been met and describes the potential commercial applications. Documentation
should include all relevant information including, but not limited to: technical reports, test data, prototype
designs/models, and performance goals/results. Read and follow Section 7.0 of the DARPA Instructions.

PHASE II: Further develop the concepts resulting from PHASE | into a complete, detailed, executable design that
also addresses operational suitability, safety, manufacturability, maintainability, and operational durability. Produce
a prototype motorcycle based on the developed design. Demonstrate the vehicle in operationally representative
environments to verify and validate all functions and limitations of the design. Prior to conducting human factors
testing, develop and obtain approval for a human use plan. PHASE Il deliverables include an operational prototype
vehicle and a PHASE |1 report.

PHASE I1I: The military could be expected to use this vehicle to replace motorcycles such as the M1030M1
currently in service. Marine and Special Forces users will be particularly interested in enhanced mobility and silent
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running capabilities. Production versions of the resultant hybrid motorcycle would be expected to be purchased by
Army and Marine units. Based on public interest in diesel and electric motorcycles, a substantial commercial market
is anticipated.

REFERENCES:
1) M. Hanlon, KTM 2 WD Hybrid Dirt bike, Gizmag.com, 11/11/2008.

2) D. Ford, Diesel-Sipping Motorcycle for the Marines, New York Times, 2/24/2008.

3) C. Newbigging, World First Ride: Evaproducts Track TB00CDI diesel motorcycle, Motorcycle Consumer News,
6/4/20009.

4) P.Van Allen, All-wheel drive motorcycles may catch on with Army to Christini’s gain, Philadelphia Business
Journal, 7/27/2011.

5) J. Borras, Yamaha HV-X Hybrid Motorcycle Debuts in Tokyo, gas2.org, 10/26/2009.

KEYWORDS: motorcycle, hybrid propulsion, heavy fuel, JP-8, diesel, two-wheel-drive, AWD

SB133-005 TITLE: Manufacturing and Strength Improvement for Thick Carbon-Carbon Laminates

TECHNOLOGY AREAS: Air Platform, Materials/Processes

The technology within this topic is restricted under the International Traffic in Arms Regulation (ITAR), which
controls the export and import of defense-related material and services. Offerors must disclose any proposed use of
foreign nationals, their country of origin, and what tasks each would accomplish in the statement of work in
accordance with section 3.3 of the solicitation.

This topic is eligible for the DARPA Direct to PHASE 11 Pilot Program. Please see section 7.0 of the DARPA
instructions for additional information. To be eligible, offerors are required to provide information demonstrating
the scientific and technical merit and feasibility of a Phase | project. DARPA will not evaluate the offeror's related
Phase Il proposal where it determines that the offeror has failed to demonstrate the scientific and technical merit and
feasibility of the Phase | project. Offerors must choose between submitting a PHASE | proposal OR a Direct to
Phase Il proposal, and may not submit both for the same topic.

OBJECTIVE: Develop robust manufacturing and strength improvement concepts for 2D laminate hot load bearing
carbon-carbon structures.

DESCRIPTION: The aerospace community has recently been successful in making complex large scale, hot
structure (>3000 deg), carbon-carbon (C-C) assemblies for high speed aerospace vehicles. Future vehicle designs
will push the limits of C-C material capabilities requiring a continued effort to characterize and improve the
performance, robustness, availability, and affordability of integrated airframe structures fabricated using this
material. Large scale assemblies drive the current state of the art due to the unique set of challenges they present, in
particular thick aerodynamic and thermal load carrying laminates. Technology development is required to produce
stronger, more reliable, and more producible thick parts (reduced manufacturing time and cost) and thermo-
mechanical stress models, as well as higher resolution and more informative non-destructive evaluations. Once
developed, the structural properties and techniques will have an immediate impact on production time and vehicle
weights, which will translate into quicker lead times and turnaround for multiple vehicle flight test programs.

The purpose of this SBIR is to improve the strength and consistency of thick C-C laminates used on large scale, load
bearing airframe structures. With strength properties as the focus of improvements, improved properties will give
more analytical confidence during the design phase of programs. The manufacturing techniques developed in the
proposed program can also immediately be incorporated on current programs to increase margins in the most critical
load areas.
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The offeror must demonstrate a clear understanding of carbon-carbon processing technology of hot structures as
applied to flight testing of hypersonic systems. Coinciding with improved strength properties, developing methods
to rapidly make the thicker parts and confirm quality assurance are priority in the proposal.

PHASE I: Evaluate the in-process stress states of thick Carbon-Carbon laminates in order to optimize their
fabrication, leading to improved strength properties and faster production. In parallel, identify and assess innovative
non-destructive methods for evaluation of Carbon-Carbon laminates and structures to be employed in subsequent
work to characterize and assure the quality of the laminates and the subcomponent structures.

Identify and evaluate existing and developmental material systems (e.g. fabric, heat treatment, resins, etc.) and
identify and assess new methods as well as improvements to existing methods of creating thick C-C laminates in
order to increase the mechanical properties and decrease the fabrication time. Prioritize and rank these methods and
provide plans to develop and demonstrate those improvements. Conduct and report testing as needed to support
these assessments.

The PHASE | deliverables will include monthly status reports and a final report with detailed process descriptions
and material properties predictions supported by test demonstrations.

DIRECT TO PHASE Il - Offerors interested in submitting a Direct to PHASE 11 proposal in response to this topic
must provide documentation to substantiate that the scientific and technical merit and feasibility described in the
PHASE | section of this topic has been met and describes the potential commercial applications. Documentation
should include all relevant information including, but not limited to: technical reports, test data, prototype
designs/models, and performance goals/results. Read and follow Section 7.0 of the DARPA Instructions.

PHASE II: Develop and demonstrate new methods and improvements to existing methods of creating thick C-C
laminates in order to increase the mechanical properties and decrease the fabrication time. The bulk of the program
and corresponding analysis requirements will involve the fabrication and testing of baseline material systems and the
comparison to multiple experimental material systems that vary processing techniques, resins, processing schedules,
and material. All of the variations will focus on accommodating the processing stresses by tailoring the properties
of the material and distributing the loading.

Fabricate and conduct analysis and testing to characterize, relevant large scale C-C assemblies, including
components with varying thickness and shape to demonstrate the processing approach viability and the predicted
material properties. Deliverables for this Phase will be monthly status reports as well as a final report.

Demonstrate and employ innovative non-destructive methods for evaluation of Carbon-Carbon laminates and
structures to characterize and assure the quality of the laminates and the subcomponent structures.

PHASE III: This technology is applicable to all branches of the DoD and Military. Key military applications may
include, but are not limited to, hypersonic missiles, hypersonic ISR aircraft, or on-demand space access vehicle. This
technology also has application in the commercial sector in the area of efficient commercial access to space.

REFERENCES:
1) (Reference removed on 8/22/2013.)

2) (Reference removed on 8/22/2013.)
3) (Reference removed on 8/22/2013.)
4) (Reference removed on 8/22/2013.)
5) Glass, D. E., Dirling, R., Croop, H., Fry, T. J., and Frank, G. J., "Materials Development for Hypersonic Flight

Vehicles", 14th AIAA/AHI Space Planes and Hypersonic Systems and Technologies, Canberra, Australia,
November 2006, AIAA-2006-8122. (Uploaded to SITIS on 8/22/13.)
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6) Glass, D. E., "Ceramic Matrix Composite (CMC) Thermal Protection Systems (TPS) and Hot Structures for
Hypersonic Vehicles", 15th AIAA Space Planes and Hypersonic Systems and Technologies Conference, Dayton,
Ohio, April 2008, AIAA-2008-2682. (Uploaded to SITIS on 8/22/13.)

7) Glass, D.E, "Thermal Protection Systems (TPS) and Hot Structures”, DARPA Integrated Hypersonics (IH)
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