May 24, 1999

OPEN SYSTEMS POLICY 

In THE DOD 5000.2-R 
I.  Introduction

The purpose of this document is to provide readers with a quick reference to the additional directions concerning implementation of open systems concepts. These directions have been promulgated in recent revisions of the DoD 5000.2-R, “ Mandatory Procedures for Major Defense Acquisition Programs and Major Automated Information Systems Acquisition Programs.” The business and engineering aspects of open systems were clarified and expanded in the Program Definition, Program Structure and Program Design parts.  Moreover, the desired level(s) of openness for computer resources must now be specified as part of the mandatory procedures in the Operational Requirement Document. In addition, open systems became an important element of program acquisition strategy and now serves as a way to address new technology insertion, acquisition cycle time reduction, parts obsolescence, and long term supportability.  

DoD Components are directed to evaluate how the desired performance requirements could be reasonably modified to facilitate the use of open standards and develop a standards-based-architecture in designing systems. The new guidance establishes the open systems approach as one of the best practices for avoiding imposing government unique requirements and clarifies the use of open systems as (1) an essential element of a program’s acquisition strategy, (2) a means to foster competition, (3) an approach for establishing life-cycle cost objectives, (4) an effective method for inserting new technology, and (5) a technique for facilitating component breakout. The new guidance also stipulates that the selected Commercial Items (CIs) and Non Developmental Items (NDIs) have open interfaces to the maximum extent practicable and the risks and impacts on total cost of ownership be evaluated if products with closed interfaces are acquired. 

II.  Specific Directions

Specific open systems language has been inserted in the following parts:

· Part 3: Program Structure, Paragraph 3.3.1, titled "Open Systems"  

This section reinforces the business aspect of open systems approach and removes the perception of open system approach as only a system design concept. The PMs are required by this section to establish open systems objectives and devise an open systems strategy for using multiple suppliers and commercially supported practices, products, specifications, and standards. 

· Part 4: Program Design, Paragraph 4.3.4, titled "Open Systems Design"  

This is a completely revised paragraph that focuses on the technical aspects of OS. The changes direct use of open standards for selected interfaces, and standards-based system architecture. The PMs are also required to document means for assuring conformance to open standards and determine the extent of openness of systems, subsystems, and components. The PMs are specifically asked in this part to address the use of open standards (those adopted by recognized standards organizations or the commercial industry) in the design of all systems elements (mechanical, electrical, software, etc.) and develop a standards-based architecture in designing systems. 

· Part 4: Program Design, Paragraph 4.3.9, titled "Interoperability"

This paragraph mandates the use of the DoD Joint Technical Architecture (JTA) for all emerging systems and systems upgrades. The Technical Architecture Framework for Information Management (TAFIM) is no longer referenced in this paragraph. Moreover, the JTA Version 2.0 implementation memo dated 30 November 1998 extended JTA applicability to all DoD Acquisition Categories, and all other non-traditional (e.g., Defense Information Infrastructure (DII) Common Operating Environment (COE)), systemic (e.g., Joint Airborne SIGINT Architecture (JASA)), or non-DoD 5000 series acquisitions (e.g., procurement of information technology services, CINC Initiatives). In addition, implementation of the JTA is required for pre-acquisition programs such as: Advanced Concept Technology Demonstration (ACTDs), Advanced Technology Demonstrations (ATDs), Joint Warrior Interoperability Demonstrations (JWIDs), 'Exploitation-year', and Battle Laboratory projects. (the JTA Version 2.0 implementation memo is at http://www-jta.itsi.disa.mil)
·  Other parts 

Beside policy changes in paragraphs 3.3.1 and 4.3.4, OS policy languages have also been inserted in the following paragraphs:

Part 2: Program Definition

· Paragraph 2.3, “Requirements Evolution”

· Paragraph 2.3.1, “Evaluation of Requirements Based on Commercial Market Potential”

Part 3: Program Structure

· Paragraph 3.3, “Acquisition Strategy”

· Paragraph 3.3.2.1, “Commercial and Non-Developmental Items”

· Paragraph 3.3.2.4, “Critical Product and Technology Competition”

· Paragraph 3.3.4.1, “Cost/Performance Tradeoff”

· Paragraph 3.3.5.1, “Competition"

· Paragraph 3.3.5.2, "Best Practices"

Part 4: Program Design

· Paragraph 4.3.5, “ Software Engineering”

· Paragraph 4.3.8, "Human Systems Integration"

· Appendix II: "Operational Requirements Document, Mandatory Procedures and Format,"
Paragraph 5.d, "Computer Resources"

III. Extract of 5000.2-R 

Green Text indicates Change 1, 12/13/96

Blue Text indicates Change 2, 10/6/97

Change 3 changes, 3/23/98, appear purple (magenta, for you computer types).

Change 4 changes, 5/11/99 changes appear in red, formatted, and with a vertical bar in the margin, per your Microsoft Word settings. 

Detailed changes made in OS policy are specified in the following paragraphs of Change 3: 

2.3 Requirements Evolution

Department of Defense (DoD) Components shall document performance deficiencies in current capabilities and opportunities to provide new capabilities in a Mission Need Statement (MNS) expressed in broad operational terms.  The MNS shall identify and describe the mission contained in the DoD Strategic Plan and the mission deficiency; discuss the results of mission area analysis; describe why non-materiel changes (i.e., doctrine, tactics, etc.) are not adequate to correct the deficiency (CCA
); identify potential materiel alternatives; identify linkage to the DoD Strategic Plan (GPRA
); and describe any key boundary conditions and operational environments that may impact satisfying the need such as information operations.  The MNS shall be prepared in accordance with CJCSI 3170.01
 and validated prior to Milestone 0.  System performance objectives and thresholds shall be developed from, and remain consistent with, the initial broad statements of operational capability.  The requirements shall be refined  at successive milestone decision points, as a consequence of cost as an independent variable (CAIV)-based cost-schedule-performance trade-offs during each phase of the acquisition process.


In the process of refining requirements, key concepts that shall be adhered to include:

1. keeping all reasonable options open and facilitating trade-offs throughout the          acquisition process;

2. avoiding early commitments to system-specific solutions, including those that inhibit future insertion of new technology and commercial or non-developmental items;

3. defining requirements in broad operational capability terms; and

4. using minimum acceptable operational performance (thresholds) to establish operational test criteria.

2.3.1  Evaluation of Requirements Based on Commercial Market Potential
Researching the potential of the commercial marketplace to meet system performance  requirements is an essential element of building a sound set of requirements.  In developing system performance requirements, DoD Components shall evaluate how the desired performance requirements could reasonably be modified to facilitate the use of potential commercial or non-developmental items, components, specifications, open standards, processes, technology, and sources (10 USC (2377; Division E of the Clinger-Cohen Act, Sections 5122 and 5201).  The results of the evaluation shall be included as part of the initial ORD. The supporting process is similar, if not identical, to work required by the CAIV policy.

3.3  Acquisition Strategy
Each PM shall develop and document an acquisition strategy that shall serve as the roadmap for program execution from program initiation through post-production support.  A primary goal in developing an acquisition strategy shall be to minimize the time and cost of satisfying an identified, validated need, consistent with common sense and sound business practices.  The acquisition strategy shall evolve through an iterative process and become increasingly more definitive in describing the relationship of the essential elements of a program.  Essential elements in this context include, but are not limited to, open systems, sources, risk management, cost as an independent variable, contract approach, management approach, environmental considerations, modeling and simulation approach, warranty considerations, and source of support.  The PM shall also address other major initiatives that are critical to the success of the program.

Each PM shall develop….

3.3.1: Open Systems 

PMs shall establish open systems objectives and document their approach specifying the level(s) of openness of systems, subsystems, and/or components to be acquired, and devise an open systems strategy to achieve these objectives. An open systems strategy focuses on fielding superior warfighting capability more quickly and more affordably by using multiple suppliers and commercially supported practices, products, specifications, and standards, which are selected based on performance, cost, industry acceptance, long term availability and supportability, and upgrade potential.
3.3.2.1 Commercial and Non-Developmental Items


Market research and analysis shall be conducted to determine the availability and suitability of existing commercial and non-developmental items prior to the commencement of a development effort, during the development effort, and prior to the preparation of any product description. The PM shall define requirements (including hardware, software, standards, data, and automatic test systems) in terms that enable and encourage offerors to supply commercial and non-developmental items and provide offerors of commercial and non-developmental items an opportunity to compete in any procurement to fill such requirements.  The PM shall require prime contractors and subcontractors at all levels to incorporate commercial and non-developmental items as components of items supplied and shall modify requirements to the maximum extent practicable, to ensure that the requirements can be met by commercial and non-developmental items (10 USC (2377
).  For ACAT I and IA programs, while few commercial items meet requirements at a system level, numerous commercial components, processes, and practices have application to DoD systems. Commercial and non-developmental items selected shall be based on open standards and commercial item descriptions to the maximum extent practicable.  If products with closed interfaces are to be acquired, risks and impacts on total cost of ownership shall be evaluated.  Preference shall be given to the use of commercial items first and non-developmental items second.  The overriding concern is to use the most cost-effective source of supply throughout a system’s life-cycle.

A commercial item is defined…..
Open system-based commercial items are defined as commercial items that use open standards as their primary interface standards and are selected based on the criteria specified under the section called “Open Systems” (see 3.3.1).
A modified commercial item….

A non-developmental item…..

Open system-based non-developmental items are defined as non-developmental items  that use open standards as their primary interface standards and are selected based on the criteria specified under the section called “Open Systems” (see 3.3.1).
3.3.2.4
Critical Product and Technology Competition
All acquisition programs shall foster competition at subcontractors levels, as well as at the prime level, particularly in critical product and technology areas.  To accomplish this, the PM shall focus on critical product and technology competition when:  a) formulating the acquisition strategy; b) exchanging information with industry; and c) managing the program system engineering and life cycle.

The acquisition strategy shall be based, in part, on an analysis of product and technology areas critical to meeting the program’s needs.  The acquisition strategy shall identify the potential industry sources available to supply these critical products and technologies.  The acquisition strategy shall highlight areas of potential vertical integration, that is, areas where potential prime contractors are also potential suppliers for critical products and technologies.   Vertical integration may be detrimental to the DoD's interests if a firm employs internal capabilities without consideration of, or in spite of the superiority of, the capabilities of outside sources.  The acquisition strategy shall describe the approaches the PM will use (e.g., requiring an open systems architecture, investing in alternate technology or product solutions, breaking out a subsystem or component, etc.) to establish or maintain access to competitive suppliers for critical areas at the system, subsystem, and component levels.

As the designs evolve, the PM shall continue to analyze how the prime contractor is addressing the program’s critical product and technology areas (see 4.4.10).  This analysis may identify areas where the design unnecessarily restricts subsystem or component choices.  Contractors shall be challenged during requirements and design reviews to support why planned materiel solutions for subsystem and component requirements critical to the program are appropriate when other choices are available.  This monitoring shall continue through the weapon system life cycle (e.g., reprocurements, logistics support).
3.3.4.1  Cost/Performance Tradeoffs 

The best time to reduce life-cycle costs is early in the acquisition process.  Cost reductions shall be accomplished through cost/performance tradeoff analyses, which shall be conducted before an acquisition approach is finalized.  To facilitate that process, the Overarching IPT (OIPT) for each ACAT I and ACAT IA (as required) program shall establish a Cost/Performance IPT (CPIPT).  The user community shall have representation on the CPIPT.  Industry representation, consistent with statute and at the appropriate time, shall also be considered.  Normally, the PM or the PM’s representative leads the CPIPT.  Prior to each milestone decision, the PM shall report the CPIPT findings to the OIPT leader.

Upon approval of a MNS (see 2.3), a CAIV strategy shall be formulated as part of the acquisition strategy to set cost objectives.  By program initiation (usually Milestone I), each ACAT I and ACAT IA PM shall have established life-cycle cost objectives for the program through consideration of projected out-year resources, recent unit costs, parametric estimates, mission effectiveness analysis and trades, accident attrition trade studies, technology trends, and other relevant considerations such as commercial versus DoD specifications (see 3.3.5.2) and the open systems strategy and design (see 3.3.1 and 4.3.4).  A complete set of life-cycle cost objectives shall include RDT&E, production, MILCON, operating and support, and disposal costs.  At each subsequent milestone review, cost objectives and progress towards achieving them shall be reassessed.

3.3.5.1  Competition 

PMs and contracting officers shall provide for full and open competition, unless one of the limited statutory exceptions apply (FAR 6.3
).  PMs and contracting officers shall use competitive procedures best suited to the circumstances of the acquisition program.  The acquisition strategy for all acquisition programs shall describe plans to attain program goals via competition in all increments and life-cycle phases.  Competitive prototyping, competitive alternative sources, and competition with other systems that may be able to accomplish the mission shall be used where practicable.


The PM shall consider component breakout.  An open systems design (see 4.3.4) facilitates component breakout.  Existing systems not designed as open systems may restrict the use of component breakout.  The acquisition strategy shall address component breakout plans and shall include rationale justifying the component breakout strategy (DFARS Appendix D
).  Component breakout shall be considered on every program and shall be done when there are significant cost savings (inclusive of Government administrative costs), when the technical or schedule risk of furnishing government items to the prime contractor is manageable, and when there are no other overriding Governmental interests (e.g., industrial capability considerations or dependence on contractor logistics support).  Components considered for breakout shall be listed, and a brief rationale (based on supporting analyses from a detailed component breakout review (which shall not be provided to the MDA unless specifically requested)) for those major components where a decision was made not to breakout shall be provided.  A decision not to break out any components shall also require justification.  


The Head of each DoD Component with acquisition responsibilities shall . . .

3.3.5.2  Best Practices


PMs shall avoid imposing government-unique requirements that significantly increase industry compliance costs.  Examples of practices designed to accomplish this direction include:  IPPD performance-based specifications, management goals, reporting and incentives; open systems approach that emphasizes commercially supported practices, products, specifications, and standards; replacement of government-unique management and manufacturing systems with common, facility-wide systems; realistic cost estimates and cost objectives, adequate competition among viable offerors; best value evaluation and award criteria; use of past performance in source selection, results of software capability evaluations;  government-industry partnerships; and the use of pilot programs to explore innovative practices.  The use of best practices shall be addressed at each milestone review.

4.3.4 Open Systems Design

PMs shall address the use of open standards in the design of all systems elements (mechanical, electrical, software, etc.).  The design effort shall select open standards for interfaces based on the criteria described in the open systems strategy (see 3.3.1).  Interfaces are internal, external, physical and functional.  Selected interfaces shall be controlled by standards adopted by recognized standards organizations whenever possible.  When these standards are not effective, de facto standards (set by the market place) shall be used.  This approach shall be followed to develop a standards-based architecture in designing systems.  PMs shall document means for assuring conformance to open standards and determining the extent of openness of system, subsystems, and/or components at the levels specified in 3.3.1.

4.3.5  Software Engineering


Software shall be managed and engineered using best processes and practices that are known to reduce cost, schedule, and performance risks.  It is DoD policy to design and develop software systems based on systems engineering principles (CCA
), to include:

1. Developing software system architectures that support open system concepts; exploit commercial off-the-shelf (COTS) computer systems products; and provide for incremental improvements based on modular, reusable, extensible software;

2. Identifying and exploiting software reuse opportunities, Government and commercial, before beginning new software development;

3.
Selection of programming language in the context of the systems and software engineering factors that influence overall life-cycle costs, risks, and potential for interoperability.  Additional guidance is contained in ASD(C3I) memorandum,  "Use of the Ada Programming Language," April 29, 1997
;
· .

4.3.8  Human Systems Integration (HSI)

A comprehensive management and technical strategy for human systems integration shall be initiated early in the acquisition process to ensure that:  human performance; the burden the design imposes on manpower, personnel, and training (MPT); and safety and health aspects are considered throughout the system design and development processes.


Human factors engineering requirements shall be established to develop effective human-machine interfaces, and minimize or eliminate system characteristics that require extensive cognitive, physical, or sensory skills; require excessive training or workload for intensive tasks; or result in frequent or critical errors or safety/health hazards.  The capabilities and limitations of the operator, maintainer, trainer, and other support personnel shall be identified prior to program initiation (usually Milestone I), and refined during the development process.  Human-machine interfaces shall comply with the mandatory guidelines for all C4I systems, automated information systems, and weapons systems that must interface with C4I systems or automated information systems, as defined in the DoD Joint Technical Architecture (JTA).
4.3.9 Interoperability

Compatibility, interoperability and integration are key goals that must be satisfactorily addressed for all acquisition programs.  These goals shall be specified and validated during the requirements generation process.  Satisfaction of these requirements shall be addressed throughout the acquisition life-cycle for all acquisition programs.  The DoD JTA is mandatory for all emerging systems and systems upgrades.  The JTA applies to all Command, Control, Communications, Computers, and Intelligence (C4I) and automated information systems, and the interfaces of other key assets  (e.g. weapons systems, sensors) with C4I systems.  The Component Acquisition Executive may grant waivers to the standards in the JTA with the concurrence of the USD(A&T) and the ASD(C3I).  Interoperability of C4I Systems shall be in compliance with DoDD 4630.5
, DoDI 4630.8
, and CJCSI 6212.01A
.  (CCA
 and PRA
)
Appendix III. Operational Requirement Document, Mandatory Procedures and Format


Part 5. Program Support

           d. Computer Resources. Identify computer resource constraints (examples include language, computer, data base, architecture, or interoperability constraints). Address all mission critical and support computer resources, including automated test equipment. Describe the capabilities desired for integrated computer resources support. Identify any unique user interface requirements, documentation needs, and special software certifications.  Specify the desired level(s) of openness for the system, subsystems, and/or components.


Additions to the list of glossaries:

1.  Open system: A system that implements sufficient open specifications for interfaces, services, and supporting formats to enable properly engineered components to be utilized across a wide range of systems with minimal changes, to interoperate with other components on local and remote systems, and to interact with users in a style that facilitates portability.  An open system is characterized by the following:
- Well defined, widely used, preferably non-proprietary interfaces/protocols, and

- Use of standards which are developed/adopted by recognized standards bodies or the commercial market place, and

-Definition of all aspects of system interfaces to facilitate new or additional    systems capabilities for a wide range of applications, and

- Explicit provision for expansion or upgrading through the incorporation of 
additional or higher performance elements with minimal impact on the system.    
2.  Open systems approach: This approach is a business strategy and design method to use commercially supported specifications and standards for selected system interfaces (external, internal, functional, and physical), products, practices, and tools. An open systems approach is usually implemented by the IPT process.
3.  De facto standards: De facto standards are standards set by the market place but lack formal approval by industrially recognized standards organizations. 
4.  Closed interfaces: are privately controlled system/subsystem boundary descriptions that are not disclosed to the public or are unique to a single supplier.
5.  Open standards:  are widely accepted and supported standards set by  recognized standards organizations or the commercial market place.  These standards support interoperability, portability, and scalability and are equally available to the general public at no cost or with a moderate license fee.
6.  Open system-based commercial items: are commercial items that use open standards as their primary interface standards and are selected based on performance, cost, industry acceptance, long term availability and supportability, and upgrade potential.  
7.  Open system-based non-developmental items: are non-developmental items  that use open standards as their primary interface standards and are selected based on performance, cost, industry acceptance, long term availability and supportability, and upgrade potential.
8.  Level of Openness: The lowest level (e.g., system, subsystem or component) at and above which the buyer defines critical interfaces and requires conformance of these interfaces to open standards.  There most likely will be multiple levels of openness in any given system because of the variety of subsystems and components.  The level of openness changes as requirements evolve and influences the extent to which the buyer can:

(1)
use multiple suppliers

(2)  insert new technology, 

(3)  accomplish shop repairable unit (SRU) maintenance (i.e. “swap box” repair), and

               (4) assign the control on design, interfaces, repair, and implementation to the     


         contractor. (OS-JTF 1998) 
� Clinger-Cohen Act of 1996 (in P.L. 104-106), 5123, Performance And Results-Based Management


� Title 5, United States Code, 306, Strategic Plans (part of Government Performance and Results Act (GPRA))


� CJCSI 3170.01, "Requirements Generation System (Formerly MOP 77)", 13 June 1997


� Title 10, United States Code, Section 2377, Preference for acquisition of commercial items


� Federal Acquisition Regulation, Part 6.3, Other Than Full and Open Competition


� Defense Federal Acquisition Regulation Supplement, Appendix D, Component Breakout


� Clinger-Cohen Act of 1996 (in P.L. 104-106), 5122, Capital Planning And Investment Control, 5123, Performance And Results-Based Management, and 5202, Incremental Acquisition Of Information Technology


� ASD(C3I) memorandum,  "Use of the Ada Programming Language," April 29, 1997


� Department of Defense Directive 4630.5, Compatibility, Interoperability, and Integration of Command, Control, Communications, and Intelligence (C3I) Systems, November 12, 1992


� Department of Defense Instruction 4630.8, Procedures for Compatibility, Interoperability, and Integration of Command, Control, Communications, and Intelligence (C3I) Systems, November 18, 1992


� CJCS Instruction 6212.01A, Compatability, Interoperability, and Integration of Command, Control, Communications, Computers, and Intelligence Systems, June 30, 1995


� Clinger-Cohen Act of 1996,Clinger-Cohen Act of 1996 (in P.L. 104-106), 5202, Incremental Acquisition Of Information Technology


� Title 44, United States Code, 3506, Federal agency responsibilities (amended by Public Law 104-13, Paperwork Reduction Act (PRA) of 1995)
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