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DEFEAT ORGA IZA TION 

SUBJECT: Guidance for Preparation of the FY 20 11 Statement of Assurance 

This memorandum conveys the guidance for preparing the FY 20 II Statement of 
Assurance (SOA). Part I of the attached guidance provides information on how to prepare your 
FY 2011 SOA. and Part 11 provides scorecard information on how the Component SOAs will be 
graded this year. 000 Components are required to submit to the Secretary of Defense an annual 
SOA signed by the Component Head. This is a standing requirement of 000 Instruction 5010.40. 
"Managers' Internal Control Program (M ICP) Procedures." dated July 29.2010. which provides 
policy and procedures lor the MICP to comply with the Federal Managers' Financial Integrity Act 
of 1982. 

The Oflice of the Director, Administration and Management (ODA&M), compiles .the 
annual SOA for the Office of the Secretary 0 f Defense (OS D) Principal StafT Assistants (PSAs) 
and the 000 Field Activities. These organizations must provide a FY 2011 SOA signed by the 
aSD PSA or the Principal Deputy. with an assessment o f the internal control systems in place for 
the aSD stafTelements and DoD Field Activities under their cognizance. The aSD PSAs also 
must address the 000 systemic weaknesses falling within their areas of functional responsibility. 
as well as any new systemic weaknesses, in their FY 2011 Statements. 

Statements from 000 Field Activities. signed by the Director or Deputy Director, shall be 
submitted through their respective OSD PSAs. Please note that OSD PSAs may set earlier internal 
due dates Jor their 000 Field Activities as they deem necessary to complete this requirement on 
time. Statements from the OSD PSAs are due to the ODA&M, Directorate for Organizational and 
Management Planning, by Monday. July 11.2011. in both paper copy and an electronic version 
(disk or e-mail). No extensions can be given to this suspense. 

Defense Agencies have been directed in prior years by the 000 Program Manager to 
submit their SOAs through their respective OSD I>SAs. prior to reporting to the Secretary of 
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Defense. To expedite this process, Defense Agencies should provide their SOAs to the PSAs ' 
MICP coordinators who will, in tum, assist them in getting the SOAs staffed through the PSA or 
Principal Deputy. Please nole that the Directors or the Deputy Directors of the Defense Agencies 
are the ones who actually approve their SOAs; the SOAs are submitted through the PSA or 
Principal Deputy for coordination (line through/signature) and to provide situational awareness. 
However, it remains the responsibility of the Defense Agencies 10 meet suspenses and track their 
SOAs through final submission. This requirement will continue for the FY 2011 reporting 
requirement. 

All OSD PSAs and DoD Field Activities must comply with the attached guidance. In 
addition, the Under Secretary of Defense (Acquisit ion. Technology. and Logistics), the Under 
Secretary of Defense (Comptroller)/Chief Financial Officer (USD(C)/CFO), the Under Secretary 
of Defense (Personnel and Readiness). and the DA&M are required to submit SOAs and 
documentation for their Internal Control Over Financial Reporting (ICOFR) and Internal Control 
Over Financial Systems (IeOFS) in accordance with separate guidance issued by the 
USD(C)/CFO. 

You are reminded that prompt resolution of previously-reported material or systcmic 
weaknesses is a hallmark of good stewardship. All efforts should be made to correct these 
weaknesses in accordance with identified milestones and targeted completion dates. 

If you have had a turnover in MICP coordinators this past year. please provide the names 
and contact infonnation to Ms. Paula Rebar at 703-6 14-4219, e-mail Paula.RebariOlosd.mil. 

We appreciate your cooperation and attention to this year's SOA. 

Attachments: 
As stated 

cc: 
Director, Defense Media Activity 

Regina F. Meiners 
Director tor Organizational 

and Management Planning 

Director, Defense Prisoner of WarlMissing Personnel Office 
Director, Defense Technicallnfonnation Center 
Director, Defense Technology Security Administration 
Director, Department of Defense Education Activity 
Director, Department of Defense Human Resources Activity 
Director, Test Resource Managemcnt Center 
Director, TRJCARE Management Activity 
Director. Washington Headquarters Services 
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REQUfREMENT 

ANNUAL STATEMENT OF ASSU RANCE (SOA) FOR THE FEDERAL 
MANAGERS' FINANC IAL INTEG RITY ACT (FMFIA) FOR TH E OFFICE OF HIE 
SECRETARY OF DE~"ENSE (OSD) PRINC IPAL STAFF ASSISTANTS (I' SAs) AND 

THEIR DoD FIELD ACTIVIHES 

In accordance with DoD Instruction 50 10AO, "Managers' Internal Control Program 
(MICP) Procedures:' dated July 29. 2010. the Internal Control Over on-Financia1 
Operations (ICONO) Statement of Assurance (SOA) shall disclose material weaknesses 
identified through an assessment that tests the effectiveness of the OSD Principal Starr 
Assistants' (PSAs')/DoD Field Activities' internal management control for all mission 
essential programs, administrative, and operational activities. except financial reporti ng and 
financial systems, and describes the plans and schedules to correct those weaknesses. 

Those OSD PSAs that have Internal Control Over Financial Reponing (ICOFR) 
requirements, as identified in separate guidance provide by the Under Secretary of Defense 
(ComptroHer)/Chief Financial Officer (USD(C)/CFO), will be required to provide an ICOFR 
SOA on the effectiveness oflhc ICOFR and the Internal Control over Financial Systems 
(ICOFS) SOA on whether financial systems conform to Federal requirements. 

This guidance includes an explanation on how to assess ICONO and OCOFS. 
Guidance is also avai lable on the following web site: 
hllp:llcomptroller.defense.gov/micp.html. A separate document entitled " Fiscal Year 2011 
Guidance for implementing Office of Management and Budget (OM B) Circular A-123 , 
Appendix A: Internal Control over Financial Reponing (ICOFR)," dated October 5, 2010, 
(posted at the referenced web site) provides info rmation on all reponing requirements for 
ICOFR for the timcframe July 1.2010. through June 30.20 II. 

The OSD PSA or Principal Deputy must sign the SOA. This signature authority 
may not be delegated below the Principal Deputy level. For 0 00 Field Activities, the 
Director or the Deputy Director must sign the Statement. All submiss ions from the 000 
Field Activities must be submitted through their respective OSD PSAs. 

Last year, all MICP coordinators were provided with an electronic copy ofthc FY 
2010 OSD and DoD Field Activit ies SOA. as well as hard copics of the Statement for those 
who requested it. 

Submission Date: The suspense date is not later tban Monday, July 11,2011 , 
with no extensions given. 000 Component Heads (of which OSD is one) must submit 
thei r SOAs to the 000 I' rogntm Coordinator not later than September 1,2011. 
Therefore, the due date for OSD PSAs and their DoD Field Activities is set for .Julv II, 
2011. T he 000 Field Activitics must bave their SOAs submitted to their respective 
PSAs in sufficient time to a llow a PSA rcview, so due dates may be set ea rlier by tbe 
respective PSAs. 
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All reporting entities must submit thei r SOAs following the [onnat and content 
requirements of this guidance. Each reporting ent ity must provide both electronic and hard 
copies of its FY 2011 SOA. The electronic version should be e-mailed to 
Paula.Rebar{@,osd.mil. For SOAs exceeding 100 pages in length, please submit them on disk 
rather than by electronic mail. The bard and electronic ve rsions of the SOAs must be 
submitted to the following address: 

Office of the Secretary of Defense 
Director. Administrat ion and Management (DA&M) 

Room 3A866, The Pentagon 
Washington. DC 20301-1950 

Attention: Managers' Intemal Control Program Coordinator 

Defense Agencies IllUSt submit their SOAs through their respective OSD PSAs. The 
OSD PSAs' MJCP coordinators will, in tum. assist the Defense Agencies in getting the SOAs 
coordinated with and approved by the PSA or the Principal Deputy. However, it remains the 
responsibility of the Defense Agencies to meet suspcnses and track their SOAs through final 
submission. Please note that Defense Agency SOAs, once approved by their OSD PSAs, will 
be submitted directly to the DoD Program Coordinator. 

Since FY 2003, the Department has used a scorecard to grade the perfonnance of 
the DoD Components' SOAs. The scorecard grades five categories: 1) Timeliness; 2) 
Fonnat. to include accuracy and completeness of the report; 3) Extent of organization-wide 
program execution; 4) Extent of organization-wide training conducted; and 5) Weakness 
reporting, which includes full disclosure and prompt resolution of previously-reported 
weaknesses. The scorecard criteria for FY 20 II arc contained in Part II of Ihis guidance. 

Timely reporting is essent ial. Late statemcIltsjeopardize the enti re Department ' s 
ability to meet the OMS deadlines. PSAs are encouraged to submit their SOAs on or in 
advance of the suspense date ofJuiy 11,2011. 
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TABLE I 

OSD "SA,lDoD FI ELD ACTIVITIES REQUIRED TO SUBMIT FY 2011 SOAs FOR 
INTERNAL CONTROL OVER NONFINANC IAL OPERATIONS (I CO NO) TO OSD 

DIRECTOR OF ADMINISTRATION AND 
MANAG EM ENT (DA&M) 

to 
('Note: USD(AT& L), USD(C)/CFO, USD(P&R), and the DA&M to provide Internal Lonn'o' 

Financial Operations (ICOFR) SOAs; as required, entities to provide Internal Control 

• Defense Technical Information Center (DTIC) 
• 
Policy (USD(P» 
• Defense Prisoner of War/Missing Personnel Office (DPMO) 
• Defense 

Personnel & Readiness (USD(P&R»' 
• 000 Education Activity (DoDEA) 
• Defense Human Resources Activi ty (OI-IRA) 

• 

• Defense 

Test Evaluation 

Director. Administrat ion and Management (DA&M)* 
• 
Assistant to the of Defense 
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TABLEIA 

000 COMPONENTS REQUIREl> TO SUBMIT FY 2011 SOAs 
TO THE SEC RETARY OF DEFENSE 

Internal Control Over Financial Rcportin2 (lCOFR) SOAs ONLY 
DoD Financial Reporting. under the DoD Senior Assessment Team (As directed by separate guidance issued 
by the USD(C)lCFO) 

Internal Control Over Non-Financial Operations (leONO) ONLY 
Business Transformation Agency 
Defense Contract Management Agencv 
Defense Security Cooperation Agency 
Joint Staff 
Multi-National Forces Iraq 
National Defense University 
North American Aerosoace DefcnselUnited States Northern Command 
Pentagon F crce Protection Agency 
United States Africa Command 
United States European Command 
United States Transportation Conunand 
United States Pacific Command 
United States Southern Command 
United States Joint Forces Command 
United States Central Command 
Utlited States Strategic Command 

Internal Control Over Non-Financial Operations (ICONO). Intcrnal Control Ovcr Financial 
Operations (lCOFR} and Internal Control Over Financial Systems (ICOFS) SOAs 

Office of the Secretary of Defense CPreoared bv Director of Administration and Management 
De artment of the Army 
Deoartment of the Navy Hncludes Marine COrDS 
De artmcnt of the Air Force 
United States Soecial ODerations Command 
Defense Advanced Research Pro'ects Agency 
Defense CommissarY Agcncy 
Defense Contract Audit Agcncy 
Defense Finance and Accounting Service 
Defense Information Systems Agency 
Defense Intelligence Agency 
Defense Logistics Agency 
Defense Security Service 
Defense Threat Reduction Agencv 
Office of the Inspector General Department of Defense 
Missile Defense Agency 
National Gcospatial - Intelligence Agency 
National Security Agency/Central Security Service 
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TABLE 2 

DEFENSE AGENCIES REQUIRED TO COORDINA n : THROUGH OSD PSAs 
PRIOR TO REPORTING TO THE SECRETARY OF DEFENSE 

Beginning in FY 2008, ODD Agencies were required 10 submit their SOAs through 
their respective OSD PSAs prior to reporting to the Secretary of Defcnsc. To help complete 
the coordination process. the Defense Agency SOAs should be provided to the PSAs' MICP 
coordinators who will. in tum, assist in getti ng the SOAs stalTed through the PSA o r Principal 
Deputy. However, it remains the responsibility orlhe Agenc ies to meet suspenses and track 
their SOAs through final submission. 

PSAs with Their Defense 

• Defense Advanced Research Projects Agency 
• Defense Cont ract Management Agency 
• Defense Logistics Agency 
• Defense Threat Reduction Agency 
• Missi le Defense 

• I 
Comptroller - USD(C)/CFO 
• Defense Contract Audit Agency 
• Defense Finance and Service 

• Defense 

• Defense Intelligence Agency 
• Defense Security Service 
• National GeospatiaI-lntelligence Agency 

• 

• 

SOA requi red) 

• 

• Force Protection 

Note: The Nat ional Defense University will continue to report d irectly to the Secretary of 
Defense without prior coordination as spec ified by its higher headquarters at the Joint Staff. 
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GUIDELINES 
FOR 

INTERNAL CONTROL OVER NONFlNANCIAL OPERA nONS (ICONO) SOA 

The leONG SOA will disclose material weaknesses identified through assessments of 
the effectiveness and efficiency of overall operations and compliance with applicable laws 
and regulations for all mission-essent ial programmatic, administrative, and operational 
activities, except financial reporting and financial systems, which are described in the 
following sections for ICOFR and ICOFS . This SOA will describe the plans and schedules to 
correct any material weaknesses reported. 

The SOA is effective liS o/the date tile statement is signed. Ira material weakness is 
expected to be corrected within the 4th Quarter of FY 20 11 but all actions are not completed 
as of the date the SOA is signed, the OSD PSA or Principal Deputy (Director or Deputy 
Director of DoD Field Activities) should flT0rt the material weakness as still ongoing and 
reschedule the completion in the 1$\ 2nd, 3f or 4th Quarter, FY 2012. I.n order to meet 
projected milestones, reporting entities should use caution in projecting the 4th Quarter as the 
completion date if the entity routinely concludes the SOA process in the 3rd Quarter. 

The list ofOSD PSAs (and their respective DoD Field Activities) required to submit 
ICONO SOAs is shown on Table I on page 6 of this guidance. Each JCONO SOA 
submission shall consist of the following: 

I. A memorandum addressed to the OSD Director of Administration ~tnd 
Management, and signed by the PSA or the Principal Deputv, providing the assessment 
by the reporting entity's senior leader on whether there is reasonable assurance that the 
reporting entity's internal management control is in place, operating effectively, and being 
used for all mission·essential nonfinancial programs, administrative, and operational 
activities. which includes the effectiveness and efficiency of operations and compliance with 
applicable laws and regulations. DoD Field Act ivity SOAs must be signed by the Director or 
Deputy Director and submitted to their respective OSD PSAs. If the reporting entity is 
identified as having ICOfR or ICOFS requirements. it must also follow the instructions [or 
the ICOFR SOA contained in this guidance (and the applicable October 5, 2010, USD(C) 
ICFO guidance). The reONO SOA must take one of the following three fonns: (See 
Template I and Example 1 of this guidance.) 

a. An unqualified SOA (reasonable assurance w1th no material weaknesses 
reported). Each unqualified SOA shall provide a firm basis for thai position, which the PSA 
or Principal Deputy (the Director or Deputy Director for 000 Field Activilies) will 
sununarize in the cover memorandum. Tab A will contain a more extensive explanation of 
how the assessment helped justify the report ing entity's assertion of an unqualified statement. 

b. A qualified SOA (reasonable assurance with the exceplion of one or more 
material weakness(es) noted). The cover memorandum must cite the material weaknesses in 
internal management control that prcclude an unqualified statemcnt. Tab B will fully describe 
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all weaknesses, the corrective actions being taken, and by whom, and the projected dates of 
correction for each action. 

c. A statement of no assurance (no reasonable assurance because no assessments 
were conducted or the noted material weaknesses are extensive and/or pervasive). The 
reporting entity shall provide a detailed rationale for this position. 

2. Tab A: A description of how the reporting entity conducted its assurance 
evaluation and, based on that evaluation, a description of how the reporting entity achieved 
this level of reasonable assurance. See Template 2 in this guidance. In addition, Tab A 
should include a brief summary of the most significant actions taken by the reporting entity 
during FY 2011 to strengthen specific inlemalmanagement control , MICP execution. internal 
control training, and other improvements. Examples of other improvements are the protection 
of govcrnment assets, efficiency of operations. conservation of resources. and improvements 
to customer needs. 

3. Tab B-1: A list of the titles of all uncorrected and corrected material weaknesses. 
See Template 3 and Example 2 in this guidance. 

4. Tab B-2: Detailed narrative descriptions of all uncorrected material weaknesses 
including the plans and schedules for the corrective action(s). Include those weaknesses 
identified during the current year and those disclosed in prior years with updated infonnation. 
Narratives for updating material weaknesses identified in prior years will explain the rationale 
for any changes to previously-reported corrective milestone dates. See Template 4 and 
Example 3 in this guidance. 

5. Tab 8-3: A bricrnarrmive describing the material weaknesses corrected in the 
current year, including the most significant act ions taken to correct the weakness. This 
section will include all material weaknesses corrected in fV 2011 that were identified in 
either current or prior year(s). For each corrected material weakness, the last milestone will 
describe the method used to validate the corrective action to include a cert ification that the 
corrective action has effectively resolved the weakness. See Template 5 and Example 4 in 
this guidance. 

6. Tab C: Used only bv the OSO PSAs/Director of Administration and 
Management in reporting Internal Control Over Nonfinancial Operations (l CONO) 
SYstemic Weaknesses for the OSO SOA. Nonfinancial systemic weaknesses arc defined as 
those weaknesses that materially affect intemal management control. usually affecting 
multiple DoD Components and reported by more than one 000 Component or by the aSD 
PSA as pervasive problems across the Department of Defensc. There were four ongoing 
systemic weaknesses reported in the FY 2010 000 SOA as shown below. The aSD PSAs 
must identify and/or report to the OSO DA&M the status of any systemic weakness that falls 
within their areas of functional responsibil ity_ In their FY 2011 SOAs, the OSO PSAs must 
use the identical title and, if possible, the same description as listed below. In the event 
that the description needs modification. first provide the new description, followed by the 
words '·formerly described as" and include the old description. This provides suffic ient 
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crosswalk to the previously-reported weakness to prevent confusion in reporting. The DA&M 
will then consolidate and report these systemic weaknesses in the OSD SOA using the 
weakness status fommt as described in the Tab B fonnat in this guidance. The four ongoing 
systemic weaknesses reported in the FY 20 I 0 SOA are: 

a. M:ml1gemcnt of Information Technologv and Assurance - DoD infonnation 
systems are potentially vulnerable to an information warfare attack. In addition, the 
Department has reported this issue as a sign ificant deficiency under the reporting 
requirements of the Federallnfonnation Security Management Act. The Department has 
uncovered numerous attempts to breach systems and networks supporting finance. logistics, 
medical. procurement, personnel , and research and deve lopment activities. (Office of the 
Assistant Secretary of Defense (Netv.'orks and Infonnat ion Integrat ion))fDoD Chief 
Infomlation Officer) 

b. Personnel Security Investigations Program - Security clearances and personnel 
security investigations are key elements in protection National security by detennining 
whether an individual should be granted access to classified infonnation. accessed or retained 
in the military, or employed. Department of Defense hiring is adversely affected because 
personnel security investigations are backlogged. (Office of the Under Secretary of Defense 
(Intelligence)) 

c. Internal Control Over ContingencY Contracting - The GAO reported in audit 
reports from 2003 to 2008 three major weaknesses assoc iated with contingency contracting at 
the Anny to include: I) Failure to follow long-standing planni ng guidance and to adequately 
factor usc and role of contractors into planni ng: 2) failure to systematically collect and 
distributed "lessons learned" ; and 3) lack o f comprehensive training for contract oversight 
personnel and military commanders. (Office of the Under Secretary o f Defense (Acquisition, 
Technology, and Logistics») 

d. 000 Financial Munagcment Systems and Processes - DoD financial systems 
and business management systems and processes arc costly to maintain and operate, not fully 
integrated, and do not provide infonnation that is reliable. timely, and accurate. In addition, 
the Department has reported this issue as noncompliance with the Federal Financial 
Management Improvement Act of 1996. (Office of the Under Secretary of Defense 
(Comptrolier))/Chief Financial Omcer) 
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TEMPLATE I 

SOA WH EN NO INTERNAL CONTROL O VER FINANCIAL REPORTING (ICOFR) 
IS REQUIRED 

SAMPLE MEMORAN DUM 

MEMORANDUM FOR DIRECTOR OF ADMINISTRATION AND MANAGEMENT 
(PSAs and 000 Field Activities must address the cover memorandum to the OSO 

OA&M and follow the format for the mem orandum as prescribed. T he memorandum 
may be returned for revis ion if addressed to other than the OSO DA&M, ,,"'hich could 
adversely affect the accuracy and timeliness of the SO A.) 

SUBJECT: Annual Statement Required under the Federal Managers ' Financial Integrity 
Act (FMFIA) 

As (title of PSAIPrin cipa i Deputy or Di rector/Depu ty Di rector of 0 00 Field Activi ty) 
of (name of reporting entity) , I recognize that the (name of repo rting entity's) management 
is responsible for establishing and maintaining effective internal management control to meet 
the objectives of the Federal Managers' Financial Lntegrity Act (FMFIA). I am able to 
provide [the statement must take one of three forms: an unqualified statement of 
reasonable assurance (no material weaknesses being reported); a qualified statement of 
reasonable assurance (one or more ma terial weaknesses being reported); or no assurance 
(no processes in place to assess the internal management control or pervasive material 
weaknesses that cannot be assessed)1 that the (name of reporting entity) internal 
management control meets the objectives of FMFIA overall programs, adm inistrative, and 
operations (if q ualified) with the exception of (number) material weakness(es) described in 
Tab B. These material weaknesses were found in interna1 management control over the 
effectiveness and efficiency of operations and compliance with applicable laws and 
regulations as of the date of this memorandulll. Other than the material weaknesses noted in 
Tab B, internal management control was operating effect ively and no other material 
weaknesses were found in the design or operation of internal management control. 

The PSA'slDoD Field Activity's sta tement will include the fo llowing parag raph 
only if the report ing entity iden tified ma te ria l weaknesses, either in the curren t fiscal 
year or past fiscal ycars: 

The (name of rcporting entity's) FMFlA evaluation did identify material 
weaknesses. Tab 8-1 is a list of material weaknesses that still require corrective action and 
those corrected during the period. 

Tab 8 -2 is an individual narrative for each uncorrected material weakness listed in 
Tab 8 -1. (Include tbe previous two sentences if your report ing entity bas any 
uncorrected matcrial weaknesses.) 
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Tab 8-3 is an individual narrative lo r eaeh material weakness corrected during the 
period. (Include the previous sentence if your reporting entity corrected any material 
weaknesses during the past fiscal year.) 

(The statement must include the following:) Tab A provides additional information 
on how the (name of reporting entity) conducted the assessment of internal management 
control for the FMFlA overall nonfinancial opcralions, which was conducted according to 
OMB Circular A-123. "Managcment"s Responsibility for Internal Control." In addition. Tab 
A provides a summary of the significant accomplishments and actions taken to improve 
(name of reporting entity 's) internal management control during the past year. 

(Signature of OSD PSA or Principal Deputy) 
(Signature of Director or Deputy Director for DoD Field Activities) 
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EXAMPLE I 

SOA WHEN NO INTERNAL CONTROL OVER FINANC IAL REPORTING (ICOFR) 
IS REQ UIRE D 

MEMORANDUM FOR DIRECTOR OF ADMINISTRATION AND MANAGEMENT 

SUBJECT: Annual Statement Required under the Federal Managers' Financial Integrity Act 
(FMFIA) 

As Director of the Defense Aircraft Agency, I recognize that the Defense Ai rcraft 
Agency's management is responsible for estab li shing and maintaining effective internaJ 
management control to meet the objectives of the Federal Managers' Financial Integrity Act 
(FMFIA). I am able to provide a qualified statement of reasonab le assurance that the Defense 
Aircraft Agency internal management control meets the objectives of FMFIA overall 
programs, administrative, and operations with the exception of three unresolved material 
weaknesses described in Tab B. -These material weaknesses were found in the internal 
management control over the effectiveness and efficiency of operations and compliance with 
applicab le laws and regulations as ofthc datc of th is memorandum. Other than the material 
weaknesses noted in Tab B, the internal management control was operating effectively and no 
other material weaknesses were found in the design or operation of the internal management 
control. 

The Defense Aircraft Agency's FMFIA evaluation did identify material weaknesses. 
Tab B~ 1 is a list of material weaknesses that still requ ire corrective action and those corrected 
during the period. Tab S~2 is an individual narrative for each wlcorrected material weakness 
listed in Tab B~ I. Tab 8 -3 is an individual narrative for each material weakness corrected 
during the period. 

Tab A provides infonnation on how the Defense Aircraft Agency conducted the 
assessment of internal managemcnt control for the FMFIA over nonfinancial operations, 
which was conducted accord ing to OMS Circular No. A-123. "Management's Respons ibility 
for Internal Control". In addition, Tab A provides a summary of the significant 
accomplishments taken to improve the Defense Ai rcraft Agency's intemal management 
control during the past year. 

Jane Deer 
Di rector, Defense Aircraft Agency 
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GUIDELINES 
FOR 

MANAG ING AN EFFECTI VE MANAGERS' INTERNAL CONTROL PROGRAM 
(MICI') 

The MICP is mandatory for all sub-organizations within the reporting entity's chain of 
command, which arc known as "assessable units", Failure of any assessab le unit manager, 
who is tbe head of the assessab le unit. to comply with the requi rements orthe DoD Instruction 
(0001) 5010.40, "Managers' Internal Control Program (M ICP) Procedures." dated July 29. 
2010, and this annual guidance is the responsibi li ty of the OSD PSA or the Director orthe 
000 Field Activity. 

Assessable unit manage rs must assign an adequately trai ned coordinator 10 help 
effectively run their MICP, respond to higher headq uarter requirements. and communicate 
and help educate the members orthe assessable unit usi ng various techniques. The assessable 
unit managers should ensure that the coordinators receive adequate training on their 
responsibilities. 

CONCEPTUALIZING A MATERIAL WEAKNESS FOR ICONO 
REPORTING ONLY 

Each manager is responsible for estab lishing internal management control in his or her 
area of responsibility and continuously assess ing the effect iveness of the internal contro l to 
meet intended mission objectives. Reporting entities are expected to conduct, as a minimum, 
annual independent "self assessments" (internal control reviews) of high risk assessable units 
that may identify internal managemcnt control weakncsses. Management should avoid 
duplication of ongoing reviews or inspections of internal management control. Continuous 
monitoring. supplcmented bv periodic assessments, must bc documented and 
maintained in enough detail to support numagcmcnt's assertion as to the effectiveness of 
internal management control. In addition, management is required to keep, and be ab le to 
provide, a documented audit trail of assessments. 

Managers will identify. track. and resolve deficiencies and reportable conditions. 
which arc also known as significant deficiencies. Managers wi ll only report material 
weaknesses deemed serious enough in nature to warrant reporting to the next higher level. 
When dctennining a material weakness. leadership should consider the following as 
indicators that can be used in deciding whether a weakness is considered material. 

I) Actual or potential loss of resources. 
2) Sensitivity of the resources involved. 
3) Magnitude of funds. property. or other resources involved. 
4) Current or probable media interest or adverse publ icity. 
5) Current or probable Congressional inte rest. 
6) Unreliable infonnation causing unsound management decisions. 
7) Diminished credibility or reputation of management. 
8) Impaired fulfillment of essential mission or operations. 
9) Violation of statutory or regulatory requirements. 
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10) Impacts on infonnation security. 
11) Instances where the public is deprived of needed Government services. 

The designation of a material weakness is a management judgment that should be 
based on relative risk. Although the appearance of a weakness in an audit report does not 
necessarily warrant reponing it as a materia1 weakness. OMB Circular No. A-123 states that 
the designation of a control weakness a~ material should be given to serious deficiencies 
reported in audit repons. 

Only documented material weaknesses that follow the Tab B fomlat will be 
recognized by the Department as reported material weaknesses. Any issues classilied 
otherwise; e.g .. "areas of concern/' will not be deemed as material weaknesses, but rather for 
managerial infonnation purposes only. 

Once a material weakness is reported by a reporting entity, there must be status reports 
provided annually. The tinaJ status report must indicate that the material weakness was 
corrected and include a description of the validation technique. The val idation may either be 
a docwnented independent audit review or the accomplishment of a pre-established, reported 
metric. When a function has been officially transferred to another reporting entity. the losing 
organization can report the material weakness as "closed," provided that the reporting entity 
has no remaining actions to fulfill in resolving the material weakness. The gaining 
organization should scriollsly consider reporting any material weakness that existed prior to 
the transfer of the function. 

Once reported, material weaknesses should never reappear as a new. re-titled 
weakness even when a subsequent audit report has revealed new instances of the same 
problem. instead. the original weakness should reflect that it was completed. The new 
instance should retain the same name as the origina l weakness but show a new date identified. 
For example, consider a material or systemic weHkness that a reporting entity originaJly 
identified in FY 2008 and corrected in FY 2009. Then in FY 201 I, audit reports identify 
related problems. and the reponing entity wants to report it as a new material weakness in FY 
2010. The material weak'ness should retain the same title as the original, but the "Year 
Identified" date would now appear as FY 2011, not FY 2008. 

Reporting entities should be careful in defining and setting the scope of the material 
weakness problem. For example. if the deficiency is due to inadequate control for effectively 
implementing the equal employment opportunity (EEO) requirements, the reported weakness 
and milestones should address that problem. It is incorrect to define the problem in a broad 
category such as the civilian hiring practices, and then include corrective actions that 
narrowly address the deficiency in the EEO requirements. In this case, the definition and 
specification of the weakness scope arc too broad. 

Sometimes it is preferable to address several related problems in one weakness 
statement. However. reporting entities should be cautious when defining a weakness. For 
example, in addition to the hypothetical weakness stated above. a reponing entity might have 
concluded that there are other control problems related to civilian hiring practices. 
Combining several problems and reporting one weakness under a broad statement that the 

PART t, Page 16 of47 

heraudrm
Highlight

heraudrm
Highlight

heraudrm
Highlight



reporting entity will correct de fi ciencies in civil ian hiring practices may overstate the 
dimensions of the weakness. Confine the weakness statement to the scope of the speci fi c 
problem(s) originally addressed. Consol idation of like weaknesses into a single 
comprehensive weakness is encouraged only when appropriate conditions apply. Avoid 
bundling a number of related weaknesses or newly- identified problems for the principal 
purpose of reducing the number of material weaknesses reported. Weaknesses defined too 
broadly are very difficult to resolve and usually result in repeatedly missed targeted correction 
dates. 

Reporting the same material weakness: i.e .. same title, same description. as 
"corrected" and "ongoing" or "new" in the same year is not acceptable. Doing so gives the 
appearance of resolving more material weaknesses than is accurate. 

CONCEPUT UA LIZI NG A MATERIAL WEAKNESSES FOR ICOFR 
REPORTfNG ONLY 

For determining material weaknesses for the FMFIA ICOFR SOA, managers must 
strictly adhere to the OUSD(C) /CFO guidelines in "Fiscal Year 20 11 Guidance for 
Implementing Office of Management and Budget (OMB) Circular A-123, Appendix A: 
Internal Control Over Financial Reporting (lCOFR)." dated October 5. 20 10. 
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TEMPLATE 2 

TAB A 

DESCRIPTION OF THE CONCEPT OF REASONABLE ASSURANCE 
AND HOW THE EVALUATION W AS CONDUCTED 

This section describes tbe concept of reasona ble assurance and the eva luation 
p rocess used. In Tab A, usc the fo llowing template to help descr ibe the concept of 
reasonable assurance: 

The (name of r epor ting entity) senjor management evaluated the system of internal 
accounting and administrative control , in effect during the fi scal year as o[the date ofthjs 
memorandum, according to the guidance in Offi ce of Management and Budget (OMB) 
Circular No. A-123, "Management' s Responsibili ty for Internal Control;' December 21 , 
2004. The OMB guidelines were issued in conjunction with the Comptroller General of the 
United States. as required by the "Federal Managers' Financial Integrity Act of 1982". 
Included is an evaluation of whether the system of internal accoun ting and administrative 
control for the (name of repo rting cnli ty) is in compliance with standards prescribed by the 
Comptro ller General. NOTE: If a self-evalua tion of the system of inte rmll accounting 
and admin istrative control was not conducted , or the evalua tion was insufficient when 
compared to the guidelines, indicate tha t fact and provide an explanation. 

The objectives of the system of internal accounting and administrative control of the 
(name of reporting entity) are to provide reasonable assurance that: 

The obligations and costs arc in compliance with applicable law; 

Funds, property, and other assets are safeguarded against waste, loss, unauthorized 
use, or misappropriation; and 

Revenues and expenditures app licable to agency operations are properly recorded and 
accounted for to pemlit the preparation of rcli able accounting, financial, and statistical 
reports and to maintain accountabi lity over the assets. 

The evaluation of internal management control extends to every responsibility and 
activity undertaken by (name of reporting entity) and applies to program, administrati ve .. 
and operational control. FurthemlOre, the concept of reasonable assurance recognizes that (I) 
the cost of internal management control should not exceed the benefits expected to be derived, 
and (2) the benefits include reducing the risk associated wi th failing to achieve the stated 
objectives. Moreover, errors or irregu larities may occur and not be detected because of 
inherent limitations in any systcm of internal accounting and administrative control, including 
those limitations resulting from resource constraints, congressional restrictions, and other 
factors. Finally, projection of any system evaluation to future periods is subject to risk that 
procedures may be inadequatc because of changes in conditions, or that the degree of 
compliance with procedures may dete rioratc. Therefore. this statemcnt of reasonable 
assurance is provided within the li mi ts of the preceding description. 
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Thc (name of reporting entity) evaluated the system of internal management control 
in accordance with the guidelines identified above. TIle results indicate that the systcm of 
internal accounting and administrative control of the (name of reporting entity) in effect 
during Fiscal Year (year, i.e., 2011) as of the date of this memorandum. taken as a whole, 
(complies/docs not comply) with the requirement to provide reasonable assurance that the 
above mentioned objectives were achieved. This position on reasonablc assurance is within 
the limits described in the preceding paragraph. 

Using the following process for conducting the evaluation, the (name of reporting 
entity) evaluated its system of internal accounting and administrative control and maintains 
sufficient documentation to support its evaluation and leve l of assurance. Additionally, the 
(name of reporting entity) maintains an audit trail of the evaluation process. (Below is a list 
of items th"t the OSO PSA or 000 Field Activity should consider fo r explaining how the 
organization conducted the evaluation.) 

I. The progress achieved in institutionalizing internal management control (i.e., a brief 
description of how the MICP is applied or reviewed for compliance also could be used 
here if it has already been fully implemented); 

2. Any improvements to MICP coverage (address the expected benefits and related cost's 
of control procedures using estimates and managerial judgment); 

3. A description of the problems encountered in implementing the MICP; 

4. Other considerations (e.g., resource constraints, technological bottlenecks, and 
operational or mission considerations) affecting the MICP; 

5. Any deviations from the process as outlined in the OMS Circular No. A-123: 

6. Any special concerns addressed in reports by the Inspector General of the Dcpartment 
of Defense (10 000) or Component aud it, investigation, inspection and/or internal 
review organizations regarding MICP progress. needs. and/or problems; 

7. Methods, mechanisms. or techniques employed in the discovery or execution phases 
of the program. The following are examples ofmcthods, mechanisms, or techniques: 

a. MICP weakness tracking system (number ofweaknesscs and milestones); 

b. Component Inspector General or Audit Service findings: 

c. Reports of reporting entity's internal reviews and inspections; 

d. IG 000 reports and reviews: 

e. Most significant MICP accomplishments achieved during FY 2011; 

r. MICP training: 
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g. MICP performance standards (e.g .. such as those found in the GAO 
Internal Control Management and Evaluation Tool , available at web site address: 
www.gao.gov/govaud/ybkOl .htm); 

h. GAO reports and reviews; 

1. Review ofOSD Functional Proponent Proposals (e.g. , systemic weaknesses); 

J. Information Technology initiatives; 

k. MJCP references in directives, regulations, and other guidance; 

I. Congressional reviews and hearings; 

111. Command or other subordinate organization "Certification Statements"; 

11. Productivity statistics; 

o. Defense Regionallntcrservice Support studies; 

p. Management reviews in other functional areas (e.g., procurement, 
communications, intelligence, financia l. or environmental); 

q. Quality Assurance reviews; 

r. " Hot Line" reports; 

s. Evidence that assessments have been conducted by including examples of 
deficiencies found that do not warrant reporting as material weaknesses and the 
actions taken or planned to resolve these defic iencies. Whenever possible. provide 
quantitative accomplishments; e.g .. "reduced frolll 12 days to 4 days". Use the 
following format: 

Description of Issue: Reconciliation or Government Purchase Card Accounts. 

Accomplishments: 

• By standardizing processes, limiting the number of purchase 
cardholders, and using automated tools, the elapsed time rrom billing 
period closing to forwarding the account reconciliation to the Defense 
Finance and Accounting Service (OFAS) has been reduced from 12 
days to 4 days. 

• FY 2011 I" Quarter rebates totaled $124,000 compared to FY 2010 
I SI Quarter or $65,000. 
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INSTRUCTIONS FOR TAB B FORMAT 

MATERIAL WEAKNESS/CORRECTIVE ACTIONS 

ALSO FOR TABS C, D, E, F, ETC., FOR SYSTEM1C WEAKNESS(ES) FO RMAT AS 
WELL AS FOR ICOFR MATERIAL WEAKNESS(ES) 

This section presents internal management control weakness information in three 
subset tabs: 

I. A listing of the titles of all uncorrected and corrected material weaknesses as of the 
conclusion of the current period along with actual and projected correction dates. (Tab 8-\ ) 

2. Narrat ives for the uncorrected material weaknesses identified in the summary 
listing. (Tab B-2) 

3. Narratives for all material weaknesses corrected du ring the current period. 
(Tab B-3) 

The three subset tabs are illustrated on the following pages. 
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TEMPLATE 3 

TAB B-1 FORMAT 

LIST OF ALL UNCORRECTED AND CORRECTED MATERIAL WEAKNESS(ES) 

ALSO FOR TABS C-I, D-I, E-I, 1'-1 , ETC., FOR SYSTEMIC WEAKNESS(ES) 
FORMAT AS W ELL AS FOR FMFlA ICOFR MATERIAL W EAKNESS(ES) 

Reporting entities should prepare this section after completing both Tabs B-2 and 
B-3 since Tab 8-1 is a summary li sting o r Tabs B-2 and 8-3 weakness titles and correction 
dates. Divide the material weakness lilies into three groupings: Uncorrected Weaknesses 
Identified During the Period (the current fiscal year ofFY 2011); Uncorrected Weaknesses 
Identified During Prior Periods; and Corrected Weaknesses Identified During All Periods. 

Uncorrected Weaknesses Identified During the Period: 

QU:lrter (QTR) :lnd Fiscal Year (FY) 
Title 
(1 ) 

T:rrgctcd Correction Date Page # 
(4) (5) 

Uncorrected Weaknesses Identified During Prior Periods: 

Correction OTR & FY Dutc 
Year Per Last Per This 
First Annual Annual 

Title RCl20rted Statement Statement 
(I) (2) (3) (4) 

Corrected Weaknesses Identified During All Periods: 

Title 
(I) 

NOTES: 

Year 
Firs t 
Rel20rted 

(2) 

Page # 
(5) 

Page # 
(5) 

( I) Titles should be identical to those found on the material weakness narrat ives provided in 
Tabs B-2 or 8-3. 

(2) Use the fiscal year in which this weakness was first reported. 
(3) This is the quarter and fiscal year nOled as the targeted date for correct ion of the 

material weakness in the reporting entity's FY 20 10 SOA. 
(4) This is the quarter and fiscal year noted as the targeted dale for correction of the 

material weakness in the report ing entity 's FY 20 11 SOA. 
(5) The page number is that of the first page of the material weakness narrative as found in 

Tabs 8-2 or B-3. 
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EXAMPLE 2 

TAB B-1 

LIST OF ALL UNCORRECTED AND CO RRECTED MATERIAL WEAKNESSES 

Uncorrected Weaknesses Identified Durin!!. the Period: 

T itle 
Quarter (QTR) and Fiscal Year (FY) 

Targeted Corr<x:tion Dale 

Category: Communications and/or 
Intelligence and/or Security 

Lack of Security Policy 2"' QIr, FY 201 2 

Uncorrected Weaknesses Identified During Prior Pc-dods: 

Correction Olr & FY Date 
Year Per Lllsl 
First Annual 

T itle Reported Statement 

Catego!:X: Contract 
Administration 

Contract Administration 
of Service Contracts FY 2008 2"' Qtr, FY 20 II 

Catcgon::: Infonnation 
Technology 

Combating Computer 
Software Piracy FY 2009 1"' Qlr, FY 201 [ 

Corrected Weaknesses Identified During All Periods: 

T itle 

Category: Supply Operations 
Independent Logistics Assessment (ILA) Process 

Category: Force Readiness 
Inadequate Procedures for Projecting 
Training Requirements 
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Per This 
Annual 
Statement 

3rd Qlr, FY 2012 

I' OIL FY 20 12 

Year 
First 
Reported 

FY 2007 

FY 2008 

Page # 

Tab B-2-1 

Page # 

Tab B-2-6 

Tab B-2-8 

Page # 

Tab B-3-1 

Tab B-3-5 



TEMPLATE 4 

TAB B-2 

UNCORRECTED MATERIAL WEAKNESS(ES) 
STAT US OF CORRECTIVE ACTIONS 

ALSO FOR TABS C-2, D-2, E-2, F-2, ETC., FOR SYSTEM1C WEAKNESS(ES) 
FORMAT AS WELL AS FOR FMFlA ICOFR MATERlAL WEAK ESS(ES) 

This attachment should provide a Ilarratjvc fo r each uncorrected material weakness 
identified by the reporting entity for which corrective actions have NOT been completed, 
regardless of the year of first reporting. Begin each weakness at the top ora new page. 
Group the narratives contained in Tab B-2 into two subsections: "Uncorrected Weaknesses 
Identified During the Period" and "Uncorrected Weaknesses Identified During Prior Periods" . 

The nwnbers and ICHers used below arc provided only to assist in your comprehension 
of this annual guidance and should not appear in e ither your leo 0 or ICOFR SOA. Only 
the headings should appear. 

Spell out acronyms the first time they arc used in each individual m~lterial 
weakness narrative. Deviation from this guidance may result in your reporti ng entity hav ing 
to revise and resubmit the SOA. A delay due to a required revision has the potential to 
adversely affect the timeliness and accuracy of thc 000 SOA. 

Simplify your material weakness status reports to the greatest extent possible. Avoid 
use of the passive vo ice, minimize the use of acronyms, and use " bullets" to describe 
both the actions taken and planned. Narratives should be succinct, void oftccbnical 
jargon, and easy for the general public to interpret. 

The narratives sha ll follow the fonnat below. USE THE HEADINGS AS 
INDICATED BELOW IN BOLD TYPE IN THE EXACT SEQUENCE. Do not exclude 
sect ions; if they are not applicable, simply note "N/A" following the heading. Do not include 
the numbers that appear before the head ings below: they are included onl y to assist in your 
comprehension of thi s an nual guidance. An example of Tab B-2 is shown in this guidance. 

1. T itle and Description of Issue: Provide title and confine the weakness description to 
three sentences, if possible. 

2. Functional Categorv : Indicate one orlhe 17 funct ional categories provided in thi s 
guidance; e.g. , "Force Readiness," "Financial Reporti ng," or "Financial System 
Confonnanee'·. 

3. Component: Indicate which OSO PSA or 000 Field Activity is reporting the weakness 
for the ICONO. For an ICOFR weakness, indicatc the organizational ent ity/Component and 
the name of the Financial Reponing Entity: e.g .. Anny Working Capital Fund; Component 
name is "Anny;" Financial Reporting Entity is "Working Capital Fund". 
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4. Senior Official In C harge: Identify the name and title of the senior official in charge of 
ensuring this weakness is resolved according to targeted milestone projections. A senior 
official is a member of the highest level of management or leadership of the agency/PSAIDoD 
Field Activity who has ultimate responsibility for the resolution of the weakness. The OSD 
PSAs or Directors of the DoD Field Activities will require the addition ofa critical element to 
the perfonnancc appraisal plan of the senior official that indicates that he/she is responsible 
for the effective and timely resolution of the material or systemic weakness. 

5. Puce of Cor rective Action : (For all targeted correct ion dates. the reporting entity must 
show both the Quarter and Fiscal Year, e.g. , l SI Qtr, FY 20 J I, 2nd Qtr, FY 2012, etc.) 

Year Identified: Fiscal year of the annual SOA in which the weakness was first 
reported. 

Original Targeted Correction Date: Quarter and fiscal year of the targeted correction 
date when reporting entity first reported it. 

Targeted Correction Date in Last Year's Report : Ouarter and fiscal year of the 
targeted correction date as it was reported in the report ing entity's FY 2010 SOA. 

Current Target Date: Quarter and fiscal vear of targeted correction date per this SOA. 
This date must agree with the final date listed in the milestones. 

6. Rcuson For Change in Date: Reason for change in quarter and fiscal year of C urrent 
Target Date from the Target Correction Date in Last Year's Report as indicated in item 
No.5 above. If applicable. the reason for change should include a brief description of the 
impact; e.g., cost of delaying weakness. 

7. Validation Indicato r : Briefly indicate the methodology that the reporting entity wi ll use 
to certify the effectiveness of the corrective action(s) and the projected date that the 
certification will take place. In addition, indicate the role that the 10 DoD or the Component 
Audit Service will play in verification of the corrective action. Note: All weaknesses must 
list. as the last projected milestone, the validation technique to be used. 

8. Results Indicator: Describe key results that have been or will be achieved in terms of 
perfonnance measures. Perfonnance measures arc quami t"atiyc and/or qualitative measures 
that detennine the benefits derived or that will be derived from the corrective action and the 
overall impact of the correction on operations. If monetary benefits are determinable, state 
that infonnation here_ NOTE: Specifically identify one or two defined perfomlance 
measures or defined results thaI wi ll be used to detenn ine successful completion of the 
proposed remedial effort. 

9. Source(s) Identify ing Weakness: Use the following other applicable sources: (a) 
MICP evaluation; (b) IG DoD; (c) Component Audit Service; (d) GAO; (e) Component 
internal review organization; (f) Component 10: or (g) In tegrated Financial System 
Assessment; or (h) Other. When audit findings are the source of weakness identification. 
identify the title. number. and date of the document in which the weakness was identified. If 

PART I, Page 25 of 47 



the weakness was identified by more than one source. li st all identifying sources in order of 
significance. 

10. Major Milestone to Include Progress to Date: Use a milestone chart indicating actions 
taken and actions planncd for the future. Separate milestones into three categories: (a) 
Completed Milestones; (b) Planned Milestones for Fiscal Year 2012: and (c) Planned 
Milestones Beyond Fiscal Year 2012. List only major milestones in chronological order by 
milestone completion date with the tenninal milestone li sted last. Begin each mi lestone 
action with an action verb. Provide the quarter and fi scal ycar that each major milestone is 
projected to be accomplished. The terminal milestone is the final corrective action, and 
should either be, or include, tbe validation used to correct tbe weakness. 
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EXAMPLE 3 

TAU 11-2 

UNCORRECTED MATERIAL W EAKNESS(ES) IDENTlFIF.D 
DURING PRIOR I'ERIODS 

T itle and Description of Issue: Contract Administrat ion of Service Conlracts. There is a 
significant weakness in administering service contract's which includes incfTcctive planning 
for quality assurance requirements and inadequate training. A lack of surveillance plans has 
resulted in no systematic inspection system or efTective documentation of contract 
perfonnance. Procedures for validating and approving contractor invoices sometimes were 
inadequate and responsibilities and processes for approving invoices were not properly 
defined. 

Functional Catcgorv: Contract Administration 

Component: Army 

Senior Official In Charge: Mr. Robert Taylor. Principal Deputy, Assistant Secretary of the 
Army (Acquisition. Logistics. and Technology) 

Pace of Corrective Act ion: 

Year Identified: FY 2008 

Original Targeted Correction Date: 2nd Qtr, FY 2010 

Target Correction Date in Last Year's Repon: 2nd Qtr, FY 2011 

Current Target Date: 3rd Qtr, FY 2012 

Reason for Change in Date: N/A 

Validation Indicator: The Uni ted States Anny Audit Agency (USAAA) will review the 
eITectiveness of these corrective actions in resol ving the material weakness. 

Results Indicator: The AmlY has addressed every USAAA finding and initiated corrective 
action. 

Source(s) Identifving Weakness: USAAA audit report, "Managing Service Cont.racts,'· 
Audit Report A-2005-0580-AMA. 

Major Milestones to Include I)rogress to Date: 

A. Completed Milestones: 

Milestone: 
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Completed 

Completed 

Completed 

Instructed contract ing officers to orient evaluators on the 
specific types of contracts and specific contract links. 

Clarified existing guidance on quality assurance surveillance 
plans. Recommended to Anny Commands (ACOMs) that they 
review guidance on surveillance when performing contract 
management reviews. 

Issued guidance 10 requi re contracting officers to periodically 
review the Contracting Officer Representative (COR) contract 
files and provide the review results to the activity director. 

B. Planned Milestones for Fiscal Year 2012: 

2"' Qtr, FY 2012 

3'd Qtr. FY 2012 

Milestone: 

Issue guidance to the acquisit ion community instructing 
contracting officers to establish the appropriate responsibilit ies 
and limitations for appointment letters. 

Validate thai weakness is corrected and through audit conducted 
byUSAAA. 

C. Planned Milestones Beyond Fiscal Year 2012: N/A 
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TEMPLATES 

TAB B-3 

MATERIAL WEAKNESS(ES) CORRECTED TillS I'ERIOD 

ALSO FOR TABS C-3, D-3, E-3, F-3, ETC., FOR SYSTEMIC WEAKNESS(ES) 
FORMAT AS WELL AS FOR FMFIA ICOFR MATERIAL WEA KNESS(ES) 

Use Tab 8-3 to provide a narrative for each material weakness for which corrective 
actions were completed in FY 2011. Begin each material weakness narrative at the top ora 
new page. Group infomlation into two subsections: " Identified During the Period" and 
"Identified During Prior Periods". 

For weaknesses appearing in TAB 8-3, use the format and data requirements 
identified for Tab B-2. Item 10, "Major Milestones to Include Progress to Date", Begin each 
corrective action with an active verb in the past tense. Since this must be a corrective status. 
all actions must be reflected as "completed" mi lestones. Otherwise. the weakness cannot be 
class ified as completed, and the reporting entity must continue to rcport it as ongoing in Tab 
8-2. 
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EXAM PLE 4 

TAB 8-3 

MATERIAL W EAKNESSES CORRECTEI> THIS l'ERlOI> II>ENTIFI EI> I>URING 
PRIOR l'ERIOI>S 

Title and Description of Issue: Independent Logistics Assessment (ILA) Process. The 
Navy did not effectively implement the lLA Process; specifically. Program Executive Offices 
(PEOs) and Systems Commands (SYSCOMs) did not perfonn a significallt number of ILAs, 
and did not always disclose results or the basis o f logistics certifications to Milestone 
Decis ion Authorities. Ambiguous language and vague references in the policy documents did 
not support effective implementation and impl ied that pcrfonning ILAs was optimal. This 
adversely impacted the Ass istant Secretary of the Navy's (Research, Deve lopment, and 
Acquisition) strategic goals of improving business processes and improving warfi ghter 
satisfaction. 

Functional Categorv: Supply Operations 

Component: Navy 

Senior Official in Ch:lrge: Mr. John Paul Jones, Deputy Director of Supply and 
Acquisitions, Navy 

Pace of Corrective Action : 

Year Identified: FY 2007 

Original Targeted Correction Date: 2nd Qlr. FY 2009 

Targeted Correction Date in Last Year's Report: 3rd Qtr, FY 2011 

Current Target Date: N/A 

Re:tson for Change in Date: N/A 

Validation Indicator: All correc tive action(s) wcrc certified by an internal review audit. 

Results Indicator: Overal l, the number o f I LAs perfo mlcd is accurate. and the results or the 
basis of the logisti cs certi fication is disclosed to the appropriate parties for making informed 
decisions. 

Source(s) Identi fvi ng Weakness: Naval Audit Service (NA VAUDSVC. NA VAUDSVC 
Report No. N2000-0027. " Independent Logistics Assessment Process;' June 27. 2006. 

Ma jor Milestones to Include Progress to Da te: 
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A. Completed Milestones: 

Completed 

Completed 

Completed 

Completed 

Milestone: 

Revised Navy acquisition policy to clearly state: 
(a) whether perfonning independent assessments of 
logistics is a requirement, and is the basis for logistics 
certification; (b) the desired ou tcome of the ILA process. 
and (c) whether or not usc ofa Chief of Naval 
Operations (CNO) - validated assessment process is 
required. 

Revised lLA policy to: (a) clearly articulate the des ired 
outcome of the lLA process; (b) clarify the full scope of 
individual implementat ion procedures which include the 
overall management of ILAs and 311 associated 
responsibilities; (c) clearly define procedures for 
submitting the ILA implementation procedures for 
validation; and (d) provide guidelines for development 
and implementat ion that ensure timely and effective 
supportability review and an opportunity for the 
decision process prior to initial operational capabil ity. 

Revised guidance, which addresses ILAs in detail. to 
provide additional guidance to S YSCOMS. PEOs, and 
Program Managers. 

Validated the weakness was corrected through an on-site 
internal review audit performed by the Naval Audit 
Service. 
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GUIDELINES 
FOR 

INTERNAL CONTROL OVER FINANCIAL REPORTING (ICOFR) SOA 

The aso PSAs and. in some cases. their ODD Field Act ivities. must prepare, in 
addition to their regular SOAs, ICOFR SOAs. These SOAs must be based on stri ct 
assessments, following the requirements of the 20 11 guidance for ICOFR, as required by 
OM B Circular No. A-1 23. Appendix A. " Internal Control over Financial Reporting" . 

When assessments of internal management control within financial report ing disclose 
material weaknesses, the plans and schedules to correct them will usc the same fannat for the 
material weakness status reports as provided for the Tab B fannat and Examples 6, 7) and 8 in 
this guidance. The PSA or Principal Deputy of the reporting entity must sign the 
statement. This signature authority may not be delegated below this level. 

The SOAs wi ll cover a one year period from July 1,2010. through June 30. 2011. and 
will be effective as of June 30, FY 2011. I f a material weakness is expected to be corrected 
within the 4th Quarter. FY 2011. but all actions are not completed as of June 30, the aSD PSA 
should report the material weakness as st ill ongoing. 

Each SOA submission shall consist o f the following: 

~'~A~~~~~~~ memorandum as the Control Over 
SOA. A separate paragraph will provide senior management 's 

assessment on wh,elt,crthere is reasonable assurance that internal management control is in 
place. operating effectively, and being used. The level of assurance can be in one of three 
fornls as discussed in the paragraphs below. A reporting entity could have an unqualified 
assurance Over Nonfinancial Operations and a qualified assurance Over Financial Reporting 
for the General Fund. In another example. a reporting entity could have a qualified assurance 
Over Non financial Reporting an unqualified assurance for the General Fund, and no assurance 
fo r the Working Capital Fund. Remember. regard less of the number of financ ial reporting 
entities, a separate paragraph should report the assurance level for each one. 

a. An Unqualified SOA (reasonable assurance that internal management control over 
financial report-ing is effective, with no material weaknesses reported). Eaeh unqua lified 
statement shall provide a firm basis for that position, which the OSD PSA or Principal Deputy 
will summarize in the cover memorandum. 

b. A Qualified SOA (reasonab le assurance that internal management control over 
financial report ing is effect ive with Lhe exception of one or more material weakncss(cs) 
noted}. The cover memorandwn must c ite the material weakness(es} in internal management 
control that preclude an unquali fied statement. 

c. A Statement orNo Assurance (no reasonable assurance because no assessments 
conducted or the noted material weaknesses are pervasive). The OSD PSA or Principal 
Deputy shall provide an ex tensive rationale for this position. 

2. Tabs D-I , E- l , F-l. etc.: For each financial reporting entity. provide a list of the titles of 
all uncorrected and corrected material weaknesses. Use the same format as described in 
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Template 3 and Example 6 in this guidance. The numbering of the tabs will begin with Tab D 
because Tab B is for the material weaknesses Over Nonfinancial Operations, and Tab C is 
reserved for systemic weakness write-ups by the OSD PSAs. For example, if the OSD PSA 
has three financial report ing entities and eaeh has material weaknesses that are being reported. 
Tab 0-1 can provide the material weakness information for the first one, Tab E-l is for the 
second, and Tab F-l for the third. Each tab must reflect the name of the financial reporting 
entity for which it applies. Clear reporting is crucial. 

3. Tabs 0 -2, E-2, F-2, etc. (Uncorrected Weaknesses): For each t-inancial reporting entity, 
provide detailed narrative descriptions of all uncorrected weaknesses including the plans and 
schedules for the corrective actions. Use the instructions in Template 4 and Example 7 in this 
guidance. 

4. TABs 0-3. E-3, F-3, etc. (Corrected Weaknesses): For each financial reporting entity, 
provide a brief narrative describing the material weaknesses corrected in the current year, 
including the 1110st significant actions taken to correct the weakness. Use the instructions in 
Template 5 and Example 8 in this guidance. 
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TEMPLATE 6 

ICOfRSOA 

SAMPLE M EMORA 'DUM 

MEMORANDUM FOR DIRECTOR OF ADMrNlSTRATION AND MANAGEMENT 
(OSD PSAs must follow the format for the memorandum as prescribed.) 

SUBJECT: Annual Statement Required under the Federal Managers' Financial Integrity Act \ 

As the OSD PSA or Principal Deputy of (name of reporting entity), J recognize thai 
the (name of rcporting entity) managemen t is responsible for establ ishing and maintaining 
effective internal management control to meet the objectives of the Federal Managers' 
Financial Integrity Act (FMFIA). I am able to provide [the statement must tnkc one of 
three fo rms: an unquali lied statement of reasonable assurance (no material weaknesses 
being reported); a qualified statement of reasonable assurance (onc or morc material 
weaknesses being reported); or no assurance (no processes in place to assC'ss the internal 
management cont ro l or pervas ive materia l weaknesses that cannot be llssessed)1 that the 
(name of reporting enti ty) internal management control meets the objectives of FMfIA 
overaIl programs. administrat ive. and operations. (if qmtlified) with the exception of 
(number) material weakness(es) described in Tab B. These material weaknesses were found 
in the internal management control over the effectiveness and efficiency of operat ions and 
compliance with applicable laws and regulations as of the date of this memorandum. Other 
than the material weaknesses noted in Tab B, internal management control was operating 
effectively and no other material weaknesses were found in the design or operation of internal 
management control. 

T he statement will include the following paragraph only if tbe reporting entity 
identified material weaknesses: 

The (name of rC I)Orting entity) FMPIA evaluation did identify material weaknesses. 
Tab B-J is a list of material weaknesses that still require corrective action and those corrected 
during the period. Tab B-2 is an individual narrative for each uncorrected material weakness 
listed in Tab B-1. (Include tbe previous two sentences if your reporting entity has 
uncorrected material weaknesses.) Tab B-3 is an individual narrative for each material 
weakness corrected during the period. (Include the previous sentence if your reporting 
entity corrected any matcrilll weakncsses during the past fiscal year.) 

(Thc statement must include the following.) Tab A provides additional infonnat ion 
on how the (name of reporting entity) conducted the assessment of internal management 
control for the leONO. which was conducted accord ing to OMB Circular A-123. In addition, 
Tab A provides a summary of the significant accomplishments and actions taken to improve 
the (name of reporting entity) intemal management control during thc past year. 

If applitablc, indude a separate paragraph stating the level of assurance for each 
finan cial reporting entity under the OSO PSA's pun'icw. (Sec Table 3 in this guidance.) 
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The (name of reporting entity) conducted an internal management control 
assessment of the effectiveness of the (FS I~ E!s name) interna l management contro l over 
financial report ing for the following implementation area(s): (List the implementation 
areas assessed.) The assessment of the implementation areas was conducted in strict 
compliance with the OMB Circul ar A· 123, Append ix A, as d irected by DoD gu idance under 
the oversight of the Senior Assessment Team. Based on the results of this evaluation, I am 
able to provide (The sta tement must take one of three form s: an unqualified statement of 
assurance (no material weaknesses being reported); a qualified statement of assurance (one or 
more material weaknesses being re ported); or no assurance (no processes in place to assess the 
internal ma nagement control or pcn<asiv(' material weaknesses that cannot be assessed) I that the 
(na me of reporting entity) internal management control over financia l reporting implementation 
areas as of June 30, 20 I I, were operating effectively (if qUlllified) wi th the exception of (number) 
material weakness(es) described in Tab 0 (or ifmore than one fin ancial reporting entity, Tab E, F, 
etc.). These material weaknesses were fou nd in the imernal management control over the reliabil ity of 
linancial reporting as of June 30, 20 II. Other than the material weaknesses noted in Tab 0 I(or if 
more than one financial reporting ent ity, Tab E, F, etc.), the internal management control was 
operating effectively and no other material weak nesses were found in the design or operation oftne 
internal management control over fi nanc ial reporting for the (name of the financial reporting enti ty). 
Areas that arc not inside the implementation areas listed above were not assessed. Therefore. I can 
provide no assurance on areas that arc not within the above listed im plemental ion areas for the (namt:' 
of the financial repor ting entity). 

The OSD PSA' s statement will include tht:' following parllgmph if the reporting enti ty 
identified material weaknesses over financial reporting for one or more fiUl.ncial reporting 
entity: 

The (name of the financial reporting entity) material weaknesses are described in Tab O. 
Tab 0·1 (or Tab E-I , F- I, etc., for each FRE) is a li st of material weaknesses that stilt requi re 
corrective action and those corrected during the per iod. Tab 0 ·2 (o r Tab E-2, F.2, etc.) is an 
individual narrati ve for each uncorrected material weakness listed in Tab 0·1 (or Tab F..- L F-1. etc.). 
(Include the previous two sentences if your reporting entity has uncorrected material 
weaknesses.) Tab 0·3 (o r Tab E·3, F-3, etc.), is an individual narrative for each material weakness 
corrected during the period. (Include the I)revious sentence if you.' reporting entity corrected any 
materia l weaknesses du ring the past fiscal year.) 

(Signature ofOSD PSA or Princip.tI Deputy) 
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EXAMPLE 5 

ICOFR SOA 

MEMORANDUM FOR DIRECTOR OF ADM IN ISTRATION AND MANAGEMENT 

SUBJECT: Annual Statement Required under the Federal Managers' Financial Integrity Act 

As Director of the Defense Aircraft Agency, I recognize that the Defense Aircraft 
Agency's management is responsible for establishing and maintaining effective intemal 
management control to meet the objectives of the Federal Managers' Financial Integrity Act 
(FMFIA). I am able to provide an unqualified statement of reasonable assurance that the 
Defense Aircraft Agency's intemal management control meet the objectives of the FMFIA 
overall programs, administration, and operations. 

Tab A provides additional information on how the Defense Aircraft Agency conducted 
the assessment ofintemal management control for the FMFlA over non-financial operations, 
which was conducted according to OMB Circular A-123, "Management's Responsibility for 
Internal Control" . In addition, Tab A provides a summary of the significant accomplishments 
and actions taken to improve Defense Aircraft Agency intemal management control during 
the past year. 

The Defense Aircraft Agency conducted an intemal management control assessment 
of the effectiveness of the General Fund's internal management control over tinancial 
reporting for the following implementation areas: Fund Balance with Treasury, Accounts 
Receivable, Operating Materials and Supplies, Real Property and Military Equipment. The 
assessment of the implementation areas was conducted in strict compliance with the OMB 
Circular A-1 23, Appendix A, as directed by DoD guidance under the oversight of the Senior 
Assessment Team, which is maintaining complcte records of the assessment documentation. 
Based on the results of this evaluation, I am able to provide a qualified statement of assurance 
that the Defense Aircraft Agency General Fund's ICOFR implementation areas as of June 30, 
2011 were operating effectively with the exception of the two material weaknesses described 
in Tab D. These material weaknesses were found in the internal management control over the 
reliability of financial reporting as of June 30, 2011. Other than the material weaknesses 
noted in Tab D, the internal management control was operating effectively, and no other 
material weaknesses were found in the design or operation of the internal management control 
over financial reporting for the Defense Aircraft Agency General Fund. Areas that are not 
inside the implementation areas listed above were not assessed. Therefore, I can provide no 
assurance on areas that are not within the above listed implementation areas for the Defense 
Aircraft Agency General Fund. 

The Defense Aircraft Agency General Fund material weaknesses are described in Tab 
D. Tab D-l is a list of material weaknesses that still require corrective action and those 
corrected during the period. Tab 0-2 is an individual narrative for each uncorrected material 
weakness listed in Tab D-1. Tab 0-3 is an individual narrative for each material weakness 
corrected during the period. 

Jane Deer 
Director, Defense Aircraft Agency 

Part I, Page 36 of 47 



EXAMPLE 6 

TAB lJ-1 

LISTS OF ALL UNCORRECTED AND CORRECTED MATERIAL WEAKNESSES 

Below arc examples of Tab 0-1 (List of All Uncorrected and Corrected Material 
Weaknesses), Tab 0-2 (Uncorrected Material Weaknesses Identified During tbe Period), and 
Tab D-3 (Material Weaknesses Corrected Identified During Prior Periods), wh ich correspond 
with the preceding example memorandum. For instructions on how to complete Tabs D-I , 0 -2, 
and D-3, see the Tab B format in this guidance. 

Uncorrected Weaknesses Identified During the Period: 

T itle 

Category: Financial Reporting 
Accounts Receivable 

Quarter (QTR) and Fiscal Vcar (FV) 
Targeted Corr-cction Datc 

2" Qtr. FV 2013 

Uncorrected Weaknesses Identified During Prior Periods: 

T itle 

N/A 

Year 
First 
Reported 

N/A 

Correction OTR & FY Oate 
Per Last Per This 
An nual Annual 
Statement Statement 

N/A N/A 

Corrected 'Weaknesses Identified During All Periods: 

Title 

Category: Financial Reporting 
Accounts Payable 
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EXAMPLE 7 

TAB D-2 

UNCORRECTED WEAKNESSES 
IDENTIFIED DURING THE PERIOD 

Title and Description of Issue: Accounts Receivable. All costs not captured to appropriate orders. 
Customer invoiced for incorrect amount of goods or services received. The inability to reconcile 
invoice with customer orders may lead to misstatement of Accounts Receivable. 

Functional Categorv: Financial Reporti.ng. Accounts Receivable 

Component: Defense Aircrart Agency (DAA) General Fund 

Senior Official." Charge: Ms. Buck Fawn, Comptroller. Defense Aircraft Agency 

Pace of Corrective Action: 

Year Identified: FY 2010 

Original Targeted Correction Date: N/A 

Targeted Correction Date in Last Year"s Report: N/A 

Current Target Date: 2nd Qtr, FY 20 13 

Reason for Change in Date: N/A 

Validation Indicator: All costs will be captured to projects. Monthly reconciliation of costs to 
DAA projects will result in variance of less that 5 percent. 

Results Indicator: Reduced billing errors and more accurate Accounts Receivable reporting. 

Source(s) Identifying Weakness: Control Test results, June 2010 

Major Milestones to Include Progress to Date: 

A. Completed Milestones : 

Completed 

Completed 

Milestone: 

Evaluated current accounting system capabilities for 
capturing costs. 

Developed preliminary reconciliation process. 
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B. Planned Milestones for Fiscal Year 201 2: 

Milestone: 

3" Qtr, FY 2012 Develop reconciliation procedures. 

4~ Qtr, FY 2012 Issue reconciliation procedures. 

C. Planned Milestones Beyond Fisca l Year 201 2: 

I" Qtr, FY 2013 

I " Qtr, FY 2013 

2"" Qtr. FY 2013 

Milestonc: 

Test procedures for variance. 

Train employees on new procedures and implement. 

Validatc that variance is less than 5 percent, during 
monthly reconci liation of costs to DAA projects. 
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EXAMPLE 8 

TAB D-3 

MAT ERIAL W EAKJ'I ESSES CORRECTED 
IDENTfFIED DURING PRIOR PERIODS 

Title and I)cscription of Issue: Accounts Payable. Requesting Component and Pcrfonlling 
DoD Component do not reconcile payables. This may result in financial reporting 
misstatements. 

Functional Category: Financial Report ing. Accounts Payable 

Component: Defense Aircraft Agency (DAA) General Fund 

Senior Official in C harge: Mr. Buck Fawn, Comptroller, Defense Aircraft Agency 

Pace of Corrective Action : 

Year Identified: FY 2010 

Original Targeted Correction Date: 1 51 Qtr, FY 20 11 

Targeted Correction Date in Last Year's Report: 3rd Qtr. FY 2011 

Current Target Date: Nt A 

Reason (or Change in Date: N/A 

Validation Indicator: Payables balance is reflected accurately in correct period. 

Result's Indicator: A benchmark of at least 98% of instances where Requesting Component 
and Pcrfonning 000 Component reconc ile payables in the same accounting period. 
Variances can be explained. 

Source(s) Identifyi ng Weakness: Control Tests, May 2010 

Major Milestones to Include Progress to Date: 

A. Completed Milestones: 

Completed 

Milcstone: 

Implcmcnted process that required reconciliation 
between Requesting Component's and Performing 000 
Component' s payables in the same accounting period. 
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A. Completed Milestones (continued): 

Completed 

Completed 

Management represents that reconciliation results in 
financial reports that are properly c lassified. described, 
and disclosed. 

Val idated that the weakness is corrected: payabJcs 
balance is accurate for correct period. 
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TEMPLATE 7 

INTERNAL CONTROL OVER FINA 'ClAL SYSTEMS (lCOFS) PROCESS 

Federal Financial Management Improvement Act (FFMIA) Compliance. The 
reporting entity should provide an overall introductory summary statement to accompany and 
explain the below table regarding its compl iance with FFMIA. Instructions for completing 
the table arc provided below. 

Compliance with Federal Financial Management Improvement Act 

Substantial Compl iance Reporting 
Auditor 

Reason for Non~ 

Requirements Entity Compliance 

1. System Requirements 

2. Accounting Standards 

3. USSGL at Transaction Level 

Actions to Achieve FFMIA Compliance. The reporting entity should describe. as 
prescribed in the below instructions, its ongoing actions and/or plans 10 achieve FFMIA 
compliance. In addition, the reporting entity should provide the date when FFMIA 
compliance is expected to be achieved. 

INSTRUCTIONS FOR ICOFS 
This guidance provides direction for conducting thc FMFIA ICOFS process and 

reporting the results annually in the SOA. This guidance is consistent with the FFMIA of 
1996 (Section. 801 of title 31. United States Code); OMS Cir. A-1 27, "Financial Management 
Systems"; and 000 Financial Management Regulation (DoDFMR) Volumc I, Chapter 3, 
"Federal Financial Management Improvement Act of 1996 Compliance. Evaluation. and 
Reporting". Preparers of the annual SOA should be thoroughly familiar with the FFM:IA. 
OMB Cir. A-127, and DoDFMR Volume I . Chapter 3. 

Applicability. Establishing a FMFIA ICOFS process and annual SOA reporting is 
mandatory for 000 reporting entities listed in Volume 69. Chapter I. paragraphs 01060 1, 
010602. and 010605 of the DoDFMR: 

Reponing Requirement. 

The Head of each reporting entity is responsible for reporting the compliance of the 
entity's Integrated Financial Management System (IFMS) with the FFMIA. OMS Circular 
A-127, and Chapter 3 of Volume 1 of the DoDFMR. lFMS is defined in the last section of 
these instructions. The FFMIA requires the entity's IFMS to be substantially compliant with: 

I. Federal system requirements: 
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2. Federal accounting standards; and 

3. U.S. Standard General Ledger (USSGL) at the transaction level. 

Compliance is to be reported in the table in the fo rmat section above. Specific 
guidance for completing the table is providcd below. 

I. Reporting Entity and Auditor Columns of the Table. Enter either "Yes" or "No" 
for each compliance requirement. Use "Yes" to report substantial compliance. and usc "No" 
to indicate non-compliance. The reporting entity column is used 10 report the entity's 
compliance deternlination. Detennination is accomplished in accordance with the next 
section. The Auditor column is used to report the aud itor of entity's financial statements 
dctenninat ion of compliance. Financial statement audit reports are required to provide the 
auditor's detennination of the entity's FFMIA compliance. If the entity's fi nancial statements 
have not been audited , then "N/A' is to be reported. 

2. Reason for Non-Compliance Column of the Table. 

a. If the entity's IFMS is reported as not substantially complian t ("No") for 
any of the three compliance requ irements. complete the Reason for on-Compliance column, 
as described in the next subsection. and accompany the table with a narrative explanation to 
explain why the IFMS is not substantially compliant and what is planned to achieve 
compliance, as well as the fiscal year that the IfMS is expected to achieve substantial 
compliance. 

b. For each "No" indicating that the entity's IFMS is not substantially 
compliant. one of the following is to be used in the Reason for Non-Compliance column: 

i. " IFMS has not been defined:' 

ii. " IFMS has been defined, but has not been fully implemented:' 

iii. "IFMS has been implemented. but has not been fully tested:' 

FFMlA Compliance Detennination. 

1. FFMIA compliance shall be determi ned through testing and cvaluation by an 
indcpendent internal or extenlaJ resource (e.g. , IG DoD. Component Audit Agency, or 
Independent Public Accounting firnl). Reporting entity Heads shall ensurc that the internal or 
external resource is objective and sufficiently qua lified to perfonn the testing and cvaluation. 

2. Compliance testing shall be perfonllcd in accordance with the GAO Financial 
Audit Manual (F AM). The GAO F AM (section 300 of Volume 1 and sect ion 700 of Volume 
2) provides specific procedures auditors should perfonn when assessing FFMIA compliance. 

3. FFMIA compliance test results/audit reports shall be retained for no less than three 
years and be made available to financial statement auditors. 

lFMS Improvement Plans. 

1. The Head of each reporting entity is responsible for preparing. maintaining, and 
execut ing an rFMS improvement plan when the re is modcrate risk cfnon-compliance. IFMS 
improvement plans shall be fully integrated with financial improvement plans and preparation 
plans for future financial statement audits. 
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3. Reporting entities. as defined above but not including the reporting entities 
in section a above, shall develop and maintain their IFMS improvement plans internally to 
their organizations utilizing a method (c.g .. Microsoft Project) that supports coordination of 
the plans with the Defense Finance and Accounting Service, Business Transformation 
Agency. and other DoD organizations. as needed. 

2. IFMS improvement plans also must: 

a. Be integratcd with the reporting entity's internal control program and 
implementation and execution of OMB Circular A-123. Appendix A; and 

b. Provide assurance to management througb control testing that the IFMS is 
ready for conducting the FFMIA compliance determination. as described above. 

Integrated Financial Management System (IFMS) Defined. The IFMS is a unified set 
of financial systems and the financial portions of mixed systems encompassing the software. 
hardware, personnel, processes (manual and automated), procedures, controls, and data 
necessary to carry out financial management functions. manage financial operations of the 
agency and report on the Agency's financial status to central agencies. Congress and the 
public. Unified means that the systems arc planned for and managed togcther. operated in an 
integrated fashion, and linked together electronica ll y in an efficient and effective manner to 
provide agency-wide financial system support necessary to carry out the agency 's mission and 
support the agency's financial management needs. The IFMS has the following 
characteristics: 

I. Common data elements. 

2. Common transaction processing. 

3. Consistent internal control. 

4. Efficient transaction entry. 
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DEFINITIONS 

))0)) INTERNAL MANAGEMENT CONTROL REPORTING 
FUNCTIONAL CATEGORIES 

Group material weaknesses, both uncorrected and corrected. by the DoD functional 
category designations listed and defined below. 

I. Research, Development, Test. and Evaluation. The basic project definition. 
approval. and transition from basic research through development, test, and evaluation and all 
DoD and contractor operations involved in accomplishing the project work, excluding the 
support functions covered in separate reporting categori es such as Procurement and Contract 
Administration. 

2. Acquisition. This category applies to all acquisitions, including major acquisitions. 
Items designated as major systems are subject to the procedures of the Defense Acquisition 
Board. the Military Services Acquisition Review Councils. or the Selected Acquisition Reporting 
System. 000 Directive 5000.01 may be helpful when evaluating a weakness for inclusion in thi s 
category. (Explanatory Note: The OMB Office of Federa l Procurement Policy issued "OMS 
Guidelines for Assessing the Acquisition Function;' in May 2008. Subsequently. on April 6. 
2009, the Office of the Under Secretary of Defense for Acquisition. Technology, and 
Logistics issued. "Guidance on the Assessment of Acq uisition Functions under OMB Circular 
A-123 ," which requires the use of an acquis ition assessment template when conducti ng 
internal control reviews and reporting of internal contro l weaknesses. The purpose of the 
acquisition template is to assist in the detemlination of risks related to proper implementation; 
evaluation of existing control and monitoring acti vities: consideration of corresponding 
standards and success factors; and determination of new deficiencies or material weaknesses.) 

3. Procurement. The decisions to purchase items and services with certain actions to 
award and amend contracts (e.g., contrac tual provisions, type of contract, invi tation to bid, 
independent Government cost estimate, technical specifications, evaluation and selection 
process, pricing, and reporting). 

4. Contract Administration. The fulfillment of contractual requ irements including 
performance and delivery, quality contro l and lesting to meet specifications. perfonnance 
acceptance, bill ing and payment control. justification for con tractual amendments. and act ions to 
protect the best interests of the Government. accord ing to OMS Memorandum, "Conduct ing 
Acquisition Assessments Under Circular No. A-123:' dated May 21 , 2008, and the Assessment of 
Acquisition Functions under OMB Circular A-123 . 

5. Force Readiness. The operational readiness capability of combat and combat 
support (both Active and Reserve) forces based on analyses of the use of resources to attain 
required combat capability or read iness levels. 
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6. Manufacturing. Maintenance. and Repai r. The management and operation of 
in-house and contractor-operated facilities performing maintenance and repair and/or 
installat ion of modifications to materiel, equipment. and supplies. Includes depot and arsenal­
type facilities as well as intennediate and uni t levels of military organizations. 

7. Supply Operations. The supply operations at the wholesale (depot and inventory 
control point) level from the initial deternl inalion of matericl requirements through receipt. 
storage, issue reporting. and inventory control (excluding the procurement ofmatericls and 
supplies). Covers all supply operations at retail (customer) level , including the accountabil ity 
and control for supplies and equipment of all commodi ties in the supply accounts of all units 
and organizations (excluding the procurement of materiel, equipment, and supplies). 

8. Property Management. Construction, rehabilitat ion, moderniz.ation, expansion, 
improvement. management, and control over real and install ed property. and facilities (both 
military and civil works construction) and includes all phases of property life-cycle 
management. Also covers disposal actions for all materiel. equipment. and supplies, 
including the Defense Reutilization and Marketing System. 

9. Communications and/or Intell igence and/or Seeuritv. The plans, operations. 
systems, and management nctivities for accomplishing the communications and intelligence 
missions and safeguarding classified resources (not peripheral assets and support func tions 
covered by other reporting categories). Also covers the 000 programs for protection of 
classified infonnation. 

to. Infonnation Technologv. The design. development, testing. approval , 
deployment. use, and security of automated infomlation systems (using a combination of 
computer hardware. software, data or telecommunications that perfonns functions such as 
collecting, process ing. storing, transmitting. or disp laying information) and other technologies 
for processing management infonnation. This includes requirements for justification of 
equipment and softwarc. 000 Directive 8000.01 may be helpful whcn evaluation a weakness 
for inclusion in this category. 

11. Personnel and/or Organizat ion Management. Authorizations, recruitment. 
training, assignment. usc. development. and management of military and civilian personnel of 
the Department of Defense. Also includes the operations of headquarters organizations. 
Contract personnel are not covered by this category. 

12. Comptroller and/or Resource Management. The budget process. finance and 
accounting, cost analysis. productivity and management improvement. and the general 
allocation and continuing evaluation of available resources to accomplish mission objectives. 
Includes pay and allowances for all DoD personnel and all JinanciaJ management areas not 
covered by other reporting categories, including those in connection with OMB Circular 
A-76, Per[omlance of Commercial Activities, May 29, 2003. 
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13. SupPOrt Services. All support service functions financed from appropriated funds 
not covered by the other reporting categories such as healLhcare, veterinary care, and legal and 
public affairs services. All nonappropriated fund activities are also covered by this category. 

14. Security Assistancc. Management of 000 foreign Military Sales, Grant Aid, and 
International Military Education and Training Programs. 

15. Other (Primarilv Transportation). All func tional responsibilitics not contained in 
sections I through 14, including management and use ofland. sea, and air transportation for 
movement of personnel, materiel. supplies, and equipment using both military and civilian 
sources. 

16. Financial Reporting (Pertain ing to ICO FR). Processes, procedures, and systems 
used to prepare, compile. and generate the Department of Defense's financial statements 
according to Section 35 12 of title 31, United States Code: DoD 8910.1-M, "DoD Procedures 
for Management of Information Requirements;' June 1998: the Federal Accounting Standards 
Advisory Board (FASAB) guidance; the Department of Treasury Financial Manual , Volwne 
I: Federal Agencies; the United States Standard General Ledger (USSGL); OMB Circular No. 
A-136. " Financial Reporting Requirements:': and 000 7000.14-R, "000 Financial 
Management Regulations". 

17. Financial Systems (Pertaining to leOFS) Conformance with Federal Requirements. 
The assessment. evaluation. and reporting of achievement or material weakness(es) of the 
integrated financial management system 's confonnance with Federal requirements for financial 
systems in accordance with title 3 1. United States Code; OMB Circular No. A-127; and DoD 
7000. 14-R. Volume I, Chapter 3. "Department of Defense Financial Management 
Regulation," as amended. 
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PART [J 

SCORECARD INFORMATION FOR THE 

FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT (FMFIA) 

ANNUAL STATEMENT OF ASSURANCE 

FISCAL YEAR 2011 

Attachment 



For the overall Statement of Assurance, there are five categories scored in FY 20 11. 

• Timeliness 
Was the Statement of Assurance received according to the suspense, ahead, or 
behind the suspense date? 
Were the DoD Component's financial reporting requirements timely? 
Was the Statement of Assurance tbe first received for the fiscal year? 
Late submissions put the Department at risk for not meeting the Office of 
Management and Budget 's dead lines. 
Extremely late reports are an indkation of poor program execution or lack of 
sufficient leadership involvement. 

• Fonnat 
Was the Statement of Assurance accurate, complete. and easy to read? 
Was the Statement compliant with guidance? 
Did the Head or Principal Deputy sign the Statement, and is the Statement 
addressed to the Secretary of Defense? (Note for OSD submiss ions: OnJy the 
overall OSD Statement is addressed to the Secretary of Defense. OSD Principal 
Staff Assistants address their Statements to the DA&M.) 
Did the Statement have the appropriate signatures for all leadership in the 
coordination chain? 

• Program Execution 
Does the Statement include narrative indicating that the Managers' Internal 
Control Program (M1CP) is executed at all levels of the Component? 
To what extent is the Component us ing innovative methods to reach all levels of 
the organization? 
Does the program execution support a timely submission with an acceptable 
format and prompt resolution of weaknesses? 
Is there evidence that the Component includes all subordinate organizations in the 
program execution as required? 

• Training 
Does the Statement include narrative describing MICP training given at all levels 
of the Component? 
What is the extent to which the Component uses innovative methods to reach all 
levels of the organization? 
Is the Component sufficiently training all Component personnel? 
Are the MICP coordinators receivi_ng allnual training on their roles and 
responsibilities? 

• Material Weakness Reporting Activity 
Does the Statement describe progress toward correcting identified material 
weaknesses promptly? 
Does the Statement indicate resolution orall delinquent weaknesses? Delinquent 
weaknesses are unacceptable. 
Does the Statement clearly show that the Component conducted a robust 
assessment of internal controls? 
Is the Component forthrightly reporting weaknesses, especially those issues whcre 
the Department is criticized by an outside stakeholder such as the Government 
Accountability Office or the Office of Management and Budget for omitting the 
issue as a matcrial weakness? 
Has the Component obtained an unqualified opinion with no material weaknesses 
outstanding, a qualified opinion, or another independent audit opinion over 
financial reporting? 

Part 11, Page 2 of5 



The tables below describe the criteria used to score the Statements or Assurance. 

• 

aspect's (Accurate, complele. easy to read. and represents an 
exceptional model 10 benchmark. Benchmark means that Ihe 
Statement Ass1Irance is an exceptional modelJor olher 

> /0 

not necessary to 
Component. 

AN D 
• Acceptable in all aspects. (Accurate, complete, ealY to read. and 

• or any 
aspect of the Statement, to i unclear material weakness 
corrective actions or milestone dates that do not correctly fo llow the 
required format. 

OR 
• Unsatisfactory in at least one aspect. (Not aCCl/rale, nol 

• 
OR 

• Incorrectly stated the opinion; i.e .. provided an unqualified 
Statement that should have been qualified, or opinion omjtted. 

OR 
• Omitting requi rements. 

OR 

• 

• J program 

• program , i 
• Statement is over days late, receiving (-10) points in the 

Timeliness Category. 
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+3 points • Best in Category - Component reports at least one innovative 
which enhances 

coordinators, Component managers, and 

or more on 
targeted in FY 20 II Statement of Assurance. 
least 2 weaknesses corrected.) 

AND/OR 
• Unqualified opinion through independent audit on financial 

statement. 
OR 

• 70% or more are corrected on time and at least two weaknesses are 
corrected in advance of target. 

OR 
• None due for correct ion but more than three weaknesses are 

corrected in 
• on 110 

qualification on the number of weaknesses Ihat mllst be corrected.) 
AND/OR 

• Qualified opinion through independent audit on financial statement. 
OR 

• 60% to 69% are corrected on time and more theUl one weakness 
corrected in advance of target. 

OR 
• None due for correction but at least two weaknesses corrected in 

I+JjiiOiiDts---t.;-~ to arc on 
qualification on (he number thaI mllst be c",onec/"ed) 

OR 

no 

• 50% to 59% arc corrected on time and at least one weakness 
corrected in advance of target. 

OR 
• in advance of due date. 
• 

OR 
• Ifnone due for correction in FY 2011: 

o At least one new weakness reported or one weakness reported 
as corrected in last three years. 

OR 
o Statement indicates at least two issues/deficiencies found, that 

do not warrant reporting as material weaknesses and 
Statement describes actions to resolve. (Mllsl lise formal 
described in ParI lof guidance.) 
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+J point 

-1 point 

'Iotted.l! \\ l'akm'ss Rl'llO .. tin~ .\eti, it~ c.ltc~un (continued) 
• 50% to 59% corrected on time. 

OR 
• Ifnone due for correct ion during FY 2011 and no new or old 

weaknesses in last three years, the Statement of Assurance must 
indicate at least one issue/deficiency and actions to resolve. (Must 
include corrective actions IIsinJ! th: formal in ParI I ~;j~llidanc~~j 

• Less than 50% of weaknesses corrected. 
OR 

• No weaknesses reported as new in past three fiscal years. 
AND 

• No weaknesses corrected in past three fiscal years. 
AND 

• No deficienc ies with corrective actions discussed in Statement or 
Assurance. 

NOTE: 
• Delinquenlllleaknesses wi!! resull in a REDUCTION OF TOT A L 

SCORE asiiJllows: 
(A Componenl with remaining delinquenlweaknesses would 
receive lhe nexl lower score inlhe lolal score oj this calegory. 
For example, a Componelltlhal resolved 4 of 4 material 
weaknesses on lime would receive +5 points. However, if one or 
more delinquent weaknesses remain open, the lolal score would 
be reduced to + 4 poinls.) 
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