Engineered Resilient Systems (ERS):

Insights and Achievements within the ERS Secretary of
Defense Science and Technology (S&T) Priority

Dr. Robert Neches
Director, Advanced Engineering Initiatives
Office of the Deputy Assistant Secretary of Defense
for Systems Engineering

15th Annual NDIA Systems Engineering Conference
San Diego, CA | October 25, 2012

NDIA 15% Annual SE Conference Distribution Statement A — Approved for public release by OSR on 10/09/2012, SR Case # 13-S-0076 applies.
October 2012 | Page-1



Capabllities Dellvered by the ERS

FAR TERM{FY 15+
» Explicithy conzider orﬂvmu 'I'lPsn degign

= Living, adapfive reposi debcmaure
designe, aparatianalimiss cn e, Vallt
o g o . b and larg ale data nﬂnlr\g
* Dirsct as the producibility (manufacturability} of
o P O Pstant Sen R
= mmmm lifecycle costs of design alternatives
training toals

a

mmqsv 16- 18}

Fae mm \ Eu.tcnd ERSm ground vehicles, weapons and software

j Transfomn the Jlsmon - dEH‘S{Jeanpel Shipa, Alr Vahlcls, and Sansor
T;. pmcessmmvg Remasmion Teamst oo >

T Lt g pmm I R - HEpAT datr dasige
L o (' R nt DUITLES

ma“yemam s ey T AL
\ mmu,ghacquﬁaﬂon pnwsss e T
__\ l.eapamanB&T E_

1 NEAR-TERM{FY 13- 15}

+ Capturs and modsl szzential compansnts of the Dol
acquisition and operational analysls processes

* Integrate medels, simulations, cellaberative tools, radespace
anglyela, anginsaring deslgn procssass Into single architectur

= Incorporate lessons leamed and create communities of Inferes!
through DoD social madia sxploitation

+ Demonstrate ERS for Ships, Alr Vehlcles, and Ssnzors

.g.,_» Imewewmd.usml.uj and Lifeeyels”
across e
anwnmun protess

TPt M SE SO AF FROIT
I

» Susiclion of Nz MWW

Key Concepts of ERS
Major ERS Technical Areas
Consistent system and contextual info represented in many forn|
Mission effectiveness proven wrt operational context * Integrating Architecture
+ Dafalnowledge Management and Tralning
Large scale managed collaborative environmen + Virual Collaboratlve Envlronment
Exploration and analysis of appropriately sized tradesp * Interoperable Madels, Simulations, and Data
+ Usable Misslon Context
Coupling of know .
across engineerir Ekmr:“““,' Rellabllity, and 3;' :
disciplines, acqui s eSS .
activities and + Declslon Support Technolegless > 4
TEPTEsEntations | yralidation, Verification, and | -
Damonstration for N
components, systems
ERS Timeline
L Major Goals of ERS by 2022
Arch il ire + L] +
Moot menent ¢ y Y + 75% time savings via reduction of rework, with resultant
e ' ¢ f  recactions In overall RDTSE costs
i b 8 ¢ ¢ 4, fpooldincrease In number of parameters and operationa
kel scenarlos considered In setting system regulrements prlo
Risike, Redisal iliby 2an ol Trogsd + + to Ml iestone &
it i s ¢ ! - Quantification of risk of failure to meet changing mission
_ E V_‘}"ﬁ regpii rements, in eperationally relevant contexts, for
Detmat Dk o systems under devealopment
s * Juiiny + Integration of Preduclbllity, Lifecycle and cost estimating
= U concepts comtinuously across the acquisifion process
D U e » Transfermation of the acquisition process through risk
Transitions o mitlgation, cppertunity Identiflcation, productivity
snhancement, aird knowledge managenent

~ Frovide Baaga fo to Dol poficy
© & i he
% T
Battle plan Analvsis AR . " F°’°$"'”’F°5'm5 R?quiremenl_s.

| sketehup Analysis of Alternatives rgaming CAIV Analysis

=

o

3 Flexible workflow enabled by:

] [+ deling fr: rk, data , tool h

=

]

g Product Line architecture Tredegudy . Eng

a o analysis of design analysis, analysis

- = geometry. system integration with

@ — optimization CAD tools 1

o

81 '3 = : a4

o == = Bl S s
H i ‘ [ >
%E == e Sl

Tt Expl

NDIA 15t Annual SE Conference
October 2012 | Page-2

Distribution Statement A — Approved for public release by OSR on 10/09/2012, SR Case # 13-S-0076 applies.



This Presentation

The Prequel: How we got here....

A brief description of ERS’ process and products

How that process has refined DoD's thinking

Key points from an OSD perspective

Ongoing need to foster a ERS community of interest

NDIA 15t Annual SE Conference
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The country — literally — can’t afford not to

 Uncertain futures: engagements and mission needs
change quickly and unexpectedly

— Ties back to supporting Key Mission Areas in Quadrenniel
Defense Review

 Pace and availability of technology

— Nation/state and transnational opponents can leverage the
latest to constantly morph assymetric threats — we must keep up

e Cost

— Our opponents ean will get us to bankrupt ourselves if we don't
spend wisely
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Secretary of Defense Guidance on Science &
Technology (S&T) Priorities FY13-17

SECRETARY OF DEFENSE

sied Rl i Priority S&T Investment Areas:
1. Data to Decisions

2. Engineered Resilient Systems

3. Cyber Science and Technology
4

. Electronic Warfare / Electronic
Protection

. Counter Weapons of Mass Destruction
anufacluring for trusted and assured defense systems.
(3) Cyber Science and Technology — science and technology for efficient, effective
evber capabilities across the spectrum of joint operations. 6 Au to n O I I I
(4) Electronic Warfare / Electronic Protection — new concepts and technology o "

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARY OF DEFE OR ACQUISITION,
NOLOGY AND LOGISTIC
STANT SECRETARY OF DEF
ND ENGINEERING
DIRECTORS OF THE DEFENSE AGENCIES

: FOR RESEARCH

SUBJECT: Secience and Technology (S&T) Priorities for Fiscal Years 2013-17 Planning

The Department’s S&T leadership, led by the Assistant Secretary of Defense &

Research and Engineering,

Defense, the Deputy Assi idustrial Base
Policy, 2 ties. These S&T
of recommendationgACsulting from the
in the FY12-16 Defenfe

derive from a comprehensive analy
Quadrennial Defense Review mission architecture studies directg
Planning Programming Guidance.

The priority S&T investment arcas in the FY13-17 Program Objective Memorandum are;

requirements fc s and use of largs s,

(1) Data to Decisions — science and applications to reduce the cycle time and manpower
(2) Engineered Resilient Systems — engineering concep 5

cience, and design tools to
and to develop agile

protect systems and extend capabilities across the electro-magnetic spectrum.
(5) Counter Weapons of Mass Destruction (WMD) — advances in DoD's ability 1o
locate, secure, monitor, tag, track, interdict, eliminate and attribute WMD weapons 7
and materials. .
(6) Autonomy - science and technology to achieve autonomous systems that reliably and
safely accomplish complex tasks, in all environments.
(7) Human Systems - science and technology to enhance human-machine interfaces to

The Assistant Secretary of Defense for Research and Engineering, with the Department’s
S&T Executive Committee and other stakeholders oversee the development of
implementation roadmaps for each priority arca. These roadmaps will coordinate Component
investments in the priority areas to accelerate the development and delivery of capabilities

consistent with these priorities. =
/
ﬂa,\?‘r»\ 63:.
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Engineered Resilient Systems
A DoD-wide Activity

[ : : : :
The Assistant Secretary of Defense for Research and Engineering, with the Department's

S&T Executive Committee and other stakeholders, will oversee the development of

implementation roadmaps for each priority area. These roadmaps will coordinate
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Engineered Resilient Systems
vs. Systems 2020

An Early Pietw of ERS

 Spans over 50 OSD, DARPA, Air Force, Army, and Naval programs

Engineered Resilient Systems

« A science and technology priority

Ten year plan

Budget is all —and only — the sum of the program budgets

Coordination makes it more than the sum of its parts

Systems 2020
» A specific program
One of a number participating in ERS
Five year span: GFY12-GFY16
Has its own budget

Systems. Executed by service labs and contractors
2020
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GOALS

* To transform the engineering design and development of defense
systems by providing the technical methods, processes,
technologies and tools to

- Reinvigorate engineering science and technology to enable
timely, affordable delivery of complex and adaptive systems

- Develop advanced engineering tools for efficient, integrated
design and development across the full range of product life
cycles (from rapid fielding to traditional acquisitions)

- Advance collaborative design and engineering capabilities for
today’s environment where technologists and engineers span a
diverse set of technical specialties often geographically
distributed

- Increase the efficiency and effectiveness of system design, test
and transition to production of trustworthy systems

IMPACT

TECHNICAL PROGRAM

Technologies and tools for engineering, design and development of cyber
physical systems in key areas

- Systems Analysis Techniques to address a wide range of system
architecture and design drivers

- Concept Engineering techniques and environments to allow for rapid
conception, visualization and assessment of new material approaches
designed and analyzed in a realistic operational context

- Architecture and Design Analysis Techniques and Tools to allow for
automated assessment of a wide range of architecture alternatives and
platforms, for optimal design across multiple missions

- Integrated Modeling Environments which enable integrated, virtual
analysis to leverage technology to reduce cost/increase productivity

- Security Engineering including scientific and engineering principles,
methods and tools to identify vulnerabilities and minimize risks in
hardware, software and firmware, incorporating and evaluating security
as part of the system design

METRICS

* Transforming engineering practices to efficiently create, field
and evolve trusted defense systems which can readily adapt to
the inevitable changes in threat, technology, and mission
environments

* Advancing productivity of US industrial base to develop and
adapt defense systems within the rapid time cycle of
technology and mission changes

* Improving DoD responsiveness to user needs by developing
and deploying new concepts, tools ,and techniques for
defense systems

* Developing trusted systems from untrusted components

Improved engineering and design

+ Development Agility: Quality, timely development with an
incomplete and changing set of system requirements

« Design Integration: Concurrent assessment across design dimensions
and trades, reducing time and surprise

. I;_’roductivity: Design iteration and resolution within shorter design
ime
Improved systems
» Adaptive: The ability to expand and enhance capabilities for future
growth without having to make major changes in the infrastructure
« Effective: Address the needs of the warfighters reliably and robustly
» Trusted: Designed with resilience against current and emerging threats
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Engineered Resilient Systems:
What

Reshaping engineering from design through

production to face 21st Century Challenges

« Ensure that we're building the right things
« Minimize time and cost from design to delivery

« Embrace shifting requirements and manage them

An Early Piew of ERS

NDIA 15t Annual SE Conference Distribution Statement A — Approved for public release by OSR on 10/09/2012, SR Case # 13-S-0076 applies.
October 2012 | Page-9



Breaking away from lockstep processes to enable
creative systems and ConOps solutions

Do analysis of alternatives, requirements definition,
and initial protyping as collaborative, concurrent,
iterative processes

— Reduced time, with more opportunities to learn from efforts

« Enable larger tradespaces, keep alternative design
options open longer, design and test for flexibility

— Increased computing power & ubiquity allows trying more ideas

Do theright tests -- at the right time -- to reduce risk
— Ruling out infeasible approaches early frees up time and money

An Early Piew of ERS
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ERS: Tools and Technologies to
Facilitate Adaptability & Trustability

— ERS Technology Toolbox

1. Trustability: design 4. Tying design, physical 6. Virtual environments
patterns, analytic tools and computational testing & ConOps exploration

/ anufacturmg \
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£ 9 Cgpabmty ' needs exploration: 2@
E ConceptualDesign: &
\_  Engineering .
\ \ ERS Environment

2. Platform-Based 3. Model-Based
analysis & tools: analysis and
architecting simulation

ERS Technology Toolbox

5. Tradespace
exploration

An Early VPiew of ERS
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A resilient system is trusted and effective

out of the box in a wide range of
contexts, easily adapted to many
others through reconfiguration or
replacement, with graceful and
detectable degradation of function.

Research in Engineered Resilient Systems
focuses on agile and cost-effective
design, development, testing, manufacturing, and fielding
of trusted, assured, easily- modified systems

NDIA 15t Annual SE Conference
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ransforming Engineering of
Complex Systems

Engineering for resilience: robust systems with broad utility
 In awide range of joint operations
« Across many potential alternative futures

Faster engineering, less rework
= AFFORDABLE

@ | ® | wa oW o | e | o&s

Better
informed
decision- 5
making CycleProgra Managem } Design/test for
= EFFECTIVE ¥ i| “‘”“’ﬁﬂ&*iswwm — *! vyid gr range of
g s e " / mission contexts
# T — = ADAPTABLE
T ]
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Adaptable? Affordable? Effective?
Designing for Change Reasonably

A system that complies with thousands of specifications is not necessarily resilient

Each tool individually A fairly adaptable system,
maximally effective, effective in many situations, Adaptable,
jointly inconvenient and affordable enough to enable not affordable,
unaffordable buying other tools as well not effective

Specifications

Specifications

— Highly reconfigurable

- 7"Wx12"L — 85tools

— 3 lbs, 8 oz for the bag — 8.75"Wx2.75"L
alone Specificati -

pecifications , 2 Ibs, 11 oz

— $53 for the bag alone — Highly reconfigurable = — $1,300

— Still have to pay for — <1"Wx4,85" L K — Lifetime warranty
the tools — 80z

— Which tools do you — $109
take along?

A Bag of Tools Spyderco ByrdRench Swiss Army Knife
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Engineered Resilient Systems: we no

Longer have Time or Money to Handle Threats Without
Making Systems More Effective, Affordable, & Adaptable

AoA Coy tin,
T 20 5| drgsﬁgnsg
] Yet more
A ‘ Rgmts
Rgmtsl =t
9 | Eng. design \

TRE

Changing rgmts, mission change, evo
al

Redesign

Risk reduction |

T&E

|Compete LRIP

Budget effig;, i
Ciency, reg
> TeSponse time
) reuse

ving threat

!

| Etc.

EFFICIENCY TIME / COST

50 years of process reforms haven'’t controlled time, cost and performance

Prematurely reduces alternatives

Decisions made with incomplete information
Sequential, slow

Information lost at every step

Ad hoc requirements refinement

Alternatives
Kept Longer,
Explored
Deeper

Effective

» Better informed

New tools help engineers & users:
» Understand interactions

* Identify implications

* Manage consequences

Refinement in
= Context of

g Operational
Missions

Program
Manager

Users

Modelers

Affordable -

D;::il!gid i j Tl | Systems

: Faster . Engineers *‘;’f’;‘:u {ETEE Certifiers
engineering = - : I

Lt

Concept
Design
Engineers

! Testers P

Adaptable

» Wider range of
mission contexts

| Collaborative Analysis of Engineering Issues and Impacts

Increased computational power and availability allow more flexibility in data

exploitation and application of services
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System and environmental information represented in many forms

Mission effectiveness derived and tested wrt operational context

iz B e
Bl N Coupling of
knowledge
across
disciplines and
representations

Collaborative Analysis of 4
Engineering Issues, Impacts Rl

Exploration and analysis of huge tradespaces

Very-large-scale managed collaborative environment
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Analysis of Technology Planning Guidance FY13 and POM14 Data Call

 Analysis and conclusions based on review of
programs identified via TPG Data Call, classified
against current ERS technical thrust definitions

— Classification performed by the author

— Binning against topics is subjective and preliminary

 Total dollar value of programs identified by
Services, DARPA and OSD is significant
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' Interoperability

Modeling and
Simulation /
Data Feeds

Data /
Knowledge
Management/
Training
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Programs’ Centers of Gravity wrt ERS

(Binning Based on Most Recent Proposal for Technical Building Blocks)

C4ISR & Network
Modernization
Prognostics &
Diagnostics for the
Future Force
Geo-Environmental
Tactical Sensor
Simulation

Computational
Research for
Distributed Ground
Vehicle

C4ISR & Network
Modernization
Defeat of Emerging
Adaptive Threats
Safe Operations of

Unmanned Systems for

Reconnaissance in

Complex Environments

Materials Modeling for
Force Protection

Advanced Sea
Platform Science
Advanced Sea
Platform Technology
Manufacturing
Science and
Technology
Materials Chemistry
Manufacturing
Science

Modular Photonics
Mast Housing

Power Electronics
(6.1, 6.2)

Platform Survivability
Science

Air Force

* Engineered Resilient Systems Basic Research
* Information and Complex Networks
» Trustworthy Electronics Assessment

*Engineered Resilient Systems Basic Research
*Dynamical Systems, Optimization & Control
* Aero-Structure Interactions and Control
* Munition Aerodynamics, GN&C Advanced
Weapons Systems Platform Integration
«Integrated Vehicle Energy Technology
« Laser Effects, Modeling and Simulation

* Accelerated Insertion of Reliable Materials
into Electronics
« Multidisciplinary Design and Analysis
* Munition System Effects Science Modeling
&Simulation
* Integrated Computational Methods for
Composite Materials
¢ Manufacturing of C4ISR Hardware
¢ Communications
¢ Mid-Wave Infrared Optics
¢ Solar Space Cells
* Manufacturing Research
* Residual Stess Engineering of Nickel
Superalloy Structures

Meta / iFAB
Self-Healing Mixed
Signal Integrated
Circuits (HEALICS)

Adaptable Low Cost
Sensors

Open Manufacturing
Living Foundries
Microphysiological
Systems
Manufacturable
Gradient Index
Systems (M-GRIN)
Mulitifunctional
Materials and
Structures

Low Cost Thermal
Imager --
Manufacturing
Gratings of Regular
Arrays and Trim
Exposures (GRATE)
Maskless Nanowriter

Fast, Adaptable Next
Generation Ground
Vehicle
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* Systems 2020

¢ Automated
and Rapid
Boot
Installation

¢ Additive
Manufacturing



“Components we do right away, systems take a little longer”*
* With apologies to the Marine Corps

« Key issue: the real challenges lie at the systems level

Interdisciplinary interactions across components / subsystems

Interactions caused by physics among components, possibly
without any functional or architectural connections

Emergent behavior
Dynamics

Example: interdisciplinary dynamics among actuators increased total
RDTE costs by 30X over initial budget in a major aircraft program

e A lot of work in certain ERS thrust areas, but ...

Are we doing enough toward addressing systems-level problems?

Will investments in creating new technologies, devices or manufacturing
methods improve or compound the systems problem?

How can Government and industry move to address the open areas?
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Engineered Resilient Systems:
A New Community of Interest

e Critical issues of National importance
e Substantial investments
o Significant questions and work remaining

« Tremendous grass roots support
— Over thirty government experts contributing time

— Over 400 government, industry and academic names on the
Interest list

 Highly distributed and decentralized
« Many participants just learning about each other
 Many disciplines involved

Communication and Information Exchange are Essential
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