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Systems Engineering

• To make good acquisition decisions, we need to 
understand and manage, in a deep way, the myriad 
technical risks involved in designing, developing and 
delivering some of the most complex systems ever 
deployed

• Systems Engineering focuses on engineering 
excellence − the creative application of scientific 
principles:
– To design, develop, construct and operate complex systems
– To forecast their behavior under specific operating conditions
– To deliver their intended functions while addressing economic 

efficiency, environmental stewardship and safety of life and 
property.

• Systems Engineering is both a technical and a 
management discipline
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Systems Engineering Challenges 

• Start programs right with strong early SE
• Perform robust reliability and maintainability 

engineering
• Emphasize design for manufacturing
• Create the tools to support rapid capability delivery
• Reinvigorate Defense Standardization
• Expand the aperture of DoD engineering practice to 

address 21st century technical challenges

All of these must be considered in how we address Counterfeit 
Prevention
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Industrial foundation becoming more integrated between the U.S., its allies, and 
global commercial markets

Globalized Industrial Base

Growing dependence upon international commerce
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Globalization of the 
Semiconductor Industry

• U.S. holds 48% semiconductor 
market share (sales)
• But . . . manufacturing capacity went 
from 25% (2005) to 14% (2009)
• Large portion of off-shore 
investment made by U.S. Corporations
• But . . . disproportionately low 
investment in U.S. capacity
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Profile of Counterfeit Risk
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- Most preferred source for critical items
- Approved manufacturing and test process
- Systems engineering and QA program
- Specifications authenticated and original
- Passed DOD audits, documentation trail

- Parts are no longer produced by OEMs
- Suppliers have ability to demonstrate 

documentation traceability and 
conformance to specifications

- Demonstrate technical accountability 
- Strong inventory and record keeping

- Minimal background on supplier capabilities
- Technical and business expertise unverified
- Company parts sources unknown
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Prolonged use of aging systems creates opportunities for counterfeit parts to enter the supply chain
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FY12 National Defense Authorization Act 
(NDAA) Section 818

7

Focus—Detection and Avoidance of Counterfeit Electronic Parts

Tenets:

 Directs DOD to assess current anti-counterfeiting practices and implement “risk-based” policies to address 
counterfeit

 Requires DOD and contractors whenever possible to buy electronic parts from the Original Component 
Manufacturer (OCM) or its authorized distributor(s)

 Directs DOD to establish a “Trusted Supplier” program to certify organizations that comply with industry standards 
on anti-counterfeiting

 Institutes cost recovery for counterfeit items

 Re-affirms mandatory reporting (GIDEP) for incidents internal and external to DOD

 Requires the Secretary of Homeland Security to establish a methodology for the enhanced inspection of electronic 
parts after consulting with the SECDEF as to the sources of counterfeit parts in the defense supply chain

Specific Actions:

 Establish DOD-wide definition

 Issue anti-counterfeit mitigation guidance

 Issue remedial action guidance

 Create reporting process (GIDEP)

 Develop process to analyze and act on reports

 Incorporate in DFAR anti-counterfeit language
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Counterfeit Problem Space

• Counterfeits for Profit:
– Up-screened, re-marked, or re-

used parts sold as new/authentic
– Avoidable through OEM 

procurement; most should be 
detectable with sufficient 
inspection or test

• Counterfeits for Malice:
– “Perfect” parts that also perform 

additional, unwanted functions
– Designed to pass inspection
– Must be combated with 

intelligence, Operational Security 
(OPSEC), and enhanced test & 
evaluation (T&E)

SoftwareHardware 

Microelectronics

PPP Critical 
Components

Safety Critical 
Components

Counterfeits impact DoD safety, mission, and costs regardless of the 
motivation, but the techniques for combating them vary by motive
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USD(AT&L) Memorandum: Overarching 
Counterfeit Prevention Guidance

• Addresses an area of critical 
concern while Department 
policy is in coordination

• Provides definition
• Emphasizes

– Risk-based approach
– Leverages Program Protection 

Plan and non-conforming 
processes 

– Directs use of contracting 
clauses and data elements to 
ensure traceability and reporting 
on critical items for contractors 
and subcontractors

– Use of anti-counterfeiting 
standards

– Disposal of counterfeit items
– Training
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Risk-based Counterfeit Prevention 
Strategy

• Determine the risk posed if a part were identified as counterfeit
• Product Risk (the criticality of the product in which the part will be used)

• Component Risk (the risk to the product that is associated with the 
failure of the part/component)

• Supplier Risk (the risk incurred due to use of a selected manufacturer 
or distributor)

• Broadly, gains can be made by evolving industry and supplier 
business practices for counterfeit avoidance and detection
• Raise the bar for industry and DoD counterfeit avoidance and detection

• For mission-critical and safety-critical components, apply 
enhanced mitigations
• Trusted Defense Systems Strategy

Prevention  Detection  Remediation  Reporting  Restitution 
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The DoDI 5000.02 Process
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Detection - Identification - Disposition

Counterfeit Part 
Detection
•Materiel control and traceability 
program

•Quality management systems

•Systemic test and verification 
processes

Identification
• Use product quality deficiency 

reporting processes

• Conduct engineering analysis 
and authenticity determination

• Report in GIDEP 

Disposition
• Hold for law enforcement 

disposition

• Dispose according to federal 
logistics information system code 
guidance

• Execute suspension and 
debarment process as required

DoD Policy standardizing processes across supply chain
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Non-Conformances

Parts/
Assemblies

Quality
Stuff !!!

Non-
Conforming

“Honest” Quality Deficiency

Fraud
(for Profit)

Counterfeit

For Profit

Malicious
Intent

Dishonest
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Gov’t Acceptance – “The Dividing Line”
(that really does not matter)

Supplier

Supplier

Supplier

Supplier

Supplier Supplier

Government
Possession

Defense 
Logistics

Depot
Maintenance

Major
Acquisition

Warfighter

System Prime Prime Vendor
Depot Support

Supplier

Integrator Integrator

Industry 
Possession

GIDEP*

PDREP**

*    Government Industry Data Exchange Program
**   Product Deficiency Reporting & Evaluation Program 
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Key Implementation Activities

Risk-based technical approach to lessen the impact of 
counterfeits
• Acquisition Policy, Guidance, and Oversight

– Defense Acquisition Guidebook (DAG)
– Systems Engineering Plan (SEP)

• Program Protection Planning
– Supply Chain Risk Management 
– System Security Engineering

• GIDEP information system; rules, regulations, 
reporting

• “Trustworthiness” of Suppliers
– Defense Microelectronics Agency (DMEA) “Trusted” Supplier Program
– DLA QSL/D*
– Industry designated suppliers
– Inspection and Test philosophy

*Qualified Supplier List / Distributor
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SEP:  Systems Engineering Tables
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Systems Engineering
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= select documents
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SVR Details Area SVR Details  
Chairperson  JAMS PM (or designee) 
PMO Participants  LSE and IPT Leads 
Anticipated 
Stakeholder 
Participant 
Organizations 

Army PEO Missiles & Space, PEO Aviation, ATEC, AMRDEC and ASA(ALT), User community, AMCOM, 
T&E community (e.g., ATTC, ATEC, COMOPTEVFOR), Navy PMA 242, NAVAIR Competencies (4.0, 5.0, 
6.0), and ASN(RDA),  Army and Navy platform and support program offices, and OSD 

Anticipated Peer & 
Program-Independent 
SME Participant Orgs. 

IRT will consist of AMRDEC Directors, SMEs from AMRDEC, PEO M&S Chief Engineer, Directors, or their 
designated representatives, of NAVAIR Competencies for disciplines being reviewed. 
With concurrence of LSEs or Systems Engineering Directorate Chief, JAGM System PM will identify SMEs 
based on agenda, recommendations from organizations, and budgetary/space constraints. Their selection will be 
based upon up to date experience and prior knowledge which exceeds that residing within JAGM and bring a 
perspective of what is critical to performance of system and what is nice-to-know. SMEs may be selected from 
Government agencies, affiliated universities, contracted companies and other similar acquisitions programs from 
within DOD. 

Purpose of the review 

SVR is multi-disciplined product and process assessment to ensure that JAGM can proceed into LRIP and FRP 
within cost (program budget), schedule (program schedule), risk, and other system constraints. This review is an 
audit from CDR, and assesses that the JAGM final product, as evidenced in its production configuration, meets 
functional requirements as derived from CPD to the Functional, Allocated, and Product Baselines. Program will 
conduct one system SVR. 

Entrance Criteria  

 Agenda and supporting documentation provided to government 30 days prior to review 
 Completion of all required unique subsystems qualification testing 
 Completion of unique subsystem SVRs 
 Completion of RVCRM 
 All configuration requirements documentation is current and accurate 

Exit Criteria 
 Completion of the Requirements Verification Matrix 
 All FCA Action Items closed 
 Government concurrence that unique performance requirements of JAGM have been met  

Products from the 
Review 

 Established and verified final product performance 
 Updated risk assessment 

Certification Effort Acronym 
Process 
Standard 

P-8A 
IPT 

Projected 
Completion 
Date 

Actual 
Compliance 
Date 

System Security 
Engineering – Information 
Assurance 

(SSE - IA) DODD 8500.1 SEIT January 13, 
2010 

- 

System Security 
Engineering – Program 
Protection Planning 

(SSE - PPP) SECNAVINST 
5000.2D and 
DoDI 5000.2 

SEIT February 2010 - 

System Security 
Engineering – Anti-Tamper 

(SSE - AT) SECNAVINST 
5000.2D and 
DoDI 5000.2 

SEIT January 2010 - 

Environmental Protection ESOH Statutory; 42 
USC 4321 

SEIT IOC - 

Altitude Identification and 
Measuring System 

AIMS ISO 18000.7 MS IOC - 

Reduced Vertical 
Separation Minimum 

RVSM FAR Part 91 
Appendix G 

AS IOC - 

Communications, 
Navigation, Surveillance/Air 
Traffic Management 

CNS/ATM FAA Advisory 
Circular 20-130A 

AS 3rd Quarter 
2011 

- 

Weapon Systems 
Explosives Safety Review 
Board 

WSESRB NAVSEAINST 
8020.6E 

SEIT - March 10, 2009 
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Design Considerations

Name (Reference)
Cognizant

PMO 
Org. 

Certification
Document

(hot link if available)

Contractual 
Req’ts

(DID/CLIN)
Description/Comments

SE Tradeoff 
Analysis for 
Affordability

SEIT N/A CAIV Plan In RFP CDRL SEIT, in conjunction with Program IPT, oversees execution of CAIV Plan required by 
JAGM SOW to address traceable interdependent relationships between system 
performance, system reliability, Average Unit Production Cost (AUPC) and Life Cycle 
Cost (LCC). KPPs are not CAIV candidates.  CAIV Plan directs specific CAIV trade 
studies that focus on trading some performance requirements and schedule constraints 
to reduce production costs and life cycle cost objectives.  Minimizing impacts to 
affordability will be emphasized throughout EMD phase.

ESOH Life Cycle 
Safety IPT

N/A JAGM PESHE 
NEPA compliance 

schedule

N/A - program 
document

Currently maintains awareness of Prime Contractor and related DOD environmental 
requirements deficiencies via SOW, NAVAIR, and Aviation and Missile Life Cycle 
Management Command (AMLCMC) G-4 Environmental Division (ED) oversight, as 
well as program status reporting in technical reports and progress reviews. Minimizing 
impacts to human interface/safety will be emphasized throughout EMD phase.

HSI MANPRINT 
WG

N/A System MANPRINT 
Management Plan 

(SMMP)

N/A – program 
document

JAGM MANPRINT program is PM’s strategy for achieving HSI and ensuring total 
system performance requirements are met while minimizing total ownership costs, and 
ensuring the system is built to accommodate characteristics of the population.

Manufacturing Manufacturing 
IPT

N/A Manufacturing Plan In RFP CDRL JAGM PO and PMA-242 will conduct MRL assessments to evaluate design 
producibility, reliability, and affordability before each SETR directed review and 
milestone decision point. These MRL assessments will be conducted IAW 
Manufacturing Readiness Level Deskbook, 20 July 2010, prepared for DDR&E by 
OSD Manufacturing Technology Program.

Reliability & 
Maintainability

Supportability 
IPT

N/A RAM Program Plan 
(RPP)

In RFP CDRL JAGM System will have sufficient Built in Test (BIT)/Built in Test Equipment (BITE) 
with go/no-go indicators to enable user to quickly determine if missile will operate to 
required performance levels or not.
Only applicable Mean Logistics Down Time Elements will be transportation and 
quantities in depot repair pipeline. Impact to material availability will be greater at 
initial fielding due to limited quantities of missiles available. This impact will diminish 
at system maturity to a negligible impact when available quantities increase.
Missile stockpile reliability program will be implemented on JAGM to analyze 
reliability, safety, and performance of the missile for purposes of extending shelf life.  
Embedded prognostic/diagnostic (conditioning monitoring) capability will be 
incorporated to allow ammunition maintainers, handlers and surveillance personnel to 
check missile health based upon storage, transportation and operational environments.  

 

Application Description 

BORIS 
Boeing Opportunity, Risk and Issue System database tool is a cooperative 
effort of Boeing Commercial Airplanes and Boeing Integrated Defense 
Systems. 

ClearCase 

Produced by Rational Software, Inc. ClearCase is a software configuration 
management system that keeps track of which versions of which f iles were 
used to build each release of a software product and helps organize the work 
of groups of engineers. 

ClearQuest 

ClearQuest is a customizable defect and change-tracking tool designed 
primarily for software development. ClearQuest helps you to manage every 
type of change activity associated with software development including 
enhancement request, defect reports, and incident tracking. 

DOORS® 

DOORS® is a requirements management and traceability tool. It allows 
users to streamline the process of managing requirements. It combines 
some of the functions of a word processor, database table, spreadsheet, and 
configuration manager. 

MET 
Produced by Boeing, MET is a secure, web-based, integrated Program 
Management Best Practice tool, which monitors, controls, measures, and 
reports on program action items.  

Sherlock Sherlock is a web-based database application for collecting and reporting 
peer review data. 

TecView Produced by Boeing, TecView is a web-based tool with an integrated 
database for managing TPMs within a program. 

Trade Studies Log Developed by Boeing, The Trade Studies Log is a spreadsheet used to track 
program-level trade studies 

VDATS 
Produced by Wyle Laboratories, VDATS is a web-based deficiency tracking 
application designed for use in T&E of aircraft,  vehicles, range systems, and 
DOD equipment.  

Technical Schedule

Technical Review Criteria

Technical Performance Measures and 
Metrics

Risks, 
Issues, and 
Opportunities

Certification Requirements

Engineering Tools

Design Considerations
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Counterfeit Prevention: Select DAG Chapter 4 
Design Consideration Correlations

Design Consideration Relationship

Reliability & Maintainability 
Engineering

Counterfeits that somehow get past receipt inspection and 
test can have radically different reliability and failure modes 
than the “honest” part.

Critical Safety Items
From an Anti-Counterfeiting Risk Based Approach, CSI are 
going to be more carefully scrutinized (inspected / tested) to 
ensure no counterfeits infiltrate supply.

ESOH RoHS has driven increased number counterfeits where a 
lead-free microcircuit is sold as have tin-lead leads.

Corrosion Prevention and 
Control

Counterfeits, by their nature, may have falsely certified CPC.  
Additionally, if the counterfeit is a compound or component 
(e.g. gaskets; ground wires) intended to prevent or reduce 
corrosion, the effects may appear long before the predicted 
times and the impacts can be far worse.

Supportability
Increased failure rates can turn out to be due to counterfeits;  
unexplained failures can negatively impact supportability and 
might drive incorrect problem resolution behaviors.
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Design Consideration Relationship

Commercial-Off-the-Shelf

The government and its industry agents will have considerably 
less visibility into the supply chains that create COTS 
products.  An implication of this is counterfeit vulnerabilities as 
described in the other design consideration sections of this 
table.

DMSMS
As systems age and the trustworthy sources for the piece 
parts dry up, counterfeiters increasing take advantage of the 
situation by offering sources for hard-to-find-parts.

Disposal and Demilitarization
D&D is an excellent source for counterfeiters to obtain parts 
that can be turned into “used sold as new” parts (fraudulently 
certified as new).

Open Systems Architecture

OSA could provide a means to quickly certify a newer, more 
available part for use in weapon systems, thus reducing the 
impact of DMSMS.  Conversely, it could also result in more 
part numbers (equivalents) being introduced into supply thus 
increasing the likelihood of counterfeit intrusion.

Counterfeit Prevention: Select DAG Chapter 4 
Design Consideration Correlations (cont.)
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A business decision based on technical, industrial base, and supply 
chain factors

Industry

Gov’t

Orig. Comp. Mfg.
Auth. Distr.

Auth. Distr.
Broker/Distributor

Prime Depot

Acquisition 
Phase
(New)

Sustainment/Legacy 
Phase

(Old  - DMSMS)

Piece Parts

Assemblies

Trust In Supply



Distribution Statement A – Approved for public release by OSR on 10/26/2012, SR Case #s 13-S-0192 and 12-S-2865 apply.SAE Conference
11/2/12 | Page 20

During Design

• Engineers strive to optimize (among other 
things):
– Size, Weight, Power …
– Selected parts from approved lists to minimize 

logistics tail
– Technologically advanced parts to meet the 

“requirement” for the new system

• What do you do if every part may someday be 
suspect? 
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Engineering Challenges
(brought on by counterfeits)

• Different forms of counterfeit and 
fraudulent parts carry different reliability 
and performance curves.

• However, designing a system to be 
tolerant of counterfeits (if they get through 
the screening processes) is the biggest 
challenge engineers will face!
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GIDEP Reporting
(Information Sharing Portal)

• Most companies and agencies have some sort of 
“Quality Deficiency Reporting System”

• GIDEP is a way of linking the knowledge in these 
systems together for the “collective good”

• Mandatory reporting of non-conformances 
(including suspected or confirmed counterfeits)

• Coordination between GIDEP* and PDREP**

• Modernize GIDEP system (entry; storage; retrieval)
• Efficient correlation of specific issues to specific 

applications *  Government-Industry Data Exchange Program
** Product Deficiency Reporting and Evaluation Program
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How Industry Can Help

• Tighten up your supply chain
– Establish benchmarks for good suppliers
– Adopt / identify good non-government standards

• Help us and each other by reporting Major and 
Critical Non-conformances, of which counterfeits 
is a subset

• “Design in” protection against counterfeits
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How Industry Can Help
(from morning agenda)

• Standards
• Identification
• Risk Assessment
• Avoidance Protocols
• Test Methodologies
• Compliance
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Systems Engineering:
Critical to Program Success

Innovation, Speed, and Agility
http://www.acq.osd.mil/se


