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Systems Engineering focuses on engineering excellence —

the creative application of scientific principles: @ U.S. Department
— To design, develop, construct, and operate complex systems OfDeff"'se is the
_ _ . _ o World’s Largest
— To forecast their behavior under specific operating conditions Engineering
Organization

— To deliver their intended function while addressing economic
efficiency, environmental stewardship, and safety of life and

property “ Over 108,000

Uniformed and
Civilian Engineers
DASD(SE) Mission: Develop and grow the Systems Engineering

capability of the Department of Defense — through engineering @ Over 39,000 in the
policy, continuous engagement with component Systems i’zzi”;g;lfizg (ENG)
Engineering organizations, and through substantive technical Workforce
engagement throughout the acquisition life cycle with major and

selected acquisition programs

A Robust Systems Engineering Capability Across the
Department Requires Attention to Policy, Practice, and People

oA panars Teoer Setes Distribution Statement A — Approved for public release by DOPSR on 7/25/14; SR case # 14-S-2175 applies. Distribution is unlimited.



DASD(SE) Key Responsibilities

* Program Engagement

— Serve as principal engineering advisor to the SECDEF and USD(AT&L) in support of
critical acquisition decisions

— Provide continuous engineering oversight and mentoring of Major DoD Programs to
identify, assess, and mitigate engineering risk; focus on helping ensure program success

— Serve as approval authority for Systems Engineering Plans for all Major DoD Programs
— Certify completeness of Preliminary Design Reviews and Critical Design Reviews for all
Major DoD Programs
 Policy and Guidance

— Develop engineering, manufacturing, reliability, program protection, and modeling and
simulation policy and guidance for the DoD

— Serve as Defense Standardization Executive — approve military standards and coordinate
DoD engagement on non-military standards

e« Technical Workforce Development

— Provide functional leadership for the Non-Construction (Engineering) and the Acquisition
(ENG and PQM) workforce

« Engineering Research and Development

— Sponsor the DoD Systems Engineering Research Center (SERC) University Affiliated
Research Center (UARC)

— Sponsor the MITRE National Security Engineering Center (NSEC) Federally Funded
Research and Development Center (FFRDC)

Reference: DoDI 5134.16, Deputy Assistant Secretary of Defense for Systems Engineering
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Reflecting on
Defense Strategic Guidance

« The military will be smaller and leaner, but it will
DEFENSE BUDGET be agile, flexible, ready and technologically
PRIORITIES AND CHOICES advan Ced .

« Rebalance our global posture and presence to
emphasize Asia-Pacific regions.

e  Build innovative partnerships and strengthen
key alliances and partnerships elsewhere in the
world.

COTADEADE R « Ensure that we can quickly confront and defeat
Rl Jsla aggression from any adversary — anytime,
anywhere.

 Protect and prioritize key investments in
technology and new capabilities, as well as our
capacity to grow, adapt and mobilize as needed.

JANUARY 2012
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* Builds on the 2012 Defense Strategic Guidance by
outlining an updated defense strateqy that protects
and advances U.S. interests and sustains U.S.

R leadership.
DEFENSE

o Ve « Describes how the Department is
2014 responsibly and realistically taking
steps to rebalance major elements of
the Joint Force given the changing
environment.

 Demonstrates our intent to rebalance
the Department itself as part of our
effort to control internal cost growth that
IS threatening to erode our combat
power in this period of fiscal austerity.
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USD(AT&L) Priority
“Protect the Future”

“I am concerned about
protecting the adequacy of our
research and development
(R&D) investments in
capabilities and systems that
will allow us to dominate on
future battlefields and keep
engineering design teams who
develop advanced defense
systems.”

Frank Kendall “[Peer competitors] are
USD (AT&L) developing cutting-edge military Pprotecting the Future,

capabilities that are designed t0 oy jome 2014 po s
defeat current and planned U.S.

capabilities.”
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Better Buying Power 3.0 (Draft)

Achieving Dominant Capabilities Through Technical Excellence and Innovation

Achieve Affordable Programs
e Continue to set and enforce affordability caps

Achieve Dominant Capabilities While Controlling Lifecycle Costs
» Strengthen and expand “should cost” based cost management

» Build stronger partnerships between the acquisition, requirements,
and intelligence communities

* Anticipate and plan for responsive and emerging threats
e Institutionalize stronger DoD level Long Range R&D Planning

Incentivize Productivity in Industry and Government
» Align profitability more tightly with Department goals

* Employ appropriate contract types, but increase the use of
incentive type contracts

» Expand the superior supplier incentive program across DoD
e Increase effective use of Performance-Based Logistics
 Remove barriers to commercial technology utilization

* Improve the return on investment in DoD laboratories

* Increase the productivity of IR&D and CR&D

Incentivize Innovation in Industry and Government
e Increase the use of prototyping and experimentation
« Emphasize technology insertion and refresh in program planning
e Use Modular Open Systems Architecture to stimulate innovation
e Increase the return on Small Business Innovation Research (SBIR)

e Provide draft technical requirements to industry early and engage
industry in funded concept definition to support requirements
definition

e Provide clear “best value” definitions so industry can propose and
DoD can choose wisely

Eliminate Unproductive Processes and Bureaucracy

« Emphasize Acquisition Executive, Program Executive

Office and Program Manager responsibility, authority,
and accountability

Reduce cycle times while ensuring sound investments
Streamline documentation requirements and staff reviews

Promote Effective Competition

Create and maintain competitive environments

Improve technology search and outreach in global
markets

Improve Tradecraft in Acquisition of Services

Increase small business participation, including more
effective use of market research

Strengthen contract management outside the normal
acquisition chain

Improve requirements definition

Improve the effectiveness and productivity of contracted
engineering and technical services

Improve the Professionalism of the Total Acquisition Workforce

Establish higher standards for key leadership positions

Establish stronger professional qualification
requirements for all acquisition specialties

Strengthen organic engineering capabilities

Ensure the DoD leadership for development programs is
technically qualified to manage R&D activities

Improve our leaders’ ability to understand and mitigate
technical risk

Increase DoD support for Science, Technology,
Engineering and Mathematics (STEM) education

Continue Strengthening Our Culture of Cost Consciousness, Professionalism, and Technical Excellence

BAH Distinguished Speaker Series
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Better Buying Power 3.0 (Draft)

Achieving Dominant Capabilities Through Technical Excellence and Innovation

Achieve Affordable Programs Eliminate Unproductive Processes and Bureaucracy

Achieve Dominant Capabilities While Controlling Lifecycle Costs

* Reduce cycle times while ensuring sound investments

« Anticipate and plan for responsive and emerging threats Promote Effective Competition
e Institutionalize stronger DoD level Long Range R&D Planning

* Improve technology search and outreach in global
Incentivize Productivity in Industry and Government markets

Improve Tradecraft in Acquisition of Services

 Remove barriers to commercial technology utilization

* Improve the return or.1 |.nvestment in DoD laboratories e Improve the effectiveness and productivity of contracted
e Increase the prOdUCIIVIty of IR&D and CR&D engineering and technical services

Incentivize Innovation in Industry and Government
e Increase the use of prototyping and experimentation
* Emphasize technology insertion and refresh in program planning
e Use Modular Open Systems Architecture to stimulate innovation

Improve the Professionalism of the Total Acquisition Workforce

Strengthen organic engineering capabilities

e Provide draft technical requirements to industry early and engage Ensure the DoD leadership for development programs is
industry in funded concept definition to support requirements technically qualified to manage R&D activities

definition Improve our leaders’ ability to understand and mitigate
technical risk

Increase DoD support for Science, Technology,
Engineering and Mathematics (STEM) education

Highlighted items are key opportunities for

engineering community engagement
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What Drives Complexity ﬁ
In Defense Systems? )

Contributors | Complicated By

Operations Assuring current mission performance while
maintaining ability to support predicted and
unknown future operational needs

Fiscal Reduced forces, reduced budgets; ensuring
Realities affordability as part of the systems tradespace
Software Critical dependence on software; sheer amount

of code; can we develop, integrate, maintain
and assure our software?

Systems of Integration of multiple systems to achieve

Systems mission effects which may or may not be their
primary design requirement

Security The threat has unprecedented access to our

technical data - - and can capitalize on this
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Critical attributes of DoD Systems Engineering

Flexible designs that adapt and are resilient
to unknown missions and threats

Ability to quantify cost and affordability
attributes of the design trade space

Systems of Systems, and Enterprise contexts
driving requirements from multiple
stakeholders

Responsive, and able to balance agility with
rigorous analysis and data

Safeguarding critical information while
designing for interoperability and global
markets

Applied across significantly diverse domains

-

Balancing
these attributes
IS challenging
to SE,
drives the state
of the practice,
and stresses
critical
workforce
capacity
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Strategy

Defense Research & Engineering

. Mitigate new and emerging threat

capabilities
Cyber
Space Capability

- Electronic Warfare
- Counter-WMD

. Affordably enable new or extended

capabilities in existing military systems
Systems Engineering - Modeling and Simulation
Prototyping - Interoperability
Developmental Test

. Develop technology surprise through

science and engineering
Autonomy - Data-to-Decisions
Human Systems - Basic Research

- i

DEFENSE INNOVATION MARKETPLACE

* Cyber / Electronic Warfare

* Engineering / Modeling
and Simulation

» Capability Prototyping

e Protection & Sustainment

« Advanced Machine
Intelligence

» Anti-Access/Area Denial
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' Inter-agency Working Group for

Engineering of Complex Systems W . | \
— Develop common understanding of problems € need to investigate

— Collaborate, share expertise and resources the core prInCIIpIeS of
— Position Paper at iawg.info engineering & science that

lay the foundation for
significant, next
generation advances in
cross-discipline
engineering practice and
education in multi-scale

Current Participants:
— National Science Foundation
— National Aeronautics and Space Administration
— Department of Defense
— National Institute of Standards and Technology
— Department of Energy _
— Department of Transportation environments.”
— Department of Homeland Security \ IAWG Joint Statement /

— Federal Aviation Administration
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« DoD established the SERC, a University Affiliated
Research Center (UARC) in September 2008

— Long term, strategic relationship with DoD and the Intelligence
Community to advance systems engineering research

— Five-year contract with Stevens Institute of Technology with
22 collaborating universities

e« 2014-2018 Technical Plan aligns Research Strategy
with DoD SE needs in 4 research thrusts:

— Systems Engineering and Management e )
Transformation e
— Enterprise Systems & System-of-Systems \ N N

— Trusted Systems : by =

— Human Capital " " = -
¢ ht’[p//WWWSEI’CU&I’COI‘g : SERC Collaborating Universities [~

Shaping the future of systems engineering
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Initiatives Addressing SE and
Complexity

In addition to outreach and research efforts in this
area, several DoD initiatives also focus on complex
engineering challenges:

e Digital System Model
 Engineered Resilient Systems
e Modular Open Systems Architectures

« Safeguarding Technical Information and Supply
Chain Security
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Digital System Model

JCIDS A & [ole: FOC

L Materiel Solution = Technology Maturation

: Engineering & Manufacturing  Production and
Analysis & Risk Reduction

Development Deployment
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/ Information Management System Supporting Digital Artifacts \

Distributed Automated Artifact Visualization Analytics Configuration Decision
Collaboration Generation Management Support
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Engineered Resilient Systems

Training Engineering cost Analyst
Acquisiti_pn._ I _ Users

g cd S E‘a J.ﬂ

wz M n -
g CL ”,—._,f'.r:, TION CAPA] "'ls"l-_ -

Enter data once

Common Core Leverage throughout lifecycle

Platforms Rapid,

. : Reconfigurable
m »' Framework Interface m “=~-  Systems
PN 4 ‘f‘“:—-_: e &

. — Tradespace .
Lifecycle Cost Analysis Mission Context
Analysis Analysis
Needs (...ilities) ﬁ . N
* Manufacturability o,
= Affordability Data, Information, e RHPCMP
. RE‘ﬁﬂ'bfﬁf}l‘ & Knaw_fedgg High & Low e;ources
* Sustainability Fidelity Codes
* Usability Previous Design
» Testability Successes, S&T Resources,
L]
Ete. Lessons-learned Research

Science and technology to increase engineering productivity

to address changing threats and missions
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Engineered Resilient Systems
Major Investment Areas

Mission-Relevant Tradespace Collaborative Analysis and
Analysis Decision-Making

Knowledge management
and decision support
across communities

Cross-domain Tradespace
Analytics, Cost/Lifecycle
Analysis, Integration of

= _ _| Manufacturability, Producibility,
=—=_=1] and other “-ilities”

Conceptual, Computational, and World- ERS Capability Integration
Wide Environmental Representation and Demonstration
Physics-based

Open, extensible architectural
framework that integrates
representations, tradespace,

Ly representations of
i systems, environments,
and mission contexts

1

—

Continual technology insertion --
Continual demonstration
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Open Systems Considerations
iIn Development

Be clear about intent to compete/re-compete

* Establish a flexible contracting approach

* Incentivize good behavior among
contributing contractors

Support incorporation of modular design
features in new DoD designs

» Develop common technical standards to
support specification and interface control of

modular interfaces

Explore Business Architectures and

Sound Competition Approaches
» Assess current and needed data rights

* Confirm that data rights restrictions are

* Create alternatives

t and friche * Inject OSA through technical insertions
chorrec an ass? fgnts - hts (GPR) f » Consider alternative integration concepts
S€ government purpose rig S ) for » Ensure incentives align with desired behaviors
next competition

* Reward reuse

Open Systems — A Key Contributor to a Resilient Design

- Increasing the Cycles of Innovation -
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Many Supply Chain Risks to Consider

Product
defect/inadequacy
introduced either
through mistake or
negligence during
design, production,
and post-
production
handling resulting
in the introduction
of deficiencies,
vulnerabilities, and
degraded life-cycle
performance

Reliability
Failure

Mission failure in
the field due to
environmental

factors unique to

military and
aerospace
environment
factors such as
particle strikes,
device aging, hot-
spots, electro-
magnetic pulse,
etc.

Fraudulent
Product

Counterfeit and
other than genuine
and new devices
from the legally
authorized source
including
relabeled,
recycled, cloned,
defective, out-of-
spec, etc.

Malicious
Insertion

The intentional
insertion of
malicious hard/soft
coding, or defect
to enable physical
attacks or cause
mission failure;
includes logic
bombs, Trojan kill
switches’ and
backdoors for
unauthorized
control and access

to logic and data

Anti-Tamper

Unauthorized
extraction of
sensitive
intellectual
property using
reverse
engineering, side
channel scanning,
runtime security
analysis,
embedded system

security weakness,

etc.

Information
Losses

Stolen data
provides potential
adversaries
extraordinary
insight into US
defense and
industrial
capabilities and
allows them to
save time and
expense in
developing similar
capabilities.

Systems Security Engineering is a critical discipline of SE, addressing a
spectrum of security risks that are magnified by complex system attributes

BAH Distinguished Speaker Series
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Managing Challenges of
Complexity

 Lay solid foundations...create opportunities

 Envision multiple futures...enable flexible
choices

 Design and build systems with focus on lifecycle
cost

e Protect our critical defense “intellectual property”

o Strengthen the workforce's capacity to lead and
Implement critical engineering practices
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Systems Engineering:
Critical to Defense Technologies

Innovation, Speed, Agility

http://www.acg.osd.mil/se
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