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In 1994 by the DoD Open Systems Joint Task Force (OSJTF) was formed as a cooperative effort across OSD(AT&L) and the Services to assess and implement widely supported commercial interface standards in developing systems using modular design concepts.  Since 1994 the Open Systems Architecture concept has grown in application and in scope, in order to include all the necessary aspects of successful implementation...  Recently, DoD has identified Modular Open Systems Approach (MOSA) as the preferred nomenclature, to describe the acquisition and implementation for acquiring and implementing more capable, modular, and rapidly upgradeable systems.
MOSA is described as an integrated business and technical strategy that employs a modular design and uses widely supported and consensus-based standards for key interfaces; is subjected to successful validation and verification tests to ensure key interfaces comply with widely supported and consensus-based standards.  Implementation of this strategy should be set in the context of the currently emerging 5 benefits of MOSA:  enhanced competition, facilitated technology refresh, increased innovation, provide cost savings or cost avoidance, and improved interoperability.   This presentation will further articulate those goals, and provide illustrative examples of why use of goals is important in selecting particular implementation elements of MOSA.
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‘Strategic’ Challenges 

• MOSA is not an all or nothing proposition 
– Must tailor approach to expected MOSA outcomes 
– Permeates all aspects of systems engineering 
– Requires design trades based on near-term and long-term cost benefit 

• MOSA is more than just defining architectures and 
selecting standards 
– Technical community 
– Business relationships 

• Governance and leadership matter 
– Top cover for individual programs to succeed 
– Leadership and engineering where necessary across multiple 

programs 

• Industry must be an able and willing partner 
– Design decisions, documentation, specifications, interfaces, tools, etc. 

 
 

Presenter
Presentation Notes
MOSA Challenges – some thoughts from an engineering perspective
How MOSA is applied to a system will vary depending on the characteristics of the system (not ‘one size fits all’)
When we say ‘apply MOSA’, this can be misleading
Use of a modular open systems approach from an engineering perspective means that the design of a system considers ways to organize components and interfaces to support system objectives or address system risks
From the business perspective means that you must consider whether or not the interfaces between components can be made visible; and what the expected ROI from the system changes are – it is not free. 
How you choose to organize components to create ‘replaceable modules’ will depend on issues such as tech refresh, technical innovation, competition, etc, .  and this will vary across systems
MOSA is not an all or nothing proposition
Consequently, in design of a system, you may choose to ‘modularize’ some aspects of the design and not others
This means it is difficult to say that a system ‘complies’ with MOSA (yes or no) without understanding the nature of the system and its drivers (in which case you may be asking if the system design uses MOSA in an effective way, given the circumstances surrounding the system)
This challenges the idea of a numerical MOSA ‘metric’; however, that does not mean that characteristics which contribute to either modularity, or openness cannot be assessed. 
Applying MOSA is about trades 
Like other system decisions, deciding how to organize system components, where to put interfaces and selecting interface specifications and standards are driven by trades
There may be cases where modularity or openness are not beneficial to a particular system;  for example, for a system with a very short life span, or a system with particular security concerns it may make more sense to just wait for the next design then to modularize the current design 
MOSA can have both benefits and costs
Use of MOSA can increase competition, and opens the opportunity for integration of components from different suppliers, allowing for competition, cost-savings, and technical refresh, etc.
However, MOSA can lead to ‘standards’ lock, since once venders commit to a standard, there is reluctance to adapt even it this means forgoing improvements, leveraging new technologies, innovative architecture, or new commercial standards  (good example is Link 16 which may not be replaced with better approach in our lifetimes)
There is really no such thing as ‘MOSA’ standards
When a system is designed into modules and interfaces, there is advantage to specifying the interfaces using open standards 
These standards are typically industry interface standards for HW or SW (IT) and they are not specific to MOSA (For example, VICTORY is based on a set of industry interface standards for communications and EW hardware)
Developing a MOSA approach for a class of system (see next point) may lead to the development of new standards to meet the needs of that community (For example, OMS has developed a set of message standards to support integration across battle management systems because there were no existing standards which met this need)
In IT, few systems today are not modular, and given the proliferation of IT standards, in most cases IT system designers rely on these standards 
Trend toward cross- system Technical Reference Frameworks (TRF) (e.g. FACE, OMS, VICTORY)
There is a difference between designing individual systems to apply MOSA principles and creating a MOSA framework with is to be applied across systems of a particular type
Cross system TRFs promise greater benefits because they allow for modules to be used across systems (bigger market, flexibility and adaptability, etc.)
However, TRFs also have added costs and risks
They require consensus across a broader community, which means they take longer to develop and evolve and they may be less well tuned to particular implementations
Unless they are large enough markets and are aligned with commercial development, they may actually limit the available options for ‘replaceable parts
Compete TRFs which overlap areas (US Victory and UK GVA) and cause confusion among suppliers and can add to cost and complexity
 Want to make sure the staffers know we know the bigger picture
 Modified the words to include the objectives for use of MOSA
 BBP is supposed to suggest metrics for measurement……
 Expanded the discussion to both business and technical
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Advancing MOSA within DoD  
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• FY15 NDAA Sec 801 
• OSA DR WG 
• BBP 3.0 IPT 

• TSWG 

Advance Current Body-of-Practice 
– The DoD MOSA Stakeholder community will 

collaborate to advance the current body-of-
practice, leveraging the talent and dedication of 
the stakeholders currently working in this broad 
area 

Establish & Execute Future Body-of-Work 
– Develop a body-of-work of artifacts necessary to support implementation of M/OSA 

across system development and acquisition 
– Deliver a set of artifacts to result in a compendium of necessary items to enable a 

comprehensive and cohesive understanding and treatment of M/OSA implementation 
across all domains related to the realization of systems for the DoD 

Modular Open Systems Working Group  

Presenter
Presentation Notes
MOSA is not New, but DoD-wide Open Collaboration needed
The Dept. established best practices & tools to support program implementation over a decade ago based on the work done by the Open Systems Joint Task Force (OSJTF)
Renewed focus has been brought on the enablers of MOSA with Kendall's recent Better Buying Power MOSA initiative
Congress is also interested in how programs are implementing MOSA requesting the DoD review standards, policy and guidance, and MOSA implementations across the Department. 

The MOSA Ecosystem involves several interconnected disciplines (& stakeholders communities)
DASD(SE) has found that it is necessary for the Dept. to address specific MOSA instruction to the relevant discipline. 
The MOSA Stakeholder community will be tasked to advance the current body of practice, as well as establish and execute the plan of work to make the most effective use of modular, open systems approaches for the DoD. 

Key Stakeholders in the Department of Defense:  PMs, SE Community, Contracting, Industry
Each MOSA objective, and each stakeholder viewpoint into the solution space must be fully supported, and completely accomplishable.
In order to do this, we are using the concept of an ecosystem - a system, or a group of interconnected elements, formed by the interaction of a community with their environment.  
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Modular Open Systems Complexity  

• Today’s systems are complex in: size, interactions between 
components and subcomponents, and external interactions 

Layered 

 Loose 
Coupling 

Affordable 

Reconfigurable 

OSA  Replaceable  Modular 

 Exportable 

 Interchangeable 

 Decomposable  Adaptable 

Segregated SoS Reusable 

Extensible 

 Supportable 

 Open  
Definitions 

• The appropriate use of modular design techniques and open 
systems standards can achieve the 5 MOSA benefits 
– Interoperability 
– Technology Refresh 
– Competition 
– Innovation 
– Cost Savings/Cost Avoidance 

  
Flexible 

Upgradeable 

Severable 
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Modular Open Systems Approaches 

Approaches 

Competition 

Tech Refresh 

Innovation 

 Modular Technical Design Approaches 
•  Design severable modules 
•  Define interfaces between modules 
•  Publish consensus-based standards 
•  Define, standardize & describe data models 
 
   

Open System Business Approaches 
•  Use standards & specs for interfaces 
•  Recognize the relevant technical community 
•  Acquire necessary data & IP rights 

Interoperability 

Cost Savings / 
Cost Avoidance 

Why 
How What 

Modular Design 

Defined Interfaces 

Standards Process 

Accessible Data 

Open Interfaces 

IP Rights 

5 Benefits 

Supporting the goals for MOSA implementation  
are methods, processes and tools which underpin the approach 

Presenter
Presentation Notes
To be successful, DASD(SE) proposes the implementation path for a modular, open systems approach be aligned with enterprise goals. 

First is the goal of interoperability.  Adopting a modular technical design and possibly, an open system approach enables severable software and hardware modules to be changed independently of each other, and independently from the system in which they reside.  Additionally, the focus on interoperability allows Components (and system stakeholders) to share & exchange technical data consistently using defined data exchange models.  Interoperability also allows Systems (and software applications) to access & provide data and services using open interface definitions between components.  
Next, Technology Refresh.   Adopting a modular technical design and possibly, an open system approach: Technical flexibility for rapid and effective technical upgrades of systems, effectively allowing our systems to maintain currency to the active threat in the area of interest.  In this manner, delivery of new capabilities or replacement technology can be realized without rebuilding the entire system.
Third is Competition.  This has been one of the most cited reasons for an Open Systems approach. Adopting a modular technical design and possibly, an open system approach enables platform and vendor independence when hardware (and software) implement open industry standards; i.e., reduce vendor lock.  Severable modules can be openly competed and portable components with open specifications or standards for interfaces, services, and supporting formats to be competed across a wide range of systems from one or more suppliers
Innovation is also a goal of MOSA.  Adopting a modular technical design and possibly, an open system approach  enable Commercial flexibility to achieve value and innovation in procurement.  As an example, 3rd party developers can now offer SW development kits (SDKs) and system development tools that include source code & documentation in order for the innovation to be accomplished organically, and provide operational flexibility to configure and reconfigure available assets to meet rapidly changing operational requirements
Finally, Cost Avoidance/Cost Savings.  Adopting a modular technical design and possibly, an open system approach can enable less expensive modifications, without redesigning hardware or software. Adoption of open approaches encourages the reuse of technology, modules and/or components from any supplier across multiple uses, across multiple platforms, at almost any point in the acquisition lifecycle.
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Improve Interoperability 

• Begin with the MOSA End Goal in Mind 
– Enable systems (and software applications) to access 

and provide data + services using (open) interface 
definitions between components   

• Program Objectives 
– Operational flexibility to support reconfigurable product 

configurations of existing capabilities to counter threats 
or enable different missions 

– Share and exchange data consistently between 
components (and system stakeholders) using defined 
data models  

 Interchangeable 

 Supportable 

 Open  
Definitions 

 Loose 
Coupling 

Reconfigurable 

Flexible 

Presenter
Presentation Notes
ie, engineering data (especially interface definition) used in the creation of different combinations of the existing modules (i.e. capabilities) to counter a threat, or enable a different mission
- Change severable software and hardware modules independently
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Enable Tech Refresh 

• Begin with the MOSA End Goal in Mind 
– Enable periodic upgrades of technology to assure 

system supportability   

• Program Objectives 
– Enable technical flexibility for rapid and effective system 

upgrades 
– Upgrade technology without changing all components in 

the entire system 
 

Upgradeable 
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 Loose 
Coupling 
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Severable 

Flexible 
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Presentation Notes
- Increase lifespan of modular components through technology refresh
- Provide opportunities for technology insertion and upgradeable product configurations
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Increase Competition 

• Begin with the MOSA End Goal in Mind 
– Prevent vendor lock and increase options for 

replacement/refresh 

• Program Objectives 
– Platform and vendor independence when hardware (and 

software) implement open industry standards 
– Ability to openly compete severable modules  
– Compete portable components with open (specifications 

or standards for interfaces, services, and supporting 
formats) across a wide range of systems from one or 
more suppliers 
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Severable 

Flexible 

 Open  
Definitions 
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Presentation Notes
Currently there is significant diversity of interpretation and language regarding the concepts of IP and its relationship to modular design. 
* Open Systems business models are dependent on detailed engineering designs that incorporate and define open systems architectures, standards and interfaces [Welby 2014  Slide #16 from 17th NDIA Conference]


Welby 2014  Slide #5 from 17th NDIA Conference


Modular Open Systems: Enabling New Business Models (slide #5 title header)
http://www.acq.osd.mil/se/briefs/16943-2014_10_29_NDIA-SEC-Welby-MOSA-vF.pdf

Objective: Competition at the sub-system level

Government must be able to share:
– Design documentation, specifications, interfaces, tools, etc.
– Architecture definition
– Established sub-systems boundaries that are defined, coherent and loosely coupled

• Focus on what is needed for competition:
– Scale sufficient to attract competitors
– Scoped to accept innovative offerings
– Support for innovation through appropriate licensing of IP

• Government must be a smarter buyer.
– Creates significant new demands on government in-house engineering capabilities and capacity
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Incorporate Innovation 

• Begin with the MOSA End Goal in Mind 
– Insert capabilities that provide technological innovation  

to the warfighter 

• Program Objectives 
– Take advantage of new advancements in technology  
– Enable technical agility to meet rapidly changing 

requirements  
Flexible 
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 Open  
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Severable 
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Increase innovation in the system technology and use
The DoD is looking to innovative acquisition models to achieve increased
efficiency and effectiveness




19th NDIA SE Conference 
10/26/2016 | Page-11 Distribution Statement A – Approved for public release by DOPSR. Case # 16-S-2892 applies. Distribution is unlimited. 

Improve Cost Savings/Avoidance 

• Begin with the MOSA End Goal in Mind 
– Enable reduction in cost & time to decrease total cost of 

ownership  

• Program Objectives 
– Achieve less expensive technical modifications 
– Additional capabilities and modifications desired without 

redesigning non-critical hardware or software 
– Ability to reuse previous investments: technology, 

modules or components across the acquisition lifecycle 
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Severable 
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What Next? 

• Define modularity and openness (technical and 
programmatic) in an ecosystem 

• Address MOSA for component obsolescence and cases 
where there is a loss of critical suppliers 

• Address how to plan for technology insertion and 
upgrades in tightly coupled, highly integrated systems  

• Quantify the costs, benefits, and risks of MOSA across 
multiple dimensions (e.g. using tradespace exploration) 

• Map beneficial elements of MOSA strategies to 
appropriate acquisition processes that encourage 
adoption 

• Organize what we know, and plan for what needs to be 
done 
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For Additional Information 

Philomena Zimmerman  
Office of the Deputy Assistant  

Secretary of Defense for Systems Engineering 
571-372-6695 |philomena.m.zimmerman.civ@mail.mil 

 
Monique Ofori 

571-372-6676 | monique.f.ofori.ctr@mail.mil 
Vanessa Chioffi 

571-372-6702 | vanessa.a.chioffi.ctr@mail.mil     
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Systems Engineering: 
Critical to Defense Acquisition 

Defense Innovation Marketplace 
http://www.defenseinnovationmarketplace.mil 

DASD, Systems Engineering 
http://www.acq.osd.mil/se 
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