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What is a “System of Systems”?

yWery large systems using a framework or
architecture to integrate constituent
systems (CSs)

»Exhibits emergent behavior not otherwise
achievable by CSs

»SoS CSs

Independently developed and managed

- New or existing systems in various stages of
development/évolution

> May include a significant number of COTS
products

- Have their own purpose
> Can dynamically come and go from SoS

Patient
Management
System

Laboratory
System

Health
Care
Network

»Typical domains
o Military/Crisis Response. Dynamic
communications infrastructure

> Business. Enterprise-wide and cross-
enterprise integrations

Imaging
A Management
System

Pharmacy
System

Telemetry
System

Based on Mark Maier’s SoS definition maier, 1998]



SoSE Activities and Manhagement Strategies

»Types of SoS governance
Virtual [Maier, 1998]

Lacks a central management
authority /clear SoS purpose

Collaborative [Maier, 1998]
CS engineering teams work
together, but no one in charge
Acknowledged [Dahmann, 2008]
Recognized objectives,

designated manager supported
by an SoSE team

Directed [Maier, 2008]

(¢]
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External Environment

SoSE Guidebook view based on interviews and
analysis of 18 DoD SoSs in various stages:

[e]

- Communications systems 505 centrally managed by a
« Command and control systems government, corporate, or L_ead
Integrated combat systems System Integrator organization

Ballistic missile defense systems
Intelligence information systems
Space-related systems

Key SoSE challenges reflected by
core elements and governance...



SoSE Synchronization Challenges
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SoSE Process Strategies: Incremental
Commitment Model for SoS

Clear “battle rhythm” for SoS
incremental upgrades, driven
by prioritized backlog of

needed capabilities....

Unfareseeable Change (Adapt)
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Constituent systems use their
own lifecycle upgrade
processes to integrate So0S
requirements into their own
incremental upgrade....



SoSE Process Strategies: Lean Enterprise Principles

SoSE guided by LAl Lean Enterprise
4 Grand Questions

1. How can | understand
how my organization/
enterprise currently
operates within its larger
context?

2. How can | define and evaluate
the future possibilities for a more
efficient and effective enterprise?

Lean Enterprise 4 Grand Questions

mapped to DoD SoSE case studies....

4. How can | best manage the
enterprise change process?

3. What are the most
effective strategies and
tactics to achieve these
future possibilities for
my enterprise?

Lean Enterprise 4 Grand Questions mapped to SoSE core elements....

Lean Enterprise Grand Questions
Q1: Understand Q2: _FL_Jt_u_re Q3: Strategies and Q4: Change Stakeholder Holistip
SoSE Core Element Current Possibilities Tactics for Future Process Considerations Ente.rprlse
View
Translating Capability Objectives X X X
Understanding Systems and Relationships X X X
Assessing Performance to Capability Objectives X X X X
Developing and Evolving an SoS Architecture X X X X
Monitoring and Assessing Changes X X X X
Addressing Requirements and Solution Options X X X X
Orchestrating Upgrades to SoS X X X

Lean Enterprise Grand Questions -
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Case Study:
Regional Area Crisis Response SoS (RACRS)




Constituent Systems

v Satellite Imaging System. Provides images of interest to
requestor

v Fire Department: Manages the fire response units

v Police Department/Sheriff’s Dept: Provides safety and
crime-fighting support/includes evacuation support and
protection from looters

» Handheld devices. Provides connectivity to people on the
ground (fire fighters, police, sheriff deputies) via voice and
video

v Unmanned ground vehicle (UGV): Provides
> On the ground video feeds in situations where it is too dangerous
for personnel
> Clearing of brush/small trees to create fire breaks

» Hazmat system. Instrumented gear to help quickly
evaluate potentially hazardous situations and well as
communications and video capability




Constituent Systems (ontinuea

Regional area Planning and Land Use Data:

Includes building plans and maps for utilities (electricity,
water, sewer) and other regional areas of interest

Command and Control Center: Central site to
monitor and help coordinate activities/site to support
decision makers

Aerial water tanker: State/national asset shared
among multiple regional areas

News helicopter: Used to capture video feeds for news
programs—includes news events as well as traffic flows,
may also be used to monitor for signs of looting

Unmanned aerial vehicles (UAVS).: Used for
surveillance, lightweight fire retardant drops, and can also
be armed to start needed backfires or fire upon
looters/rioters
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RACRS Key Features

» Goals:
- Minimize impacts of area crises
- Contain potential losses
» Ability to coordinate responses to regional area crises
Classify type of crisis
Alert appropriate organizations
Alert/evacuate public
Identify and manage needed resources
- Fire trucks
Airplanes
Helicopters
Robots/remotely controlled vehicles
- Medical supplies/special treatment or isolation facilities
» Request and coordinate support from other agencies: state,
Federal, or other regional areas

b ?tra(\jtegic partnership with local news stations for live video
eeds

» Support crisis management activities in other regions

(¢]

o

(¢]

o
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RACRS Issues and Risks

Incompatible interfaces between existing systems

COTS products available to support interconnectivity, but have
not been used at this level (potential scalability issues)

Police and fire departments currently have on-going projects to
integrate the police, fire department, and 911 systems

Limited local budgets to modify other existing systems

Little or no modifications expected for related State and Federal

systems but expectations that these will evolve
- Potential impacts with interfaces to other regional area systems

Federal funds available if system implemented within the next 5
years

Both County Board of Supervisors and City Council need to
approve plans and budgets

Citizen privacy and security issues

Po;cjentilal overlapping authorities during crises: local, state, and
Federa

12



RACRS Desired Characteristics

Integrate existing Ie?acy systems together using a net-centric
architecture that'includes wireless, mobile networks for mobile
units and existing networks for fixed Control Center
connectivity

Must work across coastal plain, intermediate mountain range,
and low-lying desert area on far side of mountain range

As part of this effort, the city and county planning and land use
organizations would like to replace their locationtracking
systems with a new system that is based on city/county records
and not the more general purpose map programs/ databases
typically provide by Geographic Information System (GIS)
vendors

No other new system components planned for the early
versions of this SoS

Build on existing connectivity
- Some sort of connectivity exists between
- City police, sheriff’s, 911, and ambulance systems
- Jail information system and state and Federal agencies

- Most other system components are relatively closed, independent
systems
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Elements to Think About

v

Key mission scenarios

o Fires

- Earthquake in Southern California

- Hazardous material spill on freeway during rush hour

» Feature, service, or crisis priorities—how to define early
increments

» Candidate architecture(s) and increment definitions: What can be
defined as “independent projects”™? How does this impact cost
and schedule?

What elements require early simulation/prototyping/evaluation?
Risk management: What key risks should be addressed first?
Where to be agile? Where to be plan-driven?

Types of oversight for various types of component system

v Vv Vv Vv

providers
- Strategic partners — Suppliers
> Vendors — Developers

» What additional assumptions/constraints are there?
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Desired SoS Engineering Modeling
Support

» Understand CSs and their relationships
> SoS architecture and capabilities
> CS functional capabilities
- Interfaces and protocols
- Data elements, precision, and rates

» Develop and evolve an SoS architecture
- Understand current architecture
- Develop target architecture to guide SoS evolution
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Desired SoS Engineering Modeling
Su Ppo 't (continued)

» Assess CS changes
> Impact to SoS architecture and capabilities

» Address new requirements and options

- Implementation and transition strategies for
desired capability

> Impact to constituent systems
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Overview of SysML Model Capabilities
with Respect to SoSE

% Understanding the user perspective

Actors
Understanding how the single
system fits in the SoS environment
Interaction
{
Understanding the key constituent
- - . systems in the SoS environment and
Constituent Systems . . A
Oo0oo what their single system capabilities

Constituent Constituent
System System

Understanding the interactions
between the various constituent
systems within the SoS

‘ System to System
Interactions




SysML Models that Support SoS
Engineering Needs

» Object classes » Use cases
- Characterize each SoS CS - Characterize both CS
and its capabilities and SoS capabilities from
» Interface classes the different user
> Describe each CS perspectives
interface » Sequence diagrams

» Input/output entity
classes
> Express the associated
data attributes of each
data item transferred
over that interface

- Characterize and analyze
the operational flow for
an SoS capability
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RACRS Context Diagram
— From the perspective of the CCC

County Planning
& Land Use

Reverse 911

s

Aerial Water Tanker Fire Control

: UGY
Satellite

Key “boundary object” that can be viewed from many perspectives...
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Scenarios: CCC Use Cases

Command Control Center

uGv «initiatess»
Conduct Fire Suppression

Fire Control

Get Topo Map Info
= e «jnitiatess»

Get Map Info

County Planning
& Land Use

Handheld Dev
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Evacuate Area Sequence Diagram
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Evacuate Area Alternate Sequence for
Intruder “Management”

| '] Evacuate Area

mmmmm
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CCC Interface Class

Command Control Center

- —
_____________

CCC Interface

42 Evacuate Area (where : Area )

5 Acknowledged ( AckType : Acknowledament )
g2, Report All Clear ( who : Reporting Entity )

¥ Report Intruder ( where : Area )

{5 Eliminate Intruder( where : Area)

g Report IntruderEliminated ( where : Area )
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Evacuate Area 1/O Entities

[0 ety |
F | latitude
Ko J
gnma

1
[
4

| longitude

@ call Type
vacuate
= Acknowledgment
= Evacuate

= Reporting Entity
= Police

= Fire
= UAV
= UGV




Evacuate Area |I/O Entities by Actor

it g
Enmaﬂm__ﬁwi

Fire Control

{2, Status Area Evacuated (where : Area )

= Acknowledgment
= Evacuate

«sende

= Reporting Entity
= Palice
= Fire
= UAV
= UGV

UAv

= Acknowledgment

= Evacuate

ssends

= call Type

wre e yes

Police Control

g2, Evacuate Area (where : Area )
&3 Report Intruder [ where @ Area )

4% Report Intruder Eliminated (where : Area )

Hreceives

= Evacuate

4%, Patrol Evacuated Area ( where : Area )
4 Eliminate Intruder( where : Area)
4% Target and Eliminate ()

{2 Send Calls ( callType : Call Type )
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UML View for Interoperability:
Logical Data Models
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Summary and Conclusions

» Recent SoSE research identified need for useful
SoSE models

» Goal of presentation to show how SysML
models can be used to support some of these
needs
- Context diagrams
- Use cases
> Object blocks
> Interface classes
> 1/0O classes

> Logical data models (UML)
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Summary and Conclusions

(continued)

» Captures information distilled from multiple
sources and integrates to provide a “bigger” picture
and support
- End-to-end performance of SoS mission scenarios
- Evaluate new capability alternatives
- Evaluate proposed architecture changes
- Evaluate impacts of proposed CS changes not related to SoS

capability changes

» Key to success in modeling SoSs

- Model only the aspects that are important for the
engineering activity

- Consider using models in new ways, for example I/0
classes to capture interface data attribute information
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