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Abstract

Systems of great complexity that require high levels of assurance are increasingly foundational to national
security as well as economic and social activities. These systems not only need to behave as required by
legitimate users but also to resist and recover from exploits attempted by malicious users. The analysis,
design, and implementation of such systems have typically been addressed in terms of separate life cycles
such as system engineering, security, and assurance. However, the concerns and responses in these
various disciplines are clearly interrelated and would benefit from greater coordination. This brief
describes an approach that superimposes -- or rather interweaves — the processes of risk management,
system assurance, and related system engineering approaches. Using an iterated Plan-Do-Check-Act
(Shewart) cycle, this perspective correlates these activities and indicates where economies can be realized
through consolidation of efforts. This framework is based on internationally recognized standards for
systems engineering processes and will examine each of these processes to provide an example narrative.
For example, the development of assurance cases is treated as a progressive and iterative life cycle tightly
coupled with the development of system components and other project deliverables.
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