ﬁ Newcastle

SCARECROW
CONSULTANTS

Traceable Engineering of Fault-Tolerant SoSs

Zoe Andrews, Claire Ingram, Richard Payne and Alexander Romanovsky
Newcastle University, UK ‘

-
=

=~ Jon Holt and Simon Perry
Scarecrow Consultants Limited, UK

|\ '+ SOSECIE webinar: 09/15/2015




: @5 Newcastle
Outline Q) university

* Introduction
* Engineering Fault-Tolerant SoSs
* Conclusions

SoSECIE 09/15/2015 2



: @5 Newcastle
Outline Q) university

* Introduction
— Systems of Systems
— Systems of Systems and Dependability
— The Fault Modelling and Analysis Method

* Engineering Fault-Tolerant SoSs

e Conclusions

SoSECIE 09/15/2015 3



@5 Newcastle
Our Research ... B University

Design technology (foundations,
methods, tools) for:

e Systems of Systems (SoS)
e Cyber-Physical Systems (CPS)
We focus on model-based design:

e Models as a basis for
collaborative development

 Machine-assisted analysis of
models as a means of managing
development risk

"HVAC Ventilation Exhaust" by PictorialEvidence - Own work. Licensed under CC BY-SA 3.0 via Wikimedia Commons -
http://commons.wikimedia.org/wiki/File:HVAC_Ventilation_Exhaust.jpg#/media/File:HVAC_Ventilation_Exhaust.jpg
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Current Projects B8 University

e Strongly supported by European Union
* Current Priorities:

— Research: development of sound toolchains for verifying
global properties of CPSs (INTO-CPS)

— Innovation Support: creating ecosystems in model-based
engineering for CPS (CPSE Labs)

— Strategic Actions: Roadmaps and Transatlantic Research
Agenda (Road2CPS, TAMSACPS)

é;) 18 CPSE Labs F%AF:») TAMS,%

INTO-CPS CPS

www.into-cps.au.dk www.cpse-labs.eu www.road2cps.eu www.tams4cps.eu
@IntoCps @CPSE_Labs @ROAD2CPS @TAMSA4CPS
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Systems of Systems B University

* Assembly and integration of
independent “constituent systems”
interacting via a networked
infrastructure

e Collectively offer a new global
(“emergent”) service on which
value and reliance is placed.

* Independence

’ D I Strl b Utlo n g?uigg,—y Unified Emergency Service Radio
 Evolution 2 Prone System
Caller - Telecom [ ] ERU
* Emergence e
System | |Fire Brigade| 1 Target
* Model-based SoS Engineering as a [ e

way of mastering complexity

Police Hospital
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COMPASS Technology B University

(cFault Actvation View» (fautsOfinterest = Complte Failure of the Radio System]
Intiate Rescue Fault Actvation [Faul 1

Radio System ERUL:ERU

«Fault Activation»
Fault 1 activation

Y e e jocate Send rescue | | |
‘‘‘‘‘‘ infoto ERU
ERU] )

cccccccccc

Semi-formal Modelling

* SysML used for SoS modelling

* Guidelines for Requirements,
Architecture, Integration

* SoS modelling profiles

* Architectural patterns and
extensible architectural frameworks
(AFs)
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COMPASS Technology

(cFault Actvation View» (fautsOfinterest = Complte Failure of the Radio System]
Intiate Rescue Fault Actvation [Faul 1

CC: Call Centre Radio System ERUL:ERU

«Fault Act

clivation

Findidle ERUS) s
e Alocate Sendrescue | | | Process
""""" ide ERU info 0 ERU message
&R L
& Divert ERU) o
’ ror
cccccccccc
r10r 1 e
i

«Start Recovery» <&
Start Recovery 1

process CallCentreProc = begin

actions
MERGE1(r) =
(dcl e: set of ERUId @ e := findldleERUs();
if e={}
then DECISION2(r)
else
(dcl el: ERUId @ el :=
allocateldleERU(e, r); MERGE2(e1, r)))

process InitiateRescue = CallCentreProc
[| SEND_CHANNELS |] RadioSystemProc
[| RCV_CHANNELS |] ERUsProc

Semi-formal Modelling

* SysML used for SoS modelling

* Guidelines for Requirements,
Architecture, Integration

* SoS modelling profiles

* Architectural patterns and
extensible architectural frameworks
(AFs)

Formal Modelling

* CML allows representation of
behavioural semantics of the SoS

* Supports contract specification

* Describes functionality, object-
orientation, concurrency, real-time,
mobility.

* Can be extended to new paradigms

SoSECIE 09/15/2015
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mplete Fakre of he Radio System]

Radio System ERUL:ERU

Y e e jocate Send rescue | | |
‘‘‘‘‘‘ infoto ERU
&Ry

cccccccccc

process CallCentreProc = begin

actions
MERGE1(r) =
(dcl e: set of ERUId @ e := findldleERUs();
if e={}
then DECISION2(r)

else |

(dclel: ERUId @ el :=
allocateldleERU(e, r); MERGE2(el, r)))

process InitiateRescue = CallCentreProc
[| SEND_CHANNELS |] RadioSystemProc
[| RCV_CHANNELS |] ERUsProc

T BT 2 i
(LT

9 afegoModeler’

J

Semi-formal Modelling

* SysML used for SoS modelling

* Guidelines for Requirements,
Architecture, Integration

* SoS modelling profiles

* Architectural patterns and
extensible architectural frameworks
(AFs)

Formal Modelling

* CML allows representation of
behavioural semantics of the SoS

* Supports contract specification

* Describes functionality, object-
orientation, concurrency, real-time,
mobility.

* Can be extended to new paradigms

Tool-supported Analysis
* Model-checker

* Automated proof

* Static Fault Analysis

* Test generation

* Simulation

* Model-in-Loop Test

* Exploration of design space
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SoS and Dependability B University

Independence
Challenge:

CSs are autonomous and
independent, responsibility for
preventing SoS failure when a
CS fails or withdraws from the
SoS is unclear

Approach:

Record explicitly where
responsibility for fault tolerance
lies

SoSECIE 09/15/2015 10



Newcastle

SoS and Dependability B University

Challenge:

TR Networking technology that SoS-
Distribution level functionality relies on may
introduce faults

Approach:

Model-based support for
exploration of recovery
strategies that can be applied
when networking failures occur

SoSECIE 09/15/2015 11



SoS and Dependability

Newcastle
+ University

Challenge:

CSs evolve independently, need
to preserve dependability under
evolutions of the SoS

Evolution
Approach:

Model-based traceability
facilitates impact analysis to
understand the impact of
unexpected changes

SoSECIE 09/15/2015 12
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SoS and Dependability B University

Challenge:

Need to analyse the emergent
dependability of the SoS, but
constituents systems may be
black boxes

Approach:

Emergence Document fault assumptions for
constituents and provide tool
support for analysis of emergent
dependability properties

SoSECIE 09/15/2015 13
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SoS failure “a deviation of the service provided by the SoS
from expected (correct) behaviour”

SoS error “the part of the SoS state that can lead to its

subsequent service failure”

SoS fault “the adjudged or hypothesised cause of an error”

The focus of our work is on fault-tolerant SoSs
e preventing SoS failures from arising in the presence of faults
* achieved by detecting errors and conducting system recovery

Avizienis, A.; Laprie, J.-C.; Randell, B. & Landwehr, C., "Basic concepts and taxonomy of
dependable and secure computing," Dependable and Secure Computing, IEEE Transactions on ,
vol.1, no.1, pp.11,33, Jan.-March 2004.
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Methodology

Fault
Tolerance
Verification

Informal
Requirements

Requirements Architectural Fault
Engineering { Design Analysis
|
|
Traceability
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Technologies

Fault
Tolerance

Verification HIP-HOPS

Plugin

Fault
Analysis
Tool

Traceability

Pattern

Fault Fault
Modelling Analysis
Architectural Architectural
Framework Framework

o ———

SoS-ACRE
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Technologies

Modelling

Traceability
Pattern

SoS-ACRE

SoSECIE 09/15/2015

Fault
Tolerance
Verification
Plugin

Fault
Modelling
Architectural
Framework

Newcastle
Q) Lniversity

HiP-HOPS

Fault
Analysis
Tool

Fault
Analysis
Architectural
Framework

Analysis
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Approach

CAFF APPROACH

Define Define

Ontology Viewpoints
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COMPASS AF Framework (CAFF) @3 Newcastle

+ University

Approach
CAFF APPROACH
Define Define
Ontology Viewpoints
Ontology
] System fr——
System of Constituent
Systems System
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COMPASS AF Framework (CAFF) Newcastle

+ University

Approach
CAFF APPROACH
Define Define
Ontology Viewpoints
- //
|, Viewpoints
Fault/Error/Failure Threats Fault Tolerance
L Definition Chain Structure
Viewpoint Viewpoint Viewpoint
Fault Tolerance Erroneous/Recovery
System of Connections Processes
Systems Viewpoint Viewpoint

A 4

Viewpoints use modelling elements from ontology 50




COMPASS AF Framework (CAFF) @3 Newcastle
+ University
Approach

CAFF APPROACH

Define Define

Ontology Viewpoints

\/icsarmnAainte~

Fault/Error/Failure Rule FMAFO1: All faults, errors and failures modelled in the Fault

Definition Modelling Architectural Framework must be defined in the
Viewpoint Fault/Error/Failure Definition View (FEFDV).

[ |

[

Fault Tolerar Rule FMAFO02: All constituents included in a Threats Chain View

System of Connectior (TCV) must be included in the corresponding Fault Tolerance
. . Structure View (FTSV) and Fault Tolerance Connections View
Systems Viewpoint (FTCV).

SOSECIE 09/15/2015 Rules restrict how the viewpoints may be applied 21
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 |Introduction

* Engineering Fault-Tolerant SoSs
— Case Study
— Requirements Engineering
— Fault Modelling
— Requirements Tracing
— Fault Analysis

e Conclusions
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Emergency Response S0S
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Emergency Response S0S
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: : : @5 Newcastle
Requwements Englneerlng Umversrcy

* Apply SoS-ACRE: a structured way
of engineering and managing the
requirements of an SoS

We focus on the requirements
engineering processes

* Key elements of SoS-ACRE for fault tolerance:

— define the fault tolerance requirements of the SoS (what
faults)

— examine the fault tolerance requirements in the context
of the CSs

— identify error detection and recovery scenarios

SoSECIE 09/15/2015 27
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Requirement: Tolerate Radio System Failure

CIV Insiel FM Fault 1 Context)

*
L4

Tolerate Radio
System Failure

.
A Y

. 1Y
«include»
3

System Failure

L4

«include»

Repair Radio
System

Radio System]
-
Tolerate User
Faults
]
1 /
! -
1 ginclude» Detect Radio
]
[ ]

Call Centre

Radio
Repairman

Call Centrel

Detect Radio
System Failure

Tolerate Radio
System Failure

]
1 «include»
]

Repair Radio
System

y «include»

Arrange Radio
Repairman

' cinclude»

*
-*

“«include»

Recover from
Radio System
Failure

1 «include»
1

«include»

Mobile Phone

Communications

Tolerate
Faults

Radio
System

User

N

Call Centre

Voice

ERU

e ] —]

Mobile Phone

Detect Radio
System Failure

Tolerate
Faults

]
1 «<includen

«include»

Tolerate Radio
System Failure

«include»

Recover from
Radio System
Failure

("
; «include»
U

Mobile Phone
Voice
Communications

System
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ER So0S: Context Interaction

CIV Insiel FM Fault 1 Context)

Radio Systeml

Tolerate
Faults

Detect Radio

«include» .
System Failure

¢
* -
¢ «include»

Tolerate Radio
System Failure

.
A Y

. 1Y
«include»
3

Repair Radio
System

Call Centre

S

Radio
Repairman

Call Centrel

Detect Radio
System Failure

Tolerate Radio
System Failure

]
1 «include»
]

Repair Radio
System

«include»

Arrange Radio
Repairman
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Call Centrel

Detect Radio
System Failure

Tolerate
' «include» Faults

Tolerate Radio «include»
System Failure

' ‘ include»
1 «include» \ Call Centre
]

Call Centre Recover from

Radio System
Failure

Repair Radio
System

. 1 «include»
«include» '

Arrange Radio Mobile Phone

Repairman Voice
Radio Communications

Repairman
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* Defined a Fault Modelling
Architectural Framework
(FMAF) + SysML profile

 Prompts an SoS engineer to consider the impact
of faults at the early stages of design

* A coherent set of views & concepts for designing
fault-tolerant SoSs

FMAF

Ontology Viewpoints
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Fault Modelling B9 University

* Defined a Fault Modelling
Architectural Framework
(FMAF) + SysML profile

 Prompts an SoS engineer to consider the impact
of faults at the early stages of design

* A coherent set of views & concepts for designing
fault-tolerant SoSs

FMAF

Ontology Viewpoints

SoSECIE 09/15/2015 32



Newcastle

FMAF: Ontology Definition R University

oDv Ontolugy Definition View [Fault Modelling Architectural Framework]l

~dfinteracts with 3 .
~=dprovides redundancy for -alis related to interacts with
. *| 1 . | 1 “ﬁ 1 . _i 1 ] .*
«block» «block» «block» «block»
* System Environment Operation 1% 1 Process 1 1 I «block»
Activity
* -sl describes behaviour ofl
is related to 1 «block»
] SoS “blockn “blockn 1
Erroneous Operation Recovery Process ~Blockn
~aprovides redundancy for 1 4. * Recovery Activity
* *| trigger
. I — 1.x osert A
«DloCK»
«block» « representefiby | * «block»
1.. detected b
Interface =1 Constituent System Soc y Error Detection
1..* 1 pr ts te occurrence of '
A detedted by A
s related to 1%t A related toms— is related to=
| N *I * *I 1“* 1 _.* *I . | kI . |
«block» 1 causesp— * «block» «block»
Fault 1 Error 1 * Failure *
1 causes |
* 1 1 * 1 *
1
«block»
Fault Activation causes b=
—dcauses
—-aobserved at
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FMAF: Ontology Definition R University

oDv Ontolugy Definition View [Fault Modelling Architectural Framework]l

~dfinteracts with 3 .
~=dprovides redundancy for -alis related to interacts with
. * 1 . L I P
«block» «block» «block» «block»
* System Environment Operation 1% 1 Process 1 1 I «block»
Activity
* -sl describes behaviour ofl
is related tos— 1 «block»
] SoS “blockn “blockn 1
Erroneous Operation Recovery Process —olocky
~lprovides redundancy for 1 1. * Recovery Activity
* *| trigger,
* I = 1.7 999y A
«DloCK»
«block» « representefiby | * «block»
1.. detected b
Interface — Constituent System Sloclod YR Error Detection
1.* pr ts te occurrence of '

s relatedto 0%} related to = is related to

| I . 1.% I I *I I
* * *
«block» «blocks

Error 1 * Failure *
causes |

1 *

L
«block»
Fault Activation causes =

—dcauses

—-aobserved at
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FMAF: Ontology Definition 9 Unhversity

<aisrelatedto 0" A related to is related to

«block» 1 causesp— ¥ «block» «block»
Fault Error 1 * Failure

causes P

1

i
«block»
Fault Activation causes P

--ficauses

* SoS failure: “a deviation of the service provided by the SoS
from expected (correct) behaviour”

* SoS error: “the part of the SoS state that can lead to its
subsequent service failure”

* SoS fault: “the adjudged or hypothesised cause of an error”
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FMAF

Viewpoints

Ontology
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FMAF

Viewpoints

Ontology

Structural Viewpoints

Fault/Error/Failure
Definition

Threats Chain

Fault Tolerance Fault Tolerance
Structure Connections
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FMAF

Viewpoints

Ontology

Structural Viewpoints Behavioural Viewpoints

Fault/Error/Failure ) Erroneous/Recover Erroneous/Recover
/ : / Threats Chain / y /. y
Definition Processes Scenarios

Fault Tolerance Fault Tolerance

. Fault Activation Recovery
Structure Connections
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FMAF

Viewpoints

Ontology

Structural Viewpoints Behavioural Viewpoints

Fault/Error/Failure ) Erroneous/Recover Erroneous/Recover
/ : / Threats Chain / y /. y
Definition Processes Scenarios

Fault Tolerance Fault Tolerance

. Fault Activation Recovery
Structure Connections
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«Threats Chain View» {faultsOflnterest = Complete Failure of the Radio System}
TCV Threats Chain [Fault 1]
: Emergency Response SoS
pmEEEEEEm—=_——— 1 g e EEEmEmm_—=- 1
[ ] n [ ] ]
: Caller !: Phone System' ! ERU  — : Target
: Lo < | A
T 1 T 1 "
" 1
. [
' 1
' !
] ]
= EeEstessss= 1 )
1 [] [} 1
: Call Centre |—! : Radio System | . ', «observedAt»
e memenaa o \
A A : \
: - -; : “
«locatedlny_ _ . === S ' .
--------- iR JdetectedBy» «dete(itftisy =’ \
n -~ - 1
] 1 ] 1
«Fault» «Error» «Failure»
: Complete Failure of p === === === > :RadioSystem |-~ el == :Target Not
the Radio System «causes» Unavailable Attended by ERU
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«Threats Chain View» {faultsOflnterest = Complete Failure of the Radio System}
TCV Threats Chain [Fault 1]

: Emergency Response SoS

: Caller

“ «observedAt»

«locatedin»_ _ . === - '
fmmmm== - AN ~(<detectedBy)> «detec_tftis-y = ‘I
" Y cT :
«Fault» «Error» «Failure»
: Complete Failure of f========= >| :RadioSystem [~-~- el =3 :TargetNot
the Radio System «causes» Unavailable Attended by ERU
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ER SoS: Threats Chain R University

«Threats Chain View» {faultsOflnterest = Complete Failure of the Radio System}
TCV Threats Chain [Fault 1]

: Emergency Response SoS

pmEEEmmEmmm—_— 1 pmEEEmEmmm———— 1
] ] 1 ]
: Caller !: Phone System} : ERU :_T : Target
; b <)
.
---------- L}
] ]

“ «observedAt»

«Fault» «Error» «Failure»
: Complete Failure of : Radio System > :TargetNot

. «causes»
«causes» Unavailable

the Radio System Attended by ERU

SoSECIE 09/15/2015 42



: : #= Newcastle
ER SoS: Fault Activation B University

(«Fault Activation View» {faultsOfinterest = Complete Failure of the Radio System} )
Initiate Rescue Fault Activation [Fault 1]

CC : Call Centre : Radio System ERU1 : ERU

: Start rescue

: Find idle ERUs

: Allocate
idle ERU

: Send rescue : Receive
info to ERU message

[idle ERY]

: Fault 1 activation

1
1
1
> «Fault Activation» |
[
1
4

[no idle
ERU]

[higher
criticali

r 4 .
1 ]
[lower : - f «Erroneous... :
criticality] | «Error Detection» : Drop message :
' “Error 1 detection .. \ ] Sorvi
' : Service
—( : Wait J ( Log diversion) ; - w ] rescue
' «Failure Event» '
] : Target not attended ]
[ ]
For the rescue e o it ’
the ERU was u
diverted from
v
«Start Recovery» \ «End Recovery»
: Start Recovery 1 / : End Recovery 1
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ER SoS: Fault Activation 9 Unhversity

(«Fault Activation View» {faultsOfinterest = Complete Failure of the Radio System} )
Initiate Rescue Fault Activation [Fault 1]

CC : Call Centre : Radio System ERU1 : ERU

: Start rescue

. : Send rescue : Process : Receive
: Find idle ERUs info to ERU message message
lidle ERUI (- Allocate «Fault Activation»
.idle ERU : Fault 1 activation
[no idle

ERU]
Ihigher *
civcaigf: pivert ERU
[lower "
criticality] «Error Detection» : Drop message
“Error 1 detection ..

W : Service

vy
—( : Wait J ELog diversion) rescue

For the rescue
the ERU was
diverted from

«Start Recovery» \ } «End Recovery»

: Start Recovery 1 / : End Recovery 1
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ER SoS: Fault Activation 9 Unhversity

: Process | : Receive

message J message
«Fault Activation»
: Fault 1 activation

: «Erroneous...
> «Error Detection» : Drop message

Error 1 detection ..

W : : Service
rescue

v

«Start Recovery» \ «End Recovery»
: Start Recovery 1 / : End Recovery 1
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Requirements Tracing 8% University

* Traceability Pattern

— a structured way of defining
traceability

— in this case we will use it for
fault tolerance

requirements traceability

Use case
es'©
{¢ac (SoS-ACRE Context
Detected by dependency Interaction Viewpoint)
(FMAF Threats Chain Viewpoint) . . .
Trac Validation View
° (SoS-ACRE Viewpoint)
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Requirements Tracing (ER SoS) 9 Unhversity

«Threats Chain View» {faultsOfinterest = Complete Failure of the Radio System}|
TCV Traceability View: Threats Chain [Fault 1]
: Emergency Response SoS
pmEEEEEEEEE= ] [ I 1
L] L} L} 1
: Caller !: Phone System| : ERU . . : Target
] ' 1 <| 1
L L '
1 1
' 1
1 1 tracesTo
: \‘ «Use Case» Detect Radio System Failure ﬁ
| I [ .,
] [ I 3
: Call Centre |——!: Radio System} | :“
R B G
A A ' ! by observedAt»
L e i ": rmmm=! : : ‘\
; -mmmmmTT _“: “C detectedB T \
1 cmmm===" * udetectedBy» « .- Y 1
' 1 «locatedin» . - 1
n [} 1 L} 1
L} L 1 'l L
L}
' «Fault» «Error» «Failure»
! |: Complete Failure of fp === === === >| :RadioSystem [-- ey =3 :TargetNot
P the Radio System «causes» Unavailable Attended by ERU
'
L}
LI tracesTo
«Use Case» Detect Radio System Failure
«Object Sequence Diagram» Insiel FM Validation Detect Radio System Failure 1
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Fault Analysis B University

-

* Provide modelling and tool support for static fault analysis
— Fault Analysis Architectural Framework (FAAF) + SysML profile

e Assists an SoS engineer in analysing

the impact of CS/component level

faults on SoS functionalities

— ‘Ergonomic profile’ and translation tool for Atego Modeler

* Fault analysis capabilities provided by HiP-HOPS tool
— Fault Tree Analysis
— Failure Modes and Effects Analysis

SoSECIE 09/15/2015 48
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SoS

-_—l
L&
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SoS

Cs1

O
O

CS2
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Fault Analysis: Example R University

SoS failure

SoS

Cs1

o
0
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Tool Overview R University

1. Ergonomic profiling T

Atego Modeler

Fault Analysis Profile

GUI Scripts | |Derived tag |
Scripts > Fault Analysis

—p XML 1 HiP-HOPS
executable

Diagram Creation
Scripts
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Tool Overview

1. Ergonomic profiling
2. Exporting models for analysis .

Atego Modeler

Fault Analysis Profile

GUI Scripts | |Derived tag |
Scripts Fault Analysis

XML 1 HiP-HOPS
executable

Diagram Creation
Scripts
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I'EP Fault Tree View: Value-Country_A_TMS.actOutA + University

FaultTrees | FMEA

Top Event (Effect) I Value-Country_A_TMS.actOutA I

Description /A

System Unavailability | 0. 763319
Severity I 0 I

M FaultTrees
E" Value-Country_A_TMS.actOuth
= Value-Country_A_TMS.actOuta ()
E‘Qﬁ Value-Country_A_TMS.actOutA (69)

{:} Country_A_TMS.CountryA_CommsFailure (66)

O Country_A_TMS.Country_A_Actuator_1.Actuator_Failure_A [91)
Country_A_TMS.Country_A_TCC.TCC_Failure_A (77)
Country_A_TMS.Country_A_Sensor_2.5Sensor2_Failure_A (98)
Country_A_TMS.Country_A_Sensor_1.Sensorl_Failure_A (74)
Country_B_TMS.CountryB_CommsFailure {1}
Country_B_TMS.Country_B_TCC.TCC_Failure_B (11)
Country_B_TMS.Country_B_Sensor_1.5Sensorl_Failure_B (5)
Country_A_TMS.Country_A_Actuator_2.Actuator_Failure_A {101)
Country_A_TMS.Country_A_Actuator_3.Actuator_Failure_A (108)

Country_A_TMS.Country_A_Actuator_4.Actuator_Failure_A (115)
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 |Introduction
* Engineering Fault-Tolerant SoSs
e Conclusions
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Conclusions B8 University

Systems of systems have characteristics that motivate a structured
approach to fault modelling and analysis of SoSs:

 Modelling support for requirements engineering, architectural design,
requirements tracing of fault-tolerant SoSs

 Modelling and tool support for fault tolerance verification and static
fault analysis

Future directions:

 Tool-supported integration of the fault modelling and fault analysis
architectural frameworks and SysML profiles

e Support for modes of operation, either functional modes or degraded
modes (e.g. partial functionality in presence of errors)

* Multi-objective optimisation, trading off attributes such as
dependability, cost and energy consumption
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This work is part of the COMPASS project: research into model-based
techniques for developing, maintaining and analysing SoSs

COMPASS

thecompassclub.org

http://sourceforge.net/projects/compassresearch/files/StaticFaultAnalysis/
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e COMPASS Deliverables D24.2, D33.3 and D43.3: http://www.compass-research.eu/
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