
C-E LCMC PEO-C3T PEO-IEW&S PEO-EIS CERDECCECOMC-E LCMCC-E LCMC PEO-C3TPEO-C3T PEO-IEW&SPEO-IEW&S PEO-EISPEO-EIS CERDECCERDECCECOMCECOM

Communications-
Electronics Research, 
Development and 
Engineering Center

1

Independent 

Software Quality Assessment (ISQA)

Coleen H. Coughlin
CERDEC SED
732-427-6023
Coleen.Coughlin@us.army.mil
Date: October 16, 2007



C-E LCMC PEO-C3T PEO-IEW&S PEO-EIS CERDECCECOMC-E LCMCC-E LCMC PEO-C3TPEO-C3T PEO-IEW&SPEO-IEW&S PEO-EISPEO-EIS CERDECCERDECCECOMCECOM

Communications-
Electronics Research, 
Development and 
Engineering Center

2

•
 

Independent Software Quality Assessment Defined

•
 

System Profiles

•
 

ISQA Deliverables 

•
 

The Value of ISQA

•
 

Lessons Learned

Outline



The ISQA Fort Monmouth Initiative



C-E LCMC PEO-C3T PEO-IEW&S PEO-EIS CERDECCECOMC-E LCMCC-E LCMC PEO-C3TPEO-C3T PEO-IEW&SPEO-IEW&S PEO-EISPEO-EIS CERDECCERDECCECOMCECOM

Communications-
Electronics Research, 
Development and 
Engineering Center

4

Independent SQA Defined Independent SQA Defined 

1.

 

ISQA is a set of services (methods, tools, techniques) to assess

 

the 
quality attributes of software products at various stages in their 
development. 

2.

 

Quality attribute examples include:

●

 

Adaptability

 

●

 

Performance

 

●

 

Safety        
●

 

Functionality

 

●

 

Portability

 

●

 

Security   
●

 

Maintainability

 

●

 

Reliability

 

●

 

Usability       
●

 

Interoperability

 

●

 

Robustness

3.

 

The purpose of ISQA is to provide an objective perspective on the 
goodness”

 

of the software, and to provide a confidence level for the 
software product.
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Programming Languages (C, C++, Java, etcProgramming Languages (C, C++, Java, etc……), Multiple Operating Systems, ), Multiple Operating Systems, UnclassUnclass/Classified, Embedded Platforms/Processors/Classified, Embedded Platforms/Processors

This service represents a broad and general analysis of software quality indicators and attributes including but not limited to Architecture 
Review, Development Process Review, Configuration Management Maturity Review, Inspection Attributes, Structural Metrics, Code 

Completeness, Complexity, Portability & Security, Architecture & Design.  In addition, a Statistical Defect Analysis of Instances Identified From 
Defect Categories is Performed.

Next generation testing 
engine technology that 
automatically extends 
test coverage reusing 

legacy tests and 
creating new test 
architectures for 

random execution 
strategies to model 

customer usage 
scenarios.

A 100% Defect 
Analysis of instances 
identified from defect 
categories identifying 
failures and additional 

problems that have 
escaped the code 

inspection & testing 
processes. Issues are 

categorized by 
severity of impact.

Custom analysis 
techniques & methods 
to identify categories 

of software errors 
difficult, complex and 
high value defects to 

find which are outside 
of the scope that 

standard software 
quality automation 

products can identify.

This process analyzes 
software source or 

binary code for 
vulnerabilities whether 

accidental or 
intentional and for 

potential interaction 
with other software and 
hardware products in 

the execution 
environment.

Static Analysis ServiceStatic Analysis Service

RunRun--Time Analysis ServiceTime Analysis Service

This service identifies 
overall machine 

memory use 
degradation, crashes 

and running out of 
resources caused 

by memory leaks and 
data corruption 

errors.

This service maps the 
customer’s current 
inventory of tests to 

the percentage of the 
software system’s 

source code covered 
identifying 

redundancy and 
insufficient testing. 

This service identifies 
modifications in the 
software application 
which improve the 
performance and 
response times.  

Recommendations are 
made based upon high 

value modifications 
with minimal 

architectural impacts.

These processes 
operate in shorter 

timeframes analyzing 
units of code (CSC) 

leveraging a 
combination of static 

and runtime 
technologies designed 

to impact engineer 
productivity and 

quality early in the 
development lifecycle

Can Be CustomizedCan Be Customized

3

ISQA Service CapabilitiesISQA Service Capabilities
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1. Joint Tactical Terminal
2. Guardrail
3. Common Ground Station
4. Agile Commander
5. Maneuver Control System (MCS) Heavy
6. MCS Light
7. Electronic Key Management System 
8. Soldier Radio Waveform 
9. Global Command and Control Systems - Army
10. Advanced Threat Infrared Countermeasure/Common Missile 

Warning System
11. Joint Tactical Radio System
12. Distributed Common Ground Systems Army
13. Coalition Joint Spectrum Management                             

and Planning Tool 
14. Command & Control of Robotic Entities

Past Effort Involving 
ISQA:

“The error detection 
service was valuable 
and worth the cost to 

the MCS program. The 
service found about 20 
errors that could have 
resulted in significant 

issues for the program 
ranging from software 
crashes to unexpected 

system behavior.”
- - Carol Wortman, PM 

MCS-Light

ISQA Application ExamplesISQA Application Examples……....
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Business ProblemsBusiness Problems SolutionsSolutionsCustomer ProfileCustomer Profile
Code inspection services do not distract team / Code inspection services do not distract team / 
Services are turnServices are turn--key & immediate / Provide key & immediate / Provide 

management visibility into areas of riskmanagement visibility into areas of risk

Provide management visibility into areas of risk / Provide management visibility into areas of risk / 
Provide quality without sacrificing speed & Provide quality without sacrificing speed & 

innovationinnovation

SI establishes external S/W quality perimeter to SI establishes external S/W quality perimeter to 
independently audit all subcontractor S/W / independently audit all subcontractor S/W / 
Customize service to Customize service to SISI’’ss coding standardscoding standards

Services are provided incrementally and early Services are provided incrementally and early 
in the lifecycle to reduce nonin the lifecycle to reduce non--domain specific domain specific 

code inspection activitiescode inspection activities

Services can be customized to audit source code for Services can be customized to audit source code for 
compliance to standards. In addition, as stated above, compliance to standards. In addition, as stated above, 

can also be leveraged on external codecan also be leveraged on external code

Reduce maintenance costs by identifying potential Reduce maintenance costs by identifying potential 
systemic quality problems driving costs / Visibility systemic quality problems driving costs / Visibility 

into into ““asas--builtbuilt”” architecture / Darwin testing can architecture / Darwin testing can 
mitigate risk of use in new architecturemitigate risk of use in new architecture

1

2

3

4

5

6 Project Undergoing Project Undergoing 
Schedule CompressionSchedule Compression

Need to increase engineering Need to increase engineering 
productivity to meet milestone & spiral productivity to meet milestone & spiral 

deliveriesdeliveries

““Code RedCode Red”” ProjectProject
Customer / Congressional oversight / Customer / Congressional oversight / 

Crisis situation / No time to rampCrisis situation / No time to ramp
Need immediate solutionNeed immediate solution

Rapid Prototyping Project:  Rapid Prototyping Project:  
Team incentive is creative Team incentive is creative 
design & speeddesign & speed……not qualitynot quality

ReRe--use prototype as foundation for real use prototype as foundation for real 
product / Prototype is in field use and product / Prototype is in field use and 

has quality issueshas quality issues

Legacy Systems:  Legacy Systems:  
Maintenance cost reduction, Maintenance cost reduction, 
fresh coat of paint, refresh coat of paint, re--use in use in 
new architecture new architecture 

Need to cut funding from current Need to cut funding from current 
system to fund new system / Extend life system to fund new system / Extend life 
of system due to budgetary constraints / of system due to budgetary constraints / 

SystemSystem’’s tolerance unknown in new s tolerance unknown in new 
architecturearchitecture

Systems Integrator (SI) Systems Integrator (SI) 
SyndromeSyndrome

SI lacks visibility into subcontractor SI lacks visibility into subcontractor 
code quality / Presents significant risk to code quality / Presents significant risk to 

program program 

Software has to conform Software has to conform 
to specific industry to specific industry 
and/or customer and/or customer 
standards i.e. DOstandards i.e. DO--178(b)178(b)

Project lacks domain expertise, time and Project lacks domain expertise, time and 
resources to audit system for standards resources to audit system for standards 

compliancecompliance

ISQA Customer ProfilesISQA Customer Profiles
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System Examples 
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WHAT WE DID:
-

 

Performed independent source code quality assessment/audit 
(portability analysis, defensive programming analysis, defect analysis) 

-

 

Assessed five software components 

WHAT WE OBSERVED:
-

 

Duplicate/Copied code

 

-

 

Some non-compliance with architecture standards
-

 

Missing source code

 

-

 

Proprietary code
-

 

Undocumented code

 

-

 

Specialized processor & assembler code
-

 

Programming style

THE RESULT:
-

 

Identified problems early prior to delivery to the Government
-

 

Improved developer’s coding practices/processes
-

 

Increased quality of subsequent software versions
-

 

Helped Government understand what was required for a clean build of software
-

 

Established/captured consistent baseline measures across  software systems
-

 

Ensured programmatic standards 
(i.e. measured, tracked, compared across vendors & systems; trended and catalogued). 

-

 

Contributed to assessment of software-related Technology Readiness Levels

System 1 ProfileSystem 1 Profile
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WHAT WE DID:
-

 

Performed quality assessment/audit & error detection forensic services

WHAT WE OBSERVED:
Positives

–

 

A number of categories of defects are defect free, due to: 
•

 

Use of C++ vs. C 
•

 

Use of some good habits for code quality.
Improvement Opportunities

–

 

Software code inspection process improvements needed especially for:
•

 

Exception handling
•

 

Null pointer checking 
•

 

Dead / Dormant code
•

 

Metrics
•

 

Degree of code commenting 
•

 

Flow of control.

THE RESULT:
-

 

Identified software quality risks early in the lifecycle to both Contractor & Government teams
-

 

Improved developer’s coding practices/processes
-

 

Established/captured baseline measure for software system
-

 

Software is going to be analyzed again and compared against baseline for measured risk 
mitigation improvement. 

System 2 ProfileSystem 2 Profile
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WHAT WE DID:
-

 

Performed quality assessment/audit & error detection forensic services

WHAT WE OBSERVED:
Positives

–

 

Code quality is higher than normally observed for similar size and language systems.
Improvement Opportunities

–

 

Minor issues identified included:
•

 

Synchronized Method Calling
•

 

SQL Command may permit undesired injection scripting
•

 

Equals() method does not use ‘Instanceof’

 

operator.
–

 

Clean up of dead/dormant code.

THE RESULT:
-

 

Assessed tactical software quality risk  -

 

Low-Risk
-

 

Established/captured baseline measure for software system for future analysis comparisons

System 3 ProfileSystem 3 Profile
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Independent SQA

Deliverables 
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h

 

Executive ScoreCard Summary –
–

 

Designed for management for quick assimilation of data 
–

 

Graphical charts and tables used for visual communication
–

 

Comparative statistical information
–

 

Comparative analysis
–

 

Highlights software manufacturing process improvements   
h

 

Detailed Technical Report –
–

 

Complete summation report of all findings and recommendations.  
–

 

Contains a Source Code Analysis Review containing defect or issue analysis of 
individual instances and overall qualitative indicators per the scope of the service 
as identified in the software.  

–

 

Provides recommendations for practical software development process 
improvements.   

h

 

e-Defect Report(s) -
–

 

Electronic reports containing the Raw Data from analysis
–

 

Reports are supplied in two (2) formats, a .CSV (comma separated

 

value) and a 
.xls

 

(Microsoft Excel Spreadsheet).  
–

 

The .xls

 

report will be delivered with “Macros”

 

so program engineers can rapidly 
navigate from the defects to the actual source code using a code

 

editor program.

ISQA DeliverablesISQA Deliverables
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ISQA Deliverables:  ScorecardISQA Deliverables:  Scorecard
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ISQA Deliverables:  ScorecardISQA Deliverables:  Scorecard
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ISQA Deliverables:  Technical ReportISQA Deliverables:  Technical Report

Defect Categories Defined

All Defects Are Identified to Their 
Location within the System Down 

to the Line of Code

Scorecard Charts Correlate 
back to Technical Report
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All Defects Are Delivered in All Defects Are Delivered in 
““RawRaw--Data FilesData Files”” as .as .csvcsv and and 
..xlsxls file formats with macros file formats with macros 

enabling engineers to traverse enabling engineers to traverse 
easily & quickly back to the easily & quickly back to the 

code. code. 

iSQAiSQA Deliverables: Defects ReportDeliverables: Defects Report 
(Raw Data Files)(Raw Data Files)

The method endElement() is empty.  Functionality is missing.Explanation

233Line of Code:

\Company XYZ\woodstock\workflow\services\threddatahandler.javaFile Path:

Major DefectDefect Classification
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The Value of 

Independent Software Quality 
Assessment
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335 Defects x $8,000/Defect = $2,680,000

Defect ROI

$2,680,000 - $545,000 = $2,135,000*Estimated ROI*Estimated ROI

*Estimated ROI*Estimated ROI

Customer 1Customer 1

1895 Defects x $8,000/Defect = $15,160,000

Defect ROI

$15,160,000 - $1,214,000 = $13,946,000

Customer 3Customer 3

ISQA Cost Impacts:  ISQA Cost Impacts:  
Return on InvestmentReturn on Investment (ROI)

DoD and SEI (CMU) StatisticsDoD and SEI (CMU) Statistics
55--15 Flaws in every 1,000 LOC15 Flaws in every 1,000 LOC

75 minutes/flaw fix time75 minutes/flaw fix time

Customer 2Customer 2 219 Defects x $8,000/Defect = $1,608,000

Defect ROI

$1,608,000 - $219,000 = $1,389,000

Customer 4 Customer 4 
*Estimated ROI*Estimated ROI

70 Defects x $8,000/Defect = $560,000

Defect ROI

$560,000 - $140,000 = $420,000*Estimated ROI*Estimated ROI

Overall ISQA Impact on these supported systems Overall ISQA Impact on these supported systems 
yields savings of $17,890,000yields savings of $17,890,000

Industry Accepted ROI MetricsIndustry Accepted ROI Metrics
$10,000/bug  to Fix Defects$10,000/bug  to Fix Defects

80% of Cost = Finding Bugs80% of Cost = Finding Bugs
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Lessons Learned
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Lessons LearnedLessons Learned

hDeveloped metrics, definitions and key thresholds 
hCollected and analyzed raw data to provide clear and 

concise information to the customer
hFocused on both positive and negative results
h ISQA is an evolving process
hOther indirect benefits of ISQA:

–

 

Feedback to the developer resulted in process improvement 
–

 

Enforce compliance to software coding standards 
–

 

Documents code quality characteristics for software sustainment
–

 

Contributes to software-related Technology Readiness Level rating

ISQA provides a cost-effective, schedule-efficient, 
performance-enhancing means to deliver/sustain 

software products
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Other PM ConcernsOther PM Concerns

hIntellectual Property 

hSchedule Impact

hInformation Control

hTime Frame for Services

When should my program leverage ISQA? 
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Why Come to the C4ISR’s ISQA Team?
•

 

We are domain experts with an understanding of the problem space

 

based on 
historical observations.

•

 

Combined process, tooling and methodology solution available as a service

Final Thoughts and CommentsFinal Thoughts and Comments……

The Road to Innovation:
•

 

Open Systems vs. Closed Systems

•

 

Object Oriented Languages

•

 

Software Process Maturity Certification Requirements (SEI, etc…)

•

 

Client / Server Architectures

•

 

Service Oriented Architectures (SOA), ….etc……

•

 

Independent Software Quality Assessments

When you need Quality Software – Think ISQA
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