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The ISQA Fort Monmouth Initiative

Command, Control, Communications, Computers, Imielligence, Surnveillance and Reconnaissance




YT Independent SQA Defined

1. ISQA is a set of services (methods, tools, techniques) to assess the
quality attributes of software products at various stages in their
development.

2. Quality attribute examples include:

e Adaptability e Performance o Safety

e Functionality e Portability e Security
e Maintainability e Reliability e Usability
e Interoperability e Robustness

3. The purpose of ISQA is to provide an objective perspective on the
goodness” of the software, and to provide a confidence level for the
software product.
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|* Static Analysis Service |

ISQA Service Capabilities i runrimeanaysis service

|* Can Be Customized |

Quality Assessment & Audit Yk I

This service represents a broad and general analysis of software quality indicators and attributes including but not limited to Architecture
Review, Development Process Review, Configuration Management Maturity Review, Inspection Attributes, Structural Metrics, Code
Completeness, Complexity, Portability & Security, Architecture & Design. In addition, a Statistical Defect Analysis of Instances Identified From
Defect Categories is Performed.

20 {@)rder
Analysis Yok

FORT MORMDUTH, NJ

Unit Inline

Static & RunTime 793**

Software Threat
Detection Xk

Error Detection Yy A,

A 100% Defect
Analysis of instances
identified from defect
categories identifying
failures and additional

problems that have

escaped the code
inspection & testing
processes. Issues are
categorized by
severity of impact.

Memory Leak
Detection

This service identifies
overall machine
memory use
degradation, crashes
and running out of
resources caused
by memory leaks and
data corruption
errors.

Custom analysis
techniques & methods
to identify categories

of software errors
difficult, complex and
high value defects to
find which are outside

of the scope that

standard software

quality automation
products can identify.

Performance
Tuning

This service identifies
modifications in the
software application

which improve the
performance and
response times.

Recommendations are

made based upon high
value modifications

with minimal
architectural impacts.

This process analyzes
software source or
binary code for
vulnerabilities whether
accidental or
intentional and for

potential interaction

ith other software and

hardware products in
the execution
environment.

Test Coverage
Analysis

This service maps the
customer’s current
inventory of tests to

the percentage of the
software system’s

source code covered

identifying
redundancy and
insufficient testing.

These processes
operate in shorter
timeframes analyzing
units of code (CSC)
leveraging a
combination of static
and runtime

technologies designed

to impact engineer
productivity and
guality early in the
development lifecycle

Next generation testing
engine technology that
automatically extends
test coverage reusing
legacy tests and
creating new test
architectures for
random execution

strategies to model
customer usage
scenarios.

%

Programming Languages (C, C++, Java, etc...), Multiple Operating Systems, Unclass/Classified, Embedded Platforms/Processors 3
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ISQA Application Examples.....

1. Joint Tactical Terminal B /PaSt Effort Involving
. " : . ISQA:
2. Guardrail “The error detection
3. Common Ground Station service was valuable
and worth the cost to
4, Agile Commander the MCS program. The
service found about 20
5. Maneuver Control System (MCS) Heavy arrors that could have
6. MCS Light resulted in significant
_ issues for the program
f. Electronic Key Managemen ranging from software
8. Soldier Radio Waveform crashes fo unexpected
system behavior.
9. Global Command and Control Systems - Army - - Carol Wortman, PM
.. MCS-Light
10. Advanced Threat Infrared Countermeasure/Common Missile J /

Warning System
11. Joint Tactical Radio System

12. Distributed Common Ground Systems Army

13. Coalition Joint Spectrum Management
and Planning Tool

14. Command & Control of Robotic Entities
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Customer Profile

“Code Red” Project /ﬁg‘k

ISQA Customer Profiles

Business Problems

Customer / Congressional oversight /
Crisis situation / No time to ramp
Need immediate solution

Solutions

Code inspection services do not distract team /
Services are turn-key & immediate / Provide
management visibility into areas of risk

Rapid Prototyping Project:
Team incentive is creative
design & speed...not quality ~

'y

Re-use prototype as foundation for real
product / Prototype is in field use and
has quality issues

Provide management visibility into areas of risk /
Provide quality without sacrificing speed &
innovation

Legacy Systems:
Maintenance cost reduction,
fresh coat of paint, re-use in
new architecture

Need to cut funding from current
system to fund new system / Extend life
of system due to budgetary constraints /

System’s tolerance unknown in new
architecture

Reduce maintenance costs by identifying potential
systemic quality problems driving costs / Visibility
into “as-built” architecture / Darwin testing can
mitigate risk of use in new architecture

Systems Integrator (SI)
Syndrome

ki
¥

Sl lacks visibility into subcontractor
code quality / Presents significant risk to
program

Sl establishes external S/W quality perimeter to
independently audit all subcontractor S/W /
Customize service to SI’s coding standards

Software has to conform
to specific industry
and/or customer
standards i.e. DO-178(b)

Project lacks domain expertise, time and
resources to audit system for standards
compliance

Services are provided incrementally and early
in the lifecycle to reduce non-domain specific
code inspection activities

Project Undergoing
Schedule Compression

o

Need to increase engineering
productivity to meet milestone & spiral

deliveries

Services can be customized to audit source code for
compliance to standards. In addition, as stated above,
can also be leveraged on external code

C-E LCMC CECOM

PEO-IFW&S



FORT MORMDUTH, NJ

System Examples
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WHAT WE DID:

- Performed independent source code quality assessment/audit
(portability analysis, defensive programming analysis, defect analysis)
- Assessed five software components

WHAT WE OBSERVED:

- Duplicate/Copied code - Some non-compliance with architecture standards
- Missing source code - Proprietary code
- Undocumented code - Specialized processor & assembler code

- Programming style

THE RESULT:
- Identified problems early prior to delivery to the Government
- Improved developer’s coding practices/processes
- Increased quality of subsequent software versions
- Helped Government understand what was required for a clean build of software
- Established/captured consistent baseline measures across software systems
- Ensured programmatic standards
(i.e. measured, tracked, compared across vendors & systems; trended and catalogued).
- Contributed to assessment of software-related Technology Readiness Levels

C-ELCMC CECOM PEO-C3T PEO-IEW&S PEO-EIS
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WHAT WE DID:
- Performed quality assessment/audit & error detection forensic services

WHAT WE OBSERVED:
Positives

— A number of categories of defects are defect free, due to:
e Useof C++vs.C
* Use of some good habits for code quality.

Improvement Opportunities

— Software code inspection process improvements needed especially for:
* Exception handling
* Null pointer checking
* Dead/ Dormant code
* Metrics
* Degree of code commenting
* Flow of control.

THE RESULT:
- Identified software quality risks early in the lifecycle to both Contractor & Government teams
- Improved developer’'s coding practices/processes
- Established/captured baseline measure for software system
- Software is going to be analyzed again and compared against baseline for measured risk
mitigation improvement.
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WHAT WE DID:
- Performed quality assessment/audit & error detection forensic services

WHAT WE OBSERVED:
Positives
— Code quality is higher than normally observed for similar size and language systems.
Improvement Opportunities

— Minor issues identified included:
* Synchronized Method Calling
+ SQL Command may permit undesired injection scripting
* Equals() method does not use ‘Instanceof’ operator.

— Clean up of dead/dormant code.

THE RESULT:
- Assessed tactical software quality risk - Low-Risk
- Established/captured baseline measure for software system for future analysis comparisons
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Independent SQA

Deliverables
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ISQA Deliverables

°* Executive ScoreCard Summary —
— Designed for management for quick assimilation of data
— Graphical charts and tables used for visual communication
— Comparative statistical information
— Comparative analysis
— Highlights software manufacturing process improvements
®* Detailed Technical Report —
— Complete summation report of all findings and recommendations.

— Contains a Source Code Analysis Review containing defect or issue analysis of
individual instances and overall qualitative indicators per the scope of the service
as identified in the software.

— Provides recommendations for practical software development process
Improvements.

* e-Defect Report(s) -
— Electronic reports containing the Raw Data from analysis

— Reports are supplied in two (2) formats, a .CSV (comma separated value) and a
Xls (Microsoft Excel Spreadsheet).

— The .xlIs report will be delivered with “Macros” so program engineers can rapidly
navigate from the defects to the actual source code using a code editor program.
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ISQA Deliverables: Scorecard

Structural Metrics

——
e

System Mame SYSTEM ABC
Assessed Lines of Code 303,397
Assessed Lines of Code

Without Comments e
File count 333
Class count 0
Method count 5,946

Unrated Ij
Pending I:I
Exceptional -
oo [
Cautionary D
Concern -

OVERALL CATEGORY RATING
Inspection Attributes
Structural Metrics
Code Completeness
Complexity
Portability & Security
Architecture & Design
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ISQA Deliverables: Scorecard

CODE INSPECTION RESULTS
o
Instances Major | Suspect Minor | Bad Style Mo Defect Informational ias::sed
[
INSPECTION ATTRIBUTES
i 1 3 T
Defects: Possible Use Of Null Pointer In 3153 29 | 34 0 3089 0 100
Argument To Operator
Defects: Potential Mull Pointer, Dereferenced, R U 2 e e o =
STRUCTURAL METRICS
File and Method Metrics: High Number Of
Method Return Points S Y Y Y S v ! .
File and Method Metrics: Method Cyclomatic 174 o o u 294 o i 160
Deployment Complexity: Programming T 0 0 0 i Jua 10 100
_Lines TSLOC Language Detected i
n.,rr._“-,.w Pr Interface Complexity: CORBA Or IDL Artifacts 04 0 a 0 0 Hid ] 100
Excepti Default Case Dietected = _ e
r Defensive P Interface Complexity: Microsoft Distributed
W ah.fc: (] i A“':I:v?tu hr Priswsabnis ool Peinctid |2 0 0 0 i} 12 ] 100
. PORTABILITY & SECURITY
Security Buffer Overflow: Apparent Data 5 i 0 | 4 s 0 100
Orwernan For Function
Security Bulfer Overflow: Context Reguires A
bcalis Vimition: Adtars O Skt 19 0 0 0 0 19 0 100
Security Injection Seripting: S0L Command
- May Permit Undesired Injection Scripting 134 a " B ! o . 1B
Def Security Injection Seripting: SOL Script 5
- Executed Within Application Code " R " 9 2 ¢ = i
. Licensed Ca Security Injection Seripting: Operating Systemn
q e Proniatans Command Or Shell Seript File Executed Within 56 1] 0 Ll 1] ] S 106
Thﬂp 0 hn U _Application Code -
LA Type Model Programming Standards
_f_U_l'f_'? If‘ Indicators: Boolean Always Evaluates Tao 337 i} 0 1l 314 22 ] 100
Memaor] [TrueFalse]
Memor Type Model Programming Standards ‘
Memar Incomplete { Indicators: Pointer Conversion Widens Size H3 a ¥ B 9 2 = i
Memon Comments ARCHITECTURE & DESIGN
] Configuratid Executable Structure Organization: Main &0 0 0 0 0 12 68 100
Management Procedure Found * i
B Requirements Traceability: Requirements
Drocumentation Detected * ¥ v 9 4 ¥ 2 o
Abstractions In Use: Use O CH- Standard
Template Library Detected it o :d v " o s 100
Summary of Issues Found i 2 =i HAT 1T 2352
KEY DEFECTS
b C-ELCMC ALL DEFECTS
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Deliverables: Technical Report

Possible Tze Of IMull Painter In Avgument To Operator {3153 Instances, 3153 Reviewed)

Use of il poanears found 0 such conmms includs: Unary ¥, pointer inerement (++) or decrement [--), addition
ol pomter value 1o a numer:c valise, d:ul ETL -d.L-LCIU.Ll of lwu -..IJI.I:ILI::H: la |J'.II:: cass l.lf hmary operalors, one of the
words ‘=0 or []!J.I.l 15ous T "y pointer toay lead to an

uncaught excepticn. Anch Defect Categorles Defmed he errars generated from

thiz Impact 12 rated acco he carrected &3 2000 as

possible; if not zerious, the code should he corrected when convenient. This instance i3 listed as WMimar when
there 12 no potznbial for 2 null reference Lo cause a svstemn crash. 1 s Listed as Maor when 3 spstem crash o
senous softwrare failure can be shown fo result from the instance.

Possible Dee OF Null Pointer In Argument To Operator

X—Milmr. El

Mo Defect

e
e
" O hdlinor

- ;
Major, %

|

30 -

-

o Defect, 3089 Suspect, 1 M Suspact

- Mo

-

8.5 Memorv & Pesource Handling

This scale identifies the presence of stendards when managng respurces mcluding

Y - PP F - r s F =i . R = .- - - Lmeufcnde gl?

synclmonization, and releass. Mismenagement of syslem resources can slow, ghop, or crash a sy Explanation Probeble error in SYSTEM  ABC XVZ\ces\ramework, intefacesinsi chiente.

. CONCERN Frocezges only if the poititar 42 full,

SYSTEXL ARC Resulis: SCOI’eC ard Ch artS Correlate Defect Clasgification: | IMajor

Cutwdal P BB pack to Technical Report [ TiePat EEEE All Defects Are Identified to Their

system memery allocation reequirements should alzo be implemented, Exzplanation mu]ll:l., Il:b LO Cat| on Wlth in th e System DOWn ® s1=l:'-.
The )

Exatrple Deref‘erenw to the Line of Code "

File Mame : 8YSTEM ABC MY Eunlfrastrectire'\general ubls o

Line . &/
void *safe_memdups voud gl size tsize ) {

Defect Classification: | Iajor

Defect Classification: | Iajor

File Path I

Line of Code 103

Fils Paih: I

Explanation: mallos retorns o null pomter if & 15 vnable to allocate the memory reglon requesied,
The code does not check the pointer retum type before the subsequent assigruments.
Dezeferencing the mull pointer of an unsuece safidl malloe will cavze amanlbine error.
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ff‘j[{_f?ij ISQA Deliverables: Defects Report
wr ™
e (Raw Data Files)
Defect Classification Major Defect
File Path: \Company XYZ\woodstock\workflow\services\threddatahandler.java

Line of Code:

233

Explanation

The method endElement() is empty. Functionality is missing.

All Defects Are Delivered in
“Raw-Data Files” as .csv and
XlIs file formats with macros
enabling engineers to traverse
easily & quickly back to the
code.
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AR )Y Ninlestrucareatic Bbhotk | b.c

AL XY fory sudebe_panss.c

AR XY Dcesredon_modelc

AR XY Ncesliba\bares ol ¢

AR XYDcelin vil2 encwineiew sticc
AR XYDcelim vil2 erc\gul otk 310.c
9 AEC XYDcsim vil2 ercille arovaser.c

00|~ | O | | L0

11 JABS XYy zimel_slentc

13 | AES XY Dealm_ vi02 srcwinbamoviBa e
14 ABS XYcein vi02 sndcommon_subs.c
15 A XY Decasrado maodd whw.c

16 | AES XYDcsin vil2 ercwotk Bbhlb.c

17 S _XYDcelm_vi02_encotl_Bokiesr_olicc
168 AES XY Dcasradon modelc

14 Aﬂsﬁm_nﬂi_un

20 AR XY Dceslieoc K2

21 \AES XYDcesanteanac

22 \ARS XY Dol vil2 enc\conmeon_sube.c
23 AR XY Dceslbaeo: N2 c

21 AR XY Dostlibevcn.c

25 ARG XY Dceswcenaio_reeder c

26 ARG XYDmodel lekr.c

27 AR XY Dcesdb\BD ¢

25 AR XY Dcesredons_modelc

29 AR XY Dcesdba\RD o

30 AR XY Dceswedion_molelc

31 AR XY rswiiihwicnrnra 1t

32 ABC XYDcein vill2 encivi.c

W AR VWAl aamsde sl

10 AR NYBceim vil2 enchotc BARM_ browser sticc
12 | ARS XY Dcesdemework_interisces'mel_clent.c

l'_. Cateneiy

1457 Bipeiit Anvaitale

4582 Expart Anaivele

113/ Expat Anaives
25 Expart Anaivele
101 Scuert Anaivele

15481 Bt Anaivale

233 knoring Retem Valus Cf Symbol
824 ienoring Reten Visue CT Symbal

1002 kenoring Retem Value CF Symbol
104 kenoring Rebem Vidue CI Symbal
138 lenoring Rebam Vidue CT Symbal

4318 icnoring Relem Value Cf Symbol

3174 Powstble Uss Of Hull Peinter in Angumeat To Oparstor
222 Possltie Uiss Of Mull Peinter in Anpnmat To Operstar
539 Possltle Uiss Of Mull Peinter in Anpnmat To Operstar
854 Poselbie Use OF Bull Paeinter in Anpumest Too Oparstor
218 Possltle Uiss Of Mull Painter in Anpnmat To Operstar
287 Posslbie Uss Of Mull Painter in Angumest To Oparetor
B57 Posslble Uss Of Mull Peinter in Angummst To Operstaor
7 Possiile Ussy Of Mull Peinter In Arsumeat To Ooerdar

021 Poseltle Uss OF Hull Peinter in Anpanvat To Operator
Fid Poselbls Use Of Hull Puinter in Arsumest To Ooerstor

1217 Poseltie Uss OF Hull Peinter in Ansumest To Operstor
23 Posslble Use Of Hull Peinter in Arexmmst To Ooerstor Nalor
112 Powslbie Use O Mull Peinter in Ansumeat To Openstor Major
£33 Posslble Use Of Hull Peinter in Arsammst To Ooerstor Nalor
343 Posslbie Uss Of Hull Peinter in Angamwst To Operstor Nelor
531 Poselble Use Of Hull Peinter in Arsammet To Ooerstor Nalor
333 Poselble Uss Of Hull Peinter in Angamwst To Oparstor Neljor
N Prwsnlbin LUsn CF Medll Painkar in Ansmsal Tn Ouansinr | Walor
330 Possltle Uss Of Hull Peinter in Angamwst To Oparstor Neljor

T Ml | Lo AW bkl FMlalebas bs ossesel T Meassdas  bialee

FHEGEEERERRERRARRRERTES

E

Classicatien  Commeints

F

Ses Dafecis section wnd sEpendic of the proect Npar

MEMORY LEAK Poinber trappt ls mallxc'ed in line 4582 and then =
MULL Helsmncs Hotertal: Has the Usinche subeszhon Jder e
HULL Refssance Potertiel: Fallure to check fr nul rebun alter Ine ¢
ML DEREFERENCE: Saw Ine 53 whers I eould be null.  Derelere
Sae Delacie saction snd agpendix of e prciect port.

Tha nebum walue of Lock e ) sheuld bs scrninec and Jeakt mith,
Tha netumn walue of Lock el ) sheuld bs sorninec and Jeakt mith,
Tha nebum walue of Lock e ) sheuld bs scrninec and Jeakt mith,
The retum walue of net_connection sen] sheuld bs saorninec and :
The retum walue of net_connection sen] sheuld bs saorninec and :
The retum valus of ResdObjeciGeometiesd) should be samined o
The peinter mey zontan & nik ceusing & cresh. T srve problen
avalioe: netumes & -l peinter I I by unable to allocebe e menrory
Denslencing a nul pointer may cases vt sbot  Sinlardy; In Hie pr:
Mull painter coule cause proslent.  Similer snomalies am contelned
avaliox: netuses & -l peinter I I by unable to allocabe e menory
calloc returss & rull painter ¥k ke uneble to sllocels the memery m;
soallos retums & 2l peinter If Kk le unable to allocete the memory e
mvalloc rabumres 2 il peinter I K ks unsabla bo allocabe tha menor
Could causs & malor problem wivn not checosd kr o nell vales and
c_nesl] cal s calloct] which rebane & nall pointer Kk le mnable ko ol
avalioe: netumes & -l peinter I I by unable to allocebe e menrory
Kindox could be null o ne 238, & be not checiosd for nall befre k|
motiber will be NULL ut the cemplstion of thw loop o lint 104
c_nesl] cal s calloct] which rebune & nall pointer ¥k ls mnable ko ol
callo: reburee u rull painter I i ls uneble to sllocele the memery e
c_nesl] cal s calloct] which rebune & nall pointer ¥k ls mnable ko ol
mallos rebume o 2l peinter I¥ &k le unable to allocete the memory e
sline el A uill painier K § s imshin in aliesin Ha naeney mo
mmmmnlntuﬂulu-ﬁhlmn&n

bbb, Baond aosasll b mall  Thess walubows aes danall.




The Value of

Independent Software Quality
Assessment
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ISQA Cost Impacts:
Return on Investment (ROI)

FORT MORMDUTH, NJ

DoD and SEI (CMU) Statistics Customer 1 335 Defects x $8,000/Defect = $2,680,000
5-15 Flaws in every 1,000 LOC Defect ROI
75 minutes/flaw fix time *Estimated ROI| $2,680,000 - $545,000 = $2,135,000
L
Customer 2 219 Defects x $8,000/Defect = $1,608,000
Defect ROI

$1,608,000 - $219,000 = $1,389,000

*Estimated ROI

Industry Accepted ROl Metrics Customer 3 1895 Defects x $8,000/Defect = $15,160,000
$10,000/bug to Fix Defects Defect ROI
oL S R T *Estimated ROI| $15,160,000 - $1,214,000 = $13,946,000
Customer 4 70 Defects x $8,000/Defect = $560,000
Defect ROI

*Estimated ROI| $560,000 - $140,000 = $420,000

Overall ISQA Impact on these supported systems
yields savings of $17,890,000

C-E LCMC CECOM PEO-C3T PEO-IEW&S PEO-EIS CERDEC
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Lessons Learned
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Developed metrics, definitions and key thresholds

Lessons Learned

Collected and analyzed raw data to provide clear and

concise information to the customer
Focused on both positive and negative results
ISQA Is an evolving process

Other indirect benefits of ISQA:

Feedback to the developer resulted in process improvement
Enforce compliance to software coding standards
Documents code quality characteristics for software sustainment

Contributes to software-related Technology Readiness Level rating

ISQA provides a cost-effective, schedule-efficient,
performance-enhancing means to deliver/sustain

C-ELCMC

CECOM

software products
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Other PM Concerns

° Intellectual Property
®* Schedule Impact
° Information Control

°* Time Frame for Services

When should my program leverage ISQA?

C-ELCMC CECOM PEO-C3T PEO-IEW&S PEO-EIS CERDEC
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%AJSR Final Thoughts and Comments...

Why Come to the C4ISR’s ISQA Team?
« We are domain experts with an understanding of the problem space based on
historical observations.

« Combined process, tooling and methodology solution available as a service

The Road to Innovation:
* Open Systems vs. Closed Systems

» Object Oriented Languages

« Software Process Maturity Certification Requirements (SEl, etc...)
« Client / Server Architectures

« Service Oriented Architectures (SOA), ....etc......

* Independent Software Quality Assessments

When vou need Quality Software — Think ISOA

C-E LCMC CECOM PEO-C3T PEO-IEW&S PEO-EIS CERDEC
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