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Objective

This document describes the approach for implementing Unique Identification (UID) at the “Defense Contractor ______”, (DC ______) U. S. locations identified below under “CAGE Codes Affected”.  This document is a summary of material and information flow that has been implemented through various internal methods and procedures and not a controlling document.  Therefore, this document is for reference only.

Applicability

“Defense Contractor ______” – U.S. Locations

Cage Codes Affected

See Appendix A.

Reference Documents

DoD Guide to Uniquely Identifying Items – V1.5 dated 7 June 2005

MIL-STD-130 Revision M
ATA Spec 2000

ISO/IEC 15434

ISO/IEC 15415
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1.0 Background

On July 29, 2003 the acting USD (AT&L) issued a Memorandum entitled "Policy for Unique Identification (UID) of Tangible Items - New Equipment, Major Modifications, and Re-procurements of Equipment and Spares" that made UID mandatory for all solicitations issued on or after 1 January 2004. This memorandum was followed on September 3, 2004 by another USD (AT&L) Memorandum, entitled "Update to Policy for Unique Identification (UID) of Tangible Items," which expands the requirements for UID, outlines implementation requirements, and provides a forecast for legacy programs and their associated tangible items.

The Director of the Defense Contract Management Agency (DCMA) issued a letter to DC ______ dated November 1, 2004 stating that UID implementation plans may be submitted to DCMA for negotiation of a top down implementation strategy for UID that will supersede a contract by contract implementation requirement.

This document serves as the UID implementation plan and describes the single process to be used in performance of U. S. Government prime contract and subcontracts.

1.1 Objectives

“Defense Contractor ______”’ approach to UID was developed with the following objectives:

(1) Be compliant with the DoD UID policy for solicitations issued after January 1, 2004. 

(2) Implement an effective solution for the DC ______ U. S. locations. 

(3) Implement an automated solution. 

(4) Minimize implementation costs. 

(5) To the greatest extent possible, make changes transparent to the factory floor.  

1.2 Implementation Team

A “Defense Contractor ______” UID Implementation Team was formed consisting of representatives from Business Compliance (BC), Contracts, Customer Account Administration (CAA), Configuration Management (CM), Engineering, Manufacturing, Subcontracts, Procurement and E-Business (EB).  This team was augmented with support from various other functions when needed.  

1.3 Implementation Strategy

The UID constructs defined by the Government were adopted and implementation solutions were mapped into existing processes.  Some business system programming effort was required to establish contractual flow-down of the UID requirement to subcontractors, build and store the UID, generate the DD-250, and transmit the necessary data via Wide Area Work Flow (WAWF).  Wherever possible, existing nameplate and label marking technology was employed to add the Data Matrix ECC200 UID symbol (Figure 1 - ECC 200 Symbol) to the current deliverable item markings.  In some cases, label printers were procured for facilities that did not have the needed capability.  Those facilities serving primarily the Government Business (GB) unit implemented the equipment marking solution as defined by MIL-STD-130L.  Those facilities serving the Commercial Business unit had previously, or are in the process of implementing the ATA-SPEC-2000 marking requirements.  The U. S. locations, identified under “CAGE Codes Affected” and delivering product to Government contracts have the capability to meet the UID marking requirement.

1.4 Configuration Management Approach

[image: image9.emf]One key to implementing the solution in such a relatively short time period (i.e., less than six months), while at the same time keeping implementation costs low, was the Memorandum of Agreement (MOA) that was entered into with the local DCMA office.  The MOA provided “Defense Contractor ______” relief from having to bear the additional costs of immediately updating nameplate drawings to add the Data Matrix ECC 200 symbol.  
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 “Defense Contractor ______” proposed a single process approach that specified the placement of the Data Matrix ECC 200 symbol highlighted in red on the existing nameplate (see Figure 2 – Typical Nameplate with ECC-200 Symbol).  This process is documented in a “Defense Contractor ______” internal marking specification.  In addition, the internal Quality Method governing final inspection was changed to allow for a UID marking on the nameplate absent a corresponding mark on the nameplate drawing.  Per the MOA, at such time as a nameplate drawing is updated for other (i.e., non-UID) revisions, a representation of the UID symbol will also be added with appropriate notes.

It was determined that the Data Matrix ECC 200 symbol would be added to nameplates applied in the manufacturing process, regardless of the presence or absence of the UID contractual requirement.  New product designs have nameplate drawings that include the Data Matrix ECC 200 symbol even if there is no contractual UID requirement.  In a parallel initiative, “Defense Contractor ______” is proceeding with a plan to implement a standard nameplate and serialization process under a separately approved Single Process Initiative (SPI).  The UID Data Matrix ECC 200 symbol is defined as a feature of the standard nameplate.  

1.5 Implementation Timeline


The UID marking process was implemented in time to meet the Government’s 1 January 2004 implementation date.  Figure 3 - UID Implementation Timeline depicts the timeline to implement UID within DC ______ 1XXXX CAGE locations.
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Figure 3 - UID Implementation Timeline
1.6 Major DoD Customers and Programs

Please refer to Appendix B for a list of Major DoD Customers and Programs.

2.0 Process for Determining Type of Marking on Parts and Assemblies

2.1 UID Construct and Marking Syntax for Top Level Deliverables

At the “Defense Contractor ______” facilities using the Enterprise Resource Planning (ERP) business system, each top-level is assigned two serial numbers.  A six-character alphanumeric ERP serial number (the “ERP S/N”) is assigned at the start of its assembly process.  This “ERP S/N” is used for internal results recording and configuration records.  The ERP serial number is not unique within the enterprise as it is possible for the same string of characters to be used for both top level units and subassemblies.  When a top-level completes the manufacturing process and is ready to ship to a customer, a name plate is added that contains a serial number.  This “Nameplate S/N” is often specified by contract which precludes the use of the ERP S/N as the Nameplate S/N.

It was determined that using the ERP S/N for the UID marking rather than the Nameplate S/N would not meet the intent of the UID policy as the human readable elements that comprise the UID would not match the machine readable elements.  

MIL-STD-130 (Revision L) and the “DoD Guide to Uniquely Identifying Items” define 2 methods for constructing UIDs.  Construct #1 can be used when serial numbers are unique within an enterprise; Construct #2 is used when serial numbers are not unique within an enterprise.  Because “Defense Contractor ______” facilities using ERP do not have enterprise unique serial numbers it was determined that UID Construct #2 would be used for marking top-levels.  Once this solution was adopted for locations using ERP, the remaining locations adopted Construct #2 for consistency.  

For “Defense Contractor ______” facilities that primarily deliver products to the Government, ISO/IEC 15434 (Format 06) syntax for Construct #2 was selected and is shown as follows:

[)>Rs06Gs17V<cage code>Gs1P<original part number>GsS<serial >RsEOT
The following is an example using this syntax where the CAGE code is 1xxxx, the “Defense Contractor ______” Part Number is 822-1234-001, and the serial number is 1001:

[)>Rs06Gs17V1XXXXGs1P822-1234-001GsS1001RsEOT
“Defense Contractor ______” facilities that provide commercial products to the DoD use the UID marking syntax that is defined by the Air Transport Association (ATA) Common Support Data Dictionary (CSDD).  The following is an example of this marking syntax:

[)>RsDDGsMFR <cage code>GsSER <serial #>RsEOT
It should be noted that this is UID marking Construct #1.  At this time, the Text Element Identifiers specified by the ATA do not support Construct #2.  As such there is an exceptionally small risk that a duplicate UID could exist for a “Defense Contractor ______” commercial product.  The following is an example using this syntax where the CAGE code is 4xxxx, the “Defense Contractor ______” Part Number is 8xx-1234-001, and the serial number is ABC123:

[)>RsDDGsMFR 4xxxxGsSER ABC123RsEOT
Some “Defense Contractor ______” locations mark deliverable items with printed labels, while others mark with a laser-etched foil nameplate (see section 4.0).

2.2 UID Marking Construct for Deliverable Spare Subassemblies

For consistency, it was determined that Construct #2 would be used to mark deliverable spare subassemblies.  However, since no current marking existed that would accommodate the addition of a UID symbol, a process to mark deliverable spares was needed (see section 4.0)

2.3 UID Marking on Subassemblies and Components Contained in a Deliverable Top Level

As stated in section 2.1, “Defense Contractor ______” facilities using ERP assign a six character ERP S/N to every assembly.  Each assembly has a permanent label affixed containing the ERP S/N in a 2D Data Matrix ECC 200 symbol.  Except where space precludes marking, each assembly has human readable markings with the necessary elements to construct a UID.  

A study conducted at one “Defense Contractor ______” facility determined that approximately 60% of the circuit card assemblies currently in production would require a change to the work instructions or automation programming or both to expand the already existing 2D Data Matrix ECC 200 symbol to include the full UID syntax.  This would also require reprogramming of existing automation equipment to disregard the data elements in the 2D Data Matrix that would not be needed (i.e., the CAGE code) within the manufacturing process.  These factors have made UID marking on all subassemblies contained within a deliverable top level cost prohibitive.  To minimize the size of the marking, Construct #1 may be used, recognizing that serialization within the enterprise identifier is unique for subassemblies produced in “Defense Contractor ______” facilities using ERP.

2.4 Virtual UIDs 

As noted above, there are significant issues (i.e., space and cost) with marking each subassembly with a 2D Data Matrix ECC 200 symbol.  The concept of “Virtual Unique Item Identifiers (UII)
” has recently started to evolve within the DoD.  It is important to note that virtual UIIs can be defined, recorded and provided today for serialized assemblies built by “Defense Contractor ______” facilities using ERP.  It would be possible to construct a UII from the human readable information marked on each assembly.  While the Government does not currently intend to use virtual UIIs for subassemblies contained within deliverable top-levels, using virtual UIIs for this purpose would offer significant cost savings.   

3.0 Information Systems

3.1 General

“Defense Contractor ______” has implemented the ERP Enterprise Resource Planning (ERP) system in U. S. locations listed under “CAGE Codes Affected”.  One facility delivering product for the Government Business unit has not been transitioned to ERP.  
The capability to flow down UID requirements for hardware that is manufactured internally or subcontracted has been implemented within ERP.  For those sites not on ERP or recently transitioned, an interim process has been implemented within the necessary local systems.

A function to “build the UID” using the appropriate construct and save it to the configuration record of a given part number / serial number has also been implemented.  The UID can then be accessed for printing the label or nameplate, writing to the DD-250, and transmitting via WAWF.  The UID is not currently being used for any internal tracking at “Defense Contractor ______”.

The information flow described in sections 3.2 through 3.4 pertains to facilities using ERP for (but not limited to) sales orders, material master data and results recording.  In this context, “Material” refers to a specific part number.

3.2 Requirements Flow

Figure 4 shows the general requirements flow within ERP.
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Figure 4 - UID Requirements Flow within ERP

In general, material defaults to not require a UID.  When an order is received requiring UID, the sales order is loaded and the nameplate options are set to require UID.  The first occurrence of a UID requirement for a given material will then reset the material master (MM) to require UID for all future orders of that material.  The decision to include the UID future deliveries of a given material was made to minimize implementation cost.  “Defense Contractor ______”’ assumption is that customers not requiring UID will disregard the 2D Data Matrix marking on the identification nameplate or label.  Once again, note that “Defense Contractor ______” is implementing a “Standard Nameplate” that contains the UID marking.

If the material is a “buy,” the appropriate notification is provided to the subcontract item buyer to flow this requirement to the supplier.  Note that subcontract suppliers have received advance notification of “Defense Contractor ______”’ flow down of the UID requirements.

If the material is a “make,” the appropriate notification is provided to the Nameplate Coordinator (or equivalent Configuration Management function) to include the 2D Data Matrix on the product’s nameplate or label using the appropriate syntax.  The syntax for the 2D Data Matrix is preprogrammed into the appropriate laser-etch or label printing equipment to minimize operator inputs.  With the implementation of the “Standard Nameplate and Serialization” process (January 2005), this will be fully automated.

3.3 Equipment Record Creation

Figure 5 shows information flow for creating the Equipment Record.
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Figure 5 - Equipment Record Creation

A field was added to the Equipment Record within ERP to store the UID.  If the material is a “make,” the UID is automatically created using the material cage code, part number and serial number and written to the equipment record.  If the material is a “buy” (i.e., a subcontract item), a popup window appears during the receiving function to enter the UID data elements.  As a part of the requirements flow down, subcontractors are requested to provide the data elements with barcodes on the packing slip to automate data entry.  With the UID written to the equipment record for “make” and “buy” deliverables, it can be accessed for printing on the DD-250 and transferred via WAWF.

In addition, the UID is automatically checked and written to the Configuration Record for any material under the Government Business CAGE code.  This function can be manually called for related to any other CAGE code(s) as needed.  Any subassembly material within a configuration record can have a UID assigned “virtually” through this function and, thus, could be reported under a parent UID.  Figure 6 illustrates this function.


[image: image4]
Figure 6 - Configuration Record Check

3.4 WAWF Addendum Creation

Any material requiring a WAWF DD-250 will automatically have the addendum created with UID information included.  The UID is either stored in the equipment record or can de derived from the data elements.  The data elements are then output to the Addendum.  The Addendum is then checked for errors and sent via WAWF.  This process is illustrated in Figure 7.
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Figure 7 - WAWF Addendum Creation

3.5 WAWF Acceptance for UID

In order for the WAWF addendum to be created and sent, as explained in section 3.4, ERP must obtain acceptance data from the Government’s payment system MOCAS
.  Figure 8 depicts what happens when the email notification of acceptance is received.  The system will read the contents of the email.  If acceptance is found, the system will set a flag to allow the next batch processing cycle to create and send the addendum in the WAWF. 
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Figure 8 - WAWF Acceptance for UID

3.6 Information Flow for Non-ERP Facilities

“Defense Contractor ______” sites transitioning to ERP will have access to the functionality described above.  Where needed, local interim processes have been developed to provide information flow under the general enterprise rules for UID Construct use, flow down to subcontractors, UID marking and processing of DD-250s.

3.7 Commercial Product Delivered to Government Contracts

Materials built under the Commercial Business CAGE code can access the same functionality for information flow, creating the UID, and transmitting data, provided the facility is using ERP.

4.0 Marking Methods

4.1 Laser Etched Nameplates

Nameplates for “Defense Contractor ______” facilities in U.S. Location#1 and U. S. Location#2 are etched on either an “AB” laser or a “Laservall” laser.  As stated earlier, UID Construct #2 is used for nameplates that are created for top level units.  The correct syntax for Construct #2 is incorporated into the laser programming file for each nameplate.

The AB Laser is capable of doing multiple nameplates on a single piece of black anodized aluminum.  The laser files, for creating a nameplate on the AB Laser, are created in the Configuration Management office on Laser CAD software. 

The Laservall laser uses precut black anodized aluminum blanks which are fed into the laser cabinet one at a time.  

4.2 Thermal Label Printing

4.2.1 Top Level Assemblies

At “Defense Contractor ______” facilities in U. S. Location#3, U.S. Location#4 and U. S. Location#5 top level assemblies are typically marked with printed labels.  In these locations, Operations personnel are responsible for the acquisition of UID labels, per their work instructions.  Configuration Management is responsible for the support of activities related to quality, technical support and process clarification as required.  Once again, Construct #2 is used for consistency with “Defense Contractor ______”’ enterprise approach to UID.  (Refer to Appendix C for a sample copy of a UID work instruction.)

4.2.2 Deliverable Subassemblies – ERP Facilities 

For marking deliverable (i.e., spare) subassemblies with UID, a thermal label printer is used.  To minimize the size of the marking and simplify label printing, UID labels for subassemblies produced in the ERP Government Business facilities are marked using UID Construct #1.  The decision to use Construct #1 for subassemblies was made recognizing that (1) the alphanumeric ERP S/N is unique among subassemblies within the enterprise, (2) Construct #2 is used for top level assemblies, so uniqueness is preserved, and (3) this approach – which requires a new process – was the most cost effective to implement.  The UID labels are marked on Brady label material utilizing a 600DPI thermal printer.  There is a UID label template loaded on the PC associated with those printers that, when the print function is executed, prompts the operator to input the serial number associated with the unit to be marked.  The UID is then developed using the appropriate data elements for Construct #1.

4.3 2D Data Matrix Cell Size

It should be noted that “Defense Contractor ______” has implemented a solution using a 0.005 inch cell size, as the size of the 2D Data Matrix using a 0.0075 inch minimum cell size would not fit on some nameplates, including, in some cases, the approved “Standard Nameplate” for “Defense Contractor ______”.  Though it is unclear how this affects laser-etched foil nameplates, the 0.005 inch cell size does appear to clearly conflict with section 4.4.2.2 of MIL-STD-130 for labels printed by “Defense Contractor ______” to mark deliverable subassemblies.  In addition to documenting this exception here for DCMA approval, in parallel, “Defense Contractor ______” is submitting a change request to the Government Standards Committee to revise the minimum cell size as defined in MIL-STD-130 to 0.005 inch for printed labels.

5.0 Quality of Marking

5.1 UID Quality Parameters

The quality of the UID mark on laser etched nameplates is checked using a DMx Verifier system.  The system measures symbol contrast, axial non-uniformity, print growth, unused error correction, overall grade, cell placement accuracy, cell size uniformity, and overall symbol quality.  A sampling plan is defined by “Defense Contractor ______”’ internal Manufacturing Process Procedure (MPP) for the verifier.  Approximately 5% of the markings are checked, but this sample size may be larger depending on batch sizes.

5.2 UID Quality Standards Document

The standards used to determine quality are based on ISO/IEC 15415 as required by MIL-STD-130.

5.3 Verification of Subcontractor UID Markings

Currently, “Defense Contractor ______” does not verify the UID marking on items received by subcontractors.  However, DC ______ has the capability to conduct receiving inspection sampling on these criteria following standard procedures and the verifier equipment described in section 5.1.

6.0 Documentation

6.1 Engineering Drawings

“Defense Contractor ______”’ treats all drawing changes related to UID marking as Class II changes.  As a Class II change, no impact to form, fit or function will result from placing a UID mark on an item produced by “Defense Contractor ______”.
6.2 Nameplate Drawings

New nameplate drawings are created with the UID marking.  Legacy nameplate drawings are updated to include the UID marking when other changes are made.  In the interim, a MOA with DCMA has been implemented to allow for UID markings on nameplates prior to having nameplate drawings updated.

6.3 Internal “Defense Contractor ______” Methods and Procedures

Internal to “Defense Contractor ______”, minor changes have been made to existing Methods and Procedures to accommodate UID.  For example, the Process Specifications and Quality Methods for markings and final acceptance of product have been updated to allow for a 2D Data Matrix marking on the nameplate (i.e., the UID marking) without the presence of that marking on the nameplate drawing.  In addition, Configuration Management Nameplate Coordinator and Laser / Label Printer operator methods have been updated to document the process for adding UID markings to laser and printer template files.

7.0 Supply Chain

7.1 Communication of UID Requirements

Letters were sent to approximately 50 “Defense Contractor ______” suppliers in December of 2003.  The ERP system is programmed to flow-down contractual requirements for UID to “Defense Contractor ______” suppliers.  

7.2 Subcontract Oversight

The Subcontract organization continues to monitor contracts that include UID marking requirements to assure that suppliers comply with the UID marking requirements.  

7.3 Marking of Subcontracted Items by “Defense Contractor ______”

Some small businesses are not able to afford the equipment capable of creating the ECC 200 2D barcodes.  There are also times when “Defense Contractor ______” procures equipment from a subcontractor and places “Defense Contractor ______” nameplates on the procured item.  In these instances it is necessary for “Defense Contractor ______” to place the UID compliant nameplate on the delivered item.

8.0 Summary

The key results of “Defense Contractor ______”’ efforts can be summarized as follows:

1. The capability to comply with the UID policy was in place effective January 1, 2004.

2. The MOA with DCMA provided “Defense Contractor ______” relief from having to bear the additional costs of immediately updating nameplate drawings.

3. “Defense Contractor ______” treats all drawing changes related to UID marking as Class II changes.

4. UID has been included as a part of “Defense Contractor ______”’ “Standard Nameplate and Serialization” process.

5. New products and nameplate orders are receiving UID compliant marking as standard practice.

6. Functionality to create, record and transmit the UID is in place for any serialized assembly built within “Defense Contractor ______” facilities that are using the Company’s ERP business system.  (Note:  Not all “Defense Contractor ______” U.S. facilities are currently using the ERP system; however, plans are in place to implement ERP at “Defense Contractor ______” locations world wide.)

7. Functionality to receive subcontract items with UID is in place.

8. Lessons learned and constructive feedback to successfully implement UID has been, and continues to be, provided to DoD and industry through various forums.

8.1 Estimated Overall Cost to Implement

The assumption is that the “Defense Contractor ______” UID implementation plan defined herein is accepted “as is”.

· Based on this assumption, there will be no impact to direct and indirect costs.

· Based on this assumption, there will be no recurring and nonrecurring cost recovery.

· Based on this assumption, the impact on costs or performance under existing contracts is anticipated to be minimal.

8.2
Appendix D identifies by section, the “suggested contents of implementation” as referenced in Major General D. A. Scott’s letter dated 01 Nov 04.   

The following is a list of CAGE Codes for those “Defense Contractor ______”, Inc. – U. S. Locations affected by the UID implementation.

	CAGE Code
	U. S. Location Affected

	OXXXX
	“Defense Contractor ______”, Headquarters.

	1XXXX
	“Defense Contractor ______” Government Business, U. S. Location#1, address and U. S. Location#2, address.  The parent code is 0XXXX.

	4XXXX
	“Defense Contractor ______” Commercial Business, U. S. Location#6, address and U. S. Location#7 address. The parent code is 0XXXX.


The following is a list of current major programs and customers:

Programs:

(Please list)

Customers:

(Please list)

1.0 PURPOSE

1.1 This document describes requirements for meeting the UID requirement outlined in MIL-STD-130. The document pertains to “Defense Contractor ______”, implementation of the requirement.

1.2 Applicable Material:

1.2.1 Any material contained on a contract line item which would normally be identified with a part number and serial number.

1.2.2 Any integrated system on a contract line item which would normally be identified with a part number and serial number.

1.2.3 Any top level unit contained within an integrated system that would normally be identified with a part number and serial number.

1.2.4 Any spares item contained in a contract line item which would normally be identified with a part number and serial number. 

2.0 RESPONSIBILITY

2.1 Operations personnel:

2.1.1 Generate and apply the UID label as applicable per this work instruction.

2.2 Configuration management personnel: 

2.2.1 Provide support and process clarification as required

2.2.2 Periodically send 2D barcode labels to ERP U.S. Location#1 for verification of label quality

2.2.3 When required, take necessary action to remedy deficiencies in quality of labels

2.3 Quality Assurance inspectors: 

2.3.1 Verify installation and accuracy of UID label 

3.0 PROCEDURE

3.1 At the time equipment serial number label is generated, Operator will:

3.1.1 Input the following information into Codesoft data base:

3.1.2 Appropriate part number

3.1.3 Cage code: XXXXX

3.1.4 Unique serial number

3.2 Print 2D barcode on Zebra printer Model 110xilllTM, using Brady P/N:  THT-38-457-10.

3.2.1 Install 2D barcode label on unit per Figure C-1. 

3.2.2 At final inspection of unit, Quality Assurance Inspector will:

3.2.3 Ensure label is installed per Figure C-1.

3.3 Verify accuracy of label using HHP 2D barcode reader Model Number 4710HD-121CK.

3.4 Indicate UID acceptance by indicating on traveler.

4.0 ASSOCIATED DOCUMENTS

4.1 MIL-STD-130

4.2 DFARS Clause 252.211-7003

4.3 DoD Instruction 5000.64
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Figure C-1

Typical view indicating preferred location of UID label (in general proximity of existing unit ID label), normally on rear panel 
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Figure � SEQ Figure \* ARABIC �2� - Typical Nameplate with ECC 200 Symbol
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� 	Virtual Unique Item Identifier (UII) is the UII data elements for an item that have been captured in a database, but not yet physically marked on the item.


� Mechanization of Contract Administration Services
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