


Private Security Contractors (PSCs)
	Note to Users: 

This checklist may include terms specific to Operation Enduring Freedom and should be customized as needed. For example:
 
For specific percentages and numbers, the user should apply the appropriate numbers; such as 70%, 80%, 90%, 99%, etc.

For periodic terms, such as “weekly,” the user should apply the appropriate period, such as daily, weekly, biweekly, monthly, annually, etc.



	Required Documentation

	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	1. While on duty, do all armed employees possess an Arming Authorization Memo signed by the appropriate official?
Note: (The Arming Authorization Memo is the only valid device that demonstrates official arming authority. Badges and ID Cards Do Not constitute arming authorization.)
	
	
	
	
	

	2. Has the contractor entered and maintained all contract personnel in the Synchronized Predeployment Operational Tracker (SPOT) database by name?  This includes updates as a result of re-deployment due to any reason other than normal period of performance expiration.
	
	
	
	
	

	3. Are the appropriate documents/training valid within the current period of performance?
	
	
	
	
	

	4. Does the contractor have a written communications plan that contains the following:
	
	
	
	
	

	a. The contractor’s method of notifying military forces and requesting assistance where hostilities arise or combat action is needed.
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	b. How relevant threat information will be shared between contractor security personnel and U.S. military forces.
	
	
	
	
	

	c. How the contractor will coordinate transportation with appropriate military authorities.
	
	
	
	
	

	d. The contractor’s list of communication equipment required for operations including a detailed list of radio and associated equipment that requires frequency deconfliction.
	
	
	
	
	

	e. The contractor’s capability to request medical evacuation (MEDEVAC) support .
	
	
	
	
	

	5. Does the contractor have a method to report and demonstrate violations of the Rules for the Use of Force (RUF)?  Those violations are:
	
	
	
	
	

	a. Taking a direct part in hostilities or combat actions, other than to exercise self-defense;
	
	
	
	
	

	b. Failing to cooperate with Coalition and Host Nation forces;
	
	
	
	
	

	c. Using deadly force, other than in self defense where there is a reasonable belief of imminent risk of death or serious bodily harm;
	
	
	
	
	

	d. Failing to use a graduated force approach;
	
	
	
	
	

	e. Failing to treat the local civilians with humanity or respect; and
	
	
	
	
	

	f. Detaining local civilians, other than in self-defense or as reflected in the contract terms.
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	6. If the contractor has weapons not normally approved for use, do they have an Arming Authorization Memo signed by the appropriate official approving the use of Non-DoD weapons and/or Heavy Weapons?
	
	
	
	
	

	7. If an employee is required to carry a concealed weapon, does the employee have a signed Memo from the appropriate official specifically authorizing the individual to carry a concealed weapon?
	
	
	
	
	

	8. Does the contractor have a policy and process to monitor and prevent employees from performing armed security duties while impaired? 
	
	
	
	
	

	9. Does the contractor have a process to provide and manage the following controlled items:
	
	
	
	
	

	a. Weapons
	
	
	
	
	

	b. Ammunition
	
	
	
	
	

	c. Arming Authorization Memos
	
	
	
	
	

	10. Has the contractor provided interceptor body armor, ballistic helmets and nuclear/biological/chemical (NBC) protective masks to all employees who require such equipment in the performance of armed security duties?
	
	
	
	
	

	11. Are all vehicles used by contractor in the course of their security duties painted or marked appropriately?
	
	
	
	
	

	12. Has the contractor identified and registered armored vehicles, helicopters and other vehicles in SPOT?
	
	
	
	
	

	13. Has the contractor provided all reports and deliverables within the prescribed parameters:
	
	
	
	
	

	a. Monthly Weapon Discharge Report
	
	
	
	
	

	b. Monthly Arming Roster
	
	
	
	
	

	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	c. Monthly Census Report
	
	
	
	
	

	d. Quarterly Census Report 
(Due on 1 Jan, 1 Apr, 1 Jul & 1 Oct)
	
	
	
	
	

	e. Serious Incident Report 

	
	
	
	
	

	f. Kidnappings, Serious Injuries, Death
	
	
	
	
	

	Compliance

	14. Does the Contractor provide all labor; serviceable weapons, ammunition, equipment; uniforms, and other essential requirements to supplement and augment security operations defending all personnel, equipment, and property, whether military and/or civilian at the appropriate locations?
	
	
	
	
	

	15. Does the contractor prevent unauthorized access, perimeter incursions and surveillance activities against Coalition Forces by  supplementing internal operations at entry control points, manning perimeter towers, securing selected facilities, providing armed and unarmed escorts for local national laborers, a liaison cell at the appropriate locations and any other internal security services?  
	
	
	
	
	

	16. Does the contractor detect, identify, report, and guard against threats related to unauthorized personnel, contraband, and instruments of damage, destruction, from entering the installation through the Entry Control Points (ECP)?
	
	
	
	
	

	17. Does the contractor conduct surveillance and counter-surveillance of the installation perimeter from designated Perimeter Defensive Positions (PDP) in order to prevent unauthorized personnel from gathering information or illegally entering the installation?
	
	
	
	
	

	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	18. Does the contractor employ appropriate force to neutralize any threat from unauthorized individuals illegally attempting to enter the installation with the intent to harm personnel or damage?  
	
	
	
	
	

	19. Does the Contractor provide all labor, weapons, minimum of one (1) weapon per person, ammunition, protective body armor, helmets, uniforms, non-tactical hand-held radios, passive night vision devices, and other operational equipment to perform facility protective services? 

NOTE:  The contractor shall replace any provided equipment when deemed unserviceable and inoperable by the Contracting Officer Representative (COR).
	
	
	
	
	

	20. While on duty, do all guards  have a minimum basic unit load of the appropriate ammunition for their appropriate fire arms?
NOTE: Ammunition will not be
Modified in any way. Contractor shall replace inoperable weapons and out dated ammunition by the direction of the COR.
	
	
	
	
	

	21. Does the contractor ensure that a vehicle is provided and that maintenance and upkeep is scheduled at their expense?
	
	
	
	
	

	22. Does the contractor provide an escort task in the form of one vehicle which will travel to and from the installation (Entry Control Point) to pick up and drop off individuals as required?
	
	
	
	
	

	23. Did the contractor ensure records were maintained to show vehicle usage and mileage, and the government will provide fuel for the contractor vehicle for these escort and security tasks inside the installation?
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	24. Did the contractor refuel the maximum designated number of times, unless prior coordination is approved by the COR? Any other fuel requirements will remain the responsibility of the contractor.
	
	
	
	
	

	25. Did the contractor ensure the appropriate number of armed security guards escort designated personnel and vehicles on the installation during the designated period each day? 

NOTE: Their duties shall be to monitor non-badge Local Nationals working on base construction, maintenance, and repair and housekeeping/grounds keeping projects and other duties as designated by shift supervisor.
	
	
	
	
	

	26. Did the contractor ensure a roving guard shall be conducted the designated number of times daily by at least the designated number of personnel? 

NOTE: The roving guard shall consist of patrolling at least the designated distance from the outer perimeter of the installation and walking around the entire installation perimeter.
	
	
	
	
	

	27. Did the contractor provide schedules by name of security guards and the duties they have been assigned? It is also the responsibility of the contractor to ensure that the appropriate coverage of all posts is maintained. The contractor has the authority to hire new or replacement personnel after successful screening of subject personnel.
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	28. Did the prime contractors have approved copies of a Business License and an Operating License no later than the proposal due date?  In addition, the original (local language) version of the Business License and Operating License shall be submitted with English-translated copies of the same.
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