


Training and Mentoring – Private Security Contractors (PSCs)
	Note to Users: 

This checklist may include terms specific to Operation Enduring Freedom and should be customized as needed. For example:
 
For specific percentages and numbers, the user should apply the appropriate numbers; such as 70%, 80%, 90%, 99%, etc.

For periodic terms, such as “weekly,” the user should apply the appropriate period, such as daily, weekly, biweekly, monthly, annually, etc.



	Requirements

	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	1. While on duty, do all armed employees possess an Arming Authorization Memo signed by the Theater Commander or designee? 

Note: The Arming Authorization Memo is the only valid device that demonstrates official arming authority. (Badges and ID Cards Do Not constitute arming authorization.)
	
	
	
	
	

	2. If the contractor has Non-U.S. or Non – Standard weapons as described in the note below, do they have an Arming Authorization Memo signed by the Theater Commander or designee authorizing the use of Non-U.S. or Non – Standard weapons?
	
	
	
	
	

	3. Verify that the contractor has provided all personnel with the required training to perform armed security duties and documentation necessary to attain arming authorization within 30 days of contract award or within 30 days of employee being hired. 

Note: The contractor has the authority to hire new or replacement personnel as necessary.
	
	
	
	
	

	4. Verify that the Contractor has enrolled all employees in the Synchronized Pre-deployment Operational Tracker system within seven (7) days of being hired.  
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	5. Verify that the contractor has maintained the SPOT database (i.e. enroll, deploy, redeploy and revoke LOAs within 7 days of any changes).
	
	
	
	
	

	6. The contractor shall immediately recapture hard copy LOAs from all employees who have been terminated. (Validate records/logs)
	
	
	
	
	

	7. The contractor shall train all employees on each aspect of health, safety and security in accordance with the Government accepted training plan to ensure all personnel receive initial and periodic training to maintain certification, proficiency and safety. (Verify/validate training records/logs)      
	
	
	
	
	

	8. The contractor shall submit accurate and complete arming authorization request packets for each employee required to be armed within 20 days from date of contract or date of employment.(Verify/Validate)
	
	
	
	
	

	9. The Contractor shall provide all weapons (minimum of one (1) fully functional weapon per person on duty), ammunition, lockable storage container to secure weapons and ammunition, protective body armor, helmets, uniforms, non-tactical hand-held radios, passive IR night vision devices and other operational equipment to perform facility protective services at the designated sites.
	
	
	
	
	

	10. The Contractor shall proactively maintain and replace all required equipment.  

Note: The contracting officer representative (COR) has the authority to identify equipment as unserviceable.
	
	
	
	
	

	11. The contractor shall maintain an on-hand supply of ammunition appropriate to the local threat and rate of consumption. 
	
	
	
	
	




	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	12. The contractor shall implement a regular weapons maintenance program. (Verify/Validate Maintenance Program processes and procedures)

Note: If an employee has knowledge that their weapon is not in the proper working condition, the employee shall immediately report to their Security Guard Supervisor for repair and/or approved replacement
	
	
	
	
	

	13. The contractor shall provide the necessary resources, processes, and procedures to maintain positive control of all items that grant access or pose serious risk to Government resources 

Note: Government resources to INCLUDE but NOT LIMITED to the following examples:
1. Badges
2. Uniforms
3. SPOT Letters of Authorization (LOAs)
4. Arming Authorization Memorandums
5. Night Vision Goggles (NVGs)
6. Handheld Radios/Communication Equipment
7. Weapons
8. Ammunition
	
	
	
	
	

	14. The contractor shall maintain a serialized weapons accountability list and maintain weapons accountability at all times.  
	
	
	
	
	

	15. Weapons and ammunition will be inventoried every shift change and reported to the BDOC or equivalent Force Protection agency.
	
	
	
	
	

	16. While on duty, all guards shall have a minimum basic unit load of 150 rounds of ammunition on their person for their assigned AK-47/M-16/M-4 series rifle (5.56mm, 7.62mm) and 30 rounds of pistol ammunition (9mm, 45 ACP).
	
	
	
	
	

	REQUIREMENT
	YES
	NO
	N/O
	N/A
	COMMENT

	17. Contractor shall proactively replace inoperable weapons and out dated/unserviceable ammunition.  

Note: The COR has the authority to identify ammunition as unserviceable.
	
	
	
	
	

	18. The contractor shall provide the required manning at designated Entry Control Points (ECPs) and PDPs.
	
	
	
	
	

	19. A roving guard shall be conducted daily, as specified by the appropriate Commander.

Note: The roving patrol shall consist of patrolling the outer perimeter of the installation in accordance with the installation’s base defense plan and walking around the entire installation perimeter.
	
	
	
	
	

	20. The contractor shall provide armed security guards to escort designated personnel and vehicles on the FOB, as specified by the appropriate Commander.                                    

Note: Their duties shall be to monitor non-badged Local Nationals working on base construction, maintenance, repair, and house/grounds keeping projects.
	
	
	
	
	

	21. The contractor shall provide and maintain a vehicle at their expense.

Note: The contractor will be required to provide an escort task in the form of one vehicle which will travel to and from the installation ECP to pick up and drop off individuals as required.
	
	
	
	
	

	22. The contractor will ensure records are maintained to show vehicle usage and mileage.
	
	
	
	
	

	23. All contracted personnel shall maintain their area of operation free from refuse and human waste.
	
	
	
	
	

	24. Verify that the contractor has provided communication to any tower not manned by a U.S./Coalition soldier.
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