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Disclosure to Litigation Support Contractors
Interim Rule

PART 204—ADMINISTRATIVE MATTERS

* * * * *

[SUBPART 204.74—DISCLOSURE OF INFORMATION TO LITIGATION SUPPORT CONTRACTORS

204.7400  Scope of subpart.
This subpart prescribes policies and procedures for the release and safeguarding of information to litigation support contractors.  It implements the requirements at 10 U.S.C. 129d.

204.7401  Definitions.

“Litigation support,” “litigation support contractor,” and “sensitive information,” as used in this subpart, are defined in the clause at 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors.

204.7402  Policy.


(a)  Any release or disclosure of litigation information that includes sensitive information to a litigation support contractor, and the litigation support contractor’s use and handling of such information, shall comply with the requirements of 10 U.S.C. 129d.

(b)  To the maximum extent practicable, DoD will provide notice to an offeror or contractor submitting, delivering, or otherwise providing information to DoD in connection with an offer or performance of a contract that such information may be released or disclosed to litigation support contractors.

204.7403  Solicitation provision and contract clauses.


(a)  Use the provision at 252.204-7013, Limitations on the Use or Disclosure of Information by Litigation Support Solicitation Offerors, in all solicitations, including solicitations using FAR part 12 procedures for the acquisition of commercial items, that involve litigation support services.


(b)  Use the clause at 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors, in all solicitations and contracts, including solicitations and contracts using FAR part 12 procedures for the acquisition of commercial items, that involve litigation support services.

(c)  Use the clause at 252.204-7015, Disclosure of Information to Litigation Support Contractors, in all solicitations and contracts, including solicitations and contracts using FAR part 12 procedures for the acquisition of commercial items, that involve litigation support services and do not include the clause at 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors.]
* * * * *

PART 212—ACQUISITION OF COMMERCIAL ITEMS

* * * * *

SUBPART 212.3—SOLICITATION PROVISIONS AND CONTRACT CLAUSES FOR THE ACQUISITION OF COMMERCIAL ITEMS

212.301  Solicitation provisions and contract clauses for the acquisition of commercial items.


(f)  * * *


(vii)  Use the provision at 252.204-7013, Limitations on the Use or Disclosure of Information by Litigation Support Solicitation Offerors, as prescribed in 204.7403(a), to comply with 10 U.S.C. 129d.



(viii)  Use the clause at 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors, as prescribed in 204.7403(b), to comply with 10 U.S.C. 129d.



(ix)  Use the clause at 252.204-7015, Disclosure of Information to Litigation Support Contractors, as prescribed in 204.7403(c), to comply with 10 U.S.C. 129d.

[Note:  Redesignate (vii) through (lxviii) as (x) through (lxx).]

PART 227—PATENTS, DATA, AND COPYRIGHTS

* * * * *
SUBPART 227.71--RIGHTS IN TECHNICAL DATA

227.7100  Scope of subpart.

This subpart—

* * * * *


(b)  Does not apply to[—


(1)  C]computer software or technical data that is computer software documentation (see subpart 227.72)[; or



(2)  Releases of technical data to litigation support contractors (see subpart 204.74)].

* * * * *

227.7103  Noncommercial items or processes.

* * * * *

227.7103-6  Contract clauses.

* * * * *


(c)  Use the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends, in solicitations and contracts when it is anticipated that the Government will provide the contractor[ (other than a litigation support contractor covered by 252.204-7014)], for performance of its contract, technical data marked with another contractor's restrictive legend(s).

* * * * * 
SUBPART 227.72--RIGHTS IN COMPUTER SOFTWARE AND COMPUTER SOFTWARE DOCUMENTATION

227.7200  Scope of subpart.

This subpart—

* * * * *


(b)  Does not apply to[—


(1)  C]computer software or computer software documentation acquired under GSA schedule contracts[; or


(2)  Releases of computer software or computer software documentation to litigation support contractors (see subpart 204.74)].

* * * * *

227.7203  Noncommercial computer software and noncommercial computer software documentation.

* * * * *

227.7203-6  Contract clauses.

* * * * *


(d)  Use the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends, in solicitations and contracts when it is anticipated that the Government will provide the contractor[ (other than a litigation support contractor covered by 252.204-7014)], for performance of its contract, computer software or computer software documentation marked with another contractor's restrictive legend(s).

* * * * *
SUBPART 237.1--SERVICE CONTRACTS--GENERAL

* * * * *
[237.174  Disclosure of information to litigation support contractors.

See 204.74 for disclosure of information to litigation support contractors.]
* * * * *

PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* * * * *

SUBPART 252.2--TEXT OF PROVISIONS AND CLAUSES

* * * * *

[252.204-7013  Limitations on the Use or Disclosure of Information by Litigation Support Solicitation Offerors.

As prescribed in 204.7403(a), use the following provision.  If the solicitation is a request for quotations, the terms “quotation” and “Quoter” may be substituted for “offer” and “Offeror”.
LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT SOLICITATION OFFERORS (FEB 2014)


(a)  Definitions.  As used in this provision:

“Computer software,” “litigation information,”“litigation support,” “sensitive information,” and “technical data,” are defined in the clause at DFARS 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors.


(b)  Limitations on use or disclosure of litigation information.  Notwithstanding any other provision of this solicitation, by submission of its offer, the Offeror agrees and acknowledges—



(1)  That all litigation information will be accessed and used for the sole purpose of providing litigation support;


(2)  That the Offeror will take all precautions necessary to prevent unauthorized disclosure of litigation information; and


(3)  That litigation information shall not be used by the Offeror to compete against a third party for Government or nongovernment contracts.

(c)  Indemnification and creation of third party beneficiary rights.  By submission of its offer, the Offeror agrees—



(1)  To indemnify and hold harmless the Government, its agents, and employees from any claim or liability, including attorneys’ fees, court costs, and expenses, arising out of, or in any way related to, the misuse or unauthorized modification, reproduction, release, performance, display, or disclosure of any litigation information; and



(2)  That any third party holding proprietary rights or any other legally protectable interest in any litigation information, in addition to any other rights it may have, is a third party beneficiary who shall have a right of direct action against the Offeror, and against any person to whom the Offeror has released or disclosed such data or software, for the unauthorized duplication, release, or disclosure of such information.


(d)  Offeror employees.  By submission of its offer, the Offeror agrees to ensure that its employees are subject to use and nondisclosure obligations consistent with this provision prior to the employees being provided access to or use of any litigation information covered by this provision.

(End of provision)]
* * * * *

[252.204-7014  Limitations on the Use or Disclosure of Information by Litigation Support Contractors.

As prescribed in 204.7403(b), use the following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT CONTRACTORS (FEB 2014)


(a)  Definitions.  As used in this clause:


“Computer software” means computer programs, source code, source code listings, object code listings, design details, algorithms, processes, flow charts, formulae, and related material that would enable the software to be reproduced, recreated, or recompiled.  Computer software does not include computer data bases or computer software documentation.


“Litigation information” means any information, including sensitive information, that is furnished to the contractor by or on behalf of the Government, or that is generated or obtained by the contractor in the performance of litigation support work under this contract.

“Litigation support” means administrative, technical, or professional services provided in support of the Government during or in anticipation of litigation.


"Litigation support contractor" means a contractor (including an expert or technical consultant) providing litigation support under a contract with the Department of Defense that contains this clause.  


“Sensitive information” means confidential information of a commercial, financial, proprietary, or privileged nature.  The term includes technical data and computer software, but does not include information that is lawfully, publicly available without restriction.


“Technical data” means recorded information, regardless of the form or method of the recording, of a scientific or technical nature (including computer software documentation).  The term does not include computer software or data incidental to contract administration, such as financial and/or management information.


(b)  Limitations on use or disclosure of litigation information.  Notwithstanding any other provision of this contract, the Contractor agrees and acknowledges—



(1)  That all litigation information will be accessed and used for the sole purpose of providing litigation support;


(2)  That the Contractor will take all precautions necessary to prevent unauthorized disclosure of litigation information;


(3)  That litigation information shall not be used by the Contractor to compete against a third party for Government or nongovernment contracts; and


(4)  That violation of paragraph (b)(1),(b)(2), or (b)(3), of this section, is a basis for the Government to terminate this contract.

(c)  Indemnification and creation of third party beneficiary rights.  The Contractor agrees—



(1)  To indemnify and hold harmless the Government, its agents, and employees from any claim or liability, including attorneys’ fees, court costs, and expenses, arising out of, or in any way related to, the misuse or unauthorized modification, reproduction, release, performance, display, or disclosure of any litigation information; and



(2)  That any third party holding proprietary rights or any other legally protectable interest in any litigation information, in addition to any other rights it may have, is a third party beneficiary under this contract who shall have a right of direct action against the Contractor, and against any person to whom the Contractor has released or disclosed such data or software, for the unauthorized duplication, release, or disclosure of such information.


(d)  Contractor employees.  The Contractor shall ensure that its employees are subject to use and nondisclosure obligations consistent with this clause prior to the employees being provided access to or use of any litigation information covered by this clause.


(e)  Flowdown.  Include the substance of this clause, including this paragraph (e), in all subcontracts, including subcontracts for commercial items.

(End of clause)
252.204-7015  Disclosure of Information to Litigation Support Contractors.

As prescribed in 204.7403(c), use the following clause:

DISCLOSURE OF INFORMATION TO LITIGATION SUPPORT CONTRACTORS (FEB 2014)


(a)  Definitions.  As used in this clause:

“Litigation support” means administrative, technical, or professional services provided in support of the Government during or in anticipation of litigation.


"Litigation support contractor" means a contractor (including an expert or technical consultant) providing litigation support under a contract with the Department of Defense that contains this clause.

“Sensitive information” means confidential information of a commercial, financial, proprietary, or privileged nature. The term includes technical data and computer software, but does not include information that is lawfully, publicly available without restriction.


(b)  Authorized disclosure.  Notwithstanding any other provision of this solicitation or contract, the Government may disclose to a litigation support contractor, for the sole purpose of litigation support activities, any information, including sensitive information, received--



(1)  Within or in connection with a quotation or offer; or



(2)  In the performance of or in connection with a contract.


(c)  Flowdown.  Include the substance of this clause, including this paragraph (c), in all subcontracts, including subcontracts for commercial items.

(End of clause)]
* * * * *

252.227-7013  Rights in Technical Data—Noncommercial Items.

As prescribed in 227.7103-6(a), use the following clause:

RIGHTS IN TECHNICAL DATA—NONCOMMERCIAL ITEMS (JUN 2013[FEB 2014])

(a)  Definitions.  As used in this clause—


* * * * *



(5)  "Covered Government support contractor" means a contractor[ (other than a litigation support contractor covered by 252.204-7014) ]under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.

 * * * * *

252.227-7014  Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.

As prescribed in 227.7203-6(a)(1), use the following clause:

RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND 

NONCOMMERCIAL COMPUTER SOFTWARE DOCUMENTATION (MAY 2013[FEB 2014])

(a)  Definitions.  As used in this clause—

* * * * *



(6)  "Covered Government support contractor" means a contractor [(other than a litigation support contractor covered by 252.204-7014) ]under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.

* * * * *

252.227-7015  Technical Data–Commercial Items.

As prescribed in 227.7102-4(a)(1), use the following clause:

TECHNICAL DATA—COMMERCIAL ITEMS (JUN 2013[FEB 2014])

(a)  Definitions.  As used in this clause—

* * * * *



(2)  “Covered Government support contractor” means a contractor [(other than a litigation support contractor covered by 252.204-7014) ]under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.

* * * * *

252.227-7018  Rights in Noncommercial Technical Data and Computer Software--Small Business Innovation Research (SBIR) Program.

As prescribed in 227.7104(a), use the following clause:

RIGHTS IN NONCOMMERCIAL TECHNICAL DATA AND COMPUTER SOFTWARE--SMALL BUSINESS INNOVATION RESEARCH (SBIR) PROGRAM

(MAY 2013[FEB 2014])

(a)  Definitions.  As used in this clause— 

* * * * *



(6)  “Covered Government support contractor” means a contractor [(other than a litigation support contractor covered by 252.204-7014) ]under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—




(i)  Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and




(ii)  Receives access to the technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.

* * * * *
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