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Interim Rule

PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* * * * *

SUBPART 252.2—TEXT OF PROVISIONS AND CLAUSES
* * * * *

252.204-7008  Compliance with Safeguarding Covered Defense Information Controls.

As prescribed in 204.7304(a), use the following provision:

COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS (AUG 2015[DEC 2015])

* * * * *


(c)  [For covered contractor information systems that are not part of an information technology (IT) service or system operated on behalf of the Government (see 252.204-7012(b)(1)(ii))—


(1)  By submission of this offer, the Offeror represents that it will implement the security requirements specified by National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations” (see http://dx.doi.org/10.6028/NIST.SP.800-171), not later than December 31, 2017.


(2)(i)  ]If the Offeror proposes to deviate [vary] from any of the security requirements [specified by NIST SP 800-171] in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations, http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer, the Offeror shall submit to the Contracting Officer, for consideration by the DoD [Chief Information Officer (]CIO[)], a written explanation of—






(1[A])  Why a particular security requirement is not applicable; or






(2[B])  How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection.




(d[ii])  An authorized representative of the DoD CIO will [adjudicate] approve or disapprove offeror requests to [vary]deviate from NIST SP 800-171 requirements in writing prior to contract award.  Any [accepted variance]approved deviation from NIST SP 800-171 shall be incorporated into the resulting contract.

(End of provision)
252.204-7009  Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

As prescribed in 204.7304(b), use the following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT INFORMATION (AUG 2015[DEC 2015])


(a)  Definitions.  As used in this clause—
[“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.]

* * * * *


(c)  Subcontracts.  The Contractor shall include the substance of this clause, including this paragraph (c), in all subcontracts[, or similar contractual instruments,] for services that include support for the Government’s activities related to safeguarding covered defense information and cyber incident reporting, including subcontracts for commercial items[, without alteration, except to identify the parties].

* * * * *

252.204-7012  Safeguarding Covered Defense Information and Cyber Incident Reporting.

As prescribed in 204.7304(c), use the following clause:

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 

REPORTING (SEP 2015[DEC 2015])


(a)  Definitions.  As used in this clause—

* * * * *
“Cyber incident” means actions taken through the use of computer networks that result in [a compromise or] an actual or potentially adverse effect on an information system and/or the information residing therein.

* * * * *

(b)  Adequate security.  The Contractor shall provide adequate security for all covered defense information on all covered contractor information systems that support the performance of work under this contract.  To provide adequate security, the Contractor shall—



(1)  Implement information systems security protections on all covered contractor information systems including, at a minimum—




(i)  * * *



(ii)  For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause—





(A)  The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations,” http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer[, as soon as practical, but not later than December 31, 2017.  The Contractor shall notify the DoD CIO, via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements specified by NIST SP 800-171 not implemented at the time of contract award]; or





(B)  Alternative but equally effective security measures used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection [accepted]approved in writing by an authorized representative of the DoD CIO prior to contract award; and
* * * * *

(m)  Subcontracts.  The Contractor shall—



(1)  Include the substance of this clause, including this paragraph (m), in all subcontracts[, or similar contractual instruments, for operationally critical support, or for which subcontract performance will involve a covered contractor information system], including subcontracts for commercial items[, without alteration, except to identify the parties]; and



(2)  Require[When this clause is included in a subcontract, require] subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.mil and the prime Contractor.  This includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable.

(End of clause)

* * * * *
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