Defense Federal Acquisition Regulation Supplement

Part 202--Definitions of Words and Terms

SUBPART 202.1-DEFINITIONS
(Revised October 21, 2016)

202.101 Definitions.

“Authorized aftermarket manufacturer” means an organization that fabricates an
electronic part under a contract with, or with the express written authority of, the
original component manufacturer based on the original component manufacturer’s
designs, formulas, and/or specifications.

“Compromise” means disclosure of information to unauthorized persons, or a violation
of the security policy of a system, in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object, or the copying of information to
unauthorized media may have occurred.

“Congressional defense committees” means—

(1) In accordance with 10 U.S.C. 101(a)(16), except as otherwise specified in
paragraph (2) of this definition or as otherwise specified by statute for particular
applications—

(1) The Committee on Armed Services of the Senate;

(1) The Subcommittee on Defense of the Committee on Appropriations of the
Senate;

(111) The Committee on Armed Services of the House of Representatives; and

(1v) The Subcommittee on Defense of the Committee on Appropriations of the
House of Representatives.

(2) For use in subpart 217.1, see the definition at 217.103.

“Contract administration office” also means a contract management office of the
Defense Contract Management Agency.

“Contract manufacturer” means a company that produces goods under contract for
another company under the label or brand name of that company.

“Contracting activity” for DoD also means elements designated by the director of a
defense agency which has been delegated contracting authority through its agency
charter. DoD contracting activities are listed at PGI 202.101.

“Contracting officer's representative” means an individual designated and authorized in
writing by the contracting officer to perform specific technical or administrative
functions.

“Contractor-approved supplier” means a supplier that does not have a contractual
agreement with the original component manufacturer for a transaction, but has been
identified as trustworthy by a contractor or subcontractor.
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“Counterfeit electronic part” means an unlawful or unauthorized reproduction,
substitution, or alteration that has been knowingly mismarked, misidentified, or
otherwise misrepresented to be an authentic, unmodified electronic part from the
original manufacturer, or a source with the express written authority of the original
manufacturer or current design activity, including an authorized aftermarket
manufacturer. Unlawful or unauthorized substitution includes used electronic parts
represented as new, or the false identification of grade, serial number, lot number, date
code, or performance characteristics.

“Cyber incident” means actions taken through the use of computer networks that result
in a compromise or an actual or potentially adverse effect on an information system
and/or the information residing therein.

“Departments and agencies,” as used in DFARS, means the military departments and
the defense agencies. The military departments are the Departments of the Army,
Navy, and Air Force (the Marine Corps is a part of the Department of the Navy). The
defense agencies are the Defense Advanced Research Projects Agency, the Defense
Commissary Agency, the Defense Contract Management Agency, the Defense Finance
and Accounting Service, the Defense Information Systems Agency, the Defense
Intelligence Agency, the Defense Logistics Agency, the Defense Security Cooperation
Agency, the Defense Security Service, the Defense Threat Reduction Agency, the
Missile Defense Agency, the National Geospatial-Intelligence Agency, the National
Security Agency, the United States Special Operations Command, and the United
States Transportation Command.

“Department of Defense (DoD),” as used in DFARS, means the Department of Defense,
the military departments, and the defense agencies.

“Electronic part” means an integrated circuit, a discrete electronic component
(including, but not limited to, a transistor, capacitor, resistor, or diode), or a circuit
assembly (section 818(f)(2) of Pub. L. 112-81).

“Executive agency” means for DoD, the Department of Defense, the Department of the
Army, the Department of the Navy, and the Department of the Air Force.

“General public” and “non-governmental entities,” as used in the definition of
“commercial item” at FAR 2.101, do not include the Federal Government or a State,
local, or foreign government (Pub. L. 110-181, section 815(b)).

“Head of the agency” means, for DoD, the Secretary of Defense, the Secretary of the
Army, the Secretary of the Navy, and the Secretary of the Air Force. Subject to the
direction of the Secretary of Defense, the Under Secretary of Defense (Acquisition,
Technology, and Logistics), and the Director of Defense Procurement and Acquisition
Policy, the directors of the defense agencies have been delegated authority to act as
head of the agency for their respective agencies (i.e., to perform functions under the
FAR or DFARS reserved to a head of agency or agency head), except for such actions
that by terms of statute, or any delegation, must be exercised within the Office of the
Secretary of Defense. (For emergency acquisition flexibilities, see 218.270.)

“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR
2.1, any equipment, or interconnected system(s) or subsystem(s) of equipment, that is
used in the automatic acquisition, storage, analysis, evaluation, manipulation,
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management, movement, control, display, switching, interchange, transmission, or
reception of data or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if the equipment
1s used by the agency directly or is used by a contractor under a contract with the
agency that requires—

(1) Its use;or

(1) To a significant extent, its use in the performance of a service or the
furnishing of a product.

(2) The term “information technology” includes computers, ancillary equipment
(including imaging peripherals, input, output, and storage devices necessary for
security and surveillance), peripheral equipment designed to be controlled by the
central processing unit of a computer, software, firmware and similar procedures,
services (including support services), and related resources.

(3) The term “information technology” does not include any equipment acquired by a
contractor incidental to a contract.

“Major defense acquisition program” is defined in 10 U.S.C. 2430(a).

“Obsolete electronic part” means an electronic part that is no longer available from the
original manufacturer or an authorized aftermarket manufacturer.

“Original component manufacturer” means an organization that designs and/or
engineers a part and is entitled to any intellectual property rights to that part.

“Original equipment manufacturer” means a company that manufactures products that
it has designed from purchased components and sells those products under the
company's brand name.

“Original manufacturer” means the original component manufacturer, the original
equipment manufacturer, or the contract manufacturer.

“Procedures, Guidance, and Information (PGI)” means a companion resource to the
DFARS that—

(1) Contains mandatory internal DoD procedures. The DFARS will direct
compliance with mandatory procedures using imperative language such as “Follow the
procedures at...” or similar directive language;

(2) Contains non-mandatory internal DoD procedures and guidance and
supplemental information to be used at the discretion of the contracting officer. The
DFARS will point to non-mandatory procedures, guidance, and information using
permissive language such as “The contracting officer may use...” or “Additional
information is available at...” or other similar language;

(3) Is numbered similarly to the DFARS, except that each PGI numerical
designation is preceded by the letters “PGI”; and
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(4) Is available electronically at
http://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html.

“Senior procurement executive” means, for DoD—

Department of Defense (including the defense agencies)--Under Secretary of
Defense (Acquisition, Technology, and Logistics);

Department of the Army--Assistant Secretary of the Army (Acquisition, Logistics
and Technology);

Department of the Navy--Assistant Secretary of the Navy (Research,
Development and Acquisition);

Department of the Air Force--Assistant Secretary of the Air Force
(Acquisition).

The directors of the defense agencies have been delegated authority to act as senior
procurement executive for their respective agencies, except for such actions that by
terms of statute, or any delegation, must be exercised by the Under Secretary of
Defense (Acquisition, Technology, and Logistics).

“Suspect counterfeit electronic part” means an electronic part for which credible
evidence (including, but not limited to, visual inspection or testing) provides
reasonable doubt that the electronic part is authentic.

“Tiered evaluation of offers,” also known as “cascading evaluation of offers,” means a
procedure used in negotiated acquisitions, when market research is inconclusive for
justifying limiting competition to small business concerns, whereby the contracting
officer—

(1) Solicits and receives offers from both small and other than small business
concerns;

(2) Establishes a tiered or cascading order of precedence for evaluating offers that is
specified in the solicitation; and

(3) If no award can be made at the first tier, evaluates offers at the next lower tier,
until award can be made.
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SUBPART 203.10-CONTRACTOR CODE OF BUSINESS ETHICS AND
CONDUCT
(Revised October 21, 2016)

203.1003 Requirements.

(b) Notification of possible contractor violation. Upon notification of a possible
contractor violation of the type described in FAR 3.1003(b), coordinate the matter with
the following office:

Department of Defense Office of Inspector General

Investigative Policy and Oversight Contractor Disclosure Program
4800 Mark Center Drive, Suite 11H25

Arlington, VA 22350-1500

Toll-Free Telephone: 866-429-8011.

(¢c) Fraud hotline poster. For contracts performed outside the United States,
when security concerns can be appropriately demonstrated, the contracting officer
may provide the contractor the option to publicize the program to contractor
personnel in a manner other than public display of the poster required by
203.1004(b)(2)(i1), such as private employee written instructions and briefings.

203.1004 Contract clauses.

(a) Use the clause at 252.203-7003, Agency Office of the Inspector General, in
solicitations and contracts, including solicitations and contracts using FAR part 12
procedures for the acquisition of commercial items that include the FAR clause
52.203-13, Contractor Code of Business Ethics and Conduct.

(b)(2)(i1) Unless the contract is for the acquisition of a commercial item, use the
clause at 252.203-7004, Display of Hotline Posters, in lieu of the clause at FAR 52.203-
14, Display of Hotline Poster(s), in solicitations and contracts, if the contract value
exceeds $5.5 million. If the Department of Homeland Security (DHS) provides disaster
relief funds for the contract, DHS will provide information on how to obtain and display
the DHS fraud hotline poster (see FAR 3.1003).
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SUBPART 204.2—CONTRACT DISTRIBUTION
(Revised October 21, 2016)

204.201 Procedures.
Follow the procedures at PGI 204.201 for the distribution of contracts and
modifications.

(a) Inlieu of the requirement at FAR 4.201(a), contracting officers shall distribute
one signed copy or reproduction of the signed contract to the contractor.

204.203 Taxpayer identification information.

(b) The procedure at FAR 4.203(b) does not apply to contracts that include the
provision at FAR 52.204-7, System for Award Management. The payment office obtains
the taxpayer identification number and the type of organization from the System for
Award Management database.

204.270 Electronic Document Access.

204.270-1 Policy.

(a) The Electronic Document Access (EDA) system, an online repository for
contractual instruments and supporting documents, is DoD’s primary tool for electronic
distribution of contract documents and contract data. Contract attachments shall be
uploaded to EDA, except for contract attachments that are classified, are too sensitive
for widespread distribution (e.g., personally identifiable information and Privacy Act
and Health Insurance Portability and Accountability Act, or cannot be practicably
converted to electronic format (e.g., samples, drawings, and models). Section J (or
similar location when the Uniform Contract Format is not used) shall include the
annotation “provided under separate cover” for any attachment not uploaded to EDA.

(b) Agencies are responsible for ensuring the following when posting documents,
including contractual instruments, to EDA—

(1) The timely distribution of documents; and
(2) That internal controls are in place to ensure that—

(1) The electronic version of a contract document in EDA is an accurate
representation of the contract; and

(1) The contract data in EDA is an accurate representation of the
underlying contract.

204.270-2 Procedures.
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(b) The procedures at PGI 204.270-2(b) provide details on how to record the results
of data verification in EDA. When these procedures are followed, contract documents
and data in EDA are an accurate representation of the contract and therefore may be
used for audit purposes.

(¢) The procedures at PGI 204.270-2(c) provide details on the creation and
processing of contract deficiency reports, which are used to correct problems with
contracts distributed in EDA.
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SUBPART 204.73—SAFEGUARDING COVERED DEFENSE INFORMATION
AND CYBER INCIDENT REPORTING
(Revised October 21, 2016)

204.7300 Scope.

(a) This subpart applies to contracts and subcontracts requiring contractors and
subcontractors to safeguard covered defense information that resides in or transits
through covered contractor information systems by applying specified network security
requirements. It also requires reporting of cyber incidents.

(b) This subpart does not abrogate any other requirements regarding contractor
physical, personnel, information, technical, or general administrative security
operations governing the protectlon of unclassified information, nor does it affect
requirements of the National Industrial Security Program.

204.7301 Definitions.

As used in this subpart—

“Adequate security” means protective measures that are commensurate with the
consequences and probability of loss, misuse, or unauthorized access to, or modification
of information.

“Contractor attributional/proprietary information” means information that identifies
the contractor(s), whether directly or indirectly, by the grouping of information that can
be traced back to the contractor(s) (e.g., program description, facility locations),
personally identifiable information, as well as trade secrets, commercial or financial
information, or other commerc1ally sensitive information that is not customarily shared
outside of the company.

“Controlled technical information” means technical information with military or space
application that is subject to controls on the access, use, reproduction, modification,
performance, display, release, disclosure, or dissemination. Controlled technical
information would meet the crltema if dlssemlnated for distribution statements B
through F using the criteria set forth in DoD Instruction 5230. 24, Distribution
Statements on Technical Documents. The term does not include information that is
lawfully publicly available without restrictions.

“Covered contractor information system” means an unclassified information system
that is owned, or operated by or for, a contractor and that processes, stores, or transmits
covered defense information.

“Covered defense information” means unclassified controlled technical information or
other information (as described in the Controlled Unclassified Information (CUI)
Registry at http://www.archives.gov/cui/registry/category-list.html) that requires
safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and 1s—

(1) Marked or otherwise identified in the contract, task order, or delivery order and
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provided to the contractor by or on behalf of DoD in support of the performance of the
contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the
contractor in support of the performance of the contract.

“Information system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

“Media” means physical devices or writing surfaces including, but not limited to,
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and
printouts onto which covered defense information is recorded, stored, or printed within
a covered contractor information system.

“Rapidly report” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are
defined in the clause at DFARS 252.227-7013, Rights in Technical Data-Non
Commercial Items, regardless of whether or not the clause is incorporated in this
solicitation or contract. Examples of technical information include research and
engineering data, engineering drawings, and associated lists, specifications, standards,
process sheets, manuals, technical reports, technical orders, catalog-item identifications,
data sets, studies and analyses and related information, and computer software
executable code and source code.

204.7302 Policy.

(a) Contractors and subcontractors are required to provide adequate security on all
covered contractor information systems.

(b) Contractors and subcontractors are required to rapidly report cyber incidents
directly to DoD at http:/dibnet.dod.mil. Subcontractors provide the incident report
number automatically assigned by DoD to the prime contractor. Lower-tier
subcontractors likewise report the incident report number automatically assigned by
DoD to their higher-tier subcontractor, until the prime contractor is reached.

(1) If a cyber incident occurs, contractors and subcontractors submit to DoD—
(1) A cyber incident report;
(1) Malicious software, if detected and isolated; and

(111) Media (or access to covered contractor information systems and
equipment) upon request.

(2) Contracting officers shall refer to PGI 204.7303-4(c) for instructions on
contractor submissions of media and malicious software.

(¢) Information shared by the contractor may include contractor attributional/
proprietary information that is not customarily shared outside of the company, and that
the unauthorized use or disclosure of such information could cause substantial
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competitive harm to the contractor that reported the information. The Government
shall protect against the unauthorized use or release of information that includes
contractor attributional/proprietary information.

(d) A cyber incident that is reported by a contractor or subcontractor shall not, by
itself, be interpreted as evidence that the contractor or subcontractor has failed to
provide adequate security on their covered contractor information systems, or has
otherwise failed to meet the requirements of the clause at 252.204-7012, Safeguarding
Covered Defense Information and Cyber Incident Reporting. When a cyber incident is
reported, the contracting officer shall consult with the DoD component Chief
Information Officer/cyber security office prior to assessing contractor compliance (see
PGI 204.7303-3(a)(3)). The contracting officer shall consider such cyber incidents in the
context of an overall assessment of a contractor’s compliance with the requirements of
the clause at 252.204-7012.

(e) Support services contractors directly supporting Government activities related to
safeguarding covered defense information and cyber incident reporting (e.g., forensic
analysis, damage assessment, or other services that require access to data from another
contractor) are subject to restrictions on use and disclosure of reported information.

204.7303 Procedures.
Follow the procedures relating to safeguarding covered defense information at PGI
204.7303.

204.7304 Solicitation provision and contract clauses.

(a) Use the provision at 252.204-7008, Compliance with Safeguarding Covered
Defense Information Controls, in all solicitations, including solicitations using FAR part
12 procedures for the acquisition of commercial items, except for solicitations solely for
the acquisition of commercially available off-the-shelf (COTS) items.

(b) Use the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-
Party Contractor Information, in all solicitations and contracts, including solicitations
and contracts using FAR part 12 procedures for the acquisition of commercial items, for
services that include support for the Government’s activities related to safeguarding
covered defense information and cyber incident reporting.

(c) Use the clause at 252.204-7012, Safeguarding Covered Defense Information and
Cyber Incident Reporting, in all solicitations and contracts, including solicitations and
contracts using FAR part 12 procedures for the acquisition of commercial items, except
for solicitations and contracts solely for the acquisition of COTS items.
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SUBPART 239.76—CLOUD COMPUTING
(Revised October 21, 2016)

239.7600 Scope of subpart.
This subpart prescribes policies and procedures for the acquisition of cloud computing
services.

239.7601 Definitions.
As used in this subpart—

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management
Framework (RMF) for DoD Information Technology (IT), means the senior Federal
official or executive with the authority to formally assume responsibility for operating
an information system at an acceptable level of risk to organizational operations
(including mission, functions, image, or reputation), organizational assets, individuals,
other organizations, and the Nation.

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e g., networks,
servers, storage, applications, and services) that can be rapidly prov1s1oned and released
with minimal management effort or service provider interaction. This includes other
commercial terms, such as on-demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service. It also includes commercial offerings for
software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.

“Government data” means any information, document, media, or machine readable
material regardless of physical form or characteristics, that is created or obtained by the
Government in the course of official Government business.

“Government-related data” means any information, document, media, or machine
readable material regardless of physical form or characteristics that is created or
obtained by a contractor through the storage, processing, or communication of
Government data. This does not include a contractor’s business records (e.g., financial
records, legal records, etc.) or data such as operating procedures, software coding, or
algorithms that are not uniquely applied to the Government data.

“Information system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

“Media” means physical devices or writing surfaces including, but not limited to,
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and
printouts onto which information is recorded, stored, or printed within an information
system.

239.7602 Policy and responsibilities.

239.7602-1 General.

(a) Generally, DoD shall acquire cloud computing services using commercial terms
and conditions that are consistent with Federal law, and an agency’s needs, including
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those requirements specified in this subpart. Some examples of commercial terms and
conditions are license agreements, End User License Agreements (EULAs), Terms of
Service (TOS), or other similar legal instruments or agreements. Contracting officers
shall incorporate any applicable service provider terms and conditions into the contract
by attachment or other appropriate mechanism. Contracting officers shall carefully
review commercial terms and conditions and consult counsel to ensure these are
consistent with Federal law, regulation, and the agency’s needs.

(b)(1) Except as provided in paragraph (b)(2) of this section, the contracting officer
shall only award a contract to acquire cloud computing services from a cloud service
provider (e.g., contractor or subcontractor, regardless of tier) that has been granted
provisional authorization by Defense Information Systems Agency, at the level
appropriate to the requirement, to provide the relevant cloud computing services in
accordance with the Cloud Computing Security Requirements Guide (SRG) (version in
effect at the time the solicitation is issued or as authorized by the contracting officer)
found at http://iase.disa.mil/cloud_security/Pages/index.aspx.

(2) The contracting officer may award a contract to acquire cloud computing
services from a cloud service provider that has not been granted provisional
authorization when—

(1) The requirement for a provisional authorization is waived by the DoD
Chief Information Officer; or

(1) The cloud computing service requirement is for a private, on-premises
version that will be provided from U.S. Government facilities. Under this circumstance,
the cloud service provider must obtain a provisional authorization prior to operational
use.

(¢) When contracting for cloud computing services, the contracting officer shall
ensure the following information is provided by the requiring activity:

(1) Government data and Government-related data descriptions.

(2) Data ownership, licensing, delivery and disposition instructions specific to
the relevant types of Government data and Government-related data (e.g., DD Form
1423, Contract Data Requirements List; work statement task; line item). Disposition
instructions shall provide for the transition of data in commercially available, or open
and non-proprietary format (and for permanent records, in accordance with disposition
guidance issued by National Archives and Record Administration).

(3) Appropriate requirements to support applicable inspection, audit,
investigation, or other similar authorized activities specific to the relevant types of
Government data and Government-related data, or specific to the type of cloud
computing services being acquired.

(4) Appropriate requirements to support and cooperate with applicable
system-wide search and access capabilities for inspections, audits, investigations.
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239.7602-2 Required storage of data within the United States or outlying
areas.

(a) Cloud computing service providers are required to maintain within the 50
states, the District of Columbia, or outlying areas of the United States, all
Government data that is not physically located on DoD premises, unless otherwise
authorized by the authorizing official, as described in DoD Instruction 8510.01, in
accordance with the SRG.

(b) The contracting officer shall provide written notification to the contractor
when the contractor is permitted to maintain Government data at a location outside
the 50 States, the District of Columbia, and outlying areas of the United States.

239.7603 Procedures.
Follow the procedures relating to cloud computing at PGI 239.7603.

239.7604 Solicitation provision and contract clause.

(a) Use the provision at 252.239-7009, Representation of Use of Cloud Computing,
in solicitations, including solicitations using FAR part 12 procedures for the acquisition
of commercial item, for information technology services.

(b) Use the clause at 252.239-7010, Cloud Computing Services, in solicitations and
contracts, including solicitations and contracts using FAR part 12 procedures for the
acquisition of commercial item, for information technology services.
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SUBPART 246.8—CONTRACTOR LIABILITY FOR LOSS OF OR DAMAGE TO
PROPERTY OF THE GOVERNMENT
(Revised October 21, 2016)

246.870 Contractors’ Counterfeit Electronic Part Detection and Avoidance.
246.870-0 Scope. This section—

(a) Partially implements section 818(c) and (e) of the National Defense
Authorization Act for Fiscal Year 2012 (Pub. L. 112-81), as amended by section 817 of
the National Defense Authorization Act for Fiscal Year 2015 (Pub. L. 113-291); and

(b) Prescribes policy and procedures for preventing counterfeit electronic parts and
suspect counterfeit electronic parts from entering the supply chain when procuring
electronic parts or end items, components, parts, or assemblies that contain electronic
parts.

246.870-1 Definition. “Authorized supplier,” as used in this subpart, means a
supplier, distributor, or an aftermarket manufacturer with a contractual arrangement
with, or the express written authority of, the original manufacturer or current design
activity to buy, stock, repackage, sell, or distribute the part.

246.870-2 Policy.
(a) Sources of electronic parts.

(1) Except as provided in paragraph (a)(2) of this section, the Government
requires contractors and subcontractors at all tiers, to—

(1) Obtain electronic parts that are in production by the original
manufacturer or an authorized aftermarket manufacturer or currently available in
stock from—

(A) The original manufacturers of the parts;
(B) Their authorized suppliers; or

(C) Suppliers that obtain such parts exclusively from the original
manufacturers of the parts or their authorized suppliers; and

(i1) Obtain electronic parts that are not in production by the original
manufacturer or an authorized aftermarket manufacturer, and that are not currently
available in stock from a source listed in paragraph (a)(1)@) of this section, from
suppliers identified by the Contractor as contractor-approved suppliers, provided that—

(A) For identifying and approving such contractor-approved suppliers,
the contractor uses established counterfeit prevention industry standards and processes
(including inspection, testing, and authentication), such as the DoD-adopted standards
at https://assist.dla.mil;
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(B) The contractor assumes responsibility for the authenticity of parts
provided by such contractor-approved suppliers (see 231.205-71); and

(C) The selection of such contractor-approved suppliers is subject to
review and audit by the contracting officer.

(2) The Government requires contractors and subcontractors to comply with the
notification, inspection, testing, and authentication requirements of paragraph (b)(3)(i1)
of the clause at 252.246-7008, Sources of Electronic Parts, if the contractor—

(1) Obtains an electronic part from—

(A) A source other than any of the sources identified in paragraph (a)(1)
of this section, due to nonavailability from such sources; or

(B) A subcontractor (other than the original manufacturer) that refuses
to accept flowdown of this clause; or

(1) Cannot confirm that an electronic part is new or not previously used and
that it has not been comingled in supplier new production or stock with used,
refurbished, reclaimed, or returned parts.

(3) Contractors and subcontractors are still required to comply with the
requirements of paragraphs (a)(1) or (2) of this section, as applicable, if—

(1) Authorized to purchase electronic parts from the Federal Supply
Schedule;

(1) Purchasing electronic parts from suppliers accredited by the Defense
Microelectronics Activity; or

(111) Requisitioning electronic parts from Government inventory/stock under
the authority of the clause at 252.251-7000, Ordering from Government Supply Sources.

(A) The cost of any required inspection, testing, and authentication of
such parts may be charged as a direct cost.

(B) The Government is responsible for the authenticity of the
requisitioned electronic parts. If any such part is subsequently found to be counterfeit
or suspect counterfeit, the Government will—

(I) Promptly replace such part at no charge; and

(2) Consider an adjustment in the contract schedule to the extent
that replacement of the counterfeit or suspect counterfeit electronic parts caused a delay
in performance.

(b) Contractor counterfeit electronic part detection and avoidance system.

(1) Contractors that are subject to the cost accounting standards and that
supply electronic parts or products that include electronic parts, and their
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subcontractors that supply electronic parts or products that include electronic parts, are
required to establish and maintain an acceptable counterfeit electronic part detection
and avoidance system. Failure to do so may result in disapproval of the purchasing
system by the contracting officer and/or withholding of payments (see 252.244-7001,
Contractor Purchasing System Administration).

(2) System criteria. A counterfeit electronic part detection and avoidance
system shall include risk-based policies and procedures that address, at a minimum,
the following areas (see the clause at 252.246-7007, Contractor Counterfeit Electronic
Part Detection and Avoidance System):

(1) The training of personnel.

(i1) The inspection and testing of electronic parts, including criteria for
acceptance and rejection.

(111) Processes to abolish counterfeit parts proliferation.
(iv) Processes for maintaining electronic part traceability.
(v) Use of suppliers in accordance with paragraph (a) of this section.

(vi) The reporting and quarantining of counterfeit electronic parts and
suspect counterfeit electronic parts.

(vii) Methodologies to identify suspect counterfeit electronic parts and to
rapidly determine if a suspect counterfeit electronic part is, in fact, counterfeit.

(vii1) Design, operation, and maintenance of systems to detect and avoid
counterfeit electronic parts and suspect counterfeit electronic parts.

(ix) Flow down of counterfeit detection and avoidance requirements.

(x) Process for keeping continually informed of current counterfeiting
information and trends.

(x1) Process for screening the Government-Industry Data Exchange
Program (GIDEP) reports and other credible sources of counterfeiting information.

(x11) Control of obsolete electronic parts.
246.870-3 Contract clauses.
(a)(1) Except as provided in paragraph (a)(2) of this section, use the clause at
252.246-7007, Contractor Counterfeit Electronic Part Detection and Avoidance System,
in solicitations and contracts when procuring—

(1) Electronic parts;

(1) End items, components, parts, or assemblies containing electronic parts;
or
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(111) Services, if the contractor will supply electronic parts or components,
parts, or assemblies containing electronic parts as part of the service.

(2) Do not use the clause in solicitations and contracts that are set aside for
small business.

(b) Use the clause at 252.246-7008, Sources of Electronic Parts, in solicitations and
contracts, including solicitations and contracts using FAR part 12 procedures for the
acquisition of commercial items, when procuring—

(1) Electronic parts;

(2) End items, components, parts, or assemblies containing electronic parts; or

(3) Services, if the contractor will supply electronic parts or components, parts,
or assemblies containing electronic parts as part of the service.
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252.203-7000 Requirements Relating to Compensation of Former DoD
Officials.
As prescribed in 203.171-4(a), use the following clause:

REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS
(SEP 2011)

(a) Definition. “Covered DoD official,” as used in this clause, means an individual
that—

(1) Leaves or left DoD service on or after January 28, 2008; and

(2)(1) Participated personally and substantially in an acquisition as defined in
41 U.S.C. 131 with a value in excess of $10 million, and serves or served—

(A) In an Executive Schedule position under subchapter II of chapter 53
of Title 5, United States Code;

(B) In a position in the Senior Executive Service under subchapter VIII
of chapter 53 of Title 5, United States Code; or

(C) In a general or flag officer position compensated at a rate of pay for
grade O-7 or above under section 201 of Title 37, United States Code; or

(11) Serves or served in DoD in one of the following positions: program
manager, deputy program manager, procuring contracting officer, administrative
contracting officer, source selection authority, member of the source selection evaluation
board, or chief of a financial or technical evaluation team for a contract in an amount in
excess of $10 million.

(b) The Contractor shall not knowingly provide compensation to a covered DoD
official within 2 years after the official leaves DoD service, without first determining
that the official has sought and received, or has not received after 30 days of seeking, a
written opinion from the appropriate DoD ethics counselor regarding the applicability of
post-employment restrictions to the activities that the official is expected to undertake
on behalf of the Contractor.

(c¢) Failure by the Contractor to comply with paragraph (b) of this clause may
subject the Contractor to rescission of this contract, suspension, or debarment in
accordance with 41 U.S.C. 2105(c).

(End of clause)
252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense

Contract-Related Felonies.
As prescribed in 203.570-3, use the following clause:
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PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE-
CONTRACT-RELATED FELONIES (DEC 2008)

(a) Definitions. As used in this clause—
(1) “Arising out of a contract with the DoD” means any act in connection with—
(1) Attempting to obtain;
(11) Obtaining; or

(111) Performing a contract or first-tier subcontract of any agency,
department, or component of the Department of Defense (DoD).

(2) “Conviction of fraud or any other felony” means any conviction for fraud or a
felony in violation of state or Federal criminal statutes, whether entered on a verdict or
plea, including a plea of nolo contendere, for which sentence has been imposed.

(3) “Date of conviction” means the date judgment was entered against the
individual.

(b) Any individual who is convicted after September 29, 1988, of fraud or any other
felony arising out of a contract with the DoD is prohibited from serving—

(1) In a management or supervisory capacity on this contract;
(2) On the board of directors of the Contractor;
(3) As a consultant, agent, or representative for the Contractor; or

(4) In any other capacity with the authority to influence, advise, or control the
decisions of the Contractor with regard to this contract.

(c) Unless waived, the prohibition in paragraph (b) of this clause applies for not less
than 5 years from the date of conviction.

(d) 10 U.S.C. 2408 provides that the Contractor shall be subject to a criminal
penalty of not more than $500,000 if convicted of knowingly—

(1) Employing a person under a prohibition specified in paragraph (b) of this
clause; or

(2) Allowing such a person to serve on the board of directors of the contractor or
first-tier subcontractor.

(e) In addition to the criminal penalties contained in 10 U.S.C. 2408, the
Government may consider other available remedies, such as—

(1) Suspension or debarment;
(2) Cancellation of the contract at no cost to the Government; or
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(3) Termination of the contract for default.

() The Contractor may submit written requests for waiver of the prohibition in
paragraph (b) of this clause to the Contracting Officer. Requests shall clearly identify—

(1) The person involved;

(2) The nature of the conviction and resultant sentence or punishment imposed;
(3) The reasons for the requested waiver; and

(4) An explanation of why a waiver is in the interest of national security.

(g) The Contractor agrees to include the substance of this clause, appropriately
modified to reflect the identity and relationship of the parties, in all first-tier
subcontracts exceeding the simplified acquisition threshold in Part 2 of the Federal
Acquisition Regulation, except those for commercial items or components.

(h) Pursuant to 10 U.S.C. 2408(c), defense contractors and subcontractors may
obtain information as to whether a particular person has been convicted of fraud or any
other felony arising out of a contract with the DoD by contacting The Office of Justice
Programs, The Denial of Federal Benefits Office, U.S. Department of Justice, telephone
301-937-1542; www.ojp.usdoj.gov/BJA/grant/DPFC.html.

(End of clause)

252.203-7002 Requirement to Inform Employees of Whistleblower Rights.
As prescribed in 203.970, use the following clause:

REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS
(SEP 2013)

(a) The Contractor shall inform its employees in writing, in the predominant native
language of the workforce, of contractor employee whistleblower rights and protections
under 10 U.S.C. 2409, as described in subpart 203.9 of the Defense Federal Acquisition
Regulation Supplement.

(b) The Contractor shall include the substance of this clause, including this
paragraph (b), in all subcontracts.

(End of clause)
252.203-7003, Agency Office of the Inspector General.
As prescribed in 203.1004(a), use the following clause:
AGENCY OFFICE OF THE INSPECTOR GENERAL (DEC 2012)
The agency office of the Inspector General referenced in paragraphs (c) and (d) of

FAR clause 52.203-13, Contractor Code of Business Ethics and Conduct, is the DoD
Office of Inspector General at the following address:
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Department of Defense Office of Inspector General
Investigative Policy and Oversight

Contractor Disclosure Program

4800 Mark Center Drive, Suite 11H25
Alexandria, VA 22350-1500

Toll Free Telephone: 866-429-8011
(End of clause)

252.203-7004 Display of Hotline Posters.
As prescribed in 203.1004(b)(2)(i1), use the following clause:

DISPLAY OF HOTLINE POSTERS (OCT 2016)

(a) Definition. “United States,” as used in this clause, means the 50 States, the
District of Columbia, and outlying areas.

(b) Display of hotline poster(s).

(1)@) The Contractor shall display prominently the DoD fraud, waste, and
abuse hotline poster prepared by the DoD Office of the Inspector General, in effect
at time of contract award, in common work areas within business segments
performing work under Department of Defense (DoD) contracts.

(1) For contracts performed outside the United States, when security
concerns can be appropriately demonstrated, the contracting officer may provide the
contractor the option to publicize the program to contractor personnel in a manner
other than public display of the poster, such as private employee written
instructions and briefings.

(2) If the contract is funded, in whole or in part, by Department of
Homeland Security (DHS) disaster relief funds and the work is to be performed in
the United States, the DHS fraud hotline poster shall be displayed in addition to
the DoD hotline poster. If a display of a DHS fraud hotline poster is required, the
Contractor may obtain such poster from—

(1) DHS Office of Inspector General/MAIL STOP 0305, Attn: Office of
Investigations — Hotline, 245 Murray Lane SW, Washington, DC 20528-0305; or

(1) Via the internet at
https://www.oig.dhs.gov/assets/Hotline/DHS OIG Hotline-optimized.jpg.

(c)(1) The DoD hotline poster may be obtained from: Defense Hotline, The
Pentagon, Washington, D.C. 20301-1900, or is also available via the internet at
http://www.dodig.mil/hotline/hotline_posters.htm.

(2) If a significant portion of the employee workforce does not speak English,
then the poster is to be displayed in the foreign languages that a significant portion
of the employees speak.
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(3) Additionally, if the Contractor maintains a company website as a method
of providing information to employees, the Contractor shall display an electronic
version of the required poster at the website. |

(d) Subcontracts. The Contractor shall include this clause, including this
paragraph (d), in all subcontracts that exceed $5.5 million except when the
subcontract is for the acquisition of a commercial item.

(End of clause)

252.203-7005 Representation Relating to Compensation of Former DoD
Officials.
As prescribed in 203.171-4(b), insert the following provision:

REPRESENTATION RELATING TO COMPENSATION OF FORMER DOD
OFFICIALS (NOV 2011)

(a) Definition. “Covered DoD official” is defined in the clause at 252.203-7000,
Requirements Relating to Compensation of Former DoD Officials.

(b) By submission of this offer, the offeror represents, to the best of its
knowledge and belief, that all covered DoD officials employed by or otherwise
receiving compensation from the offeror, and who are expected to undertake
activities on behalf of the offeror for any resulting contract, are presently in
compliance with all post-employment restrictions covered by 18 U.S.C. 207, 41
U.S.C. 2101-2107, and 5 CFR parts 2637 and 2641, including Federal Acquisition
Regulation 3.104-2.

(End of provision)
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252.204-7000 Disclosure of Information.
As prescribed in 204.404-70(a), use the following clause:

DISCLOSURE OF INFORMATION (OCT 2016)

(a) The Contractor shall not release to anyone outside the Contractor's organization
any unclassified information, regardless of medium (e.g., film, tape, document),
pertaining to any part of this contract or any program related to this contract, unless—

(1) The Contracting Officer has given prior written approval;

(2) The information is otherwise in the public domain before the date of release;
or

(3) The information results from or arises during the performance of a project
that involves no covered defense information (as defined in the clause at DFARS
252.204-7012) and has been scoped and negotiated by the contracting activity with the
contractor and research performer and determined in writing by the contracting officer
to be fundamental research (which by definition cannot involve any covered defense
information), in accordance with National Security Decision Directive 189, National
Policy on the Transfer of Scientific, Technical and Engineering Information, in effect on
the date of contract award and the Under Secretary of Defense (Acquisition,
Technology, and Logistics) memoranda on Fundamental Research, dated May 24, 2010,
and on Contracted Fundamental Research, dated June 26, 2008 (available at DFARS
PGI 204.4).

(b) Requests for approval under paragraph (a)(1) shall identify the specific
information to be released, the medium to be used, and the purpose for the release. The
Contractor shall submit its request to the Contracting Officer at least 10 business days
before the proposed date for release.

(c) The Contractor agrees to include a similar requirement, including this
paragraph (c), in each subcontract under this contract. Subcontractors shall submit
requests for authorization to release through the prime contractor to the Contracting
Officer.

(End of clause)
252.204-7001 Reserved.

252.204-7002 Payment for Subline Items Not Separately Priced.
As prescribed in 204.7104-1(b)(3)(iv), use the following clause:

PAYMENT FOR SUBLINE ITEMS NOT SEPARATELY PRICED (DEC 1991)

(a) If the schedule in this contract contains any contract subline items or exhibit
subline items identified as not separately priced (NSP), it means that the unit price for
that subline item is included in the unit price of another, related line or subline item.
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(b) The Contractor shall not invoice the Government for any portion of a contract
line item or exhibit line item which contains an NSP until—

(1) The Contractor has delivered the total quantity of all related contract
subline items or exhibit subline items; and

(2) The Government has accepted them.
(c) This clause does not apply to technical data.
(End of clause)

252.204-7003 Control of Government Personnel Work Product.
As prescribed in 204.404-70(b), use the following clause:

CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992)

The Contractor’s procedures for protecting against unauthorized disclosure of
information shall not require Department of Defense employees or members of the
Armed Forces to relinquish control of their work products, whether classified or not, to
the Contractor.

(End of clause)
252.204-7004 Alternate A, System for Award Management.
ALTERNATE A, SYSTEM FOR AWARD MANAGEMENT (FEB 2014)

As prescribed in 204.1105, substitute the following paragraph (a) for paragraph (a) of
the provision at FAR 52.204-7:

(a) Definitions. As used in this provision—

“System for Award Management (SAM) database” means the primary Government
repository for contractor information required for the conduct of business with the
Government.

“Commercial and Government Entity (CAGE) code” means—

(1) A code assigned by the Defense Logistics Information Service (DLIS) to
identify a commercial or Government entity; or

(2) A code assigned by a member of the North Atlantic Treaty Organization that

DLIS records and maintains in the CAGE master file. This type of code is known as an
“NCAGE code.”

“Data Universal Numbering System (DUNS) number” means the 9-digit number
assigned by Dun and Bradstreet, Inc. (D&B) to identify unique business entities.

“Data Universal Numbering System +4 (DUNS+4) number” means the DUNS number
assigned by D&B plus a 4-character suffix that may be assigned by a business concern.
(D&B has no affiliation with this 4-character suffix.) This 4-character suffix may be
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assigned at the discretion of the business concern to establish additional SAM records
for identifying alternative Electronic Funds Transfer (EFT) accounts (see FAR 32.11)
for the same parent concern.

“Registered in the System for Award Management (SAM) database” means that—

(1) The contractor has entered all mandatory information, including the DUNS
number or the DUNS+4 number, and Contractor and Government Entity (CAGE) code
into the SAM database; and

(2) The contractor has completed the Core Data, Assertions, Representations
and Certifications, and Points of Contact sections of the registration in the SAM
database;

(3) The Government has validated all mandatory data fields, to include
validation of the Taxpayer Identification Number (TIN) with the Internal Revenue
Service (IRS). The Contractor will be required to provide consent for TIN validation to
the Government as part of the SAM registration process; and

(4) The Government has marked the record “Active.”

252.204-7005 Oral Attestation of Security Responsibilities.
As prescribed in 204.404-70(c), use the following clause:

ORAL ATTESTATION OF SECURITY RESPONSIBILITIES (NOV 2001)

(a) Contractor employees cleared for access to Top Secret (T'S), Special Access
Program (SAP), or Sensitive Compartmented Information (SCI) shall attest orally that
they will conform to the conditions and responsibilities imposed by law or regulation on
those granted access. Reading aloud the first paragraph of Standard Form 312,
Classified Information Nondisclosure Agreement, in the presence of a person de&gnated
by the Contractor for this purpose, and a witness, will satisfy this requirement.
Contractor employees currently cleared for access to TS, SAP, or SCI may attest orally
to their security responsibilities when being briefed into a new program or during their
annual refresher briefing. There is no requirement to retain a separate record of the
oral attestation.

(b) If an employee refuses to attest orally to security responsibilities, the Contractor
shall deny the employee access to classified information and shall submit a report to the
Contractor’s security activity.

(End of clause)

252.204-7006 Billing Instructions.
As prescribed in 204.7109, use the following clause:

BILLING INSTRUCTIONS (OCT 2005)
When submitting a request for payment, the Contractor shall—

(a) Identify the contract line item(s) on the payment request that reasonably reflect
contract work performance; and
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(b) Separately identify a payment amount for each contract line item included in the
payment request.

(End of clause)

252.204-7007 Alternate A, Annual Representations and Certifications.
As prescribed in 204.1202, use the following provision:

ALTERNATE A, ANNUAL REPRESENTATIONS AND CERTIFICATIONS
(JAN 2015)

Substitute the following paragraphs (d) and (e) for paragraph (d) of the provision at
FAR 52.204-8:

(d)(1) The following representations or certifications in the System for Award
Management (SAM) database are applicable to this solicitation as indicated:

(1) 252.209-7003, Reserve Officer Training Corps and Military
Recruiting on Campus—Representation. Applies to all solicitations with
institutions of higher education.

(1) 252.216-7008, Economic Price Adjustment—Wage Rates or
Material Prices Controlled by a Foreign Government. Applies to solicitations for
fixed-price supply and service contracts when the contract is to be performed wholly
or in part in a foreign country, and a foreign government controls wage rates or
material prices and may during contract performance impose a mandatory change
in wages or prices of materials.

(1) 252.222-7007, Representation Regarding Combating Trafficking in
Persons, as prescribed in 222.1771. Applies to solicitations with a value expected to
exceed the simplified acquisition threshold.

(1v) 252.225-7042, Authorization to Perform. Applies to all
solicitations when performance will be wholly or in part in a foreign country.

(v) 252.225-7049, Prohibition on Acquisition of Commercial Satellite
Services from Certain Foreign Entities—Representations. Applies to solicitations
for the acquisition of commercial satellite services.

(vi) 252.225-7050, Disclosure of Ownership or Control by the
Government of a Country that is a State Sponsor of Terrorism. Applies to all
solicitations expected to result in contracts of $150,000 or more.

(vi1) 252.229-7012, Tax Exemptions (Italy)—Representation. Applies
to solicitations and contracts when contract performance will be in Italy.

(viil) 252.229-7013, Tax Exemptions (Spain)—Representation. Applies
to solicitations and contracts when contract performance will be in Spain.

(ix) 252.247-7022, Representation of Extent of Transportation by Sea.
Applies to all solicitations except those for direct purchase of ocean transportation
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services or those with an anticipated value at or below the simplified acquisition
threshold.

(2) The following representations or certifications in SAM are applicable to
this solicitation as indicated by the Contracting Officer: [Contracting Officer check
as appropriate.]

(1) 252.209-7002, Disclosure of Ownership or Control by a Foreign

Government.

(1) 252.225-7000, Buy American—Balance of Payments
Program Certificate.

(111) 252.225-7020, Trade Agreements Certificate.

___ Use with Alternate 1.

(iv) 252.225-7031, Secondary Arab Boycott of Israel.

(v) 252.225-7035, Buy American—Free Trade Agreements—
Balance of Payments Program Certificate.

___ Use with Alternate I.
__ Use with Alternate II.
___ Use with Alternate III.
___Use with Alternate IV.
___Use with Alternate V.

(e) The offeror has completed the annual representations and certifications
electronically via the SAM website at https://www.acquisition.gov/. After reviewing
the SAM database information, the offeror verifies by submission of the offer that
the representations and certifications currently posted electronically that apply to
this solicitation as indicated in FAR 52.204-8(c) and paragraph (d) of this provision
have been entered or updated within the last 12 months, are current, accurate,
complete, and applicable to this solicitation (including the business size standard
applicable to the NAICS code referenced for this solicitation), as of the date of this
offer, and are incorporated in this offer by reference (see FAR 4.1201); except for the
changes identified below [offeror to insert changes, identifying change by provision
number, title, date]. These amended representation(s) and/or certification(s) are
also incorporated in this offer and are current, accurate, and complete as of the date
of this offer.

FAR/DFARS Provision # [Title Date Change

Any changes provided by the offeror are applicable to this solicitation only, and do
not result in an update to the representations and certifications located in the SAM
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database.
(End of provision)

252.204-7008 Compliance with Safeguarding Covered Defense Information
Controls.
As prescribed in 204.7304(a), use the following provision:

COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION
CONTROLS (OCT 2016)

(a) Definitions. As used in this provision—

b N13 beN13

“Controlled technical information,” “covered contractor information system,” “covered

defense information,” “cyber incident,” “information system,” and “technical
information” are defined in clause 252.204-7012, Safeguarding Covered Defense

Information and Cyber Incident Reporting.

(b) The security requirements required by contract clause 252.204-7012, shall be
1mplemented for all covered defense information on all covered contractor information
systems that support the performance of this contract.

(c) For covered contractor information systems that are not part of an information
technology service or system operated on behalf of the Government (see
252.204-7012(b)(2)—

(1) By submission of this offer, the Offeror represents that it will implement the
security requirements specified by National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-171 “Protecting Controlled Unclassified
Information in Nonfederal Information Systems and Organizations” (see
http://dx.doi.org/10.6028/NIST.SP.800-171) that are in effect at the time the solicitation
is issued or as authorized by the contracting officer not later than December 31, 2017.

(2)@) If the Offeror proposes to vary from any of the security requirements
specified by NIST SP 800-171 that are in effect at the time the solicitation is issued or
as authorized by the Contracting Officer, the Offeror shall submit to the Contracting
Officer, for consideration by the DoD Chief Information Officer (CIO), a written
explanation of—

(A) Why a particular security requirement is not applicable; or

(B) How an alternative but equally effective, security measure is used to
compensate for the inability to satisfy a particular requirement and achieve equivalent
protection.

(1) An authorized representative of the DoD CIO will adjudicate offeror
requests to vary from NIST SP 800-171 requirements in writing prior to contract
award. Any accepted variance from NIST SP 800-171 shall be incorporated into the
resulting contract.

(End of provision)
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252.204-7009 Limitations on the Use or Disclosure of Third-Party
Contractor Reported Cyber Incident Information.
As prescribed in 204.7304(b), use the following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY
CONTRACTOR REPORTED CYBER INCIDENT INFORMATION (OCT 2016)

(a) Definitions. As used in this clause—

“Compromise” means disclosure of information to unauthorized persons, or a violation
of the security policy of a system, in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object, or the copying of information to
unauthorized media may have occurred.

“Controlled technical information” means technical information with military or space
application that is subject to controls on the access, use, reproduction, modification,
performance, display, release, disclosure, or dissemination. Controlled technical
information would meet the criteria, if disseminated, for distribution statements B
through F using the criteria set forth in DoD Instruction 5230.24, Distribution
Statements on Technical Documents. The term does not include information that is
lawfully publicly available without restrictions.

“Covered defense information” means unclassified controlled technical information or
other information (as described in the Controlled Unclassified Information (CUI)
Registry at http://www.archives.gov/cui/registry/category-list.html) that requires
safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and is—

(1) Marked or otherwise identified in the contract, task order, or delivery order and
provided to the contractor by or on behalf of DoD in support of the performance of
the contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of
the contractor in support of the performance of the contract.

“Cyber incident” means actions taken through the use of computer networks that
result in a compromise or an actual or potentially adverse effect on an information
system and/or the information residing therein.

“Information system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

“Media” means physical devices or writing surfaces including, but is not limited to,
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and
printouts onto which covered defense information is recorded, stored, or printed within
a covered contractor information system.

“Technical information” means technical data or computer software, as those terms are
defined in the clause at DFARS 252.227-7013, Rights in Technical Data-Noncommercial
Items, regardless of whether or not the clause is incorporated in this solicitation or
contract. Examples of technical information include research and engineering data,
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engineering drawings, and associated lists, specifications, standards, process sheets,
manuals, technical reports, technical orders, catalog-item identifications, data sets,
studies and analyses and related information, and computer software executable code
and source code.

(b) Restrictions. The Contractor agrees that the following conditions apply to any
information it receives or creates in the performance of this contract that is information
obtained from a third-party’s reporting of a cyber incident pursuant to DFARS clause
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident
Reporting (or derived from such information obtained under that clause):

(1) The Contractor shall access and use the information only for the purpose of
furnishing advice or technical assistance directly to the Government in support of the
Government’s activities related to clause 252.204-7012, and shall not be used for any
other purpose.

(2) The Contractor shall protect the information against unauthorized release or
disclosure.

(3) The Contractor shall ensure that its employees are subject to use and non-
disclosure obligations consistent with this clause prior to the employees being provided
access to or use of the information.

(4) The third-party contractor that reported the cyber incident is a third-party
beneficiary of the non-disclosure agreement between the Government and Contractor,
as required by paragraph (b)(3) of this clause.

(5) A breach of these obligations or restrictions may subject the Contractor to—

(1) Criminal, civil, administrative, and contractual actions in law and equity
for penalties, damages, and other appropriate remedies by the United States; and

(1) Civil actions for damages and other appropriate remedies by the third
party that reported the cyber incident, as a third party beneficiary of this clause.

(c) Subcontracts. The Contractor shall include this clause, including this paragraph
(c), in subcontracts, or similar contractual instruments, for services that include support
for the Government’s activities related to safeguarding covered defense information and
cyber incident reporting, including subcontracts for commercial items, without
alteration, except to identify the parties.

(End of clause)

252.204-7010 Requirement for Contractor to Notify DoD if the Contractor’s
Activities are Subject to Reporting Under the U.S.-International Atomic
Energy Agency Additional Protocol.

As prescribed in 204.470-3, use the following clause:

REQUIREMENT FOR CONTRACTOR TO NOTIFY DOD IF THE
CONTRACTOR’S ACTIVITIES ARE SUBJECT TO REPORTING UNDER THE
U.S.-INTERNATIONAL ATOMIC ENERGY AGENCY ADDITIONAL PROTOCOL
(JAN 2009)
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(a) If the Contractor is required to report any of its activities in accordance with
Department of Commerce regulations (15 CFR Part 781 et seq.) or Nuclear
Regulatory Commission regulations (10 CFR Part 75) in order to implement the
declarations required by the U.S.-International Atomic Energy Agency Additional
Protocol (U.S.-TAEA AP), the Contractor shall—

(1) Immediately provide written notification to the following DoD Program
Manager:

[Contracting Officer to insert Program Manager’s name, mailing address, e-mail
address, telephone number, and facsimile number],

(2) Include in the notification—

(1) Where DoD contract activities or information are located relative to the
activities or information to be declared to the Department of Commerce or the
Nuclear Regulatory Commission; and

(1) If or when any current or former DoD contract activities and the
activities to be declared to the Department of Commerce or the Nuclear Regulatory
Commission have been or will be co-located or located near enough to one another to
result in disclosure of the DoD activities during an TAEA inspection or visit; and

(3) Provide a copy of the notification to the Contracting Officer.

(b) After receipt of a notification submitted in accordance with paragraph (a) of
this clause, the DoD Program Manager will—

(1) Conduct a security assessment to determine if and by what means access
may be granted to the IAEA; or

(2) Provide written justification to the component or agency treaty office for a
national security exclusion, in accordance with DoD Instruction 2060.03,
Application of the National Security Exclusion to the Agreements Between the
United States of America and the International Atomic Energy Agency for the
Application of Safeguards in the United States of America. DoD will notify the
Contractor if a national security exclusion is applied at the Contractor’s location to
prohibit access by the TAEA.

(¢c) If the DoD Program Manager determines that a security assessment is
required—

(1) DoD will, at a minimum—

(1) Notify the Contractor that DoD officials intend to conduct an assessment of
vulnerabilities to IAEA inspections or visits;

(1) Notify the Contractor of the time at which the assessment will be conducted,
at least 30 days prior to the assessment;

(111) Provide the Contractor with advance notice of the credentials of the DoD
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officials who will conduct the assessment; and

(iv) To the maximum extent practicable, conduct the assessment in a manner
that does not impede or delay operations at the Contractor’s facility; and

(2) The Contractor shall provide access to the site and shall cooperate with DoD
officials in the assessment of vulnerabilities to IAEA inspections or visits.

(d) Following a security assessment of the Contractor’s facility, DoD officials will
notify the Contractor as to—

(1) Whether the Contractor’s facility has any vulnerabilities where potentially
declarable activities under the U.S.-IAEA AP are taking place;

(2) Whether additional security measures are needed; and
(3) Whether DoD will apply a national security exclusion.

(e) If DoD applies a national security exclusion, the Contractor shall not grant
access to IAEA inspectors.

(f) If DoD does not apply a national security exclusion, the Contractor shall apply
managed access to prevent disclosure of program activities, locations, or information in
the U.S. declaration.

(g) The Contractor shall not delay submission of any reports required by the
Department of Commerce or the Nuclear Regulatory Commission while awaiting a
DoD response to a notification provided in accordance with this clause.

(h) The Contractor shall incorporate the substance of this clause, including this
paragraph (h), in all subcontracts that are subject to the provisions of the U.S.-IAEA
AP.

(End of clause)

252.204-7011 Alternative Line Item Structure.
As prescribed in 204.7109(b), insert the following provision:

ALTERNATIVE LINE ITEM STRUCTURE (SEP 2011)

(a) Line items are the basic structural elements in a solicitation or contract that
provide for the organization of contract requirements to facilitate pricing, delivery,
inspection, acceptance and payment. Line items are organized into contract line items,
subline items, and exhibit line items. Separate line items should be established to
account for separate pricing, identification (see section 211.274 of the Defense Federal
Acquisition Regulation Supplement), deliveries, or funding. The Government
recognizes that the line item structure in this solicitation may not conform to every
offeror’s practices. Failure to correct these issues can result in difficulties in accounting
for deliveries and processing payments. Therefore, offerors are invited to propose an
alternative line item structure for items on which bids, proposals, or quotes are
requested in this solicitation to ensure that the resulting contract structure is
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economically and administratively advantageous to the Government and the
Contractor.

(b) If an alternative line item structure is proposed, the structure must be
consistent with subpart 204.71 of the Defense Federal Acquisition Regulation
Supplement and PGI 204.71. A sample line item structure and a proposed alternative
structure are as follows:

Solicitation:
ITEM SUPPLIES/SERVICE QUANTITY | UNIT | UNIT AMOUNT
NO. PRICE
0001 Computer, Desktop with | 20 EA
CPU, Monitor, Keyboard
and Mouse

Alternative line item structure offer where monitors are shipped separately:

ITEM SUPPLIES/SERVICE QUANTITY | UNIT | UNIT AMOUNT
NO. PRICE
0001 Computer, Desktop with | 20 EA
CPU, Keyboard and
Mouse
0002 Monitor 20 EA

(End of provision)

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident
Reporting.
As prescribed in 204.7304(c), use the following clause:

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (OCT 2016)

(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the
consequences and probability of loss, misuse, or unauthorized access to, or modification
of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation
of the security policy of a system, in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object, or the copying of information to
unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies
the contractor(s), whether directly or indirectly, by the grouping of information that can
be traced back to the contractor(s) (e.g., program description, facility locations),
personally identifiable information, as well as trade secrets, commercial or financial
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information, or other commercially sensitive information that is not customarily shared
outside of the company.

“Controlled technical information” means technical information with military or space
application that is subject to controls on the access, use, reproduction, modification,
performance, display, release, disclosure, or dissemination. Controlled technical
information would meet the crltema if dlssemlnated for distribution statements B
through F using the criteria set forth in DoD Instruction 5230.24, Distribution
Statements on Technical Documents. The term does not include information that is
lawfully publicly available without restrictions.

“Covered contractor information system” means an unclassified information system
that is owned, or operated by or for, a contractor and that processes, stores, or transmits
covered defense information.

“Covered defense information” means unclassified controlled technical information or
other information, as described in the Controlled Unclassified Information (CUI)
Registry at http://www.archives.gov/cui/registry/category-list.html, that requires
safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and 1s—

(1) Marked or otherwise identified in the contract, task order, or delivery order and
provided to the contractor by or on behalf of DoD in support of the performance of the
contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the
contractor in support of the performance of the contract.

“Cyber incident” means actions taken through the use of computer networks that result
1n a compromise or an actual or potentially adverse effect on an information system
and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-
related data for investigative purposes in a manner that maintains the integrity of the
data.

“Information system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

“Malicious software” means computer software or firmware intended to perform an
unauthorized process that will have adverse impact on the confidentiality, integrity, or
availability of an information system. This definition includes a virus, worm, Trojan
htgrse, or other code-based entity that infects a host, as well as spyware and some forms
of adware.

“Media” means physical devices or writing surfaces including, but is not limited to,
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and
printouts onto which covered defense information is recorded, stored, or printed within
a covered contractor information system.

“Operationally critical support” means supplies or services designated by the
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Government as critical for airlift, sealift, intermodal transportation services, or
logistical support that is essential to the mobilization, deployment, or sustainment of
the Armed Forces in a contingency operation.

“Rapidly report” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are
defined in the clause at DFARS 252.227-7013, Rights in Technical Data—
Noncommercial Items, regardless of whether or not the clause is incorporated in this
solicitation or contract. Examples of technical information include research and
engineering data, engineering drawings, and associated lists, specifications, standards,
process sheets, manuals, technical reports, technical orders, catalog-item identifications,
data sets, studies and analyses and related information, and computer software
executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security on all covered
contractor information systems. To provide adequate security, the Contractor shall
implement, at a minimum, the following information security protections:

(1) For covered contractor information systems that are part of an
Information Technology (IT) service or system operated on behalf of the Government,
the following security requirements apply:

(1) Cloud computing services shall be subject to the security requirements
specified in the clause 252.239-7010, Cloud Computing Services, of this contract.

(1) Any other such IT service or system (i.e., other than cloud computing)
shall be subject to the security requirements specified elsewhere in this contract.

(2) For covered contractor information systems that are not part of an IT service
or system operated on behalf of the Government and therefore are not subject to the
security requirement specified at paragraph (b)(1) of this clause, the following security
requirements apply:

(1) Except as provided in paragraph (b)(2)(i1) of this clause, the covered
contractor information system shall be subject to the security requirements in National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171,
“Protecting Controlled Unclassified Information in Nonfederal Information Systems
and Organizations” (available via the internet at http:/dx.doi.org/10.6028/NIST.SP.800-
171) in effect at the time the solicitation is issued or as authorized by the Contracting
Officer.

(11)(A) The Contractor shall implement NIST SP 800-171, as soon as practical,
but not later than December 31, 2017. For all contracts awarded prior to October 1,
2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at
osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements
specified by NIST SP 800-171 not implemented at the time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171
in writing to the Contracting Officer, for consideration by the DoD CIO. The Contractor
need not implement any security requirement adjudicated by an authorized
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representative of the DoD CIO to be nonapplicable or to have an alternative, but equally
effective, security measure that may be implemented in its place.

(C) If the DoD CIO has previously adjudicated the contractor’s requests
indicating that a requirement is not applicable or that an alternative security measure
1s equally effective, a copy of that approval shall be provided to the Contracting Officer
when requesting its recognition under this contract.

(D) If the Contractor intends to use an external cloud service provider to
store, process, or transmit any covered defense information in performance of this
contract, the Contractor shall require and ensure that the cloud service provider meets
security requirements equivalent to those established by the Government for the
Federal Risk and Authorization Management Program (FedRAMP) Moderate baseline
(https://www.fedramp.gov/resources/documents/) and that the cloud service provider
complies with requirements in paragraphs (c) through (g) of this clause for cyber
incident reporting, malicious software, media preservation and protection, access to
additional information and equipment necessary for forensic analysis, and cyber
incident damage assessment.

(3) Apply other information systems security measures when the Contractor
reasonably determines that information systems security measures, in addition to
those identified in paragraphs (b)(1) and (2) of this clause, may be requlred to
provide adequate security in a dynamic environment or to accommodate special
circumstances (e.g., medical devices) and any individual, isolated, or temporary
deficiencies based on an assessed risk or vulnerability. These measures may be
addressed in a system security plan.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered
contractor information system or the covered defense information residing therein, or
that affects the contractor’s ability to perform the requirements of the contract that are
designated as operationally critical support and identified in the contract, the
Contractor shall—

(1) Conduct a review for evidence of compromise of covered defense
information, including, but not limited to, identifying compromised computers, servers,
specific data, and user accounts. This review shall also include analyzing covered
contractor information system(s) that were part of the cyber incident, as well as other
information systems on the Contractor’s network(s), that may have been accessed as a
result of the incident in order to identify compromised covered defense information, or
that affect the Contractor’s ability to provide operationally critical support; and

(1) Rapidly report cyber incidents to DoD at http:/dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as
information created by or for DoD and shall include, at a minimum, the required
elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents
1n accordance with this clause, the Contractor or subcontractor shall have or acquire a
DoD-approved medium assurance certificate to report cyber incidents. For information
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on obtaining a DoD-approved medium assurance certificate, see
http:/Aase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. When the Contractor or subcontractors discover and isolate
malicious software in connection with a reported cyber incident, submit the malicious
software to DoD Cyber Crime Center (DC3) in accordance with instructions provided by
DC3 or the Contracting Officer. Do not send the malicious software to the Contracting
Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber
incident has occurred, the Contractor shall preserve and protect images of all known
affected information systems identified in paragraph (c)(1)(i) of this clause and all
relevant monitoring/packet capture data for at least 90 days from the submission of the
cyber incident report to allow DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis.
Upon request by DoD, the Contractor shall provide DoD with access to additional
information or equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage
assessment, the Contracting Officer will request that the Contractor provide all of the
damage assessment information gathered in accordance with paragraph (e) of this
clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information.
The Government shall protect against the unauthorized use or release of information
obtained from the contractor (or derived from information obtained from the contractor)
under this clause that includes contractor attributional/proprietary information,
including such information submitted in accordance with paragraph (c). To the
maximum extent practicable, the Contractor shall identify and mark
attributional/proprietary information. In making an authorized release of such
information, the Government will implement appropriate procedures to minimize the
contractor attributional/proprietary information that is included in such authorized
release, seeking to include only that information that is necessary for the authorized
purpose(s) for which the information is being released.

(1) Use and release of contractor attributional /proprietary information not created by
or for DoD. Information that is obtained from the contractor (or derived from
information obtained from the contractor) under this clause that is not created by or for
DoD is authorized to be released outside of DoD—

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or
mitigation of cyber incidents;

(3) To Government entities that conduct counterintelligence or law enforcement
investigations;

(4) For national security purposes, including cyber situational awareness and
defense purposes (including with Defense Industrial Base (DIB) participants in the
program at 32 CFR part 236); or
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(5) To a support services contractor (“recipient”) that is directly supporting
Government activities under a contract that includes the clause at 252.204-7009,
Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information.

() Use and release of contractor attributional/proprietary information created by or
for DoD. Information that is obtained from the contractor (or derived from information
obtained from the contractor) under this clause that is created by or for DoD (including
the information submitted pursuant to paragraph (c) of this clause) is authorized to be
used and released outside of DoD for purposes and activities authorized by paragraph
(1) of this clause, and for any other lawful Government purpose or activity, subject to all
applicable statutory, regulatory, and policy based restrictions on the Government’s use
and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with
applicable laws and regulations on the interception, monitoring, access, use, and
disclosure of electronic communications and data.

() Other safeguarding or reporting requirements. The safeguarding and cyber
incident reporting required by this clause in no way abrogates the Contractor’s
responsibility for other safeguarding or cyber incident reporting pertaining to its
unclassified information systems as required by other applicable clauses of this
contract, or as a result of other applicable U.S. Government statutory or regulatory
requirements.

(m) Subcontracts. The Contractor shall—

(1) Include this clause, including this paragraph (m), in subcontracts, or similar
contractual instruments, for operatlonally critical support, or for which subcontract
performance will involve covered defense information, including subcontracts for
commercial items, without alteration, except to 1dent1fy the parties. The Contractor
shall determine if the information required for subcontractor performance retains its
1dentity as covered defense information and will require protection under this clause,
and, if necessary, consult with the Contracting Officer; and

(2) Require subcontractors to—

(1) Notify the prime Contractor (or next higher-tier subcontractor) when
submitting a request to vary from a NIST SP 800-171 security requirement to the
Contracting Officer, in accordance with paragraph (b)(2)(11)(B) of this clause; and

(1) Provide the incident report number, automatically assigned by DoD, to
the prime Contractor (or next higher-tier subcontractor) as soon as practicable, when
reporting a cyber incident to DoD as required in paragraph (c) of this clause.

(End of clause)

252.204-7013 Limitations on the Use or Disclosure of Information by
Litigation Support Offerors.
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As prescribed in 204.7403(a), use the following provision. If the solicitation is a request
for quotations, the terms “quotation” and “Quoter” may be substituted for “offer” and
“Offeror”.

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY
LITIGATION SUPPORT OFFERORS (MAY 2016)

(a) Definitions. As used in this provision—

“Computer software” means computer programs, source code, source code listings,
object code listings, design details, algorithms, processes, flow charts, formulae, and
related material that would enable the software to be reproduced, recreated, or
recompiled. Computer software does not include computer data bases or computer
software documentation.

“Litigation information” means any information, including sensitive information,
that is furnished to the contractor by or on behalf of the Government, or that is
generated or obtained by the contractor in the performance of litigation support under a
contract. The term does not include information that is lawfully, publicly available
without restriction, including information contained in a publicly available solicitation.

“Litigation support” means administrative, technical, or professional services
provided in support of the Government during or in anticipation of litigation.

“Sensitive information” means controlled unclassified information of a commercial,
financial, proprietary, or privileged nature. The term includes technical data and
computer software, but does not include information that is lawfully, publicly available
without restriction.

“Technical data” means recorded information, regardless of the form or method of
the recording, of a scientific or technical nature (including computer software
documentation). The term does not include computer software or data incidental to
contract administration, such as financial and/or management information.

(b) Limitations on use or disclosure of litigation information. Notwithstanding any
other provision of this solicitation, by submission of its offer, the Offeror agrees and
acknowledges that—

(1) All litigation information will be accessed and used for the sole purpose of
providing litigation support;

(2) The Offeror will take all precautions necessary to prevent unauthorized
disclosure of litigation information;

(3) The litigation information shall not be used by the Offeror to compete
against a third party for Government or nongovernment contracts; and

(4) Upon completion of the authorized litigation support activities, the Offeror
will destroy or return to the Government at the request of the Contracting Officer all
litigation information in its possession.
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(¢) Indemnification and creation of third party beneficiary rights. By submission of
its offer, the Offeror agrees—

(1) To indemnify and hold harmless the Government, its agents, and employees
from any claim or liability, including attorneys’ fees, court costs, and expenses, arising
out of, or in any way related to, the misuse or unauthorized modlﬁcatlon reproduction,
release, performance, display, or disclosure of any litigation information; and

(2) That any third party holding proprietary rights or any other legally
protectable interest in any litigation information, in addition to any other rights it may
have, is a third party beneficiary who shall have a right of direct action against the
Offeror and against any person to whom the Offeror has released or disclosed such
htlgatlon information, for any such unauthorized use or disclosure of such information.

(d) Offeror employees. By submission of its offer, the Offeror agrees to ensure that
its employees are subject to use and nondisclosure obligations consistent with this
provision prior to the employees being provided access to or use of any litigation
information covered by this provision.

(End of provision)

252.204-7014 Limitations on the Use or Disclosure of Information by
Litigation Support Contractors.
As prescribed in 204.7403(b), use the following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY
LITIGATION SUPPORT CONTRACTORS (MAY 2016)

(a) Definitions. As used in this clause—

“Computer software” means computer programs, source code, source code listings,
object code listings, design details, algorithms, processes, flow charts, formulae, and
related material that would enable the software to be reproduced, recreated, or
recompiled. Computer software does not include computer data bases or computer
software documentation.

“Litigation information” means any information, including sensitive information,
that is furnished to the contractor by or on behalf of the Government, or that is
generated or obtained by the contractor in the performance of litigation support work
under a contract. The term does not include information that is lawfully, publicly
available without restriction, including information contained in a publicly available
solicitation.

“Litigation support” means administrative, technical, or professional services
provided in support of the Government during or in anticipation of litigation.

"Litigation support contractor" means a contractor (including its experts, technical
consultants, subcontractors, and suppliers) providing litigation support under a contract
that contains this clause.

“Sensitive information” means controlled unclassified information of a commercial,
financial, proprietary, or privileged nature. The term includes technical data and
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computer software, but does not include information that is lawfully, publicly available
without restriction.

“Technical data” means recorded information, regardless of the form or method of
the recording, of a scientific or technical nature (including computer software
documentation). The term does not include computer software or data incidental to
contract administration, such as financial and/or management information.

(b) Limitations on use or disclosure of litigation information. Notwithstanding any
other provision of this contract, the Contractor shall—

(1) Access and use litigation information only for the purpose of providing
litigation support under this contract;

(2) Not disclose litigation information to any entity outside the Contractor’s
organization unless, prior to such disclosure the Contracting Officer has provided
written consent to such disclosure;

(3) Take all precautions necessary to prevent unauthorized disclosure of
litigation information;

(4) Not use litigation information to compete against a third party for
Government or nongovernment contracts; and

(5) Upon completion of the authorized litigation support activities, destroy or
return to the Government at the request of the Contracting Officer all litigation
information in its possession.

(c) Violation of paragraph (b)(1), (b)(2), (b)(3), (b)(4), or (b)(5) of this clause, is a basis
for the Government to terminate this contract.

(d) Indemnification and creation of third party beneficiary rights. The Contractor
agrees—

(1) To indemnify and hold harmless the Government, its agents, and employees
from any claim or liability, including attorneys’ fees, court costs, and expenses, arising
out of, or in any way related to, the misuse or unauthorized modlﬁcatlon reproduction,
release, performance, display, or disclosure of any litigation information; and

(2) That any third party holding proprietary rights or any other legally
protectable interest in any litigation information, in addition to any other rights it may
have, is a third party beneficiary under this contract who shall have a right of direct
action against the Contractor, and against any person to whom the Contractor has
released or disclosed such litigation information, for any such unauthorized use or
disclosure of such information.

(e) Contractor employees. The Contractor shall ensure that its employees are
subject to use and nondisclosure obligations consistent with this clause prior to the
employees being provided access to or use of any litigation information covered by this
clause.

(®) Flowdown. Include the substance of this clause, including this paragraph (f), in
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all subcontracts, including subcontracts for commercial items.

(End of clause)

252.204-7015 Notice of Authorized Disclosure of Information for Litigation
Support.
As prescribed in 204.7403(c), use the following clause:

NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION
FOR LITIGATION SUPPORT (MAY 2016)

(a) Definitions. As used in this clause—

“Computer software” means computer programs, source code, source code listings,
object code listings, design details, algorithms, processes, flow charts, formulae, and
related material that would enable the software to be reproduced, recreated, or
recompiled. Computer software does not include computer data bases or computer
software documentation.

“Litigation support” means administrative, technical, or professional services
provided in support of the Government during or in anticipation of litigation.

"Litigation support contractor" means a contractor (including its experts, technical
consultants, subcontractors, and suppliers) providing litigation support under a contract
that contains the clause at 252.204-7014, Limitations on the Use or Disclosure of
Information by Litigation Support Contractors.

“Sensitive information” means controlled unclassified information of a commercial,
financial, proprietary, or privileged nature. The term includes technical data and
computer software, but does not include information that is lawfully, publicly available
without restriction.

“Technical data” means recorded information, regardless of the form or method of
the recording, of a scientific or technical nature (including computer software
documentation). The term does not include computer software or data incidental to
contract administration, such as financial and/or management information.

(b) Notice of authorized disclosures. Notwithstanding any other provision of this
solicitation or contract, the Government may disclose to a litigation support contractor,
for the sole purpose of htlgatlon support activities, any information, including sensitive
information, received--

(1) Within or in connection with a quotation or offer; or
(2) In the performance of or in connection with a contract.

(c) Flowdown. Include the substance of this clause, including this paragraph (c), in
all subcontracts, including subcontracts for commercial items.

(End of clause)
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(Revised June 26, 2015)
252.237-7000 Notice of Special Standards of Responsibility.
As prescribed in 237.270(d)(1), use the following provision:
NOTICE OF SPECIAL STANDARDS OF RESPONSIBILITY (DEC 1991)

(a) To be determined responsible, the Offeror must meet the general standards of
responsibility set forth at FAR 9.104-1 and the following criteria, as described in
Chapter 3, General Standards, of “Government Auditing Standards.”

(1) Qualifications;
(2) Independence; and
(3) Quality Control.

(b) “Government Auditing Standards” is issued by the Comptroller General of the
United States and is available for sale from the:

Superintendent of Documents
U.S. Government Printing Office
Washington, DC 20401

Stock number 020-000-00243-3.

(c) The apparently successful Offeror, before award, shall give the Contracting
Officer evidence that it is licensed by the cognizant licensing authority in the state or
other political jurisdiction where the Offeror operates its professional practice.

(End of provision)

252.237-7001 Compliance with Audit Standards.
As prescribed in 237.270(d)(2), use the following clause:

COMPLIANCE WITH AUDIT STANDARDS (MAY 2000)
The Contractor, in performance of all audit services under this contract, shall comply
with “Government Auditing Standards” issued by the Comptroller General of the
United States.
(End of clause)
252.237-7002 Award to Single Offeror.
Basic. As prescribed in 237.7003(a) and (a)(1), use the following provision:
AWARD TO SINGLE OFFEROR—BASIC (NOV 2014)

(a) Award shall be made to a single offeror.
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(b) Offerors shall include unit prices for each item. Failure to include unit prices for
each item will be cause for rejection of the entire offer.

(c) The Government will evaluate offers on the basis of the estimated quantities
shown.

(d) Award will be made to that responsive, responsible offeror whose total aggregate
offer is the lowest price to the Government.

(End of provision)

Alternate I. As prescribed in 237.7003(a) and (a)(2), use the following provision,
which uses a different paragraph (d) than the basic provision:

AWARD TO SINGLE OFFEROR--ALTERNATE I (NOV 2014)
(a) Award shall be made to a single offeror.

(b) Offerors shall include unit prices for each item. Failure to include unit prices for
each item will be cause for rejection of the entire offer.

(c) The Government will evaluate offers on the basis of the estimated quantities
shown.

(d) Award will be made to that responsive, responsible offeror whose total aggregate
offer is in the best interest of the Government.

(End of provision)

252.237-7003 Requirements.
As prescribed in 237.7003(b), use the following clause:

REQUIREMENTS (DEC 1991)

(a) Except as provided in paragraphs (c) and (d) of this clause, the Government will
order from the Contractor all of its requirements in the area of performance for the
supplies and services listed in the schedule of this contract.

(b) Each order will be issued as a delivery order and will list—

(1) The supplies or services being ordered,;
(2) The quantities to be furnished,;

(3) Delivery or performance dates;

(4) Place of delivery or performance;

(5) Packing and shipping instructions;

(6) The address to send invoices; and
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(7) The funds from which payment will be made.

(c) The Government may elect not to order supplies and services under this contract
in instances where the body is removed from the area for medical, scientific, or other
reason.

(d) In an epidemic or other emergency, the contracting activity may obtain services
beyond the capacity of the Contractor's facilities from other sources.

(e) Contracting Officers of the following activities may order services and supplies
under this contract—

(End of clause)

252.237-7004 Area of Performance.
As prescribed in 237.7003(b), use the following clause:

AREA OF PERFORMANCE (DEC 1991)
(a) The area of performance is as specified in the contract.

(b) The Contractor shall take possession of the remains at the place where they are
located, transport them to the Contractor's place of preparation, and later transport
them to a place designated by the Contracting Officer.

(¢) The Contractor will not be reimbursed for transportation when both the place
where the remains were located and the delivery point are within the area of
performance.

(d) If remains are located outside the area of performance, the Contracting Officer
may place an order with the Contractor under this contract or may obtain the services
elsewhere. If the Contracting Officer requires the Contractor to transport the remains
into the area of performance, the Contractor shall be paid the amount per mile in the
schedule for the number of miles required to transport the remains by a reasonable
route from the point where located to the boundary of the area of performance.

(e) The Contracting Officer may require the Contractor to deliver remains to any
point within 100 miles of the area of performance. In this case, the Contractor shall be
paid the amount per mile in the schedule for the number of miles required to transport
the remains by a reasonable route from the boundary of the area of performance to the
delivery point.

(End of clause)
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252.237-7005 Performance and Delivery.
As prescribed in 237.7003(b), use the following clause:

PERFORMANCE AND DELIVERY (DEC 1991)

(a) The Contractor shall furnish the material ordered and perform the services
specified as promptly as possible but not later than 36 hours after receiving notification
to remove the remains, excluding the time necessary for the Government to inspect and
check results of preparation.

(b) The Government may, at no additional charge, require the Contractor to hold
the remains for an additional period not to exceed 72 hours from the time the remains
are casketed and final inspection completed.

(End of clause)

252.237-7006 Subcontracting.
As prescribed in 237.7003(b), use the following clause:

SUBCONTRACTING (DEC 1991)

The Contractor shall not subcontract any work under this contract without the
Contracting Officer's written approval. This clause does not apply to contracts of
employment between the Contractor and its personnel.

(End of clause)

252.237-7007 Termination for Default.
As prescribed in 237.7003(b), use the following clause:

TERMINATION FOR DEFAULT (DEC 1991)
(a) This clause supplements and is in addition to the Default clause of this contract.

(b) The Contracting Officer may terminate this contract for default by written notice
without the ten day notice required by paragraph (a)(2) of the Default clause if—

(1) The Contractor, through circumstances reasonably within its control or that
of its employees, performs any act under or in connection with this contract, or fails in
the performance of any service under this contract and the act or failures may
reasonably be considered to reflect discredit upon the Department of Defense in
fulfilling its responsibility for proper care of remains;

(2) The Contractor, or its employees, solicits relatives or friends of the deceased
to purchase supplies or services not under this contract. (The Contractor may furnish
supplies or arrange for services not under this contract, only if representatives of the
deceased voluntarily request, select, and pay for them.);

(3) The services or any part of the services are performed by anyone other than
the Contractor or the Contractor's employees without the written authorization of the
Contracting Officer;

1998 EDITION 252.237-4


http://www.acq.osd.mil/dpap/dars/dfars/html/current/237_70.htm#237.7003
http://www.acq.osd.mil/dpap/dars/dfars/html/current/237_70.htm#237.7003
http://www.acq.osd.mil/dpap/dars/dfars/html/current/237_70.htm#237.7003

Defense Federal Acquisition Regulation Supplement

Part 252—Solicitation Provisions and Contract Clauses

(4) The Contractor refuses to perform the services required for any particular
remains; or

(5) The Contractor mentions or otherwise uses this contract in its advertising in
any way.

(End of clause)

252.237-7008 Group Interment.
As prescribed in 237.7003(b), use the following clause:

GROUP INTERMENT (DEC 1991)

The Government will pay the Contractor for supplies and services provided for remains
interred as a group on the basis of the number of caskets furnished, rather than on the
basis of the number of persons in the group.

(End of clause)

252.237-7009 Permits.
As prescribed in 237.7003(b), use the following clause:

PERMITS (DEC 1991)

The Contractor shall meet all State and local licensing requirements and obtain and
furnish all necessary health department and shipping permits at no additional cost to
the Government. The Contractor shall ensure that all necessary health department
permits are in order for disposition of the remains.

(End of clause)

252.237-7010 Prohibition on Interrogation of Detainees by Contractor
Personnel.
As prescribed in 237.173-5, use the following clause:

PROHIBITION ON INTERROGATION OF DETAINEES BY CONTRACTOR
PERSONNEL (JUN 2013)

(a) Definitions. As used in this clause—

“Detainee” means any person captured, detained, held, or otherwise under the
effective control of DoD personnel (military or civilian) in connection with
hostilities. This includes, but is not limited to, enemy prisoners of war, civilian
Iinternees, and retained personnel. This does not include DoD personnel or DoD
contractor personnel being held for law enforcement purposes.

“Interrogation of detainees” means a systematic process of formally and officially
questioning a detainee for the purpose of obtaining reliable information to satisfy
foreign intelligence collection requirements.

(b) Contractor personnel shall not interrogate detainees.
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(¢) Subcontracts. The Contractor shall include the substance of this clause,
including this paragraph (c), in all subcontracts, including subcontracts for commercial
items, that may require subcontractor personnel to interact with detainees in the
course of their duties.

(End of clause)

252.237-7011 Preparation History.
As prescribed in 237.7003(b), use the following clause:

PREPARATION HISTORY (DEC 1991)

For each body prepared, or for each casket handled in a group interment, the
Contractor shall state briefly the results of the embalming process on a certificate
furnished by the Contracting Officer.

(End of clause)

252.237-7012 Instruction to Offerors (Count-of-Articles).
As prescribed in 237.7101(a), use the following provision:

INSTRUCTION TO OFFERORS (COUNT-OF-ARTICLES) (DEC 1991)

(a) The Offeror shall include unit prices for each item in a lot. Unit prices shall
include all costs to the Government of providing the services, including pickup and
delivery charges.

(b) Failure to offer on any item in a lot shall be cause for rejection of the offer on
that lot. The Contracting Officer will evaluate offers based on the estimated quantities
in the solicitation.

(c) Award generally will be made to a single offeror for all lots. However, the
Contracting Officer may award by individual lot when it is more advantageous to the
Government.

(d) Prospective offerors may inspect the types of articles to be serviced. Contact the
Contracting Officer to make inspection arrangements.

(End of provision)

252.237-7013 Instruction to Offerors (Bulk Weight).
As prescribed in 237.7101(b), use the following provision:

INSTRUCTION TO OFFERORS (BULK WEIGHT) (DEC 1991)

(a) Offers shall be submitted on a unit price per pound of serviced laundry. Unit
prices shall include all costs to the Government of providing the service, including
pickup and delivery charges.

(b) The Contracting Officer will evaluate bids based on the estimated pounds of
serviced laundry stated in the solicitation.
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(c) Award generally will be made to a single offeror for all lots. However, the
Contracting Officer may award by individual lot when it is more advantageous to the
Government.

(d) Prospective offerors may inspect the types of articles to be serviced. Contact the
Contracting Officer to make inspection arrangements.

(End of provision)

252.237-7014 Loss or Damage (Count-of-Articles).
As prescribed in 237.7101(c), use the following clause:

LOSS OR DAMAGE (COUNT-OF-ARTICLES) (DEC 1991)
(a) The count-of-articles will be—
(1) The count of the Contracting Officer; or

(2) The count agreed upon as a result of a joint count by the Contractor and the
Contracting Officer at the time of delivery to the Contractor.

(b) The Contractor shall—

(1) Be liable for return of the number and kind of articles furnished for service
under this contract; and

(2) Shall indemnify the Government for any loss or damage to such articles.

(¢) The Contractor shall pay to the Government the value of any lost or damaged
property using Federal supply schedule price lists. If the property is not on these price
lists, the Contracting Officer shall determine a fair and reasonable price.

(d) The Contracting Officer will allow credit for any depreciation in the value of the
property at the time of loss or damage. The Contracting Officer and the Contractor
shall mutually determine the amount of the allowable credit.

(e) Failure to agree upon the value of the property or on the amount of credit due
will be treated as a dispute under the Disputes clause of this contract.

(®) In case of damage to any property that the Contracting Officer and the
Contractor agree can be satisfactorily repaired, the Contractor may repair the property
at its expense in a manner satisfactory to the Contracting Officer, rather than make
payment under paragraph (c) of this clause.

(End of clause)

252.237-7015 Loss or Damage (Weight of Articles).
As prescribed in 237.7101(d), use the following clause:

LOSS OR DAMAGE (WEIGHT OF ARTICLES) (DEC 1991)

(a) The Contractor shall—
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(1) Be liable for return of the articles furnished for service under this contract;
and

(2) Indemnify the Government for any articles delivered to the Contractor for
servicing under this contract that are lost or damaged, and in the opinion of the
Contracting Officer, cannot be repaired satisfactorily.

(b) The Contractor shall pay to the Government per pound for lost or
damaged articles. The Contractor shall pay the Government only for losses which
exceed the maximum weight loss in paragraph (e) of this clause.

(c) Failure to agree on the amount of credit due will be treated as a dispute under
the Disputes clause of this contract.

(d) In the case of damage to any articles that the Contracting Officer and the
Contractor agree can be satisfactorily repaired, the Contractor shall repair the articles
at its expense in a manner satisfactory to the Contracting Officer.

() The maximum weight loss allowable in servicing the laundry is percent of
the weight recorded on delivery tickets when the laundry is picked up. Any weight loss
in excess of this amount shall be subject to the loss provisions of this clause.

(End of clause)
252.237-7016 Delivery Tickets.
Basic. As prescribed in 237.7101(e) and (e)(1), use the following clause:
DELIVERY TICKETS—BASIC (NOV 2014)

(a) The Contractor shall complete delivery tickets in the number of copies required

and in the form approved by the Contracting Officer, when it receives the articles to be

serviced.

(b) The Contractor shall include one copy of each delivery ticket with its invoice for
payment.

(End of clause)

Alternate I. As prescribed in 237.7101(e) and (e)(2), use the following clause, which
includes paragraphs (c), (d), and (e) not included in the basic clause:

DELIVERY TICKETS—ALTERNATE I (NOV 2014)

(a) The Contractor shall complete delivery tickets in the number of copies required
and in the form approved by the Contracting Officer, when it receives the articles to be
serviced.

(b) The Contractor shall include one copy of each delivery ticket with its invoice for
payment.
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(c) Before the Contractor picks up articles for service under this contract, the
Contracting Officer will ensure that—

(1) Each bag contains only articles within a single bag type as specified in the
schedule; and

(2) Each bag is weighed and the weight and bag type are identified on the bag.
(d) The Contractor shall, at time of pickup—
(1) Verify the weight and bag type and record them on the delivery ticket; and

(2) Provide the Contracting Officer, or representative, a copy of the delivery
ticket.

(e) At the time of delivery, the Contractor shall record the weight and bag type of
serviced laundry on the delivery ticket. The Contracting Officer will ensure that this
weight and bag type are verified at time of delivery.

(End of clause)

Alternate II. As prescribed in 237.7101(e) and (e)(3), use the following clause, which
includes paragraphs (c), (d), and (e) not included in the basic clause:

DELIVERY TICKETS—ALTERNATE II (NOV 2014)

(a) The Contractor shall complete delivery tickets in the number of copies required
and in the form approved by the Contracting Officer, when it receives the articles to be
serviced.

(b) The Contractor shall include one copy of each delivery ticket with its invoice for
payment.

(c) Before the Contractor picks up articles for service under this contract, the
Contracting Officer will ensure that each bag is weighed and that the weight is
1dentified on the bag.

(d) The Contractor, at time of pickup, shall verify and record the weight on the
delivery ticket and shall provide the Contracting Officer, or representative, a copy of the
delivery ticket.

(e) At the time of delivery, the Contractor shall record the weight of serviced
laundry on the delivery ticket. The Contracting Officer will ensure that this weight is
verified at time of delivery.

(End of clause)

252.237-7017 Individual Laundry.
As prescribed in 237.7101(f), use the following clause:

INDIVIDUAL LAUNDRY (DEC 1991)
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(a) The Contractor shall provide laundry service under this contract on both a unit
bundle and on a piece-rate bundle basis for individual personnel.

(b) The total number of pieces listed in the “Estimated Quantity” column in the
schedule is the estimated amount of individual laundry for this contract. The estimate
1s for information only and is not a representation of the amount of individual laundry
to be ordered. Individuals may elect whether or not to use the laundry services.

(c) Charges for individual laundry will be on a per unit bundle or a piece-rate basis.
The Contractor shall provide individual laundry bundle delivery tickets for use by the
individuals in designating whether the laundry is a unit bundle or a piece-rate bundle.
An individual laundry bundle will be accompanied by a delivery ticket listing the
contents of the bundle.

(d) The maximum number of pieces to be allowed per bundle is as specified in the
schedule and as follows—

(1) Bundle consisting of 26 pieces, including laundry bag. This bundle will
contain approximately pieces of outer garments which shall be starched and
pressed. Outer garments include, but are not limited to, shirts, trousers, jackets,
dresses, and coats.

(2) Bundle consisting of 13 pieces, including laundry bag. This bundle will
contain approximately pieces of outer garments which shall be starched and
pressed. Outer garments include, but are not limited to, shirts, trousers, jackets,
dresses, and coats.

(End of clause)

252.237-7018 Special Definitions of Government Property.
As prescribed in 237.7101(g), use the following clause:

SPECIAL DEFINITIONS OF GOVERNMENT PROPERTY (DEC 1991)

Articles delivered to the Contractor to be laundered or dry-cleaned, including any
articles which are actually owned by individual Government personnel, are
Government-owned property, not Government-furnished property. Government-owned
property does not fall under the requirements of any Government-furnished property
clause of this contract.

(End of clause)

252.237-7019 Training for Contractor Personnel Interacting with Detainees.
As prescribed in 237.171-4, use the following clause:

TRAINING FOR CONTRACTOR PERSONNEL INTERACTING WITH DETAINEES
(JUN 2013)

(a) Definitions. As used in this clause—

“Combatant Commander” means the commander of a unified or specified
combatant command established in accordance with 10 U.S.C. 161.
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“Detainee” means a person in the custody or under the physical control of the
Department of Defense on behalf of the United States Government as a result of armed
conflict or other military operation by United States armed forces.

“Personnel interacting with detainees” means personnel who, in the course of
their duties, are expected to interact with detainees.

(b) Training requirement. This clause implements Section 1092 of the National
Defense Authorization Act for Fiscal Year 2005 (Pub. L. 108-375).

(1) The Combatant Commander responsible for the area where a detention or
interrogation facility is located will arrange for training to be provided to contractor
personnel interacting with detainees. The training will address the international
obligations and laws of the United States applicable to the detention of personnel,
including the Geneva Conventions. The Combatant Commander will arrange for a
training receipt document to be provided to personnel who have completed the training.

(2)@) The Contractor shall arrange for its personnel interacting with detainees
to—

(A) Receive the training specified in paragraph (b)(1) of this clause—
(1) Prior to interacting with detainees, or as soon as possible if, for
compelling reasons, the Contracting Officer authorizes interaction with detainees prior
to receipt of such training; and

(2) Annually thereafter; and

(B) Provide a copy of the training receipt document specified in paragraph
(b)(1) of this clause to the Contractor for retention.

(1) To make these arrangements, the following points of contact apply:

[Contracting Officer to insert applicable point of contact information cited in PGI
237.171-3(b).]

(3) The Contractor shall retain a copy of the training receipt document(s)
provided in accordance with paragraphs (b)(1) and (2) of this clause until the contract is
closed, or 3 years after all work required by the contract has been completed and
accepted by the Government, whichever is sooner.

(¢) Subcontracts. The Contractor shall include the substance of this clause,
including this paragraph (c), in all subcontracts, including subcontracts for commercial
items, that may require subcontractor personnel to interact with detainees in the
course of their duties.
(End of clause)
252.237-7020 Reserved.

252.237-7021 Reserved.
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252.237-7022 Services at Installations Being Closed.
As prescribed in 237.7402, use the following clause:

SERVICES AT INSTALLATIONS BEING CLOSED (MAY 1995)

Professional employees shall be used by the local government to provide services under
this contract to the extent that professionals are available in the area under the
jurisdiction of such government.

(End of clause)

252.237-7023 Continuation of Essential Contractor Services.
As prescribed in 237.7603(a), use the following clause:

CONTINUATION OF ESSENTIAL CONTRACTOR SERVICES (OCT 2010)
(a) Definitions. As used in this clause—

(1) “Essential contractor service” means a service provided by a firm or
individual under contract to DoD to support mission-essential functions, such as
support of vital systems, including ships owned, leased, or operated in support of
military missions or roles at sea; associated support activities, including installation,
garrison, and base support services; and similar services provided to foreign military
sales customers under the Security Assistance Program. Services are essential if the
effectiveness of defense systems or operations has the potential to be seriously impaired
by the interruption of these services, as determined by the appropriate functional
commander or civilian equivalent.

(2) “Mission-essential functions” means those organizational activities that
must be performed under all circumstances to achieve DoD component missions or
responsibilities, as determined by the appropriate functional commander or civilian
equivalent. Failure to perform or sustain these functions would significantly affect
DoD’s ability to provide vital services or exercise authority, direction, and control.

(b) The Government has identified all or a portion of the contractor services
performed under this contract as essential contractor services in support of mission
essential functions. These services are listed in attachment __, Mission-Essential
Contractor Services, dated

(c)(1) The Mission-Essential Contractor Services Plan submitted by the Contractor, is
incorporated in this contract.

(2) The Contractor shall maintain and update its plan as necessary. The
Contractor shall provide all plan updates to the Contracting Officer for approval.
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(3) As directed by the Contracting Officer, the Contractor shall participate in
training events, exercises, and drills associated with Government efforts to test the
effectiveness of continuity of operations procedures and practices.

(d)(1) Notwithstanding any other clause of this contract, the contractor shall be
responsible to perform those services identified as essential contractor services during
crisis situations (as directed by the Contracting Officer), in accordance with its
Mission-Essential Contractor Services Plan.

(2) In the event the Contractor anticipates not being able to perform any of the
essential contractor services identified in accordance with paragraph (b) of this section
during a crisis situation, the Contractor shall notify the Contracting Officer or other
designated representative as expeditiously as possible and use its best efforts to
cooperate with the Government in the Government’s efforts to maintain the continuity
of operations.

(e) The Government reserves the right in such crisis situations to use Federal
employees, military personnel or contract support from other contractors, or to enter
into new contracts for essential contractor services.

() Changes. The Contractor shall segregate and separately identify all costs incurred
in continuing performance of essential services in a crisis situation. The Contractor
shall notify the Contracting Officer of an increase or decrease in costs within ninety
days after continued performance has been directed by the Contracting Officer, or
within any additional period that the Contracting Officer approves in writing, but not
later than the date of final payment under the contract. The Contractor’s notice shall
include the Contractor’s proposal for an equitable adjustment and any data supporting
the increase or decrease in the form prescribed by the Contracting Officer. The parties
shall negotiate an equitable price adjustment to the contract price, delivery schedule,
or both as soon as is practicable after receipt of the Contractor’s proposal.

(g) The Contractor shall include the substance of this clause, including this paragraph
(g), in subcontracts for the essential services.

(End of Clause)

252.237-7024 Notice of Continuation of Essential Contractor Services.
As prescribed in 237.7603(b), use the following provision:

NOTICE OF CONTINUATION OF ESSENTIAL CONTRACTOR SERVICES (OCT
2010)
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(a) Definitions. “Essential contractor service” and “mission-essential functions”
have the meanings given in the clause at 252.237-7023, Continuation of Essential
Contractor Services, in this solicitation.

(b) The offeror shall provide with its offer a written plan describing how it will
continue to perform the essential contractor services listed in attachment ___, Mission
Essential Contractor Services, dated , during periods of crisis. The offeror
shall-

(1) Identify provisions made for the acquisition of essential personnel and
resources, if necessary, for continuity of operations for up to 30 days or until normal
operations can be resumed,;

(2) Address in the plan, at a minimum—

(1) Challenges associated with maintaining essential contractor services
during an extended event, such as a pandemic that occurs in repeated waves;

(1) The time lapse associated with the initiation of the acquisition of
essential personnel and resources and their actual availability on site;

(111) The components, processes, and requirements for the identification,
training, and preparedness of personnel who are capable of relocating to alternate

facilities or performing work from home;

(iv) Any established alert and notification procedures for mobilizing
1dentified “essential contractor service” personnel; and

(v) The approach for communicating expectations to contractor employees
regarding their roles and responsibilities during a crisis.

(End of provision)

1998 EDITION 252.237-14


http://www.acq.osd.mil/dpap/dars/dfars/html/current/252237.htm#252.237-7023

Defense Federal Acquisition Regulation Supplement

Part 252—Solicitation Provisions and Contract Clauses

(Revised October 21, 2016)

252.239-7000 Protection Against Compromising Emanations.
As prescribed in 239.7103(a), use the following clause:

PROTECTION AGAINST COMPROMISING EMANATIONS (JUN 2004)

(a) The Contractor shall provide or use only information technology, as specified by
the Government, that has been accredited to meet the appropriate information
assurance requirements of—

(1) The National Security Agency National TEMPEST Standards (NACSEM
No. 5100 or NACSEM No. 5100A, Compromising Emanations Laboratory Test
Standard, Electromagnetics (U)); or

(2) Other standards specified by this contract, including the date through which
the required accreditation is current or valid for the contract.

(b) Upon request of the Contracting Officer, the Contractor shall provide
documentation supporting the accreditation.

(c) The Government may, as part of its inspection and acceptance, conduct
additional tests to ensure that information technology delivered under this contract
satisfies the information assurance standards specified. The Government may conduct
additional tests—

(1) At the installation site or contractor's facility; and

(2) Notwithstanding the existence of valid accreditations of information
technology prior to the award of this contract.

(d) Unless otherwise provided in this contract under the Warranty of Supplies or
Warranty of Systems and Equipment clause, the Contractor shall correct or replace
accepted information technology found to be deficient within 1 year after proper
installations.

(1) The correction or replacement shall be at no cost to the Government.
(2) Should a modification to the delivered information technology be made by
the Contractor, the 1-year period applies to the modification upon its proper

installation.

(3) This paragraph (d) applies regardless of f.0.b. point or the point of
acceptance of the deficient information technology.

(End of clause)

252.239-7001 Information Assurance Contractor Training and Certification.
As prescribed in 239.7103(b), use the following clause:
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INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION
(JAN 2008)

(a) The Contractor shall ensure that personnel accessing information systems have
the proper and current information assurance certification to perform information
assurance functions in accordance with DoD 8570.01-M, Information Assurance
Workforce Improvement Program. The Contractor shall meet the applicable
information assurance certification requirements, including—

(1) DoD-approved information assurance workforce certifications appropriate
for each category and level as listed in the current version of DoD 8570.01-M; and

(2) Appropriate operating system certification for information assurance
technical positions as required by DoD 8570.01-M.

(b) Upon request by the Government, the Contractor shall provide documentation
supporting the information assurance certification status of personnel performing
information assurance functions.

(c) Contractor personnel who do not have proper and current certifications shall be
denied access to DoD information systems for the purpose of performing information
assurance functions.

(End of clause)

252.239-7002 Access.
As prescribed in 239.7411(a), use the following clause:

ACCESS (DEC 1991)

(a) Subject to military security regulations, the Government shall permit the
Contractor access at all reasonable times to Contractor furnished facilities. However, if
the Government is unable to permit access, the Government at its own risk and expense
shall maintain these facilities and the Contractor shall not be responsible for the service
involving any of these facilities during the period of nonaccess, unless the service failure
results from the Contractor's fault or negligence.

(b) During periods when the Government does not permit Contractor access, the
Government will reimburse the Contractor at mutually acceptable rates for the loss of
or damage to the equipment due to the fault or negligence of the Government. Failure
to agree shall be a dispute concerning a question of fact within the meaning of the
Disputes clause of this contract.

(End of clause)
252.239-7003 Reserved.

252.239-7004 Orders for Facilities and Services.
As prescribed in 239.7411(a), use the following clause:

ORDERS FOR FACILITTIES AND SERVICES (NOV 2005)
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The Contractor shall acknowledge a communication service authorization or other type
order for supplies and facilities by—

(a) Commencing performance; or
(b) Written acceptance by a duly authorized representative.
(End of clause)

252.239-7005 Rates, Charges, and Services.
As prescribed in 239.7411(a), use the following clause:

RATES, CHARGES, AND SERVICES (NOV 2005)

(a) Definition. “Governmental regulatory body” means the Federal
Communications Commission, any statewide regulatory body, or any body with less
than statewide jurisdiction when operating under the state authority. Regulatory
bodies whose decisions are not subject to judicial appeal and regulatory bodies which
regulate a company owned by the same entity which creates the regulatory body are not
“governmental regulatory bodies.”

(b) The Contractor shall furnish the services and facilities under this agreement/
contract in accordance with—

(1) All applicable tariffs, rates, charges, rules, regulations, or requirements;
(1) Lawfully established by a governmental regulatory body; and

(1) Applicable to service and facilities furnished or offered by the Contractor
to the general public or the Contractor's subscribers;

(2) Rates, terms, and conditions of service and facilities furnished or offered by
the Contractor to the general public or the Contractor's subscribers; or

(3) Rates, terms, and conditions of service as may be agreed upon, subject, when
appropriate, to jurisdiction of a governmental regulatory body.

(c) The Government shall not prepay for services.

(d) For nontariffed services, the Contractor shall charge the Government at the
lowest rate and under the most favorable terms and conditions for similar service and
facilities offered to any other customer.

(e) Recurring charges for services and facilities shall, in each case, start with the
satisfactory beginning of service or provision of facilities or equipment and are payable
monthly in arrears.

(f) Subject to the Cancellation or Termination of Orders clause, of this
agreement/contract, the Government may stop the use of any service or facilities
furnished under this agreement/contract at any time. The Government shall pay the
contractor all charges for services and facilities adjusted to the effective date of
discontinuance.
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(g) Expediting charges are costs necessary to get services earlier than normal.
Examples are overtime pay or special shipment. When authorized, expediting charges
shall be the additional costs incurred by the Contractor and the subcontractor, The
Government shall pay expediting charges only when—

(1) They are provided for in the tariff established by a governmental regulatory
body; or

(2) They are authorized in a communication service authorization or other
contractual document.

(h) When services normally provided are technically unacceptable and the
development, fabrication, or manufacture of special equipment is required, the
Government may—

(1) Provide the equipment; or

(2) Direct the Contractor to acquire the equipment or facilities. If the
Contractor acquires the equipment or facilities, the acquisition shall be competitive, if
practicable.

(1) If at any time the Government defers or changes its orders for any of the services
but does not cancel or terminate them, the amount paid or payable to the Contractor for
the services deferred or modified shall be equitably adjusted under applicable tariffs
filed by the Contractor with the regulatory commission in effect at the time of deferral
or change. If no tariffs are in effect, the Government and the Contractor shall equitably
adjust the rates by mutual agreement. Failure to agree on any adjustment shall be a
dispute concerning a question of fact within the meaning of the Disputes clause of this
contract.

(End of clause)

252.239-7006 Tariff Information.
As prescribed in 239.7411(a), use the following clause:

TARIFF INFORMATION (JUL 1997)
(a) The Contractor shall provide to the Contracting Officer—

(1) Upon request, a copy of the Contractor's current existing tariffs (including
changes);

(2) Before filing, any application to a Federal, State, or any other regulatory
agency for new or changes to, rates, charges, services, or regulations relating to any
tariff or any of the facilities or services to be furnished solely or primarily to the
Government; and

(3) Upon request, a copy of all information, material, and data developed or
prepared in support of or in connection with an application under paragraph (a)(2) of
this clause.
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(b) The Contractor shall notify the Contracting Officer of any application that
anyone other than the Contractor files with a governmental regulatory body which
affects or will affect the rate or conditions of services under this agreement/contract.
These requirements also apply to applications pending on the effective date of this
agreement/contract.

(End of clause)

252.239-7007 Cancellation or Termination of Orders.
As prescribed in 239.7411(a), use the following clause:

CANCELLATION OR TERMINATION OF ORDERS (NOV 2005)

(a) If the Government cancels any of the services ordered under this agreement/
contract, before the services are made available to the Government, or terminates any
of these services after they are made available to the Government, the Government
shall reimburse the Contractor for the actual nonrecoverable costs the Contractor has
reasonably incurred in providing facilities and equipment for which the Contractor has
no foreseeable reuse.

(b) The amount of the Government's liability upon cancellation or termination of
any of the services ordered under this agreement/contract will be determined under
applicable tariffs governing cancellation and termination charges which—

(1) Are filed by the Contractor with a governmental regulatory body, as defined
in the Rates, Charges, and Services clause of this agreement/contract;

(2) Are in effect on the date of termination; and

(3) Provide specific cancellation or termination charges for the facilities and
equipment involved or show how to determine the charges.

(c) The amount of the Government's liability upon cancellation or termination of
any of the services ordered under this agreement/contract, which are not subject to a
governmental regulatory body, will be determined under a mutually agreed schedule in
the communication services authorization (CSA) or other contractual document.

(d) If no applicable tariffs are in effect on the date of cancellation or termination or
set forth in the applicable CSA or other contractual document, the Government's
liability will be determined under the following settlement procedures—

(1) The Contractor agrees to provide the Contracting Officer, in such reasonable
detail as the Contracting Officer may require, inventory schedules covering all items of
property or facilities in the Contractor's possession, the cost of which is included in the
Basic Cancellation or Termination Liability for which the Contractor has no foreseeable
reuse.

(2) The Contractor shall use its best efforts to sell property or facilities when the
Contractor has no foreseeable reuse or when the Government has not exercised its
option to take title under the Title to Telecommunications Facilities and Equipment
clause of this agreement/contract. The Contractor shall apply any proceeds of the sale
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to reduce any payments by the Government to the Contractor under a cancellation or
termination settlement.

(3) The Contractor shall record actual nonrecoverable costs under established
accounting procedures prescribed by the cognizant governmental regulatory authority
or, if no such procedures have been prescribed, under generally accepted accounting
procedures applicable to the provision of telecommunication services for public use.

(4) The actual nonrecoverable costs are the installed costs of the facilities and
equipment, less cost of reusable materials, and less net salvage value. Installed costs
shall include the actual cost of equipment and materials specifically provided or used,
plus the actual cost of installing (including engineering, labor, supervision,
transportation, rights-of-way, and any other items which are chargeable to the capital
accounts of the Contractor) less any costs the Government may have directly
reimbursed the Contractor under the Special Construction and Equipment Charges
clause of this agreement/contract. Deduct from the Contractor's installed cost, the net
salvage value (salvage value less cost of removal). In determining net salvage value,
give consideration to foreseeable reuse of the facilities and equipment by the Contractor.
Make allowance for the cost of dismantling, removal, reconditioning, and disposal of the
facilities and equipment when necessary either to the sale of facilities or their reuse by
the Contractor in another location.

(5) The Basic Cancellation Liability is defined as the actual nonrecoverable cost
which the Government shall reimburse the Contractor at the time services are
cancelled. The Basic Termination Liability is defined as the nonrecoverable cost
amortized in equal monthly increments throughout the liability period. Upon
termination of services, the Government shall reimburse the Contractor for the
nonrecoverable cost less such costs amortized to the date services are terminated.
Establish the liability period as mutually agreed to but not to exceed ten years.

(6) When the Basic Cancellation or Termination Liability established by the
CSA or other contractual document is based on estimated costs, the Contractor agrees
to settle on the basis of actual cost at the time of termination or cancellation.

(7) The Contractor agrees that, if after settlement but within the termination
lLiability period of the services, should the Contractor make reuse of equipment or
facilities which were treated as nonreusable or nonsalvable in the settlement, the
Contractor shall reimburse the Government for the value of the equipment or facilities.

(8) The Contractor agrees to exclude—

(1) Any costs which are not included in determining cancellation and
termination charges under the Contractor's standard practices or procedures; and

(i1) Charges not ordinarily made by the Contractor for similar facilities or
equipment, furnished under similar circumstances.

() The Government may, under such terms and conditions as it may prescribe,
make partial payments and payments on account against costs incurred by the
Contractor in connection with the cancelled or terminated portion of this agreement/
contract. The Government may make these payments if in the opinion of the
Contracting Officer the total of the payments is within the amount the Contractor is
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entitled. If the total of the payments is in excess of the amount finally agreed or
determined to be due under this clause, the Contractor shall pay the excess to the
Government upon demand.

() Failure to agree shall be a dispute concerning a question of fact within the
meaning of the Disputes clause.

(End of clause)

252.239-7008 Reuse Arrangements.
As prescribed in 239.7411(a), use the following clause:

REUSE ARRANGEMENTS (DEC 1991)

(a) When feasible, the Contractor shall reuse cancelled or terminated facilities or
equipment to minimize the charges to the Government.

(b) If at any time the Government requires that telecommunications facilities or
equipment be relocated within the Contractor's service area, the Government shall have
the option of paying the costs of relocating the facilities or equipment in lieu of paying
any termination or cancellation charge under the Cancellation or Termination of
Orders—Common Carriers clause of this agreement/contract. The Basic Termination
Liability applicable to the facilities or equipment in their former location shall continue
to apply to the facilities and equipment in their new location. Monthly rental charges
shall continue to be paid during the period.

(c) When there is another requirement or foreseeable reuse in place of cancelled or
terminated facilities or equipment, no charge shall apply and the Basic Cancellation or
Termination Liability shall be appropriately reduced. When feasible, the Contractor
shall promptly reuse discontinued channels or facilities, including equipment for which
the Government is obligated to pay a minimum service charge.

(End of clause)

252.239-7009 Representation of Use of Cloud Computing.
As prescribed in 239.7604(a), use the following provision:

REPRESENTATION OF USE OF CLOUD COMPUTING (SEP 2015)

(a) Definition. “Cloud computing,” as used in this provision, means a model for
enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort
or service provider interaction. This includes other commercial terms, such as on-
demand self-service, broad network access, resource pooling, rapid elastlclty, and
measured service. It also includes commercial offerings for software-as-a-service,
infrastructure-as-a-service, and platform-as-a-service.

(b) The Offeror shall indicate by checking the appropriate blank in paragraph (c) of
this provision whether the use of cloud computing is anticipated under the resultant
contract.
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(¢) Representation. The Offeror represents that it—

Does anticipate that cloud computing services will be used in the
performance of any contract or subcontract resulting from this solicitation.

Does not anticipate that cloud computing services will be used in the
performance of any contract or subcontract resulting from this solicitation.

(End of provision)

252.239-7010 Cloud Computing Services.
As prescribed in 239.7604(b), use the following clause:

CLOUD COMPUTING SERVICES (OCT 2016)
(a) Definitions. As used in this clause—

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management
Framework (RMF) for DoD Information Technology (IT), means the senior Federal
official or executive with the authority to formally assume responsibility for operating
an information system at an acceptable level of risk to organizational operations
(including mission, functions, image, or reputation), organizational assets, individuals,
other organizations, and the Nation.

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e g., networks,
servers, storage, applications, and services) that can be rapidly prov1s1oned and released
with minimal management effort or service provider interaction. This includes other
commercial terms, such as on-demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service. It also includes commercial offerings for
software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.

“Compromise” means disclosure of information to unauthorized persons, or a violation
of the security policy of a system, in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object, or the copying of information to
unauthorized media may have occurred.

“Cyber incident” means actions taken through the use of computer networks that
result in a compromise or an actual or potentially adverse effect on an information
system and/or the information residing therein.

“Government data” means any information, document, media, or machine readable
material regardless of physical form or characteristics, that is created or obtained by the
Government in the course of official Government business.

“Government-related data” means any information, document, media, or machine
readable material regardless of physical form or characteristics that is created or
obtained by a contractor through the storage, processing, or communication of
Government data. This does not include contractor’s business records e.g. financial
records, legal records etc. or data such as operating procedures, software coding or
algorithms that are not uniquely applied to the Government data.
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“Information system” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.

“Media” means physical devices or writing surfaces including, but not limited to,
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and
printouts onto which information is recorded, stored, or printed within an information
system.

“Spillage” security incident that results in the transfer of classified or controlled
unclassified information onto an information system not accredited (i.e., authorized)
for the appropriate security level.

(b) Cloud computing security requirements. The requirements of this clause are
applicable when using cloud computing to provide information technology services
in the performance of the contract.

(1) If the Contractor indicated in its offer that it “does not anticipate the use of
cloud computing services in the performance of a resultant contract,” in response to
provision 252.239-7009, Representation of Use of Cloud Computing, and after the
award of this contract, the Contractor proposes to use cloud computing services in the
performance of the contract, the Contractor shall obtain approval from the Contracting
Officer prior to utilizing cloud computing services in performance of the contract.

(2) The Contractor shall implement and maintain administrative, technical,
and physical safeguards and controls with the security level and services required
in accordance with the Cloud Computing Security Requirements Guide (SRG)
(version in effect at the time the solicitation is issued or as authorized by the
Contracting Officer) found at http://iase.disa.mil/cloud_security/Pages/index.aspx,
unless notified by the Contracting Officer that this requirement has been waived by
the DoD Chief Information Officer.

(3) The Contractor shall maintain within the United States or outlying areas
all Government data that is not physically located on DoD premises, unless the
Contractor receives written notification from the Contracting Officer to use another
location, in accordance with DFARS 239.7602-2(a).

(c) Limitations on access to, and use and disclosure of Government data and
Government-related data.

(1) The Contractor shall not access, use, or disclose Government data unless
specifically authorized by the terms of this contract or a task order or delivery order
issued hereunder.

(1) If authorized by the terms of this contract or a task order or delivery
order issued hereunder, any access to, or use or disclosure of, Government data
shall only be for purposes specified in this contract or task order or delivery order.

(11) The Contractor shall ensure that its employees are subject to all such
access, use, and disclosure prohibitions and obligations.
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(111) These access, use, and disclosure prohibitions and obligations shall
survive the expiration or termination of this contract.

(2) The Contractor shall use Government-related data only to manage the
operational environment that supports the Government data and for no other
purpose unless otherwise permitted with the prior written approval of the
Contracting Officer.

(d) Cloud computing services cyber incident reporting. The Contractor shall
report all cyber incidents that are related to the cloud computing service provided
under this contract. Reports shall be submitted to DoD via http://dibnet.dod.mil/.

(e) Malicious software. The Contractor or subcontractors that discover and isolate
malicious software in connection with a reported cyber incident shall submit the
malicious software in accordance with instructions provided by the Contracting Officer.

() Media preservation and protection. When a Contractor discovers a cyber incident
has occurred, the Contractor shall preserve and protect images of all known affected
information systems identified in the cyber incident report (see paragraph (d) of this
clause) and all relevant monitoring/packet capture data for at least 90 days from the
submission of the cyber incident report to allow DoD to request the media or decline
interest.

(g) Access to additional information or equipment necessary for forensic analysis.
Upon request by DoD, the Contractor shall provide DoD with access to additional
information or equipment that is necessary to conduct a forensic analysis.

(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage
assessment, the Contracting Officer will request that the Contractor provide all of the
damage assessment information gathered in accordance with paragraph (f) of this
clause.

(1) Records management and facility access.

(1) The Contractor shall provide the Contracting Officer all Government data
and Government-related data in the format specified in the contract.

(2) The Contractor shall dispose of Government data and Government-
related data in accordance with the terms of the contract and provide the
confirmation of disposition to the Contracting Officer in accordance with contract
closeout procedures.

(3) The Contractor shall provide the Government, or its authorized
representatives, access to all Government data and Government-related data,
access to contractor personnel involved in performance of the contract, and physical
access to any Contractor facility with Government data, for the purpose of audits,
investigations, inspections, or other similar activities, as authorized by law or
regulation.

() Notification of third party access requests. The Contractor shall notify the
Contracting Officer promptly of any requests from a third party for access to
Government data or Government-related data, including any warrants, seizures, or
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subpoenas it receives, including those from another Federal, State, or local agency.
The Contractor shall cooperate with the Contracting Officer to take all measures to
protect Government data and Government-related data from any unauthorized
disclosure.

(k) Spillage. Upon notification by the Government of a spillage, or upon the
Contractor’s discovery of a spillage, the Contractor shall cooperate with the
Contracting Officer to address the spillage in compliance with agency procedures.

(1) Subcontracts. The Contractor shall include this clause, including this
paragraph (1), in all subcontracts that involve or may involve cloud services,
including subcontracts for commercial items.

(End of clause)

252.239-7011 Special Construction and Equipment Charges.
As prescribed in 239.7411(b), use the following clause:

SPECIAL CONSTRUCTION AND EQUIPMENT CHARGES (DEC 1991)

(a) The Government will not directly reimburse the Contractor for the cost of
constructing any facilities or providing any equipment, unless the Contracting Officer
authorizes direct reimbursement.

(b) If the Contractor stops using facilities or equipment which the Government has,
in whole or part, directly reimbursed, the Contractor shall allow the Government credit
for the value of the facilities or equipment attributable to the Government's
contribution. Determine the value of the facilities and equipment on the basis of their
foreseeable reuse by the Contractor at the time their use is discontinued or on the basis
of the net salvage value, whichever is greater. The Contractor shall promptly pay the
Government the amount of any credit.

(c) The amount of the direct special construction charge shall not exceed—
(1) The actual costs to the Contractor; and

(2) An amount properly allocable to the services to be provided to the
Government.

(d) The amount of the direct special construction charge shall not include costs
incurred by the Contractor which are covered by—

(1) A cancellation or termination liability; or
(2) The Contractor's recurring or other nonrecurring charges.
(e) The Contractor represents that—
(1) Recurring charges for the services, facilities, and equipment do not include

in the rate base any costs that have been reimbursed by the Government to the
Contractor; and
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(2) Depreciation charges are based only on the cost of facilities and equipment
paid by the Contractor and not reimbursed by the Government.

(f) If it becomes necessary for the Contractor to incur costs to replace any facilities
or equipment, the Government shall assume those costs or reimburse the Contractor for
replacement costs at mutually acceptable rates under the following circumstances—

(1) The Government paid direct special construction charges; or

(2) The Government reimbursed the Contractor for those facilities or equipment
as a part of the recurring charges; and

(3) The need for replacement was due to circumstances beyond the control and
without the fault of the Contractor.

(g) Before incurring any costs under paragraph (f) of this clause, the Government
shall have the right to terminate the service under the Cancellation or Termination of
Orders clause of this contract.

(End of clause)

252.239-7012 Title to Telecommunication Facilities and Equipment.
As prescribed in 239.7411(b), use the following clause:

TITLE TO TELECOMMUNICATION FACILITIES AND EQUIPMENT (DEC 1991)

(a) Title to all Contractor furnished facilities and equipment used under this
agreement/contract shall remain with the Contractor even if the Government paid the
costs of constructing the facilities or equipment. A mutually accepted communications
service authorization may provide for exceptions.

(b) The Contractor shall operate and maintain all telecommunication facilities and
equipment used under this agreement/contract whether the Government or the
Contractor has title.

(End of clause)

252.239-7013 Obligation of the Government.
As prescribed in 239.7411(c), use the following clause:

OBLIGATION OF THE GOVERNMENT (JUL 2006)

(a) This basic agreement is not a contract. The Government incurs no monetary
liability under this agreement.

(b) The Government incurs liability only upon issuance of a communication service
authorization, which is the contract and incorporates the terms of this agreement.

(End of clause)
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252.239-7014 Term of Agreement.
As prescribed in 239.7411(c), use the following clause:

TERM OF AGREEMENT (DEC 1991)

(a) This agreement shall continue in force from year to year, unless terminated by
either party by 60 days written notice.

(b) Termination of this agreement does not cancel any communication service
authorizations previously issued.

(End of clause)

252.239-7015 Continuation of Communication Service Authorizations.
As prescribed in 239.7411(c), use the following clause:

CONTINUATION OF COMMUNICATION SERVICE AUTHORIZATIONS
(JUL 2006)

(a) All communication service authorizations issued by
incorporating Basic Agreement Number , dated , are
modified to incorporate this basic agreement.

(b) Communication service authorizations currently in effect which were issued by
the activity in paragraph (a) of this clause incorporating other agreements with the
Contractor may also be modified to incorporate this agreement.

(c) This basic agreement is not a contract.
(End of clause)

252.239-7016 Telecommunications Security Equipment, Devices, Techniques,
and Services.
As prescribed in 239.7411(d), use the following clause:

TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES,
AND SERVICES (DEC 1991)

(a) Definitions. As used in this clause—

(1) “Securing” means the application of Government-approved
telecommunications security equipment, devices, techniques, or services to contractor
telecommunications systems.

(2) “Sensitive information” means any information the loss, misuse, or
modification of which, or unauthorized access to, could adversely affect the national
interest or the conduct of Federal programs, or the privacy to which individuals are
entitled under 5 U.S.C. 552a (the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or Act of Congress to be
kept secret in the interest of national defense or foreign policy.
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(3) “Telecommunications systems” means voice, record, and data
communications, including management information systems and local data networks
that connect to external transmission media, when employed by Government agencies,
contractors, and subcontractors to transmit—

(1) Classified or sensitive information;

(1)) Matters involving intelligence activities, cryptologic activities related to
national security, the command and control of military forces, or equipment that is an
integral part of a weapon or weapons system; or

(111) Matters critical to the direct fulfillment of military or intelligence
missions.

(b) This solicitation/contract identifies classified or sensitive information that
requires securing during telecommunications and requires the Contractor to secure
telecommunications systems. The Contractor agrees to secure information and systems
at the following location: (Identify the location.)

(c) To provide the security, the Contractor shall use Government-approved
telecommunications equipment, devices, techniques, or services. A list of the approved
equipment, etc. may be obtained from (1dent1fy where list can be obtained). Equipment,
devices, techniques, or services used by the Contractor must be compatible or
interoperable with (list and identify the location of any telecommunications security
equipment, device, technique, or service currently being used by the technical or
requirements organization or other offices with which the Contractor must
communicate).

(d) Except as may be provided elsewhere in this contract, the Contractor shall
furnish all telecommunications security equipment, devices, techmques or services
necessary to perform this contract. The Contractor must meet ownership eligibility
conditions for communications security equipment designated as controlled
cryptographic items.

(e) The Contractor agrees to include this clause, including this paragraph (e), in all
subcontracts which require securing telecommunications.

(End of clause)

252.239-7017 Notice of Supply Chain Risk.
As prescribed in 239.7306(a), use the following provision:

NOTICE OF SUPPLY CHAIN RISK (NOV 2013)

(a) Definitions. “Supply chain risk,” as used in this provision, means the risk that
an adversary may sabotage, maliciously introduce unwanted function, or otherwise
subvert the design, integrity, manufacturing, production, distribution, installation,
operation, or maintenance of a national security system (as that term is defined at 44
U.S.C. 3542(b)) so as to surveil, deny, disrupt, or otherwise degrade the function, use, or
operation of such system.
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(b) In order to manage supply chain risk, the Government may use the authorities
provided by section 806 of Pub. L. 111-383. In exercising these authorities, the
Government may consider information, public and non-public, including all-source
intelligence, relating to an offeror and its supply chain.

(c) If the Government exercises the authority provided in section 806 of Pub. L. 111-
383 to limit disclosure of information, no action undertaken by the Government under
such authority shall be subject to review in a bid protest before the Government
Accountability Office or in any Federal court.

(End of provision)

252.239-7018 Supply Chain Risk.
As prescribed in 239.7306(b), use the following clause:

SUPPLY CHAIN RISK (OCT 2015)
(a) Definitions. As used in this clause—

“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR
2.1, any equipment, or interconnected system(s) or subsystem(s) of equipment, that is
used in the automatic acquisition, storage, analysis, evaluation, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if the equipment
1s used by the agency directly or is used by a contractor under a contract with the
agency that requires—

(1) Its use;or

(1) To a significant extent, its use in the performance of a service or the
furnishing of a product.

(2) The term “information technology” includes computers, ancillary equipment
(including imaging peripherals, input, output, and storage devices necessary for
security and surveillance), peripheral equipment designed to be controlled by the
central processing unit of a computer, software, firmware and similar procedures,
services (including support services), and related resources.

(3) The term “information technology” does not include any equipment acquired by a
contractor incidental to a contract.

“Supply chain risk,” means the risk that an adversary may sabotage, maliciously
introduce unwanted function, or otherwise subvert the design, integrity,
manufacturing, production, d1str1but10n installation, operation, or maintenance of a
national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil,
deny, disrupt, or otherwise degrade the function, use, or operation of such system.

(b) The Contractor shall mitigate supply chain risk in the provision of supplies and
services to the Government.
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(c) In order to manage supply chain risk, the Government may use the authorities
provided by section 806 of Pub. L. 111-383. In exercising these authorities, the
Government may consider information, public and non-public, including all-source
intelligence, relating to a Contractor’s supply chain.

(d) If the Government exercises the authority provided in section 806 of Pub. L. 111-
383 to limit disclosure of information, no action undertaken by the Government under
such authority shall be subject to review in a bid protest before the Government
Accountability Office or in any Federal court.

(End of clause)
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252.246-7000 Material Inspection and Receiving Report.
As prescribed in 246.370, use the following clause:

MATERIAL INSPECTION AND RECEIVING REPORT (MAR 2008)

(a) At the time of each delivery of supplies or services under this contract, the
Contractor shall prepare and furnish to the Government a material inspection and
receiving report in the manner and to the extent required by Appendix F, Material
Inspection and Receiving Report, of the Defense FAR Supplement.

(b) Contractor submission of the material inspection and receiving information
required by Appendix F of the Defense FAR Supplement by using the Wide Area
WorkFlow (WAWF) electronic form (see paragraph (b) of the clause at 252.232-7003)
fulfills the requirement for a material inspection and receiving report (DD Form 250).
Two copies of the receiving report (paper copies of either the DD Form 250 or the
WAWTF report) shall be distributed with the shipment, in accordance with Appendix F,
Part 4, F-401, Table 1, of the Defense FAR Supplement.

(End of clause)
252.246-7001 Warranty of Data.
Basic. As prescribed in 246.710(1) and (1)(i), use the following clause:
WARRANTY OF DATA—BASIC (MAR 2014)

(a) Definition. “Technical data” has the same meaning as given in the clause in this
contract entitled Rights in Technical Data and Computer Software.

(b) Warranty. Notwithstanding inspection and acceptance by the Government of
technical data furnished under this contract, and notwithstanding any provision of this
contract concerning the conclusiveness of acceptance, the Contractor warrants that all
technical data delivered under this contract will at the time of delivery conform with the
specifications and all other requirements of this contract. The warranty period shall
extend for three years after completion of the delivery of the line item of data (as
1dentified in DD Form 1423, Contract Data Requirements List) of which the data forms
a part; or any longer period specified in the contract.

(c) Contractor Notification. The Contractor agrees to notify the Contracting Officer
in writing immediately of any breach of the above warranty which the Contractor
discovers within the warranty period.

(d) Remedies. The following remedies shall apply to all breaches of the warranty,
whether the Contractor notifies the Contracting Officer in accordance with paragraph
(c) of this clause or if the Government notifies the Contractor of the breach in writing
within the warranty period:

(1) Within a reasonable time after such notification, the Contracting Officer
may—
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(1) By written notice, direct the Contractor to correct or replace at the
Contractor's expense the nonconforming technical data promptly; or

(1) If the Contracting Officer determines that the Government no longer
has a requirement for correction or replacement of the data, or that the data can be
more reasonably corrected by the Government, inform the Contractor by written notice
that the Government elects a price or fee adjustment instead of correction or
replacement.

(2) If the Contractor refuses or fails to comply with a direction under paragraph
(d)(1)@) of this clause, the Contracting Officer may, within a reasonable time of the
refusal or failure—

(1) By contract or otherwise, correct or replace the nonconforming technical
data and charge the cost to the Contractor; or

(1) Elect a price or fee adjustment instead of correction or replacement.

(3) The remedies in this clause represent the only way to enforce the
Government's rights under this clause.

(e) The provisions of this clause apply anew to that portion of any corrected or
replaced technical data furnished to the Government under paragraph (d)(1)() of this
clause.

(End of clause)

Alternate I. As prescribed in 246.710(1) and (1)@i1), use the following clause, which
uses a different paragraph (d)(3) than the basic clause:

WARRANTY OF DATA—ALTERNATE I (MAR 2014)

(a) Definition. “Technical data” has the same meaning as given in the clause in this
contract entitled “Rights in Technical Data and Computer Software.”

(b) Warranty. Notwithstanding inspection and acceptance by the Government of
technical data furnished under this contract, and notwithstanding any provision of this
contract concerning the conclusiveness of acceptance, the Contractor warrants that all
technical data delivered under this contract will at the time of delivery conform with the
specifications and all other requirements of this contract. The warranty period shall
extend for three years after completion of the delivery of the line item of data (as
1dentified in DD Form 1423, Contract Data Requirements List) of which the data forms
a part; or any longer period specified in the contract.

(c) Contractor Notification. The Contractor agrees to notify the Contracting Officer
in writing immediately of any breach of the above warranty which the Contractor
discovers within the warranty period.

(d) Remedies. The following remedies shall apply to all breaches of the warranty,
whether the Contractor notifies the Contracting Officer in accordance with paragraph
(c) of this clause or if the Government notifies the Contractor of the breach in writing
within the warranty period:
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(1) Within a reasonable time after such notification, the Contracting Officer
may—

(1) By written notice, direct the Contractor to correct or replace at the
Contractor's expense the nonconforming technical data promptly; or

(1) If the Contracting Officer determines that the Government no longer
has a requirement for correction or replacement of the data, or that the data can be
more reasonably corrected by the Government, inform the Contractor by written notice
that the Government elects a price or fee adjustment instead of correction or
replacement.

(2) If the Contractor refuses or fails to comply with a direction under paragraph
(d)(1)@) of this clause, the Contracting Officer may, within a reasonable time of the
refusal or failure—

(1) By contract or otherwise, correct or replace the nonconforming technical
data and charge the cost to the Contractor; or

(1) Elect a price or fee adjustment instead of correction or replacement.

(3) In addition to the remedies under paragraphs (d)(1) and (2) of this clause,
the Contractor shall be liable to the Government for all damages to the Government as
a result of the breach of warranty.

(1) The additional liability under paragraph (d)(3) of this clause shall not
exceed 75 percent of the target profit.

(11) fthe breach of the warranty is with respect to the data supplied by an
equipment subcontractor, the limit of the Contractor's liability shall be—

(A) Ten percent of the total subcontract price in a firm-fixed-price
subcontract;

(B) Seventy-five percent of the total subcontract fee in a cost-plus-fixed-
fee or cost-plus-award-fee subcontract; or

(C) Seventy-five percent of the total subcontract target profit or fee in a
fixed-price-incentive or cost-plus-incentive subcontract.

(111) Damages due the Government under the provisions of this warranty
are not an allowable cost.

(iv) The additional liability in paragraph (d)(3) of this clause shall not
apply—

(A) With respect to the requirements for product drawings and
associated lists, special inspection equipment (SIE) drawings and associated lists,
special tooling drawmgs and associated lists, SIE operating instructions, SIE
descriptive documentation, and SIE calibration procedures under MIL-T-SIOOO,
General Specification for Technical Data Packages, Amendment 1, or MIL-T-47500,
General Specification for Technical Data Packages, Supp 1, or drawings and associated
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lists under level 2 or level 3 of MIL-D-1000A, Engineering and Associated Data
Drawings, or DoD-D-1000B, Engineering and Associated Lists Drawings (Inactive for
New Design) Amendment 4, Notice 1; or drawings and associated lists under category E
or I of MIL-D-1000, Engineering and Associated Lists Drawings, provided that the data
furnished by the Contractor was current, accurate at time of submission, and did not
involve a significant omission of data necessary to comply with the requirements; or

(B) To defects the Contractor discovers and gives written notice to the
Government before the Government discovers the error.

(e) The provisions of this clause apply anew to that portion of any corrected or
replaced technical data furnished to the Government under paragraph (d)(1)() of this
clause.

(End of clause)

Alternate II. As prescribed in 246.710(1) and (1)(@iii), use the following clause, which
uses a different paragraph (d)(3) than the basic clause:

WARRANTY OF DATA—ALTERNATE IT (MAR 2014)

(a) Definition. “Technical data” has the same meaning as given in the clause in this
contract entitled “Rights in Technical Data and Computer Software.”

(b) Warranty. Notwithstanding inspection and acceptance by the Government of
technical data furnished under this contract, and notwithstanding any provision of this
contract concerning the conclusiveness of acceptance, the Contractor warrants that all
technical data delivered under this contract will at the time of delivery conform with the
specifications and all other requirements of this contract. The warranty period shall
extend for three years after completion of the delivery of the line item of data (as
1dentified in DD Form 1423, Contract Data Requirements List) of which the data forms
a part; or any longer period specified in the contract.

(c¢) Contractor Notification. The Contractor agrees to notify the Contracting Officer
in writing immediately of any breach of the above warranty which the Contractor
discovers within the warranty period.

(d) Remedies. The following remedies shall apply to all breaches of the warranty,
whether the Contractor notifies the Contracting Officer in accordance with paragraph
(c) of this clause or if the Government notifies the Contractor of the breach in writing
within the warranty period:

(1) Within a reasonable time after such notification, the Contracting Officer
may—

(1) By written notice, direct the Contractor to correct or replace at the
Contractor's expense the nonconforming technical data promptly; or

(11) If the Contracting Officer determines that the Government no longer
has a requirement for correction or replacement of the data, or that the data can be
more reasonably corrected by the Government, inform the Contractor by written notice
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that the Government elects a price or fee adjustment instead of correction or
replacement.

(2) If the Contractor refuses or fails to comply with a direction under paragraph
(d)(1)(@) of this clause, the Contracting Officer may, within a reasonable time of the
refusal or failure—

(1) By contract or otherwise, correct or replace the nonconforming technical
data and charge the cost to the Contractor; or

(1) Elect a price or fee adjustment instead of correction or replacement.

(3) In addition to the remedies under paragraphs (d)(1) and (2) of this clause,
the Contractor shall be liable to the Government for all damages to the Government as
a result of the breach of the warranty.

(1) The additional liability under paragraph (d)(3) of this clause shall not
exceed ten percent of the total contract price.

(1) If the breach of the warranty is with respect to the data supplied by an
equipment subcontractor, the limit of the Contractor's liability shall be—

(A) Ten percent of the total subcontract price in a firm-fixed-price
subcontract;

(B) Seventy-five percent of the total subcontract fee in a cost-plus-fixed-
fee or cost-plus-award-fee subcontract; or

(C) Seventy-five percent of the total subcontract target profit or fee in a
fixed-price-incentive or cost-plus-incentive subcontract.

(111) The additional liability specified in paragraph (d)(3) of this clause shall
not apply—

(A) With respect to the requirements for product drawings and
associated lists, special inspection equipment (SIE) drawings and associated lists,
special tooling drawmgs and associated lists, SIE operating instructions, SIE
descriptive documentation, and SIE calibration procedures under MIL-T-SIOOO,
General Specification for Technical Data Packages, Amendment 1, or MIL-T-47500,
General Specification for Technical Data Packages, Supp 1, or drawings and associated
lists under level 2 or level 3 of MIL-D-1000A, Engineering and Associated Data
Drawings, or DoD-D-1000B, Engineering and Associated Lists Drawings (Inactive for
New Design) Amendment 4, Notice 1; or drawings and associated lists under category E
or I of MIL-D-1000, Engmeermg and Associated Lists Drawings, provided that the data
furnished by the Contractor was current, accurate at time of submission, and did not
involve a significant omission of data necessary to comply with the requirements; or

(B) To defects the Contractor discovers and gives written notice to the
Government before the Government discovers the error.
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(e) The provisions of this clause apply anew to that portion of any corrected or
replaced technical data furnished to the Government under paragraph (d)(1)() of this
clause.

(End of clause)

252.246-7002 Warranty of Construction (Germany).
As prescribed in 246.710(2), use the following clause:

WARRANTY OF CONSTRUCTION (GERMANY) (JUN 1997)

(a) In addition to any other representations in this contract, the Contractor
warrants, except as provided in paragraph (j) of this clause, that the work performed
under this contract conforms to the contract requirements and is free of any defect of
equipment, material, or design furnished or workmanship performed by the Contractor
or any subcontractor or supplier at any tier.

(b) This warranty shall continue for the period(s) specified in Section 13, VOB, Part
B, commencing from the date of final acceptance of the work under this contract. If the
Government takes possession of any part of the work before final acceptance, this
warranty shall continue for the period(s) specified in Section 13, VOB, Part B, from the
date the Government takes possession.

(c) The Contractor shall remedy, at the Contractor’s expense, any failure to conform
or any defect. In addition, the Contractor shall remedy, at the Contractor’s expense,
any damage to Government-owned or -controlled real or personal property when that
damage is the result of—

(1) The Contractor’s failure to conform to contract requirements; or

(2) Any defect of equipment, material, or design furnished or workmanship
performed.

(d) The Contractor shall restore any work damaged in fulfilling the terms and
conditions of this clause.

(e) The Contracting Officer shall notify the Contractor, in writing, within a
reasonable period of time after the discovery of any failure, defect, or damage.

(f) If the Contractor fails to remedy any failure, defect, or damage within a
reasonable period of time after receipt of notice, the Government shall have the right to
replace, repair, or otherwise remedy the failure, defect, or damage at the Contractor’s
expense.

(g) With respect to all warranties, express or implied, from subcontractors,
manufacturers, or suppliers for work performed and materials furnished under this
contract, the Contractor shall—

(1) Obtain all warranties that would be given in normal commercial practice;

(2) Require all warranties to be executed in writing, for the benefit of the
Government, if directed by the Contracting Officer; and
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(3) Enforce all warranties for the benefit of the Government as directed by the
Contracting Officer.

(h) In the event the Contractor’s warranty under paragraph (b) of this clause has
expired, the Government may bring suit at its expense to enforce a subcontractor’s,
manufacturer’s, or supplier’s warranty.

(1) Unless a defect is caused by the Contractor’s negligence, or the negligence of a
subcontractor or supplier at any tier, the Contractor shall not be liable for the repair of
any defects of material or design furnished by the Government or for the repair of any
damage resulting from any defect in Government-furnished material or design.

() This warranty shall not limit the Government’s right under the Inspection clause
of this contract, with respect to latent defects, gross mistakes, or fraud.

(End of clause)

252.246-7003 Notification of Potential Safety Issues.
As prescribed in 246.371(a), use the following clause:

NOTIFICATION OF POTENTIAL SAFETY ISSUES (JUN 2013)
(a) Definitions. As used in this clause—

“Credible information” means information that, considering its source and the
surrounding circumstances, supports a reasonable belief that an event has occurred or
will occur.

“Critical safety item” means a part, subassembly, assembly, subsystem, installation
equipment, or support equipment for a system that contains a characteristic, any
failure, malfunction, or absence of which could have a safety impact.

“Safety impact” means the occurrence of death, permanent total disability,
permanent partial disability, or injury or occupational illness requiring hospitalization;
loss of a weapon system; or property damage exceeding $1,000,000.

“Subcontractor’” means any supplier, distributor, vendor, or firm that furnishes
supplies or services to or for the Contractor or another subcontractor under this
contract.

(b) The Contractor shall provide notification, in accordance with paragraph (c) of
this clause, of—

(1) All nonconformances for parts identified as critical safety items acquired by
the Government under this contract; and

(2) All nonconformances or deficiencies that may result in a safety impact for
systems, or subsystems, assemblies, subassemblies, or parts integral to a system,
acquired by or serviced for the Government under this contract.
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(¢) The Contractor—

(1) Shall notify the Administrative Contracting Officer (ACO) and the Procuring
Contracting Officer (PCO) as soon as practicable, but not later than 72 hours, after
discovering or acquiring credible information concerning nonconformances and
deficiencies described in paragraph (b) of this clause; and

(2) Shall provide a written notification to the ACO and the PCO within 5
working days that includes—

(1) A summary of the defect or nonconformance;
(1) A chronology of pertinent events;

(111) The identification of potentially affected items to the extent known at
the time of notification;

(iv) A point of contact to coordinate problem analysis and resolution; and
(v) Any other relevant information.
(d) The Contractor—

(1) Isresponsible for the notification of potential safety issues occurring with
regard to an item furnished by any subcontractor; and

(2) Shall facilitate direct communication between the Government and the
subcontractor as necessary.

(e) Notification of safety issues under this clause shall be considered neither an
admission of responsibility nor a release of liability for the defect or its consequences.
This clause does not affect any right of the Government or the Contractor established
elsewhere in this contract.

(1) The Contractor shall include the substance of this clause, including this
paragraph (f), in subcontracts for—

(1) Parts identified as critical safety items;

(1) Systems and subsystems, assemblies, and subassemblies integral to a
system; or

(111) Repair, maintenance, logistics support, or overhaul services for systems
and subsystems, assemblies, subassemblies, and parts integral to a system.

(2) For those subcontracts, including subcontracts for commercial items,
described in paragraph (f)(1) of this clause, the Contractor shall require the
subcontractor to provide the notification required by paragraph (c) of this clause to—

(1) The Contractor or higher-tier subcontractor; and
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(1) The ACO and the PCO, if the subcontractor is aware of the ACO and the
PCO for the contract.

(End of clause)

252.246-7004 Safety of Facilities, Infrastructure, and Equipment for Military
Operations.
As prescribed in 246.270-4, use the following clause:

SAFETY OF FACILITIES, INFRASTRUCTURE, AND EQUIPMENT FOR
MILITARY OPERATIONS (OCT 2010)

(@) Definition. “Discipline Working Group,” as used in this clause, means
representatives from the DoD Components, as defined in MIL-STD-3007F, who are
responsible for the unification and maintenance of the Unified Facilities Criteria
(UFC) documents for a particular discipline area.

(b) The Contractor shall ensure, consistent with the requirements of the
applicable inspection clause in this contract, that the facilities, infrastructure, and
equipment acquired, constructed, installed, repaired, maintained, or operated under
this contract comply with Unified Facilities Criteria (UFC) 1-200-01 for—

(1) Fire protection;

(2) Structural integrity;

(3) Electrical systems;

(4) Plumbing;

(5) Water treatment;

(6) Waste disposal; and

(7) Telecommunications networks.

(¢) The Contractor may apply a standard equivalent to or more stringent than
UFC 1-200-01 upon a written determination of the acceptability of the standard by
the Contracting Officer with the concurrence of the relevant Discipline Working
Group.

(End of clause)

252.246-7005 Notice of Warranty Tracking of Serialized Items.
As prescribed in 246.710(3)(1), use the following provision:

NOTICE OF WARRANTY TRACKING OF SERIALIZED ITEMS (MAR 2016)
(a) Definitions. “Duration,” “enterprise”, “enterprise identifier,” “fixed expiration,”
“Item type,” “serialized item,” “starting event,” “unique item identifier,” “usage,”
“warranty administrator,” “warranty guarantor,” and “warranty tracking” are defined
in the clause at 252.246-7006, Warranty Tracking of Serialized Items.

(b) Reporting of data for warranty tracking and administration.
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(1) The Offeror shall provide the information required by the attachment
entitled “Warranty Tracking Information” on each contract line item number, subline
1item number, or exhibit line item number for warranted items with its offer.
Information required in the warranty attachment for each warranted item shall include
such information as duration, fixed expiration, item type, starting event, usage,
warranty administrator enterprise identifier, and warranty guarantor enterprise
1dentifier.

(2) The successful offeror will be required to provide the following information
no later than when the warranted items are presented for receipt and/or acceptance, in
accordance with the clause at 252.246-7006—

(A) The unique item identifier for each warranted item required by the
attachment entitled “Warranty Tracking Information;” and

(B) All information required by the attachment entitled “Source of Repair
Instructions” for each warranted item.

(3) For additional information on warranty attachments, see the “Warranty and
Source of Repair” training and “Warranty and Source of Repair Tracking User Guide”
accessible on the Product Data Reporting and Evaluation Program (PDREP) website at
https://www.pdrep.csd.disa.mil/pdrep_files/other/wsr.htm.

(End of provision)

252.246-7006 Warranty Tracking of Serialized Items.
As prescribed in 246.710(3)(i1), use the following clause:

WARRANTY TRACKING OF SERIALIZED ITEMS (MAR 2016)

(a) Definitions. As used in this clause—

“Duration” means the warranty period. This period may be a stated period of time,
amount of usage, or the occurrence of a specified event, after formal acceptance of
delivery, for the Government to assert a contractual right for the correction of defects.

“Enterprise” means the entity (e.g., a manufacturer or vendor) responsible for
granting the warranty and/or assigning unique item identifiers to serialized warranty

items.

“Enterprise identifier” means a code that is uniquely assigned to an enterprise by an
1ssuing agency.

“First use” means the initial or first-time use of a product by the Government.

“Fixed expiration” means the date the warranty expires and the Contractor’s
obligation to provide for a remedy or corrective action ends.

“Installation” means the date a unit is inserted into a higher level assembly in order
to make that assembly operational.
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“Issuing agency” means an organization responsible for assigning a globally unique
1dentifier to an enterprise, as indicated in the Register of Issuing Agency Codes for
International Standards Organization/International Electrotechnical Commission,
located at http://www.aimglobal.org/?Reg Authority15459.

“Item type” means a coded representation of the description of the item being
warranted, consisting of the codes C - component procured separate from end item, S -
subassembly procured separate from end item or subassembly, E — embedded in
component, subassembly or end item parent, and P — parent end item.

“Starting event” means the event or action that initiates the warranty, such as first
use or upon installation.

“Serialized item” means each item produced is assigned a serial number that is
unique among all the collective tangible items produced by the enterprise, or each item
of a particular part, lot, or batch number is assigned a unique serial number within that
part, lot, or batch number assignment within the enterprise identifier. The enterprise
1s resp0n81ble for ensuring unique serialization within the enterprise identifier or
within the part, lot, or batch numbers, and that serial numbers, once assigned, are
never used again.

“Unique item 1dentifier” means a set of data elements marked on an item that is
globally unique and unambiguous.

“Usage” means the quantity and an associated unit of measure that specifies the
amount of a characteristic subject to the contractor’s obligation to provide for remedy or
corrective action, such as a number of miles, hours, or cycles.

“Warranty administrator’ means the organization specified by the guarantor for
managing the warranty.

“Warranty guarantor” means the enterprise that provides the warranty under the
terms and conditions of a contract.

“Warranty repair source” means the organization specified by a warranty guarantor
for receiving and managing warranty items that are returned by a customer.

“Warranty tracking” means the ability to trace a warranted item from delivery
through completion of the effectivity of the warranty.

(b) Reporting of data for warranty tracking and administration.

(1) The Contractor shall provide the information required by the attachment
entitled “Warranty Tracking Information” on each contract line item number, subline
1item number, or exhibit line item number for warranted items no later than the time of
award. Information required in the warranty attachment shall include such
information as duration, fixed expiration, item type, starting event, usage, warranty
administrator enterprise identifier, and warranty guarantor enterprise identifier.

(2) The Contractor shall provide the following information no later than when
the warranted items are presented for receipt and/or acceptance—
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(A) The unique item identifier for each warranted item required by the
attachment entitled “Warranty Tracking Information;” and

(B) The warranty repair source information and instructions for each
warranted item required by the attachment entitled “Source of Repair Instructions.”
(3) The Contractor shall submit the data for warranty tracking to the
Contracting Officer with a copy to the requiring activity and the Contracting Officer

Representative.

(4) For additional information on warranty attachments, see the “Warranty and
Source of Repair” training and “Warranty and Source of Repair Tracking User Guide”
accessible on the Product Data Reporting and Evaluation Program (PDREP) website at
https://www.pdrep.csd.disa.mil/pdrep_files/other/wsr.htm.

(c) Reservation of rights. The terms of this clause shall not be construed to limit the
Government’s rights or remedies under any other contract clause.

(End of clause)

252.246-7007 Contractor Counterfeit Electronic Part Detection and
Avoidance System.
As prescribed in 246.870-3(a), use the following clause:

CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND
AVOIDANCE SYSTEM (AUG 2016)

The following paragraphs (a) through (e) of this clause do not apply unless the
Contractor is subject to the Cost Accounting Standards under 41 U.S.C. chapter 15, as
implemented in regulations found at 48 CFR 9903.201-1.

(a) Definitions. As used in this clause—

“Authorized aftermarket manufacturer” means an organization that fabricates a
part under a contract with, or with the express written authority of, the original
component manufacturer based on the original component manufacturer’s designs,
formulas, and/or specifications.

“Authorized supplier” means a supplier, distributor, or an aftermarket manufacturer
with a contractual arrangement with, or the express written authority of, the original
manufacturer or current design activity to buy, stock, repackage, sell, or distribute the
part.

“Contract manufacturer” means a company that produces goods under contract for
another company under the label or brand name of that company.

“Contractor-approved supplier” means a supplier that does not have a contractual
agreement with the original component manufacturer for a transaction, but has been
identified as trustworthy by a contractor or subcontractor.

“Counterfeit electronic part” means an unlawful or unauthorized reproduction,
substitution, or alteration that has been knowingly mismarked, misidentified, or
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otherwise misrepresented to be an authentic, unmodified electronic part from the
original manufacturer, or a source with the express written authority of the original
manufacturer or current design activity, including an authorized aftermarket
manufacturer. Unlawful or unauthorized substitution includes used electronic parts
represented as new, or the false identification of grade, serial number, lot number, date
code, or performance characteristics.

“Electronic part” means an integrated circuit, a discrete electronic component
(including, but not limited to, a transistor, capacitor, resistor, or diode), or a circuit
assembly (section 818(f)(2) of Pub. L. 112-81).

“Obsolete electronic part” means an electronic part that is no longer available from
the original manufacturer or an authorized aftermarket manufacturer.

"Original component manufacturer" means an organization that designs and/or
engineers a part and is entitled to any intellectual property rights to that part.

“Original equipment manufacturer” means a company that manufactures
products that it has designed from purchased components and sells those products
under the company's brand name.

“Original manufacturer’” means the original component manufacturer, the
original equipment manufacturer, or the contract manufacturer.

“Suspect counterfeit electronic part” means an electronic part for which credible
evidence (including, but not limited to, visual inspection or testing) provides reasonable
doubt that the electronic part is authentic.

(b) Acceptable counterfeit electronic part detection and avoidance system. The
Contractor shall establish and maintain an acceptable counterfeit electronic part
detection and avoidance system. Failure to maintain an acceptable counterfeit
electronic part detection and avoidance system, as defined in this clause, may result in
disapproval of the purchasing system by the Contracting Officer and/or withholding of
payments and affect the allowability of costs of counterfeit electronic parts or suspect
counterfeit electronic parts and the cost of rework or corrective action that may be
required to remedy the use or inclusion of such parts (see DFARS 231.205-71).

(c) System criteria. A counterfeit electronic part detection and avoidance system
shall include risk-based policies and procedures that address, at a minimum, the
following areas:

(1) The training of personnel.

(2) The inspection and testing of electronic parts, including criteria for
acceptance and rejection. Tests and inspections shall be performed in accordance with
accepted Government- and industry-recognized techniques. Selection of tests and
inspections shall be based on minimizing risk to the Government. Determination of
risk shall be based on the assessed probability of receiving a counterfeit electronic part;
the probability that the inspection or test selected will detect a counterfeit electronic
part; and the potential negative consequences of a counterfeit electronic part being
installed (e.g., human safety, mission success) where such consequences are made
known to the Contractor.
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(3) Processes to abolish counterfeit parts proliferation.

(4) Risk-based processes that enable tracking of electronic parts from the
original manufacturer to product acceptance by the Government, whether the electronic
parts are supplied as discrete electronic parts or are contained in assemblies, in
accordance with paragraph (c) of the clause at 252.246-7008, Sources of Electronic Parts
(also see paragraph (c)(2) of this clause).

(5) Use of suppliers in accordance with the clause at 252.246-7008.

(6) Reporting and quarantining of counterfeit electronic parts and suspect
counterfeit electronic parts. Reporting is required to the Contracting Officer and to the
Government-Industry Data Exchange Program (GIDEP) when the Contractor becomes
aware of, or has reason to suspect that, any electronic part or end item, component,
part, or assembly containing electronic parts purchased by the DoD, or purchased by a
Contractor for delivery to, or on behalf of, the DoD, contains counterfeit electronic parts
or suspect counterfeit electronic parts. Counterfeit electronic parts and suspect
counterfeit electronic parts shall not be returned to the seller or otherwise returned to
the supply chain until such time that the parts are determined to be authentic.

(7) Methodologies to identify suspect counterfeit parts and to rapidly determine
if a suspect counterfeit part is, in fact, counterfeit.

(8) Design, operation, and maintenance of systems to detect and avoid
counterfeit electronic parts and suspect counterfeit electronic parts. The Contractor
may elect to use current Government- or industry-recognized standards to meet this
requirement.

(9) Flow down of counterfeit detection and avoidance requirements, including
applicable system criteria provided herein, to subcontractors at all levels in the supply
chain that are responsible for buying or selling electronic parts or assemblies containing
electronic parts, or for performing authentication testing.

(10) Process for keeping continually informed of current counterfeiting
information and trends, including detection and avoidance techniques contained in
appropriate industry standards, and using such information and techniques for
continuously upgrading internal processes.

(11) Process for screening GIDEP reports and other credible sources of
counterfeiting information to avoid the purchase or use of counterfeit electronic parts.

(12) Control of obsolete electronic parts in order to maximize the availability
and use of authentic, originally designed, and qualified electronic parts throughout the
product’s life cycle.

(d) Government review and evaluation of the Contractor’s policies and procedures
will be accomplished as part of the evaluation of the Contractor’s purchasing system in
accordance with 252.244-7001, Contractor Purchasing System Administration--Basic, or
Contractor Purchasing System Administration--Alternate I.
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(e) The Contractor shall include the substance of this clause, excluding the
introductory text and including only paragraphs (a) through (e), in subcontracts,
including subcontracts for commercial items, for electronic parts or assemblies
containing electronic parts.

(End of clause)

252.246-7008 Sources of Electronic Parts.
As prescribed in 246.870-3(b), use the following clause:

SOURCES OF ELECTRONIC PARTS (OCT 2016)
(a) Definitions. As used in this clause—

“Authorized aftermarket manufacturer” means an organization that fabricates a
part under a contract with, or with the express written authority of, the original
component manufacturer based on the original component manufacturer’s designs,
formulas, and/or specifications.

“Authorized supplier” means a supplier, distributor, or an aftermarket manufacturer
with a contractual arrangement with, or the express written authority of, the original
manufacturer or current design activity to buy, stock, repackage, sell, or distribute the
part.

“Contract manufacturer” means a company that produces goods under contract for
another company under the label or brand name of that company.

“Contractor-approved supplier” means a supplier that does not have a contractual
agreement with the original component manufacturer for a transaction, but has been
identified as trustworthy by a contractor or subcontractor.

“Electronic part” means an integrated circuit, a discrete electronic component
(including, but not limited to, a transistor, capacitor, resistor, or diode), or a circuit
assembly (section 818(f)(2) of Pub. L. 112-81).

"Original component manufacturer" means an organization that designs and/or
engineers a part and is entitled to any intellectual property rights to that part.

“Original equipment manufacturer” means a company that manufactures
products that it has designed from purchased components and sells those products
under the company's brand name.

“Original manufacturer’” means the original component manufacturer, the
original equipment manufacturer, or the contract manufacturer.

(b) Selecting suppliers. In accordance with section 818(c)(3) of the National Defense
Authorization Act for Fiscal Year 2012 (Pub. L. 112-81), as amended by section 817 of
the National Defense Authorization Act for Fiscal Year 2015 (Pub. L. 113-291), the
Contractor shall—
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(1) First obtain electronic parts that are in production by the original
manufacturer or an authorized aftermarket manufacturer or currently available in
stock from—

(1) The original manufacturers of the parts;
(1) Their authorized suppliers; or

(111) Suppliers that obtain such parts exclusively from the original
manufacturers of the parts or their authorized suppliers;

(2) If electronic parts are not available as provided in paragraph (b)(1) of this
clause, obtain electronic parts that are not in production by the original manufacturer
or an authorized aftermarket manufacturer, and that are not currently available in
stock from a source listed in paragraph (b)(l) of this clause, from suppliers identified by
the Contractor as contractor-approved suppliers, provided that—

(1) For identifying and approving such contractor-approved suppliers, the
Contractor uses established counterfeit prevention industry standards and processes
(including inspection, testing, and authentication), such as the DoD-adopted standards
at https://assist.dla.mil;

(1) The Contractor assumes responsibility for the authenticity of parts
provided by such contractor-approved suppliers; and

(1) The Contractor’s selection of such contractor-approved suppliers is
subject to review and audit by the contracting officer; or

(3)@) Take the actions in paragraph (b)(3)(i1) of this clause if the Contractor—
(A) Obtains an electronic part from—

(I) A source other than any of the sources identified in paragraph
(b)(1) or (b)(2) of this clause, due to nonavailability from such sources; or

(2) A subcontractor (other than the original manufacturer) that
refuses to accept flowdown of this clause; or

(B) Cannot confirm that an electronic part is new or previously unused
and that it has not been comingled in supplier new production or stock with used,
refurbished, reclaimed, or returned parts.

(1) If the contractor obtains an electronic part or cannot confirm an
electronic part pursuant to paragraph (b)(3)(1) of this clause—

(A) Promptly notify the Contracting Officer in writing. If such
notification is required for an electronic part to be used in a designated lot of assemblies
to be acquired under a single contract, the Contractor may submit one notification for
the lot, providing identification of the assemblies containing the parts (e.g., serial
numbers);
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(B) Be responsible for inspection, testing, and
authentication, in accordance with existing applicable industry standards; and

(C) Make documentation of inspection, testing, and
authentication of such electronic parts available to the Government upon request.

(¢c) Traceability. If the Contractor is not the original manufacturer of, or
authorized supplier for, an electronic part, the Contractor shall—

(1) Have risk-based processes (taking into consideration the consequences of
failure of an electronic part) that enable tracking of electronic parts from the
original manufacturer to product acceptance by the Government, whether the
electronic part 1s supplied as a discrete electronic part or is contained in an
assembly;

(2) If the Contractor cannot establish this traceability from the original
manufacturer for a specific electronic part, be responsible for inspection, testing, and
authentication, in accordance with existing applicable industry standards; and

(3)(1) Maintain documentation of traceability (paragraph (c)(1) of this clause)
or the inspection, testing, and authentication required when traceability cannot be
established (paragraph (c)(2) of this clause) in accordance with FAR subpart 4.7
and

(1) Make such documentation available to the Government upon
request.

(d) Government sources. Contractors and subcontractors are still required to comply
with the requirements of paragraphs (b) and (c) of this clause, as applicable, if—

(1) Authorized to purchase electronic parts from the Federal Supply Schedule;

(2) Purchasing electronic parts from suppliers accredited by the Defense
Microelectronics Activity; or

(3) Requisitioning electronic parts from Government inventory/stock under the
authority of 252.251-7000, Ordering from Government Supply Sources.

(1) The cost of any required inspection, testing, and authentication of such
parts may be charged as a direct cost.

(1)) The Government is responsible for the authenticity of the requisitioned
parts. If any such part is subsequently found to be counterfeit or suspect counterfeit,
the Government will—

(A) Promptly replace such part at no charge; and
(B) Consider an adjustment in the contract schedule to the extent that

replacement of the counterfeit or suspect counterfeit electronic parts caused a delay in
performance.
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(e) Subcontracts. The Contractor shall include the substance of this clause,
including this paragraph (e), in subcontracts, including subcontracts for commercial
items that are for electronic parts or assemblies containing electronic parts, unless the
subcontractor is the original manufacturer.

(End of clause)
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