[bookmark: 219.702][bookmark: BM219_7]DFARS Case 2018-D072
Extension of Supply Chain Risk Management Authority
Final Rule


PART 212—ACQUISITION OF COMMERCIAL ITEMS 

* * * * *

SUBPART 212.3--SOLICITATION PROVISIONS AND CONTRACT CLAUSES FOR THE ACQUISITION OF COMMERCIAL ITEMS

* * * * *

212.301  Solicitation provisions and contract clauses for the acquisition of commercial items.

* * * * *

	(f) * * * 

		(xv)  Part 239--Acquisition of Information Technology.

* * * * *

			(C)  Use the provision at 252.239-7017, Notice of Supply Chain Risk, as
prescribed in 239.7306(a), to comply with [10 U.S.C. 2339a]section 806 of Pub. L. 111-383.

			(D)  Use the clause at 252.239-7018, Supply Chain Risk, as prescribed in
239.7306(b), to comply with [10 U.S.C. 2339a]section 806 of Pub. L. 111-383.

* * * * *

PART 215—CONTRACTING BY NEGOTIATION

* * * * *

[bookmark: BM215_4]SUBPART 215.5—PREAWARD, AWARD, AND POSTAWARD
NOTIFICATIONS, PROTESTS, AND MISTAKES


215.503  Notifications to unsuccessful offerors.
If the Government exercises the authority provided in 239.7305(d), the notifications to unsuccessful offerors, either preaward or postaward, shall not reveal any information that is determined to be withheld from disclosure in accordance with [10 U.S.C. 2339a]section 806 of the National Defense Authorization Act for Fiscal Year 2011, as amended by section 806 of the National Defense Authorization Act for Fiscal Year 2013 (see subpart 239.73).

215.506  Postaward debriefing of offerors.

	(e)  If the Government exercises the authority provided in 239.7305(d), the debriefing shall not reveal any information that is determined to be withheld from disclosure in accordance with [10 U.S.C. 2339a]section 806 of the National Defense Authorization Act for Fiscal Year 2011, as amended by section 806 of the National Defense Authorization Act for Fiscal Year 2013 (see subpart 239.73).

* * * * *

PART 239—ACQUISITION OF INFORMATION TECHNOLOGY

SUBPART 239.73—REQUIREMENTS FOR INFORMATION RELATING TO
 SUPPLY CHAIN RISK


239.7300  Scope of subpart.

	(a)  This subpart implements [10 U.S.C. 2339a ]section 806 of the National Defense Authorization Act for Fiscal Year 2011 (Pub. L. 111-383)and elements of DoD Instruction 5200.44, Protection of Mission Critical Functions to Achieve Trusted Systems and Networks (TSN), at [https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf?ver=2018-11-08-075800-903] (http://www.dtic.mil/whs/directives/corres/pdf/520044p.pdf).

	(b)  The authority provided in this subpart expires on September 30, 2018 (see section 806(a) of Pub. L. 112-239).

239.7301  Definitions.

As used in this subpart—

“Covered item of supply” means an item of information technology that is purchased for inclusion in a covered system, and the loss of integrity of which could result in a supply chain risk for a covered system (see [10 U.S.C. 2339a] section 806(e)(6) of Pub. L. 111-383).

“Covered system” means a national security system, as that term is defined at 44 U.S.C. 35[5]42(b) (see [10 U.S.C. 2339a]section 806(e)(5) of Pub. L. 111-383).  It is any information system, including any telecommunications system, used or operated by an agency or by a contractor of an agency, or other organization on behalf of an agency—

* * * * *

[bookmark: BM252239]“Supply chain risk” means the risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of a [covered]national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil, deny, disrupt, or otherwise degrade the function, use, or operation of such system[ (see 10 U.S.C. 2339a)].

239.7302  Applicability.

Notwithstanding FAR 39.001, this subpart shall be applied to acquisition of information technology for [covered]national security systems, as that term is defined at 44 U.S.C. 3542(b) [(see 10 U.S.C. 2339a)], for procurements involving—

* * * * *

239.7303 Authorized individuals.

	(a)  * * * 

	(b)  * * * 

[bookmark: _GoBack]		(1)  For the Department of Defense, the Under Secretary of Defense for Acquisition[ and Sustainment], Technology, and Logistics; and

		(2)  For the military departments, the senior [service ]acquisition executive for the department concerned.

239.7304  Determination and notification.

* * * * *

	(a)  Obtaining a joint recommendation by the Under Secretary of Defense for Acquisition[ and Sustainment ], Technology, and Logistics and the Chief Information Officer of the Department of Defense, on the basis of a risk assessment by the Under Secretary of Defense for Intelligence, that there is a significant supply chain risk to a covered system;

	(b)  Making a determination in writing, in unclassified or classified form, with the concurrence of the Under Secretary of Defense for Acquisition[ and Sustainment], Technology, and Logistics, that—

* * * * *

	(c)(1)  * * * 

		(2)  * * * 

			(ii)  The joint recommendation by the Under Secretary of Defense for Acquisition[ and Sustainment], Technology, and Logistics and the Chief Information Officer of the Department of Defense as specified in paragraph (a) of this section;

* * * * *
[bookmark: wp1088800]
PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* * * * *

SUBPART 252.2—TEXT OF PROVISIONS AND CLAUSES

* * * * *

252.239-7017  Notice of Supply Chain Risk.
As prescribed in 239.7306(a), use the following provision:

NOTICE OF SUPPLY CHAIN RISK (NOV 2013[FEB 2019])

	(a)  Definitions.  “Supply chain risk,” as used in this provision, means the risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of a [covered]national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil, deny, disrupt, or otherwise degrade the function, use, or operation of such system[ (see 10 U.S.C. 2339a)].

	(b)  In order to manage supply chain risk, the Government may use the authorities provided by [10 U.S.C. 2339a] section 806 of Pub. L. 111-383.  In exercising these authorities, the Government may consider information, public and non-public, including all-source intelligence, relating to an offeror and its supply chain.

	(c)  If the Government exercises the authority provided in [10 U.S.C. 2339a] section 806 of Pub. L. 111-383 to limit disclosure of information, no action undertaken by the Government under such authority shall be subject to review in a bid protest before the Government Accountability Office or in any Federal court.

(End of provision)

252.239-7018  Supply Chain Risk.
As prescribed in 239.7306(b), use the following clause:

SUPPLY CHAIN RISK (OCT 2015[FEB 2019])

	(a)  * * * 
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	“Supply chain risk,” means the risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of a [covered]national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil, deny, disrupt, or otherwise degrade the function, use, or operation of such system[ (see 10 U.S.C. 2339a)].

	(b)  The Contractor shall mitigate supply chain risk in the provision of supplies and services to the Government.

	(c)  In order to manage supply chain risk, the Government may use the authorities provided by [10 U.S.C. 2339a] section 806 of Pub. L. 111-383.  In exercising these authorities, the Government may consider information, public and non-public, including all-source intelligence, relating to a Contractor’s supply chain.

	(d)  If the Government exercises the authority provided in [10 U.S.C. 2339a] section 806 of Pub. L. 111-383 to limit disclosure of information, no action undertaken by the Government under such authority shall be subject to review in a bid protest before the Government Accountability Office or in any Federal court.

(End of clause)
* * * * *
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