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PART 204—ADMINISTRATIVE AND INFORMATION MATTERS

* * * * *

[SUBPART 204.70—PROCUREMENT ACQUISITION LEAD TIME REPORTING

204.7001  Procedures.

Follow the procedures at PGI 204.7001 for reporting procurement acquisition lead time milestones in the Procurement Integrated Enterprise Environment module.] 

* * * * *

PART 215—CONTRACTING BY NEGOTIATION

* * * * *

SUBPART 215.4—CONTRACT PRICING

* * * * *

215.404  Proposal analysis.

* * * * *

215.404-1  Proposal analysis techniques.

* * * * *

	[(h)  Review and justification of pass-through contracts.  Follow the procedures at PGI 215.404-1(h)(2) when considering alternative approaches or making the determination that the contracting approach selected is in the best interest of the Government, as required by FAR 15.404-1(h)(2).]

* * * * *

PART 252—SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* * * * *

SUBPART 252.2—TEXT OF PROVISIONS AND CLAUSES

* * * * *

252.204-7012  Safeguarding Covered Defense Information and Cyber Incident Reporting.
As prescribed in 204.7304(c), use the following clause:

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016[DEC 2019])

* * * * *

	(c)  Cyber incident reporting requirement.

		(1)  When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein, or that affects the contractor’s ability to perform the requirements of the contract that are designated as operationally critical support and identified in the contract, the Contractor shall—

			(i)  Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers, specific data, and user accounts.  This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information systems on the Contractor’s network(s), that may have been accessed as a result of the incident in order to identify compromised covered defense information, or that affect the Contractor’s ability to provide operationally critical support; and

			(ii)  Rapidly report cyber incidents to DoD at http[s]://dibnet.dod.mil.

		(2)  Cyber incident report.  The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the required elements at http[s]://dibnet.dod.mil.

		(3)  Medium assurance certificate requirement.  In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents.  For information on obtaining a DoD-approved medium assurance certificate, see 
http://iase.disa.mil/pki/eca/Pages/index.aspx[https://public.cyber.mil/eca/].

* * * * *

252.211-7006  Passive Radio Frequency Identification.
As prescribed in 211.275-3, use the following clause:

PASSIVE RADIO FREQUENCY IDENTIFICATION (JUN 2016[DEC 2019])

* * * * *

	(d)  Data syntax and standards.  The Contractor shall encode an approved RFID tag using the instructions provided in the EPC™ Tag Data Standards in effect at the time of contract award.  The EPC™ Tag Data Standards are available at http://www.epcglobalinc.org/standards/ [http://www.gs1.org/epc-rfid].

* * * * *

252.235-7011  Final Scientific or Technical Report.
As prescribed in 235.072(d), use the following clause:

FINAL SCIENTIFIC OR TECHNICAL REPORT (JAN 2015[DEC 2019])

The Contractor shall—

[bookmark: _GoBack]	(a)  Submit an electronic copy of the approved final scientific or technical report, not a summary, delivered under this contract to the Defense Technical Information Center (DTIC)] through the web-based input system at http://www.dtic.mil/dtic/submit/  [https://discover.dtic.mil/submit-documents/] as required by DoD Instruction 3200.12, DoD Scientific and Technical Information Program (STIP).  Include a completed Standard Form (SF) 298, Report Documentation Page, in the document, or complete the web-based SF 298.

	(b)  For instructions on submitting multi-media reports, follow the instructions at http://www.dtic.mil/dtic/submit [https://discover.dtic.mil/submit-documents/].

	(c)  Email classified reports (up to Secret) to TR@DTIC.SMIL.MIL [dtic.belvoir.da.mbx.tr@mail.smil.mil].  If a SIPRNET email capability is not available, follow the classified submission instructions at http://www.dtic.mil/dtic/submit/ [https://discover.dtic.mil/submit-documents/].

(End of clause)


Page 3 of 3

