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212.301  Solicitation provisions and contract clauses for the acquisition of 
commercial items. 
 
See DoD Class Deviation 2018-O0021, Commercial Item Omnibus Clause for 
Acquisitions Using the Standard Procurement System, issued October 1, 2018. This 
class deviation allows the contracting officer to use the SPS clause logic capability to 
automatically select the clauses that are applicable to the specific solicitation and 
contract.  The contracting officer shall ensure that the deviation clause is incorporated 
into these solicitations and contracts because the deviation clause fulfills the statutory 
requirements on auditing and subcontract clauses applicable to commercial items.  The 
deviation also authorizes adjustments to the deviation clause required by future 
changes to the clause at 52.212-5 that are published in the FAR.  This deviation is 
effective for five years, or until otherwise rescinded. 
 
 (c)  Include an evaluation factor regarding supply chain risk (see subpart 239.73) 
when acquiring information technology, whether as a service or as a supply, that is a 
covered system, is a part of a covered system, or is in support of a covered system, as 
defined in 239.7301. 
 
 (f)  The following additional provisions and clauses apply to DoD solicitations and 
contracts using FAR part 12 procedures for the acquisition of commercial items.  If the 
offeror has completed any of the following provisions listed in this paragraph 
electronically as part of its annual representations and certifications at 
https://www.acquisition.gov, the contracting officer shall consider this information 
instead of requiring the offeror to complete these provisions for a particular solicitation. 
 
  (i)  Part 203—Improper Business Practices and Personal Conflicts of Interest. 
 
   (A)  Use the FAR clause at 52.203-3, Gratuities, as prescribed in FAR 3.202, 
to comply with 10 U.S.C. 2207. 
 
   (B)  Use the clause at 252.203-7000, Requirements Relating to 
Compensation of Former DoD Officials, as prescribed in 203.171-4(a), to comply with 
section 847 of Pub. L. 110-181. 
 
   (C)  Use the clause at 252.203-7003, Agency Office of the Inspector General, 
as prescribed in 203.1004(a), to comply with section 6101 of Pub. L. 110-252 and 41 
U.S.C. 3509. 
 
   (D)  Use the provision at 252.203-7005, Representation Relating to 
Compensation of Former DoD Officials, as prescribed in 203.171-4(b). 
 
  (ii)  Part 204—Administrative and Information Matters. 
 
   (A)  Use the clause at 252.204-7004, Antiterrorism Awareness Training for 
Contractors, as prescribed in 204.7203. 
 

https://www.acq.osd.mil/dpap/policy/policyvault/USA002554-18-DPC.pdf
https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_73.htm
https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_73.htm#239.7301
https://www.acquisition.gov/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252203.htm#252.203-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/203_1.htm#203.171-4
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252203.htm#252.203-7003
https://www.acq.osd.mil/dpap/dars/dfars/html/current/203_10.htm#203.1004
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252203.htm#252.203-7005
https://www.acq.osd.mil/dpap/dars/dfars/html/current/203_1.htm#203.171-4
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7004
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_74.htm#204.7403
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   (B)  Use the provision at 252.204-7008, Compliance with Safeguarding 
Covered Defense Information Controls, as prescribed in 204.7304(a). 
 
   (C)  Use the clause at 252.204-7009, Limitations on the Use or Disclosure of 
Third-Party Contractor Reported Cyber Incident Information, as prescribed in  
204.7304(b). 
 
   (D)  Use the clause at 252.204-7012, Safeguarding Covered Defense  
Information and Cyber Incident Reporting, as prescribed in 204.7304(c). 
 
   (E)  Use the clause at 252.204-7014, Limitations on the Use or Disclosure of 
Information by Litigation Support Contractors, as prescribed in 204.7403(a), to comply 
with 10 U.S.C. 129d. 
 
   (F)  Use the clause at 252.204-7015, Notice of Authorized Disclosure of 
Information for Litigation Support, as prescribed in 204.7403(b), to comply with 10 
U.S.C. 129d. 
 
   (G)  Use the provision at 252.204-7016, Covered Defense 
Telecommunications Equipment or Services—Representation, as prescribed in 
204.2105(a), to comply with section 1656 of the National Defense Authorization Act for 
Fiscal Year 2018 (Pub. L. 115-91). 
 
   (H)  Use the provision at 252.204-7017, Prohibition on the Acquisition of 
Covered Defense Telecommunications Equipment or Services—Representation, as 
prescribed in 204.2105(b), to comply with section 1656 of the National Defense 
Authorization Act for Fiscal Year 2018 (Pub. L. 115-91). 
 
   (I)  Use the clause at 252.204-7018, Prohibition on the Acquisition of 
Covered Defense Telecommunications Equipment or Services, as prescribed in 
204.2105(c), to comply with section 1656 of the National Defense Authorization Act for 
Fiscal Year 2018 (Pub. L. 115-91). 
 
   (J)  Use the provision at 252.204-7019, Notice of NIST SP 800-171 DoD 
Assessment Requirements, as prescribed in 204.7304(d). 
 
   (K)  Use the clause at 252.204-7020, NIST SP 800-171 DoD Assessment 
Requirements, as prescribed in 204.7304(e). 
 
   (L)  Use the clause at 252.204-7021, Cybersecurity Maturity Model 
Certification Requirements, as prescribed in 204.7503(a) and (b). 
 
  (iii)  Part 205—Publicizing Contract Actions. 
Use the clause at 252.205-7000, Provision of Information to Cooperative Agreement 
Holders, as prescribed in 205.470, to comply with 10 U.S.C. 2416. 
 
  (iv)  Part 211—Describing Agency Needs. 
 
   (A)  Use the clause at 252.211-7003, Item Unique Identification and 
Valuation, as prescribed in 211.274-6(a)(1). 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7009
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7014
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_74.htm#204.7403
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7015
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_74.htm#204.7403
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7016
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7017
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7018
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7019
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7020
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7021
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_75.htm#204.7503
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252205.htm#252.205-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/205_4.htm#205.470
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7003
https://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-6


Defense Federal Acquisition Regulation Supplement 
 
Part 212—Acquisition of Commercial Items  
 
 

 
 
1998 EDITION  212.3-3 

   (B)  Use the provision at 252.211-7006, Passive Radio Frequency 
Identification, as prescribed in 211.275-3. 
 
   (C)  Use the clause at 252.211-7007, Reporting of Government-Furnished 
Property, as prescribed in 211.274-6. 
 
   (D)  Use the clause at 252.211-7008, Use of Government-Assigned Serial 
Numbers, as prescribed in 211.274-6(c). 
 
  (v)  Part 213—Simplified Acquisition Procedures. 
Use the provision at 252.213-7000, Notice to Prospective Suppliers on Use of Supplier 
Performance Risk System in Past Performance Evaluations, as prescribed in 213.106-2-
70. 
 
  (vi)  Part 215—Contracting by Negotiation. 
 
   (A)  Use the provision at 252.215-7003, Requirements for Submission of 
Data Other Than Certified Cost or Pricing Data—Canadian Commercial Corporation, 
as prescribed at 215.408(2)(i). 
 
   (B)  Use the clause at 252.215-7004, Requirement for Submission of Data 
other Than Certified Cost or Pricing Data—Modifications—Canadian Commercial 
Corporation, as prescribed at 215.408(2)(ii). 
 
   (C)  Use the provision at 252.215-7007, Notice of Intent to Resolicit, as 
prescribed in 215.371-6. 
 
   (D)  Use the provision 252.215-7008, Only One Offer, as prescribed at 
215.408(3). 
 
   (E)  Use the provision 252.215-7010, Requirements for Certified Cost or 
Pricing Data and Data Other Than Certified Cost or Pricing Data, as prescribed at 
215.408(5)(i) to comply with section 831 of the National Defense Authorization Act for 
Fiscal Year 2013 (Pub. L. 112-239) and sections 851 and 853 of the National Defense 
Authorization Act for Fiscal Year 2016 (Pub. L. 114-92).   
 
    (1)  Use the basic provision as prescribed at 215.408(5)(i)(A). 
 
    (2)  Use the alternate I provision as prescribed at 215.408(5)(i)(B). 
 
  (vii)  Part 219—Small Business Programs. 
 
   (A)  Use the provision at 252.219-7000, Advancing Small Business Growth, 
as prescribed in 219.309(1), to comply with 10 U.S.C. 2419. 
 
    (B)  Use the clause at 252.219-7003, Small Business Subcontracting Plan 
(DoD Contracts), to comply with 15 U.S.C. 637. 
 
    (1)  Use the basic clause as prescribed in 219.708(b)(1)(A)(1). 
 
    (2)  Use the alternate I clause as prescribed in 219.708(b)(1)(A)(2). 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7006
https://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.275-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7007
https://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-6
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-6
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.213-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/213_1.htm#213.106-1-70
https://www.acq.osd.mil/dpap/dars/dfars/html/current/213_1.htm#213.106-1-70
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252215.htm#252.215-7003
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252215.htm#252.215-7004
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252215.htm#252.215-7007
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_3.htm#215.371-6
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252215.htm#252.215-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252215.htm#252.215-7010
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/215_4.htm#215.408
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252219.htm#252.219-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_3.htm#219.309
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252219.htm#252.219-7003
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_7.htm#219.708
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_7.htm#219.708
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    (3)  Use the alternate II clause as prescribed in 219.708(b)(1)(A)(3). 
 
   (C)  Use the clause at 252.219-7004, Small Business Subcontracting Plan 
(Test Program), as prescribed in 219.708(b)(1)(B), to comply with 15 U.S.C. 637 note. 
 
   (D)  Use the clause at 252.219-7010, Notification of Competition Limited to 
Eligible 8(a) Participants—Partnership Agreement, as prescribed in 219.811-3(2), to 
comply with 15 U.S.C. 657s. 
 
   (E)  Use the provision at 252.219-7012, Competition for Religious-Related 
Services, as prescribed in 219.270-3. 
 
  (viii)  Part 223—Environment, Energy and Water Efficiency, Renewable Energy 
Technologies, Occupational Safety, and Drug-Free Workplace. 
Use the clause at 252.223-7008, Prohibition of Hexavalent Chromium, as prescribed in 
223.7306. 
 
  (ix)  Part 225—Foreign Acquisition. 
 
   (A)  Use the provision at 252.225-7000, Buy American—Balance of 
Payments Program Certificate, to comply with 41 U.S.C. chapter 83 and Executive 
Order 10582 of December 17, 1954, Prescribing Uniform Procedures for Certain 
Determinations Under the Buy-American Act. 
 
    (1)  Use the basic provision as prescribed in 225.1101(1)(i). 
 
    (2)  Use the alternate I provision as prescribed in 225.1101(1)(ii). 
 
   (B)  Use the clause at 252.225-7001, Buy American and Balance of 
Payments Program, to comply with 41 U.S.C. chapter 83 and Executive Order 10582 of 
December 17, 1954, Prescribing Uniform Procedures for Certain Determinations Under 
the Buy-American Act. 
 
    (1)  Use the basic clause as prescribed in 225.1101(2)(ii). 
 
    (2)  Use the alternate I clause as prescribed in 225.1101(2)(iii). 
 
   (C)  Use the clause at 252.225-7006, Acquisition of the American Flag, as 
prescribed in 225.7002-3(c), to comply with section 8123 of the DoD Appropriations 
Act, 2014 (Pub. L. 113-76, division C, title VIII), and the same provision in 
subsequent DoD appropriations acts. 
 
   (D)  Use the clause at 252.225-7007, Prohibition on Acquisition of Certain 
Items from Communist Chinese Military Companies, as prescribed in 225.1103(4), to 
comply with section 1211 of the National Defense Authorization Act (NDAA) for Fiscal 
Year (FY) 2006 (Pub. L. 109-163) as amended by the NDAAs for FY 2012 and FY 2017. 
 
   (E)  Use the clause at 252.225-7008, Restriction on Acquisition of Specialty 
Metals, as prescribed in 225.7003-5(a)(1), to comply with 10 U.S.C. 2533b. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_7.htm#219.708
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252219.htm#252.219-7004
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_7.htm#219.708
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252219.htm#252.219-7010
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_8.htm#219.811-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252219.htm#252.219-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/219_2.htm#219.270-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252223.htm#252.223-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/223_73.htm#223.7306
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7001
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7006
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7002-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7007
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1103
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7003-5
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   (F)  Use the clause at 252.225-7009, Restriction on Acquisition of Certain 
Articles Containing Specialty Metals, as prescribed in 225.7003-5(a)(2), to comply with 
10 U.S.C. 2533b. 
 
   (G)  Use the provision at 252.225-7010, Commercial Derivative Military 
Article—Specialty Metals Compliance Certificate, as prescribed in 225.7003-5(b), to 
comply with 10 U.S.C. 2533b. 
 
   (H)  Use the clause at 252.225-7012, Preference for Certain Domestic 
Commodities, as prescribed in 225.7002-3(a), to comply with 10 U.S.C. 2533a. 
 
   (I)  Use the clause at 252.225-7015, Restriction on Acquisition of Hand or 
Measuring Tools, as prescribed in 225.7002-3(b), to comply with 10 U.S.C. 2533a. 
 
   (J)  Use the clause at 252.225-7016, Restriction on Acquisition of Ball and 
Roller Bearings, as prescribed in 225.7009-5, to comply with section 8065 of Pub. L. 107-
117 and the same restriction in subsequent DoD appropriations acts. 
 
   (K)  Use the clause at 252.225-7017, Photovoltaic Devices, as prescribed in 
225.7017-4(a), to comply with section 846 of Public Law 111-383. 
 
   (L)  Use the provision at 252.225-7018, Photovoltaic Devices—Certificate, as 
prescribed in 225.7017-4(b), to comply with section 846 of Public Law 111-383. 
 
   (M)  Use the provision at 252.225-7020, Trade Agreements Certificate, to 
comply with 19 U.S.C. 2501-2518 and 19 U.S.C. 3301 note.  Alternate I also implements 
section 886 of the National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-
181). 
 
    (1)  Use the basic provision as prescribed in  225.1101(5)(i). 
 
    (2)  Use the alternate I provision as prescribed in 225.1101(5)(ii). 
 
   (N)  Use the clause at 252.225-7021, Trade Agreements to comply with 19 
U.S.C. 2501-2518 and 19 U.S.C. 3301 note.  
 
    (1)  Use the basic clause as prescribed in 225.1101(6)(i). 
 
    (2)  Use the alternate II clause as prescribed in 225.1101(6)(iii). 
 
   (O)  Use the provision at 252.225-7023, Preference for Products or Services 
from Afghanistan, as prescribed in 225.7703-4(a), to comply with section 886 of the 
National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181). 
 
   (P)  Use the clause at 252.225-7024, Requirement for Products or Services 
from Afghanistan, as prescribed in 225.7703-4(b), to comply with section 886 of the 
National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181). 
 
   (Q)  Use the clause at 252.225-7026, Acquisition Restricted to Products or 
Services from Afghanistan, as prescribed in 225.7703-4(c), to comply with section 886 of 
the National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181). 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7009
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7003-5
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7010
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7003-5
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7002-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7015
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7002-3
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7016
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7009-5
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7017
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7017-4
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7018
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_70.htm#225.7017-4
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7020
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7021
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_11.htm#225.1101
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7023
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_77.htm#225.7703-54
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7024
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_77.htm#225.7703-54
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7026
https://www.acq.osd.mil/dpap/dars/dfars/html/current/225_77.htm#225.7703-54
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   (R)  Use the clause at 252.225-7027, Restriction on Contingent Fees for 
Foreign Military Sales, as prescribed in 225.7307(a), to comply with 22 U.S.C. 2779. 
 
   (S)  Use the clause at 252.225-7028, Exclusionary Policies and Practices of 
Foreign Governments, as prescribed in 225.7307(b), to comply with 22 U.S.C. 2755. 
 
   (T)  Use the clause at 252.225-7029, Acquisition of Uniform Components for 
Afghan Military or Afghan National Police, as prescribed in 225.7703-4(d). 
 
   (U)  Use the provision at 252.225-7031, Secondary Arab Boycott of Israel, as 
prescribed in 225.7605, to comply with 10 U.S.C. 2410i. 
 
   (V)  Use the provision at 252.225-7035, Buy American—Free Trade 
Agreements—Balance of Payments Program Certificate, to comply with 41 U.S.C. 
chapter 83 and 19 U.S.C. 3301 note.  Alternates II, III, and V also implement section 
886 of the National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181). 
 
    (1)  Use the basic provision as prescribed in 225.1101(9)(i). 
 
    (2)  Use the alternate I provision as prescribed in 225.1101(9)(ii). 
 
    (3)  Use the alternate II provision as prescribed in 225.1101(9)(iii). 
 
    (4)  Use the alternate III provision as prescribed in 225.1101(9)(iv). 
 
    (5)  Use the alternate IV provision as prescribed in 225.1101(9)(v). 
 
    (6)  Use the alternate V provision as prescribed in 225.1101(9)(vi). 
 
   (W)  Use the clause at 252.225-7036, Buy American—Free Trade 
Agreements—Balance of Payments Program to comply with 41 U.S.C. chapter 83 and 
19 U.S.C. 3301 note.  Alternates II, III, and V also implement section 886 of the 
National Defense Authorization Act for Fiscal Year 2008 (Pub. L. 110-181). 
 
    (1)  Use the basic clause as prescribed in 225.1101(10)(i)(A). 
 
    (2)  Use the alternate I clause as prescribed in 225.1101(10)(i)(B). 
 
    (3)  Use the alternate II clause as prescribed in 225.1101(10)(i)(C). 
 
    (4)  Use the alternate III clause as prescribed in 225.1101(10)(i)(D). 
 
    (5)  Use the alternate IV clause as prescribed in 225.1101(10)(i)(E). 
 
    (6)  Use the alternate V clause as prescribed in 225.1101(10)(i)(F). 
 
   (X)  Use the provision at 252.225-7037, Evaluation of Offers for Air Circuit 
Breakers, as prescribed in 225.7006-4(a), to comply with 10 U.S.C. 2534(a)(3). 
 
   (Y)  Use the clause at 252.225-7038, Restriction on Acquisition of Air Circuit 
Breakers, as prescribed in 225.7006-4(b), to comply with 10 U.S.C. 2534(a)(3). 
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   (Z)  Use the clause at 252.225-7039, Defense Contractors Performing 
Private Security Functions Outside the United States, as prescribed in 225.302-6, to 
comply with section 2 of Pub. L. 110-181, as amended. 
 
   (AA)  Use the clause at 252.225-7040, Contractor Personnel Supporting U.S. 
Armed Forces Deployed Outside the United States, as prescribed in 225.371-5(a). 
 
   (BB)  Use the clause at 252.225-7043, Antiterrorism/Force Protection Policy 
for Defense Contractors Outside the United States, as prescribed in225.372-2. 
 
   (CC)  Use the provision at 252.225-7049, Prohibition on Acquisition of 
Certain Foreign Commercial Satellite Services—Representations, as prescribed in 
225.772-5(a), to comply with 10 U.S.C. 2279. 
 
   (DD)  Use the provision at 252.225-7050, Disclosure of Ownership or Control 
by the Government of a Country that is a State Sponsor of Terrorism, as prescribed in 
225.771-5, to comply with 10 U.S.C. 2327(b). 
 
   (EE)  Use the clause at 252.225-7051, Prohibition on Acquisition for Certain 
Foreign Commercial Satellite Services, as prescribed in 225.772-5(b), to comply with 10 
U.S.C. 2279.  
 
   (FF)  Use the clause at 252.225-7052, Restriction on the Acquisition of 
Certain Magnets, Tantalum, and Tungsten, as prescribed in 225.7018-5. 
 
  (x)  Part 226--Other Socioeconomic Programs. 
 
   (A)  Use the clause at 252.226-7001, Utilization of Indian Organizations, 
Indian-Owned Economic Enterprises, and Native Hawaiian Small Business Concerns, 
as prescribed in 226.104, to comply with section 8021 of Pub. L. 107-248 and similar 
sections in subsequent DoD appropriations acts. 
 
   (B)  Use the provision at 252.226-7002, Representation for Demonstration 
Project for Contractors Employing Persons with Disabilities, as prescribed in 226.7203. 
 
  (xi)  Part 227—Patents, Data, and Copyrights. 
 
   (A)  Use the clause at 252.227-7013, Rights in Technical Data–
Noncommercial Items, as prescribed in 227.7103-6(a).  Use the clause with its Alternate 
I as prescribed in 227.7103-6(b)(1).  Use the clause with its Alternate II as prescribed in 
227.7103-6(b)(2), to comply with 10 U.S.C. 7317 and 17 U.S.C. 1301, et. seq. 
 
   (B)  Use the clause at 252.227-7015, Technical Data–Commercial Items, as 
prescribed in 227.7102-4(a)(1), to comply with 10 U.S.C. 2320.  Use the clause with its 
Alternate I as prescribed in 227.7102-4(a)(2), to comply with 10 U.S.C. 7317 and 17 
U.S.C. 1301, et. seq. 
 
   (C)  Use the clause at 252.227-7037, Validation of Restrictive Markings on 
Technical Data, as prescribed in 227.7102-4(c). 
 
  (xii)  Part 232—Contract Financing. 
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   (A)  Use the clause at 252.232-7003, Electronic Submission of Payment 
Requests and Receiving Reports, as prescribed in 232.7004, to comply with 10 U.S.C. 
2227. 
 
   (B)  Use the clause at 252.232-7006, Wide Area WorkFlow Payment 
Instructions, as prescribed in 232.7004(b). 
 
   (C)  Use the clause at 252.232-7009, Mandatory Payment by 
Governmentwide Commercial Purchase Card, as prescribed in 232.1110. 
 
   (D)  Use the clause at 252.232-7010, Levies on Contract Payments, as 
prescribed in 232.7102. 
 
   (E)  Use the clause at 252.232-7011, Payments in Support of Emergencies 
and Contingency Operations, as prescribed in 232.908. 
 
   (F)  Use the provision at 252.232-7014, Notification of Payment in Local 
Currency (Afghanistan), as prescribed in 232.7202. 
 
   (G)  Use the clause at 252.232-7017, Accelerating Payments to Small 
Business Subcontractors—Prohibition on Fees and Consideration, as prescribed in 
232.009-2(2), to comply with 10 U.S.C. 2307(a). 
 
  (xiii)  Part 237—Service Contracting. 
 
   (A)  Use the clause at 252.237-7010, Prohibition on Interrogation of 
Detainees by Contractor Personnel, as prescribed in 237.173-5, to comply with section 
1038 of Pub. L. 111-84. 
 
   (B)  Use the clause at 252.237-7019, Training for Contractor Personnel 
Interacting with Detainees, as prescribed in 237.171-4, to comply with section 1092 of 
Pub. L. 108-375. 
 
  (xiv)  Part 239--Acquisition of Information Technology. 
 
   (A)  Use the provision 252.239-7009, Representation of Use of Cloud 
Computing, as prescribed in 239.7604(a). 
 
   (B)  Use the clause 252.239-7010, Cloud Computing Services, as prescribed 
in 239.7604(b). 
 
   (C)  Use the provision at 252.239-7017, Notice of Supply Chain Risk, as 
prescribed in 239.7306(a), to comply with 10 U.S.C. 2339a. 
 
   (D)  Use the clause at 252.239-7018, Supply Chain Risk, as prescribed in 
239.7306(b), to comply with 10 U.S.C. 2339a. 
 
  (xv)  Part 243—Contract Modifications. 
Use the clause at 252.243-7002, Requests for Equitable Adjustment, as prescribed in 
243.205-71, to comply with 10 U.S.C. 2410. 
 
  (xvi)  Part 244—Subcontracting Policies and Procedures. 
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Use the clause at 252.244-7000, Subcontracts for Commercial Items, as prescribed in 
244.403. 
 
  (xvii)  Part 246—Quality Assurance. 
 
   (A)  Use the clause at 252.246-7003, Notification of Potential Safety Issues, 
as prescribed in 246.370(a). 
 
   (B)  Use the clause at 252.246-7004, Safety of Facilities, Infrastructure, and 
Equipment for Military Operations, as prescribed in 246.270-4, to comply with section 
807 of Pub. L. 111-84. 
 
   (C)  Use the clause at 252.246-7008, Sources of Electronic Parts, as 
prescribed in 246.870-3(b), to comply with section 818(c)(3) of Pub. L. 112-81, as 
amended by section 817 of the National Defense Authorization Act for Fiscal Year 2015 
(Pub. L. 113-291) and section 885 of the National Defense Authorization Act for Fiscal 
Year 2016 (Pub. L. 114-92). 
 
  (xviii)  Part 247—Transportation. 
 
   (A)  Use the clause at 252.247-7003, Pass-Through of Motor Carrier Fuel 
Surcharge Adjustment to the Cost Bearer, as prescribed in 247.207, to comply with 
section 884 of Pub. L. 110-417. 
 
   (B)  Use the provision at 252.247-7022, Representation of Extent of 
Transportation by Sea, as prescribed in 247.574(a). 
 
   (C)  Use the basic or one of the alternates of the clause at 252.247-7023, 
Transportation of Supplies by Sea, as prescribed in 247.574(b), to comply with the 
Cargo Preference Act of 1904 (10 U.S.C. 2631(a)). 
 
    (1)  Use the basic clause as prescribed in 247.574(b)(1). 
 
    (2)  Use the alternate I clause as prescribed in 247.574(b)(2). 
 
    (3)  Use the alternate II clause as prescribed in 247.574(b)(3). 
 
   (D)  Use the clause 252.247-7025, Reflagging or Repair Work, as prescribed 
in 247.574(c), to comply with 10 U.S.C. 2631(b). 
 
   (E)  Use the provision at 252.247-7026, Evaluation Preference for Use of 
Domestic Shipyards—Applicable to Acquisition of Carriage by Vessel for DoD Cargo in 
the Coastwise or Noncontiguous Trade, as prescribed in 247.574(d), to comply with 
section 1017 of Pub. L. 109-364. 
 
   (F)  Use the clause at 252.247-7027, Riding Gang Member Requirements, as 
prescribed in 247.574(f), to comply with section 3504 of the National Defense 
Authorization Act for Fiscal Year 2009 (Pub. L. 110-417). 
 
   (G)  Use the clause at 252.247-7028, Application for U.S. Government  
Shipping Documentation/Instructions, as prescribed in 247.207. 
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212.302  Tailoring of provisions and clauses for the acquisition of commercial 
items. 
 
 (c)  Tailoring inconsistent with customary commercial practice. 
The head of the contracting activity is the approval authority within the DoD for 
waivers under FAR 12.302(c). 
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SUBPART 239.74--TELECOMMUNICATIONS SERVICES 
(Revised January 15, 2021) 

 
 
239.7400  Scope. 
This subpart prescribes policy and procedures for acquisition of telecommunications 
services and maintenance of telecommunications security.  Telecommunications 
services meet the definition of information technology. 
 
239.7401  Definitions. 
As used in this subpart— 
 
 “Common carrier” means any entity engaged in the business of providing 
telecommunications services which are regulated by the Federal Communications 
Commission or other governmental body. 
 
 “Foreign carrier” means any person, partnership, association, joint-stock company, 
trust, governmental body, or corporation not subject to regulation by a U.S. 
governmental regulatory body and not doing business as a citizen of the United States, 
providing telecommunications services outside the territorial limits of the United 
States. 
 
 “Governmental regulatory body” means the Federal Communications Commission, 
any statewide regulatory body, or any body with less than statewide jurisdiction when 
operating under the State authority.  The following are not “governmental regulatory 
bodies”— 
 
  (1)  Regulatory bodies whose decisions are not subject to judicial appeal; and 
 
  (2)  Regulatory bodies which regulate a company owned by the same entity 
which creates the regulatory body. 
 
 “Long-haul telecommunications” means all general and special purpose long-
distance telecommunications facilities and services (including commercial satellite 
services, terminal equipment, and local circuitry supporting the long-haul service) to or 
from the post, camp, base, or station switch and/or main distribution frame (except for 
trunk lines to the first-serving commercial central office for local communications 
services). 
 
 “Noncommon carrier” means any entity other than a common carrier offering 
telecommunications facilities, services, or equipment for lease. 
 
 “Securing,” “sensitive information,” and “telecommunications systems” have the 
meaning given in the clause at 252.239-7016, Telecommunications Security Equipment, 
Devices, Techniques, and Services. 
 
 “Telecommunications” means the transmission, emission, or reception of signals, 
signs, writing, images, sounds, or intelligence of any nature, by wire, cable, satellite, 
fiber optics, laser, radio, or any other electronic, electric, electromagnetic, or acoustically 
coupled means. 
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 “Telecommunications services” means the services acquired, whether by lease or 
contract, to meet the Government's telecommunications needs.  The term includes the 
telecommunications facilities and equipment necessary to provide such services. 
 
239.7402  Policy. 
 
 (a)  Acquisition.  DoD policy is to acquire telecommunications services from common 
and noncommon telecommunications carriers— 
 
  (1)  On a competitive basis, except when acquisition using other than full and 
open competition is justified; 
 
  (2)  Recognizing the regulations, practices, and decisions of the Federal 
Communications Commission (FCC) and other governmental regulatory bodies on 
rates, cost principles, and accounting practices; and 
 
  (3)  Making provision in telecommunications services contracts for adoption of— 
 
   (i)  FCC approved practices; or 
 
   (ii)  The generally accepted practices of the industry on those issues 
concerning common carrier services where— 
 
    (A)  The governmental regulatory body has not expressed itself; 
 
    (B)  The governmental regulatory body has declined jurisdiction; or 
 
    (C)  There is no governmental regulatory body to decide. 
 
 (b)  Security. 
 
  (1)  The contracting officer shall ensure, in accordance with agency procedures, 
that purchase requests identify— 
 
   (i)  The nature and extent of information requiring security during 
telecommunications; 
 
   (ii)  The requirement for the contractor to secure telecommunications 
systems; 
 
   (iii)  The telecommunications security equipment, devices, techniques, or 
services with which the contractor's telecommunications security equipment, devices, 
techniques, or services must be interoperable; and 
 
   (iv)  The approved telecommunications security equipment, devices, 
techniques, or services, such as found in the National Security Agency's Information 
Systems Security Products and Services Catalogue. 
 
  (2)  Contractors and subcontractors shall provide all telecommunications 
security techniques or services required for performance of Government contracts. 
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  (3)  Except as provided in paragraph (b)(4) of this section, contractors and 
subcontractors shall normally provide all required property, to include 
telecommunications security equipment or related devices, in accordance with FAR 
45.102.  In some cases, such as for communications security (COMSEC) equipment 
designated as controlled cryptographic item (CCI), contractors or subcontractors must 
also meet ownership eligibility conditions. 
 
  (4)  The head of the agency may authorize provision of the necessary property as 
Government-furnished property or acquisition as contractor-acquired property, as long 
as conditions of FAR 45.102(b) are met. 
 
 (c)  Foreign carriers.  For information on contracting with foreign carriers, see PGI 
239.7402(c). 
 
 (d)  Long-haul telecommunications services.  When there is a requirement for 
procurement of long-haul telecommunications services, follow PGI 239.7402(d). 
 
239.7403  Reserved. 
 
239.7404  Reserved. 
 
239.7405  Delegated authority for telecommunications resources. 
The contracting officer may enter into a telecommunications service contract on a 
month-to-month basis or for any longer period or series of periods, not to exceed a total 
of 10 years.  See PGI 239.7405 for documents relating to this contracting authority, 
which the General Services Administration has delegated to DoD. 
 
239.7406  Certified cost or pricing data and data other than certified cost or 
pricing data. 
 
 (a)  Common carriers are not required to submit certified cost or pricing data before 
award of contracts for tariffed services.  Rates or preliminary estimates quoted by a 
common carrier for tariffed telecommunications services are considered to be prices set 
by regulation within the provisions of 10 U.S.C. 2306a.  This is true even if the tariff is 
set after execution of the contract. 
 
 (b)  Rates or preliminary estimates quoted by a common carrier for nontariffed 
telecommunications services or by a noncommon carrier for any telecommunications 
service are not considered prices set by law or regulation. 
 
 (c)  Contracting officers shall obtain sufficient data to determine that the prices are 
reasonable in accordance with FAR 15.403-3 or 15.403-4.  See PGI 239.7406 for 
examples of instances where additional data may be necessary to determine price 
reasonableness. 
 
239.7407  Type of contract. 
When acquiring telecommunications services, the contracting officer may use a basic 
agreement (see FAR 16.702) in conjunction with communication service authorizations.  
When using this method, follow the procedures at PGI 239.7407. 
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239.7408  Special construction. 
 
239.7408-1  General. 
 
 (a)  “Special construction” normally involves a common carrier giving a special 
service or facility related to the performance of the basic telecommunications service 
requirements.  This may include— 
 
  (1)  Moving or relocating equipment; 
 
  (2)  Providing temporary facilities; 
 
  (3)  Expediting provision of facilities; or 
 
  (4)  Providing specially constructed channel facilities to meet Government 
requirements. 
 
 (b)  Use this subpart instead of FAR Part 36 for acquisition of “special construction.” 
 
 (c)  Special construction costs may be— 
 
  (1)  A contingent liability for using telecommunications services for a shorter 
time than the minimum to reimburse the contractor for unamortized nonrecoverable 
costs.  These costs are usually expressed in terms of a termination liability, as provided 
in the contract or by tariff; 
 
  (2)  A onetime special construction charge; 
 
  (3)  Recurring charges for constructed facilities; 
 
  (4)  A minimum service charge; 
 
  (5)  An expediting charge; or 
 
  (6)  A move or relocation charge. 
 
 (d)  When a common carrier submits a proposal or quotation which has special 
construction requirements, the contracting officer shall require a detailed special 
construction proposal.  Analyze all special construction proposals to— 
 
  (1)  Determine the adequacy of the proposed construction; 
 
  (2)  Disclose excessive or duplicative construction; and 
 
  (3)  When different forms of charge are possible, provide for the form of charge 
most advantageous to the Government. 
 
 (e)  When possible, analyze and approve special construction charges before 
receiving the service.  Impose a ceiling on the special construction costs before 
authorizing the contractor to proceed, if prior approval is not possible.  The contracting 
officer must approve special construction charges before final payment. 
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239.7408-2  Applicability of construction labor standards for special 
construction. 
 
 (a)  The construction labor standards in FAR Subpart 22.4 ordinarily do not apply to 
special construction.  However, if the special construction includes construction, 
alteration, or repair (as defined in FAR 22.401) of a public building or public work, the 
construction labor standards may apply.  Determine applicability under FAR 22.402. 
 
 (b)  Each CSA or other type contract which is subject to construction labor standards 
under FAR 22.402 shall cite that fact. 
 
239.7409  Special assembly. 
 
 (a)  Special assembly is the designing, manufacturing, arranging, assembling, or 
wiring of equipment to provide telecommunications services that cannot be provided 
with general use equipment. 
 
 (b)  Special assembly rates and charges shall be based on estimated costs.  The 
contracting officer should negotiate special assembly rates and charges before starting 
service.  When it is not possible to negotiate in advance, use provisional rates and 
charges subject to adjustment, until final rates and charges are negotiated.  The CSAs 
authorizing the special assembly shall be modified to reflect negotiated final rates and 
charges. 
 
239.7410  Cancellation and termination. 
 
 (a)(1)  Cancellation is stopping a requirement after placing of an order but before 
service starts. 
 
  (2)  Termination is stopping a requirement after placing an order and after 
service starts. 
 
 (b)  Determine cancellation or termination charges under the provisions of the 
applicable tariff or agreement/contract. 
 
239.7411  Contract clauses. 
 
 (a)  In addition to other appropriate FAR and DFARS clauses, use the following 
clauses in solicitations, contracts, and basic agreements for telecommunications 
services.  Modify the clauses only if necessary to meet the requirements of a  
governmental regulatory agency. 
 
  (1)  252.239-7002, Access. 
 
  (2)  252.239-7004, Orders for Facilities and Services. 
 
  (3)  252.239-7007, Cancellation or Termination of Orders. 
 
 (b)  Use the following clauses in solicitations, contracts, and basic agreements for 
telecommunications services when the acquisition includes or may include special 
construction.  Modify the clauses only if necessary to meet the requirements of a 
governmental regulatory agency— 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm#252.239-7002
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  (1)  252.239-7011, Special Construction and Equipment Charges; and 
 
  (2)  252.239-7012, Title to Telecommunication Facilities and Equipment. 
 
 (c)  Use the basic or alternate of the clause at 252.239-7013, Term of Agreement and 
Continuation of Services, in basic agreements for telecommunications services. 
 
  (1)  Use the basic clause in basic agreements that do not supersede an existing 
basic agreement with the contractor.  
 
  (2)  Use the alternate I clause in basic agreements that supersede an existing 
basic agreement with the contractor.  Complete paragraph (c)(1) of the clause with the 
basic agreement number, date, and contacting office that issued the basic agreement 
being superseded. 
 
 (d)  Use the clause at 252.239-7016, Telecommunications Security Equipment, 
Devices, Techniques, and Services, in solicitations and contracts when performance of a 
contract requires secure telecommunications. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm#252.239-7011
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245.101  Definitions. 
“Mapping, charting, and geodesy property,” as used in this subpart, is defined in the 
clause at 252.245-7000, Government-Furnished Mapping, Charting, and Geodesy 
Property. 
 
245.102  Policy. 
See the policy guidance at PGI 245.102-70. 
 
 (1)  Mapping, charting, and geodesy property.  All Government-furnished mapping, 
charting, and geodesy (MC&G) property is under the control of the Director, National 
Geospatial Intelligence Agency. 
 
  (i)  MC&G property shall not be duplicated, copied, or otherwise reproduced for 
purposes other than those necessary for contract performance. 
 
  (ii)  Upon completion of contract performance, the contracting officer shall— 
 
   (A)  Contact the Director, National Geospatial-Intelligence Agency, 7500 
Geoint Drive, Springfield, VA 22150, for disposition instructions; 
 
   (B)  Direct the contractor to destroy or return all Government-furnished 
MC&G property not consumed during contract performance; and 
 
   (C)  Specify the destination and means of shipment for property to be 
returned to the Government. 
 
 (2)  Government supply sources.  When a contractor will be responsible for preparing 
requisitioning documentation to acquire Government-furnished property from 
Government supply sources, include in the contract the requirement to prepare the 
documentation in accordance with DoD 4000.25-1-M, Military Standard Requisitioning 
and Issue Procedures (MILSTRIP).  Copies are available from the address cited at PGI 
251.102. 
 
 (3)  Acquisition and management of industrial resources.  See Subpart 237.75 for 
policy relating to facilities projects. 
 
 (4)  Government-furnished property identification. 
 
  (i)  It is DoD policy that Government-furnished property be tagged, labeled, or 
marked based on DoD marking standards (MIL Standard 130) or other standards, 
when the requiring activity determines that such items are subject to serialized item 
management (serially-managed items).  The list of Government-furnished property 
subject to serialized item management will be identified in the contract in accordance  
with PGI 245.103-72, Government-furnished property attachments to solicitations and  
awards. 
 
  (ii)  Exceptions.  The Contractor will not be required to tag, label, or mark— 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252245.htm#252.245-7000
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   (A)  Government-furnished property that was previously tagged, labeled, or 
marked;  
 
    (B)  Items, as determined by the head of the agency, that are to be used to 
support a contingency operation; or to facilitate defense against or recovery from 
nuclear, biological, chemical, or radiological attack; 
 
    (C)  Items for which a determination and findings has been executed 
concluding that it is more cost effective for the Government requiring activity to assign, 
mark, and register the unique item identification after delivery of an item acquired 
from a small business concern or a commercial item acquired under FAR part 12 or part 
8. 
 
    (1)  The determination and findings shall be executed by— 
 
     (i)  The Component Acquisition Executive for an Acquisition 
Category (ACAT) I program; or 
 
     (ii)  The head of the contracting activity for all other programs. 
 
    (2)  A copy of the executed determination and findings shall be provided 
to the DoD Unique Item Identification Policy Office at this address: 
OUSD(AT&L)DPAP/Program Development and Implementation, Room 3B855, 3060 
Defense Pentagon, Washington, DC 20301-3060; or by facsimile to 703–602–6047. 
 
   (D)  Items that are contractor-acquired property; 
 
   (E)  Property under any statutory leasing authority; 
 
   (F)  Property to which the Government has acquired a lien or title solely 
because of partial, advance, progress, or performance-based payments; 
 
   (G)  Intellectual property or software; or 
 
   (H)  Real property. 
 
 (5)  Reporting loss of Government property.  The Government-Furnished Property 
module of the Procurement Integrated Enterprise Environment is the DoD data  
repository for reporting loss of Government property in the possession of contractors.  
The requirements and procedures for reporting loss of Government property to the  
Government-Furnished Property module are set forth in the clause at 252.245-7002,  
Reporting Loss of Government Property, prescribed at 245.107. 
 
245.103  General. 
 
245.103-70  Furnishing Government property to contractors.  
Follow the procedures at PGI 245.103-70 for furnishing Government property to 
contractors. 
 
245.103-71  Transferring Government property accountability. 
Follow the procedures at PGI 245.103-71 for transferring Government property 
accountability. 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252245.htm#252.245-7002
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245.103-72  Government-furnished property attachments to solicitations and 
awards. 
 
When performance will require the use of Government-furnished property, contracting 
officers shall use the fillable electronic “Requisitioned Government Furnished Property” 
and/or “Scheduled Government Furnished Property” formats as attachments to 
solicitations and awards.  See PGI 245.103-72 for links to the formats and procedures 
for preparing Government-furnished property attachments to solicitations and awards. 
 
245.103-73  Government property under sustainment contracts. 
See PGI 245.103-73 for information on the reporting requirements for Government 
inventory held by contractors under sustainment contracts in accordance with DoD 
Manual 4140.01, Volume 6, DoD Supply Chain Materiel Management Procedures: 
Materiel Returns, Retention, and Disposition. 
 
245.103-74  Contracting office responsibilities. 
See PGI 245.103-74 for contracting office responsibilities. 
 
245.104  Responsibility and liability for Government property.  
In addition to the contract types listed at FAR 45.104, contractors are not held liable for 
loss of Government property under negotiated fixed-price contracts awarded on a basis 
other than submission of certified cost or pricing data. 
 
245.105  Contractor’s property management system compliance. 
 
 (a)  Definitions— 
 
  (1)  “Acceptable property management system” and “property management 
system” are defined in the clause at 252.245-7003, Contractor Property Management 
System Administration.  
 
  (2)  “Significant deficiency” is defined in the clause at 252.245-7003, Contractor 
Property Management System Administration.  
 
 (b)  Policy.  The cognizant contracting officer, in consultation with the property 
administrator, shall— 
 
  (1)  Determine the acceptability of the system and approve or disapprove the 
system; and 
 
  (2)  Pursue correction of any deficiencies. 
 
 (c)  In evaluating the acceptability of a contractor’s property management system, 
the contracting officer, in consultation with the property administrator, shall determine 
whether the contractor’s property management system complies with the system 
criteria for an acceptable property management system as prescribed in the clause at 
252.245-7003, Contractor Property Management System Administration.  
 
 (d)  Disposition of findings—  
 

https://www.acq.osd.mil/dpap/dars/pgi/pgi_htm/PGI245_1.htm#245.103-72
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  (1)  Reporting of findings.  The property administrator shall document findings 
and recommendations in a report to the contracting officer.  If the property 
administrator identifies any significant property system deficiencies, the report shall 
describe the deficiencies in sufficient detail to allow the contracting officer to 
understand the deficiencies.  
 
  (2)  Initial determination.  (i)  The contracting officer shall review findings and 
recommendations and, if there are no significant deficiencies, shall promptly notify the 
contractor, in writing, that the contractor’s property management system is acceptable 
and approved; or  
 
   (ii)  If the contracting officer finds that there are one or more significant 
deficiencies (as defined in the clause at 252.245-7003, Contractor Property Management 
System Administration) due to the contractor’s failure to meet one or more of the 
property management system criteria in the clause at 252.245-7003, the contracting 
officer shall— 
 
    (A)  Promptly make an initial written determination on any significant 
deficiencies and notify the contractor, in writing, providing a description of each 
significant deficiency in sufficient detail to allow the contractor to understand the 
deficiency;  
    (B)  Request the contractor to respond, in writing, to the initial 
determination within 30 days and;   
 
    (C)  Evaluate the contractor’s response to the initial determination, in 
consultation with the property administrator, and make a final determination.  
 
  (3)  Final determination.  (i)  The contracting officer shall make a final 
determination and notify the contractor, in writing, that—  
 
    (A)  The contractor's property management system is acceptable and 
approved, and no significant deficiencies remain, or  
 
    (B)  Significant deficiencies remain.  The notice shall identify any 
remaining significant deficiencies, and indicate the adequacy of any proposed or 
completed corrective action.  The contracting officer shall— 
 
     (1)  Request that the contractor, within 45 days of receipt of the 
final determination, either correct the deficiencies or submit an acceptable corrective 
action plan showing milestones and actions to eliminate the deficiencies; 
 
     (2)  Disapprove the system in accordance with the clause at 
252.245-7003, Contractor Property Management System Administration; and 
 
     (3)  Withhold payments in accordance with the clause at 252.242-
7005, Contractor Business Systems, if the clause is included in the contract. 
 
  (ii)  Follow the procedures relating to monitoring a contractor's corrective action 
and the correction of significant deficiencies in PGI 245.105. 
 
 (e)  System approval.  The contracting officer shall promptly approve a previously 
disapproved property management system and notify the contractor when the 
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contracting officer determines, in consultation with the property administrator, that 
there are no remaining significant deficiencies. 
 
 (f)  Contracting officer notifications.  The cognizant contracting officer shall promptly 
distribute copies of a determination to approve a system, disapprove a system and 
withhold payments, or approve a previously disapproved system and release withheld 
payments to the auditor; payment office; affected contracting officers at the buying 
activities; and cognizant contracting officers in contract administration activities.  
 
245.107  Contract clauses. 
 
 (1)(i)  In lieu of the prescription at FAR 45.107(d), use the clause at FAR 52.245-1, 
Government Property, in all purchase orders for repair, maintenance, overhaul, or 
modification of Government property regardless of the unit acquisition cost of the items 
to be repaired. 
 
  (ii)  For negotiated fixed-price contracts awarded on a basis other than 
submission of certified cost or pricing data for which Government property is provided, 
use the clause at FAR 52.245-1, Government Property, without its Alternate I. 
 
 (2)  Use the clause at 252.245-7000, Government-Furnished Mapping, Charting, and 
Geodesy Property, in solicitations and contracts when mapping, charting, and geodesy 
property is to be furnished. 
 
 (3)  Use the clause at 252.245–7001, Tagging, Labeling, and Marking of 
Government-Furnished Property, in solicitations and contracts that contain the clause 
at FAR 52.245-1, Government Property. 
 
 (4)  Use the clause at 252.245–7002, Reporting Loss of Government Property, in 
solicitations and contracts that contain the clause at FAR 52.245–1, Government 
Property. 
 
 (5)  Use the clause at 252.245-7003, Contractor Property Management System 
Administration, in solicitations and contracts containing the clause at FAR 52.245-1, 
Government Property. 
 
 (6)  Use the clause at 252.245-7004, Reporting, Reutilization, and Disposal, in 
solicitations and contracts that contain the clause at FAR 52.245-1, Government 
Property. 
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252.209-7008 Notice of Prohibition Relating to Organizational Conflict of Interest— 
    Major Defense Acquisition Program. 
252.209-7009 Organizational Conflict of Interest—Major Defense Acquisition  
    Program. 
252.209-7010 Critical Safety Items. 
252.211-7000 Reserved. 
252.211-7001 Availability of Specifications, Standards, and Data Item Descriptions 
    Not Listed in the Acquisition Streamlining and Standardization 
    Information System (ASSIST), and Plans, Drawings, and Other 
    Pertinent Documents. 
252.211-7002 Availability for Examination of Specifications, Standards, Plans,  
    Drawings, Data Item Descriptions, and Other Pertinent Documents. 
252.211-7003 Item Unique Identification and Valuation. 
252.211-7004 Alternate Preservation, Packaging, and Packing. 
252.211-7005 Substitutions for Military or Federal Specifications and Standards. 
252.211-7006 Passive Radio Frequency Identification.  
252.211-7007   Reporting of Government-Furnished Property. 
252.211-7008 Use of Government-Assigned Serial Numbers. 
252.212-7000 Reserved. 
252.212-7001 Reserved. 
252.212-7002 Pilot Program for Acquisition of Military-Purpose Nondevelopmental  
    Items. 
252.213-7000 Notice to Prospective Suppliers on Use of Supplier Performance Risk 
     System in Past Performance Evaluations.  
252.215-7000 Reserved. 
252.215-7001 Reserved. 
252.215-7002 Cost Estimating System Requirements. 
252.215-7003  Requirement for Submission of Data Other Than Certified Cost or 

Pricing Data—Canadian Commercial Corporation. 
252.215-7004  Requirement for Submission of Data Other Than Certified Cost or 

Pricing Data—Modifications—Canadian Commercial Corporation. 
252.215-7005 Evaluation Factor for Employing or Subcontracting with Members of  
    the Selected Reserve. 
252.215-7006 Use of Employees or Individual Subcontractors Who are Members of the 
    Selected Reserve. 
252.215-7007 Notice of Intent to Resolicit. 
252.215-7008 Only One Offer. 
252.215-7009 Proposal Adequacy Checklist 
252.215-7010  Requirements for Certified Cost or Pricing Data and Data Other Than 

Certified Cost or Pricing Data. 
252.215-7011  Requirements for Submission of Proposals to the Administrative 

Contracting Officer and Contract Auditor. 
252.215-7012 Requirements for Submission of Proposals via Electronic Media. 
252.215-7013 Supplies and Services Provided by Nontraditional Defense Contractors. 
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252.215-7014 Exception from Certified Cost or Pricing Data Requirements for Foreign 
    Military Sales Indirect Offsets. 
252.215-7015 Program Should-Cost Review. 
252.216-7000 Economic Price Adjustment--Basic Steel, Aluminum, Brass, Bronze,  
    or Copper Mill Products. 
252.216-7001 Economic Price Adjustment–Nonstandard Steel Items. 
252.216-7002 Alternate A, Time-and-Materials/Labor-Hour Proposal Requirements– 
    Non-Commercial Item Acquisition with Adequate Price Competition. 
252.216-7003 Economic Price Adjustment–Wage Rates or Material Prices  
    Controlled by a Foreign Government. 
252.216.7004  Award Fee Reduction or Denial for Jeopardizing the Health or Safety of  
    Government Personnel. 
252.216-7005 Award-Fee Contracts. 
252.216-7006 Reserved. 
252.216-7007 Economic Price Adjustment—Basic Steel, Aluminum, Brass, Bronze, or  
    Copper Mill Products—Representation. 
252.216-7008 Economic Price Adjustment—Wage Rates or Material Prices Controlled  
    by a Foreign Government—Representation. 
252.216-7009 Allowability of Legal Costs Incurred in Connection With a    
    Whistleblower Proceeding. 
252.217-7000 Exercise of Option to Fulfill Foreign Military Sales Commitments. 
252.217-7001 Surge Option. 
252.217-7002 Offering Property for Exchange. 
252.217-7003 Changes. 
252.217-7004 Job Orders and Compensation. 
252.217-7005 Inspection and Manner of Doing Work. 
252.217-7006 Title. 
252.217-7007 Payments. 
252.217-7008 Bonds. 
252.217-7009 Default. 
252.217-7010 Performance. 
252.217-7011 Access to Vessel. 
252.217-7012 Liability and Insurance. 
252.217-7013 Guarantees. 
252.217-7014 Discharge of Liens. 
252.217-7015 Safety and Health. 
252.217-7016 Plant Protection. 
252.217-7017 Reserved.  
252.217-7018 Reserved. 
252.217-7019 Reserved. 
252.217-7020 Reserved. 
252.217-7021 Reserved. 
252.217-7022 Reserved. 
252.217-7023 Reserved. 
252.217-7024 Reserved. 
252.217-7025 Reserved. 
252.217-7026 Identification of Sources of Supply. 
252.217-7027 Contract Definitization. 
252.217-7028 Over and Above Work. 
252.219-7000 Advancing Small Business Growth. 
252.219-7001 Reserved. 
252.219-7002 Reserved. 
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252.219-7003 Small Business Subcontracting Plan (DoD Contracts). 
252.219-7004 Small Business Subcontracting Plan (Test Program). 
252.219-7005 Reserved.    
252.219-7006 Reserved.    
252.219-7007 Reserved. 
252.219-7008 Reserved. 
252.219-7009 Section 8(a) Direct Award.  
252.219-7010 Notification of Competition Limited to Eligible 8(a) Participants— 
    Partnership Agreement. 
252.219-7011 Notification to Delay Performance. 
252.219-7012 Competition for Religious-Related Services. 
252.222-7000 Restrictions on Employment of Personnel. 
252.222-7001 Reserved. 
252.222-7002 Compliance with Local Labor Laws (Overseas). 
252.222-7003 Permit from Italian Inspectorate of Labor. 
252.222-7004 Compliance with Spanish Social Security Laws and Regulations. 
252.222-7005 Prohibition on Use of Nonimmigrant Aliens–Guam. 
252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements 
252.223-7000 Reserved. 
252.223-7001 Hazard Warning Labels. 
252.223-7002 Safety Precautions for Ammunition and Explosives. 
252.223-7003 Change in Place of Performance–Ammunition and Explosives. 
252.223-7004 Drug-Free Work Force. 
252.223-7005 Reserved. 
252.223-7006 Prohibition on Storage, Treatment, and Disposal of Toxic or Hazardous  
    Materials. 
252.223-7007 Safeguarding Sensitive Conventional Arms, Ammunition, and  
    Explosives. 
252.223-7008 Prohibition of Hexavalent Chromium. 
252.225-7000 Buy American–Balance of Payments Program Certificate. 
252.225-7001 Buy American and Balance of Payments Program. 
252.225-7002 Qualifying Country Sources as Subcontractors. 
252.225-7003 Report of Intended Performance Outside the United States and 
    Canada–Submission with Offer. 
252.225-7004 Report of Intended Performance Outside the United States and 
    Canada–Submission after Award. 
252.225-7005 Identification of Expenditures in the United States. 
252.225-7006 Acquisition of the American Flag. 
252.225-7007 Prohibition on Acquisition of Certain Items from Communist Chinese  
    Military Companies. 
252.225-7008 Restriction on Acquisition of Specialty Metals. 
252.225-7009 Restriction on Acquisition of Certain Articles Containing Specialty 
    Metals. 
252.225-7010 Commercial Derivative Military Article–Specialty Metals Compliance 
    Certificate. 
252.225-7011 Restriction on Acquisition of Supercomputers. 
252.225-7012 Preference for Certain Domestic Commodities. 
252.225-7013 Duty-Free Entry.  
252.225-7014 Reserved. 
252.225-7015 Restriction on Acquisition of Hand or Measuring Tools. 
252.225-7016 Restriction on Acquisition of Ball and Roller Bearings. 
252.225-7017  Photovoltaic Devices. 
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252.225-7018 Photovoltaic Devices—Certificate. 
252.225-7019 Restriction on Acquisition of Anchor and Mooring Chain. 
252.225-7020 Trade Agreements Certificate. 
252.225-7021 Trade Agreements. 
252.225-7022 Reserved. 
252.225-7023 Preference for Products or Services from Afghanistan. 
252.225-7024 Requirement for Products or Services from Afghanistan. 
252.225-7025 Restriction on Acquisition of Forgings. 
252.225-7026 Acquisition Restricted to Products or Services from Afghanistan. 
252.225-7027 Restriction on Contingent Fees for Foreign Military Sales. 
252.225-7028 Exclusionary Policies and Practices of Foreign Governments. 
252.225-7029 Acquisition of Uniform Components for Afghan Military or Afghan  
    National Police. 
252.225-7030 Restriction on Acquisition of Carbon, Alloy, and Armor Steel Plate. 
252.225-7031 Secondary Arab Boycott of Israel. 
252.225-7032 Waiver of United Kingdom Levies–Evaluation of Offers. 
252.225-7033 Waiver of United Kingdom Levies. 
252.225-7034 Reserved. 
252.225-7035 Buy American–Free Trade Agreements–Balance of Payments   
    Program Certificate. 
252.225-7036 Buy American–Free Trade Agreements–Balance of Payments   
    Program. 
252.225-7037 Evaluation of Offers for Air Circuit Breakers. 
252.225-7038 Restriction on Acquisition of Air Circuit Breakers. 
252.225-7039 Defense Contractors Performing Private Security Functions Outside the 
    United States. 
252.225-7040 Contractor Personnel Supporting U.S. Armed Forces Deployed Outside   
    the United States. 
252.225-7041 Correspondence in English. 
252.225-7042 Authorization to Perform. 
252.225-7043 Antiterrorism/Force Protection Policy for Defense Contractors  
    Outside the United States. 
252.225-7044 Balance of Payments Program–Construction Material. 
252.225-7045 Balance of Payments Program–Construction Material Under Trade  
    Agreements. 
252.225-7046  Exports by Approved Community Members in Response to the 

Solicitation. 
252.225-7047 Exports by Approved Community Members in Performance of the 

Contract. 
252.225-7048 Export-Controlled Items. 
252.225-7049 Prohibition on Acquisition of Certain Foreign Commercial Satellite 

Services—Representations. 
252.225-7050 Disclosure of Ownership or Control by the Government of a Country 

that is a State Sponsor of Terrorism. 
252.225-7051 Prohibition on Acquisition of Certain Foreign Commercial Satellite 

Services. 
252.225-7052 Restriction on the Acquisition of Certain Magnets and Tungsten. 
252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic 
    Enterprises–DoD Contracts. 
252.227-7000 Non-Estoppel. 
252.227-7001 Release of Past Infringement. 
252.227-7002 Readjustment of Payments. 
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252.227-7003 Termination. 
252.227-7004 License Grant. 
252.227-7005 License Term. 
252.227-7006 License Grant–Running Royalty. 
252.227-7007 License Term–Running Royalty. 
252.227-7008 Computation of Royalties. 
252.227-7009 Reporting and Payment of Royalties. 
252.227-7010 License to Other Government Agencies. 
252.227-7011 Assignments. 
252.227-7012 Patent License and Release Contract. 
252.227-7013 Rights in Technical Data–Noncommercial Items. 
252.227-7014 Rights in Noncommercial Computer Software and Noncommercial  
    Computer Software Documentation. 
252.227-7015 Technical Data–Commercial Items. 
252.227-7016 Rights in Bid or Proposal Information. 
252.227-7017 Identification and Assertion of Use, Release, or Disclosure  
    Restrictions. 
252.227-7018 Rights in Noncommercial Technical Data and Computer Software– 
    Small Business Innovation Research (SBIR) Program. 
252.227-7019 Validation of Asserted Restrictions–Computer Software. 
252.227-7020 Rights in Special Works. 
252.227-7021 Rights in Data–Existing Works. 
252.227-7022 Government Rights (Unlimited). 
252.227-7023 Drawings and Other Data to Become Property of Government. 
252.227-7024 Notice and Approval of Restricted Designs. 
252.227-7025 Limitations on the Use or Disclosure of Government-Furnished 
    Information Marked with Restrictive Legends. 
252.227-7026 Deferred Delivery of Technical Data or Computer Software. 
252.227-7027 Deferred Ordering of Technical Data or Computer Software. 
252.227-7028 Technical Data or Computer Software Previously Delivered to the  
    Government. 
252.227-7029 Reserved. 
252.227-7030 Technical Data–Withholding of Payment. 
252.227-7031 Reserved. 
252.227-7032 Rights in Technical Data and Computer Software (Foreign). 
252.227-7033 Rights in Shop Drawings. 
252.227-7034 Reserved. 
252.227-7035 Reserved. 
252.227-7036 Reserved. 
252.227-7037 Validation of Restrictive Markings on Technical Data. 
252.227-7038 Patent Rights–Ownership by the Contractor (Large Business). 
252.227-7039 Patents–Reporting of Subject Inventions. 
252.228-7000 Reimbursement for War-Hazard Losses. 
252.228-7001 Ground and Flight Risk. 
252.228-7002 Reserved. 
252.228-7003 Capture and Detention. 
252.228-7004 Reserved. 
252.228-7005 Mishap Reporting and Investigation Involving Aircraft, Missiles,  
    and Space Launch Vehicles.  
252.228-7006 Compliance with Spanish Laws and Insurance. 
252.229-7000 Invoices Exclusive of Taxes or Duties. 
252.229-7001 Tax Relief. 
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252.229-7002 Customs Exemptions (Germany). 
252.229-7003 Tax Exemptions (Italy). 
252.229-7004 Status of Contractor as a Direct Contractor (Spain). 
252.229-7005 Tax Exemptions (Spain). 
252.229-7006 Value Added Tax Exclusion (United Kingdom). 
252.229-7007 Verification of United States Receipt of Goods. 
252.229-7008 Relief from Import Duty (United Kingdom). 
252.229-7009 Relief From Customs Duty and Value Added Tax on Fuel  
    (Passenger Vehicles) (United Kingdom). 
252.229-7010 Relief from Customs Duty on Fuel (United Kingdom). 
252.229-7011 Reporting of Foreign Taxes–U.S. Assistance Programs. 
252.229-7012 Tax Exemptions (Italy)—Representation. 
252.229-7013 Tax Exemptions (Spain)—Representation. 
252.231-7000 Supplemental Cost Principles. 
252.232-7000 Advance Payment Pool. 
252.232-7001 Disposition of Payments. 
252.232-7002 Progress Payments for Foreign Military Sales Acquisitions. 
252.232-7003 Electronic Submission of Payment Requests and Receiving Reports. 
252.232-7004 DoD Progress Payment Rates. 
252.232-7005 Reimbursement of Subcontractor Advance Payments–DoD Pilot  
    Mentor-Protege Program. 
252.232-7006 Wide Area WorkFlow Payment Instructions. 
252.232-7007 Limitation of Government’s Obligation. 
252.232-7008 Assignment of Claims (Overseas). 
252.232-7009 Mandatory Payment by Governmentwide Commercial Purchase Card. 
252.232-7010 Levies on Contract Payments. 
252.232-7011 Payments in Support of Emergencies and Contingency Operations. 
252.232-7012 Performance-Based Payments–Whole-Contract Basis. 
252.232-7013 Performance-Based Payments—Deliverable-Item Basis. 
252.232-7014 Notification of Payment in Local Currency (Afghanistan). 
252.233-7000 Reserved. 
252.233-7001 Choice of Law (Overseas). 
252.234-7001 Notice of Earned Value Management System. 
252.234-7002 Earned Value Management System. 
252.234-7003 Notice of Cost and Software Data Reporting System. 
252.234-7004 Cost and Software Data Reporting System. 
252.235-7000 Indemnification Under 10 U.S.C. 2354–Fixed Price. 
252.235-7001 Indemnification Under 10 U.S.C. 2354–Cost Reimbursement. 
252.235-7002 Animal Welfare.  
252.235-7003 Frequency Authorization. 
252.235-7004 Protection of Human Subjects. 
252.235-7005 Reserved. 
252.235-7006 Reserved. 
252.235-7007 Reserved. 
252.235-7008 Reserved. 
252.235-7009 Reserved. 
252.235-7010 Acknowledgement of Support and Disclaimer. 
252.235-7011 Final Scientific or Technical Report. 
252.236-7000 Modification Proposals–Price Breakdown. 
252.236-7001 Contract Drawings and Specifications. 
252.236-7002 Obstruction of Navigable Waterways. 
252.236-7003 Payment for Mobilization and Preparatory Work. 
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252.236-7004 Payment for Mobilization and Demobilization. 
252.236-7005 Airfield Safety Precautions. 
252.236-7006 Cost Limitation. 
252.236-7007 Additive or Deductive Items. 
252.236-7008 Contract Prices–Bidding Schedules. 
252.236-7009 Reserved. 
252.236-7010 Overseas Military Construction–Preference for United States  
    Firms. 
252.236-7011 Overseas Architect-Engineer Services–Restriction to United States  
    Firms. 
252.236-7012 Military Construction on Kwajalein Atoll–Evaluation Preference. 
252.236-7013 Requirement for Competition Opportunity for American Steel  
    Producers, Fabricators, and Manufacturers. 
252.237-7000 Notice of Special Standards of Responsibility. 
252.237-7001 Compliance with Audit Standards. 
252.237-7002 Reserved. 
252.237-7003 Requirements. 
252.237-7004 Area of Performance. 
252.237-7005 Performance and Delivery. 
252.237-7006 Subcontracting. 
252.237-7007 Termination for Default. 
252.237-7008 Group Interment. 
252.237-7009 Permits. 
252.237-7010 Prohibition on Interrogation of Detainees by Contractor Personnel. 
252.237-7011 Preparation History. 
252.237-7012 Instruction to Offerors (Count-of-Articles). 
252.237-7013 Instruction to Offerors (Bulk Weight). 
252.237-7014 Loss or Damage (Count-of-Articles). 
252.237-7015 Loss or Damage (Weight of Articles). 
252.237-7016 Delivery Tickets. 
252.237-7017 Individual Laundry. 
252.237-7018 Special Definitions of Government Property. 
252.237-7019  Training for Contractor Personnel Interacting with Detainees. 
252.237-7020 Reserved. 
252.237-7021 Reserved. 
252.237-7022 Services at Installations Being Closed. 
252.237-7023 Continuation of Essential Contractor Services.  
252.237-7024 Notice of Continuation of Essential Contractor Services. 
252.239-7000 Protection Against Compromising Emanations. 
252.239-7001 Information Assurance Contractor Training and Certification. 
252.239-7002 Access. 
252.239-7003 Reserved. 
252.239-7004 Orders for Facilities and Services. 
252.239-7005 Reserved. 
252.239-7006 Reserved. 
252.239-7007 Cancellation or Termination of Orders. 
252.239-7008 Reserved. 
252.239-7009 Representation of Use of Cloud Computing. 
252.239-7010 Cloud Computing Services. 
252.239-7011 Special Construction and Equipment Charges. 
252.239-7012 Title to Telecommunication Facilities and Equipment. 
252.239-7013 Term of Agreement and Continuation of Services. 
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252.239-7014 Reserved. 
252.239-7015 Reserved. 
252.239-7016 Telecommunications Security Equipment, Devices, Techniques,  
    and Services. 
252.239-7017 Notice of Supply Chain Risk. 
252.239-7018 Supply Chain risk. 
252.241-7000 Superseding Contract. 
252.241-7001 Government Access. 
252.242-7000 Reserved. 
252.242-7001 Reserved. 
252.242-7002 Reserved. 
252.242-7003 Reserved. 
252.242-7004 Material Management and Accounting System. 
252.242-7005 Contractor Business Systems. 
252.242-7006 Accounting System Administration. 
252.243-7000 Reserved. 
252.243-7001 Pricing of Contract Modifications. 
252.243-7002 Requests for Equitable Adjustment. 
252.244-7000 Subcontracts for Commercial Items. 
252.244-7001 Contractor Purchasing System Administration. 
252.245-7000 Government-Furnished Mapping, Charting, and Geodesy Property. 
252.245-7001 Tagging, Labeling, and Marking of Government-Furnished Property 
252.245-7002 Reporting Loss of Government Property. 
252.245-7003 Contractor Property Management System Administration. 
252.245-7004 Reporting, Reutilization, and Disposal. 
252.246-7000 Reserved. 
252.246-7001 Warranty of Data. 
252.246-7002 Warranty of Construction (Germany). 
252.246-7003 Notification of Potential Safety Issues. 
252.246-7004 Safety of Facilities, Infrastructure, and Equipment for Military 
    Operations. 
252.246-7005 Notice of Warranty Tracking of Serialized Items. 
252.246-7006 Warranty Tracking of Serialized Items. 
252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance   
    System. 
252.246-7008 Sources of Electronic Parts. 
252.247-7000 Hardship Conditions. 
252.247-7001 Reserved. 
252.247-7002 Revision of Prices. 
252.247-7003 Pass-Through of Motor Carrier Fuel Surcharge Adjustment to the Cost  
    Bearer. 
252.247-7004 Indefinite Quantities–Fixed Charges. 
252.247-7005 Indefinite Quantities–No Fixed Charges. 
252.247-7006 Removal of Contractor's Employees. 
252.247-7007 Liability and Insurance. 
252.247-7008 Reserved. 
252.247-7009 Reserved. 
252.247-7010 Reserved. 
252.247-7011 Reserved. 
252.247-7012 Reserved. 
252.247-7013 Reserved. 
252.247-7014 Demurrage. 
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252.247-7015 Reserved. 
252.247-7016 Contractor Liability for Loss or Damage. 
252.247-7017 Reserved. 
252.247-7018 Reserved. 
252.247-7019 Reserved. 
252.247-7020 Reserved. 
252.247-7021 Reserved. 
252.247-7022 Representation of Extent of Transportation by Sea. 
252.247-7023 Transportation of Supplies by Sea. 
252.247-7025 Reflagging or Repair Work. 
252.247-7026 Evaluation Preference for Use of Domestic Shipyards–Applicable to  
    Acquisition of Carriage by Vessel for DoD Cargo in the Coastwise or 
    Noncontiguous Trade. 
252.247-7027 Riding Gang Member Requirements.   
252.247-7028 Application for U.S. Government Shipping Documentation/ 
    Instructions. 
252.249-7000 Special Termination Costs. 
252.249-7001 Reserved. 
252.249-7002 Notification of Anticipated Contract Termination or Reduction. 
252.251-7000 Ordering From Government Supply Sources. 
252.251-7001 Use of Interagency Fleet Management System (IFMS) Vehicles and  
    Related Services. 
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252.204-7000  Disclosure of Information. 
As prescribed in 204.404-70(a), use the following clause: 
 

DISCLOSURE OF INFORMATION (OCT 2016) 
 
 (a)  The Contractor shall not release to anyone outside the Contractor's organization 
any unclassified information, regardless of medium (e.g., film, tape, document), 
pertaining to any part of this contract or any program related to this contract, unless— 
 
  (1)  The Contracting Officer has given prior written approval; 
 
  (2)  The information is otherwise in the public domain before the date of release; 
or 
 
  (3)  The information results from or arises during the performance of a project 
that involves no covered defense information (as defined in the clause at DFARS 
252.204-7012) and has been scoped and negotiated by the contracting activity with the 
contractor and research performer and determined in writing by the contracting officer 
to be fundamental research (which by definition cannot involve any covered defense 
information), in accordance with National Security Decision Directive 189, National 
Policy on the Transfer of Scientific, Technical and Engineering Information, in effect on 
the date of contract award and the Under Secretary of Defense (Acquisition, 
Technology, and Logistics) memoranda on Fundamental Research, dated May 24, 2010, 
and on Contracted Fundamental Research, dated June 26, 2008 (available at DFARS 
PGI 204.4). 
 
 (b)  Requests for approval under paragraph (a)(1) shall identify the specific 
information to be released, the medium to be used, and the purpose for the release.  The 
Contractor shall submit its request to the Contracting Officer at least 10 business days 
before the proposed date for release. 
 
 (c)  The Contractor agrees to include a similar requirement, including this 
paragraph (c), in each subcontract under this contract.  Subcontractors shall submit 
requests for authorization to release through the prime contractor to the Contracting 
Officer. 
 

(End of clause) 
 
252.204-7001  Reserved. 
 
252.204-7002  Payment for Contract Line or Subline Items Not Separately  
Priced. 
As prescribed in 204.7109(a), use the following clause: 
 

PAYMENT FOR CONTRACT LINE OR SUBLINE ITEMS NOT SEPARATELY  
PRICED (APR 2020) 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_4.htm#204.404-70
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/pgi/pgi_htm/PGI204_4.htm
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7109
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 (a)  If the schedule in this contract contains any contract line or subline items 
identified as not separately priced (NSP), it means that the unit price for the NSP line 
or subline item is included in the unit price of another, related line or subline item. 
 
 (b)  The Contractor shall not invoice the Government for an item that includes in its 
price an NSP item until— 
 
  (1)  The Contractor has also delivered the NSP item included in the price of the 
item being invoiced; and 
 
  (2)  The Government has accepted the NSP item. 
 
 (c)  This clause does not apply to technical data. 
 

(End of clause) 
 
252.204-7003  Control of Government Personnel Work Product. 
As prescribed in 204.404-70(b), use the following clause: 
 

CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) 
 

The Contractor’s procedures for protecting against unauthorized disclosure of 
information shall not require Department of Defense employees or members of the 
Armed Forces to relinquish control of their work products, whether classified or not, to 
the Contractor. 
 

(End of clause) 
 
252.204-7004  Antiterrorism Awareness Training for Contractors. 
As prescribed in 204.7203, use the following clause: 
 

LEVEL I ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS 
(FEB 2019) 

 
 (a)  Definition.  As used in this clause— 
 
 “Military installation” means a base, camp, post, station, yard, center, or other 
activity under the jurisdiction of the Secretary of a military department or, in the case 
of an activity in a foreign country, under the operational control of the Secretary of a 
military department or the Secretary of Defense (see 10 U.S.C. 2801(c)(4)). 
 
 (b)  Training.  Contractor personnel who require routine physical access to a 
Federally-controlled facility or military installation shall complete Level I antiterrorism 
awareness training within 30 days of requiring access and annually thereafter.  In 
accordance with Department of Defense Instruction O-2000.16 Volume 1, DoD 
Antiterrorism (AT) Program Implementation:  DoD AT Standards, Level I antiterrorism 
awareness training shall be completed— 
 
  (1)  Through a DoD-sponsored and certified computer or web-based distance 
learning instruction for Level I antiterrorism awareness; or 
 
  (2)  Under the instruction of a Level I antiterrorism awareness instructor. 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_4.htm#204.404-70
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_72.htm#204.7203
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 (c)  Additional information.  Information and guidance pertaining to DoD 
antiterrorism awareness training is available at https://jko.jten.mil/ or as otherwise 
identified in the performance work statement.  
 
 (d)  Subcontracts.  The Contractor shall include the substance of this clause, 
including this paragraph (d), in subcontracts, including subcontracts for commercial 
items, when subcontractor performance requires routine physical access to a Federally-
controlled facility or military installation. 
 

(End of clause) 
 
252.204-7005  Reserved. 
 
252.204-7006  Billing Instructions.  
As prescribed in 204.7109(b), use the following clause: 
 

BILLING INSTRUCTIONS (OCT 2005) 
 

 When submitting a request for payment, the Contractor shall— 
 
 (a)  Identify the contract line item(s) on the payment request that reasonably reflect 
contract work performance; and 
 
 (b)  Separately identify a payment amount for each contract line item included in the 
payment request. 
 

(End of clause) 
 

252.204-7007  Alternate A, Annual Representations and Certifications. 
As prescribed in 204.1202, use the following provision: 
 

ALTERNATE A, ANNUAL REPRESENTATIONS AND CERTIFICATIONS 
(NOV 2020) 

 
Substitute the following paragraphs (b), (d), and (e) for paragraphs (b) and (d) of the 
provision at FAR 52.204-8: 
 
 (b)(1)  If the provision at FAR 52.204-7, System for Award Management, is 
included in this solicitation, paragraph (e) of this provision applies. 
 
  (2)  If the provision at FAR 52.204-7, System for Award Management, is not 
included in this solicitation, and the Offeror has an active registration in the 
System for Award Management (SAM), the Offeror may choose to use paragraph (e) 
of this provision instead of completing the corresponding individual representations 
and certifications in the solicitation.  The Offeror shall indicate which option applies 
by checking one of the following boxes: 
 
  ___ (i) Paragraph (e) applies. 
 
  ___ (ii) Paragraph (e) does not apply and the Offeror has completed the 
individual representations and certifications in the solicitation. 

https://jko.jten.mil/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7109
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_12.htm#204.1202
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 (d)(1)  The following representations or certifications in the SAM database are 
applicable to this solicitation as indicated: 
 
   (i)  252.204-7016, Covered Defense Telecommunications Equipment or 
Services—Representation. Applies to all solicitations. 
 
   (ii)  252.216-7008, Economic Price Adjustment—Wage Rates or Material 
Prices Controlled by a Foreign Government.  Applies to solicitations for fixed-price 
supply and service contracts when the contract is to be performed wholly or in part 
in a foreign country, and a foreign government controls wage rates or material 
prices and may during contract performance impose a mandatory change in wages 
or prices of materials. 
 
   (iii)  252.225-7042, Authorization to Perform.  Applies to all solicitations 
when performance will be wholly or in part in a foreign country. 
 
   (iv)  252.225-7049, Prohibition on Acquisition of Certain Foreign 
Commercial Satellite Services—Representations.  Applies to solicitations for the 
acquisition of commercial satellite services. 
 
   (v)  252.225-7050, Disclosure of Ownership or Control by the Government 
of a Country that is a State Sponsor of Terrorism.  Applies to all solicitations 
expected to result in contracts of $150,000 or more. 
 
   (vi)  252.229-7012, Tax Exemptions (Italy)—Representation.  Applies to 
solicitations and contracts when contract performance will be in Italy. 
 
   (vii)  252.229-7013, Tax Exemptions (Spain)—Representation.  Applies to 
solicitations and contracts when contract performance will be in Spain. 
 
   (viii)  252.247-7022, Representation of Extent of Transportation by Sea. 
Applies to all solicitations except those for direct purchase of ocean transportation 
services or those with an anticipated value at or below the simplified acquisition 
threshold. 
 
  (2) The following representations or certifications in SAM are applicable to 
this solicitation as indicated by the Contracting Officer:  [Contracting Officer check 
as appropriate.] 
 
   ___ (i)  252.209-7002, Disclosure of Ownership or Control by a Foreign 
Government. 
 
   ___ (ii)  252.225-7000, Buy American—Balance of Payments  Program 
Certificate. 
 
   ___ (iii)  252.225-7020, Trade Agreements Certificate. 
 
    ___  Use with Alternate I. 
 
   ___ (iv)  252.225-7031, Secondary Arab Boycott of Israel. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7016
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252216.htm#252.216-7008
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7042
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7049
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7050
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252229.htm#252.229-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252229.htm#252.229-7013
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252247.htm#252.247-7022
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252209.htm#252.209-7002
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7000
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7020
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7031
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   ___ (v)  252.225-7035, Buy American—Free Trade Agreements—Balance 
of Payments Program Certificate. 
 
    ___ Use with Alternate I. 
 
    ___ Use with Alternate II. 
 
    ___ Use with Alternate III. 
 
    ___Use with Alternate IV. 
 
    ___ Use with Alternate V. 
 
   ___ (vi)  252.226-7002, Representation for Demonstration Project for 
Contractors Employing Persons with Disabilities. 
 
   ___ (vii)  252.232-7015, Performance-Based Payments—Representation. 
 
  (e)  The offeror has completed the annual representations and certifications 
electronically via the SAM website at https://www.acquisition.gov/.  After reviewing 
the SAM database information, the offeror verifies by submission of the offer that 
the representations and certifications currently posted electronically that apply to 
this solicitation as indicated in FAR 52.204-8(c) and paragraph (d) of this provision 
have been entered or updated within the last 12 months, are current, accurate, 
complete, and applicable to this solicitation (including the business size standard 
applicable to the NAICS code referenced for this solicitation), as of the date of this 
offer, and are incorporated in this offer by reference (see FAR 4.1201); except for the 
changes identified below [offeror to insert changes, identifying change by provision 
number, title, date].  These amended representation(s) and/or certification(s) are 
also incorporated in this offer and are current, accurate, and complete as of the date 
of this offer. 
 
FAR/DFARS Provision  # Title Date Change 
            

 
Any changes provided by the offeror are applicable to this solicitation only, and do 
not result in an update to the representations and certifications located in the SAM 
database. 

 
(End of provision) 

 
252.204-7008 Compliance with Safeguarding Covered Defense Information 
Controls. 
As prescribed in 204.7304(a), use the following provision: 
 

COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION 
CONTROLS (OCT 2016) 

 
 (a)  Definitions.  As used in this provision— 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252225.htm#252.225-7035
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252226.htm#252.226-7002
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252232.htm#252.232-7015
https://www.acquisition.gov/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
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 “Controlled technical information,” “covered contractor information system,” 
“covered defense information,” “cyber incident,” “information system,” and “technical 
information” are defined in clause 252.204-7012, Safeguarding Covered Defense 
Information and Cyber Incident Reporting. 
 
 (b)  The security requirements required by contract clause 252.204-7012, shall be 
implemented for all covered defense information on all covered contractor information 
systems that support the performance of this contract. 
 
 (c)  For covered contractor information systems that are not part of an information 
technology service or system operated on behalf of the Government (see  
252.204-7012(b)(2)— 
 
  (1)  By submission of this offer, the Offeror represents that it will implement the 
security requirements specified by National Institute of Standards and Technology 
(NIST) Special Publication (SP) 800-171 “Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and Organizations” (see 
http://dx.doi.org/10.6028/NIST.SP.800-171) that are in effect at the time the solicitation 
is issued or as authorized by the contracting officer not later than December 31, 2017. 
 
  (2)(i)  If the Offeror proposes to vary from any of the security requirements 
specified by NIST SP 800-171 that are in effect at the time the solicitation is issued or 
as authorized by the Contracting Officer, the Offeror shall submit to the Contracting 
Officer, for consideration by the DoD Chief Information Officer (CIO), a written 
explanation of— 
 
    (A)  Why a particular security requirement is not applicable; or 
 
    (B)  How an alternative but equally effective, security measure is used 
to compensate for the inability to satisfy a particular requirement and achieve 
equivalent protection. 
 
   (ii)  An authorized representative of the DoD CIO will adjudicate offeror 
requests to vary from NIST SP 800-171 requirements in writing prior to contract 
award.  Any accepted variance from NIST SP 800-171 shall be incorporated into the 
resulting contract. 
 

(End of provision) 
 
252.204-7009  Limitations on the Use or Disclosure of Third-Party 
Contractor Reported Cyber Incident Information. 

 As prescribed in 204.7304(b), use the following clause: 
 

LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY  
CONTRACTOR REPORTED CYBER INCIDENT INFORMATION (OCT 2016) 

 
 (a)  Definitions.  As used in this clause— 
 
 “Compromise” means disclosure of information to unauthorized persons, or a 
violation of the security policy of a system, in which unauthorized intentional or 
unintentional disclosure, modification, destruction, or loss of an object, or the copying of 
information to unauthorized media may have occurred. 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
http://dx.doi.org/10.6028/NIST.SP.800-171
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
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 “Controlled technical information” means technical information with military or 
space application that is subject to controls on the access, use, reproduction, 
modification, performance, display, release, disclosure, or dissemination.  Controlled 
technical information would meet the criteria, if disseminated, for distribution 
statements B through F using the criteria set forth in DoD Instruction 5230.24, 
Distribution Statements on Technical Documents.  The term does not include 
information that is lawfully publicly available without restrictions. 
 
 “Covered defense information” means unclassified controlled technical 
information or other information (as described in the Controlled Unclassified 
Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html) 
that requires safeguarding or dissemination controls pursuant to and consistent with 
law, regulations, and Governmentwide policies, and is— 
 
  (1)  Marked or otherwise identified in the contract, task order, or delivery order 
and provided to the contractor by or on behalf of DoD in support of the performance 
of the contract; or 
 
  (2)  Collected, developed, received, transmitted, used, or stored by or on 
behalf of the contractor in support of the performance of the contract. 
 
 “Cyber incident” means actions taken through the use of computer networks that 
result in a compromise or an actual or potentially adverse effect on an information 
system and/or the information residing therein. 
 
 “Information system” means a discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, dissemination, or disposition of 
information. 
  
 “Media” means physical devices or writing surfaces including, but is not limited to, 
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and 
printouts onto which covered defense information is recorded, stored, or printed within 
a covered contractor information system. 
 
 “Technical information” means technical data or computer software, as those terms 
are defined in the clause at DFARS 252.227-7013, Rights in Technical Data-
Noncommercial Items, regardless of whether or not the clause is incorporated in this 
solicitation or contract.  Examples of technical information include research and 
engineering data, engineering drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical orders, catalog-item identifications, 
data sets, studies and analyses and related information, and computer software 
executable code and source code. 
 
 (b)  Restrictions.  The Contractor agrees that the following conditions apply to any 
information it receives or creates in the performance of this contract that is information 
obtained from a third-party’s reporting of a cyber incident pursuant to DFARS clause 
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting (or derived from such information obtained under that clause): 
 
  (1)  The Contractor shall access and use the information only for the purpose of 
furnishing advice or technical assistance directly to the Government in support of the 

http://www.archives.gov/cui/registry/category-list.html
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm#252.227-7013
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
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Government’s activities related to clause 252.204-7012, and shall not be used for any 
other purpose. 
 
  (2)  The Contractor shall protect the information against unauthorized release 
or disclosure. 
 
  (3)  The Contractor shall ensure that its employees are subject to use and non-
disclosure obligations consistent with this clause prior to the employees being provided 
access to or use of the information. 
 
  (4)  The third-party contractor that reported the cyber incident is a third-party 
beneficiary of the non-disclosure agreement between the Government and Contractor, 
as required by paragraph (b)(3) of this clause. 
 
  (5)  A breach of these obligations or restrictions may subject the Contractor to— 
 
   (i)  Criminal, civil, administrative, and contractual actions in law and equity 
for penalties, damages, and other appropriate remedies by the United States; and 
 
   (ii)  Civil actions for damages and other appropriate remedies by the third 
party that reported the cyber incident, as a third party beneficiary of this clause. 
 
 (c)  Subcontracts.  The Contractor shall include this clause, including this paragraph 
(c), in subcontracts, or similar contractual instruments, for services that include support 
for the Government’s activities related to safeguarding covered defense information and 
cyber incident reporting, including subcontracts for commercial items, without 
alteration, except to identify the parties. 
 

(End of clause) 
 
252.204-7010  Requirement for Contractor to Notify DoD if the Contractor’s 
Activities are Subject to Reporting Under the U.S.-International Atomic 
Energy Agency Additional Protocol. 
As prescribed in 204.470-3, use the following clause: 
 

REQUIREMENT FOR CONTRACTOR TO NOTIFY DOD IF THE 
CONTRACTOR’S ACTIVITIES ARE SUBJECT TO REPORTING UNDER THE 

U.S.-INTERNATIONAL ATOMIC ENERGY AGENCY ADDITIONAL PROTOCOL 
(JAN 2009) 

 
 (a)  If the Contractor is required to report any of its activities in accordance with 
Department of Commerce regulations (15 CFR Part 781 et seq.) or Nuclear 
Regulatory Commission regulations (10 CFR Part 75) in order to implement the 
declarations required by the U.S.-International Atomic Energy Agency Additional 
Protocol (U.S.-IAEA AP), the Contractor shall— 
 
  (1)  Immediately provide written notification to the following DoD Program 
Manager: 
 

[Contracting Officer to insert Program Manager’s name, mailing address, e-mail 
address, telephone number, and facsimile number]; 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_4.htm#204.470-3
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  (2)  Include in the notification— 
 
   (i)  Where DoD contract activities or information are located relative to 
the activities or information to be declared to the Department of Commerce or the 
Nuclear Regulatory Commission; and 
 
   (ii)  If or when any current or former DoD contract activities and the 
activities to be declared to the Department of Commerce or the Nuclear Regulatory 
Commission have been or will be co-located or located near enough to one another to 
result in disclosure of the DoD activities during an IAEA inspection or visit; and 
 
  (3)  Provide a copy of the notification to the Contracting Officer. 
 
 (b)  After receipt of a notification submitted in accordance with paragraph (a) of 
this clause, the DoD Program Manager will— 
 
  (1)  Conduct a security assessment to determine if and by what means access 
may be granted to the IAEA; or 
 
  (2)  Provide written justification to the component or agency treaty office for 
a national security exclusion, in accordance with DoD Instruction 2060.03, 
Application of the National Security Exclusion to the Agreements Between the 
United States of America and the International Atomic Energy Agency for the 
Application of Safeguards in the United States of America.  DoD will notify the 
Contractor if a national security exclusion is applied at the Contractor’s location to 
prohibit access by the IAEA. 
 
 (c)  If the DoD Program Manager determines that a security assessment is 
required— 
 
  (1)  DoD will, at a minimum— 
 
   (i)  Notify the Contractor that DoD officials intend to conduct an 
assessment of vulnerabilities to IAEA inspections or visits; 
 
   (ii)  Notify the Contractor of the time at which the assessment will be 
conducted, at least 30 days prior to the assessment; 
 
   (iii)  Provide the Contractor with advance notice of the credentials of the 
DoD officials who will conduct the assessment; and 
 
   (iv)  To the maximum extent practicable, conduct the assessment in a 
manner that does not impede or delay operations at the Contractor’s facility; and 
 
  (2)  The Contractor shall provide access to the site and shall cooperate with 
DoD officials in the assessment of vulnerabilities to IAEA inspections or visits. 
 
 (d)  Following a security assessment of the Contractor’s facility, DoD officials will 
notify the Contractor as to— 
 
  (1)  Whether the Contractor’s facility has any vulnerabilities where potentially 
declarable activities under the U.S.-IAEA AP are taking place; 
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  (2)  Whether additional security measures are needed; and 
 
  (3)  Whether DoD will apply a national security exclusion. 
 
 (e)  If DoD applies a national security exclusion, the Contractor shall not grant 
access to IAEA inspectors.  
 
 (f)  If DoD does not apply a national security exclusion, the Contractor shall apply 
managed access to prevent disclosure of program activities, locations, or information in 
the U.S. declaration. 
 
 (g)  The Contractor shall not delay submission of any reports required by the 
Department of Commerce or the Nuclear Regulatory Commission while awaiting a 
DoD response to a notification provided in accordance with this clause. 
 
 (h)  The Contractor shall incorporate the substance of this clause, including this 
paragraph (h), in all subcontracts that are subject to the provisions of the U.S.-IAEA 
AP. 
 

(End of clause) 
 
252.204-7011  Reserved.  
 
252.204-7012  Safeguarding Covered Defense Information and Cyber Incident 
Reporting. 
As prescribed in 204.7304(c), use the following clause: 
 
SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT  

REPORTING (DEC 2019) 
 
 (a)  Definitions.  As used in this clause— 
 
 “Adequate security” means protective measures that are commensurate with the 
consequences and probability of loss, misuse, or unauthorized access to, or modification 
of information. 
 
 “Compromise” means disclosure of information to unauthorized persons, or a 
violation of the security policy of a system, in which unauthorized intentional or 
unintentional disclosure, modification, destruction, or loss of an object, or the copying of 
information to unauthorized media may have occurred. 
 
 “Contractor attributional/proprietary information” means information that identifies 
the contractor(s), whether directly or indirectly, by the grouping of information that can 
be traced back to the contractor(s) (e.g., program description, facility locations), 
personally identifiable information, as well as trade secrets, commercial or financial 
information, or other commercially sensitive information that is not customarily shared 
outside of the company. 
 
 “Controlled technical information” means technical information with military or 
space application that is subject to controls on the access, use, reproduction, 
modification, performance, display, release, disclosure, or dissemination.  Controlled 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
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technical information would meet the criteria, if disseminated, for distribution 
statements B through F using the criteria set forth in DoD Instruction 5230.24, 
Distribution Statements on Technical Documents.  The term does not include 
information that is lawfully publicly available without restrictions. 
 
 “Covered contractor information system” means an unclassified information system 
that is owned, or operated by or for, a contractor and that processes, stores, or transmits 
covered defense information. 
 
 “Covered defense information” means unclassified controlled technical information 
or other information, as described in the Controlled Unclassified Information (CUI) 
Registry at http://www.archives.gov/cui/registry/category-list.html, that requires 
safeguarding or dissemination controls pursuant to and consistent with law, 
regulations, and Governmentwide policies, and is— 
 
  (1)  Marked or otherwise identified in the contract, task order, or delivery order 
and provided to the contractor by or on behalf of DoD in support of the performance of 
the contract; or 
 
  (2)  Collected, developed, received, transmitted, used, or stored by or on behalf of 
the contractor in support of the performance of the contract. 
 
 “Cyber incident” means actions taken through the use of computer networks that 
result in a compromise or an actual or potentially adverse effect on an information 
system and/or the information residing therein. 
  
 “Forensic analysis” means the practice of gathering, retaining, and analyzing 
computer-related data for investigative purposes in a manner that maintains the 
integrity of the data. 
 
 “Information system” means a discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, dissemination, or disposition of 
information. 
 
 “Malicious software” means computer software or firmware intended to perform an 
unauthorized process that will have adverse impact on the confidentiality, integrity, or 
availability of an information system.  This definition includes a virus, worm, Trojan 
horse, or other code-based entity that infects a host, as well as spyware and some forms 
of adware. 
 
 “Media” means physical devices or writing surfaces including, but is not limited to, 
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and 
printouts onto which covered defense information is recorded, stored, or printed within 
a covered contractor information system. 
 
 ‘‘Operationally critical support’’ means supplies or services designated by the 
Government as critical for airlift, sealift, intermodal transportation services, or 
logistical support that is essential to the mobilization, deployment, or sustainment of 
the Armed Forces in a contingency operation. 
 
 “Rapidly report” means within 72 hours of discovery of any cyber incident. 
 

http://www.archives.gov/cui/registry/category-list.html
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 “Technical information” means technical data or computer software, as those terms 
are defined in the clause at DFARS 252.227-7013, Rights in Technical Data— 
Noncommercial Items, regardless of whether or not the clause is incorporated in this 
solicitation or contract.  Examples of technical information include research and 
engineering data, engineering drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical orders, catalog-item identifications, 
data sets, studies and analyses and related information, and computer software 
executable code and source code. 
 
 (b)  Adequate security.  The Contractor shall provide adequate security on all covered 
contractor information systems.  To provide adequate security, the Contractor shall 
implement, at a minimum, the following information security protections: 
 
  (1)  For covered contractor information systems that are part of an Information 
Technology (IT) service or system operated on behalf of the Government, the following 
security requirements apply: 
 
   (i)  Cloud computing services shall be subject to the security requirements 
specified in the clause 252.239-7010, Cloud Computing Services, of this contract. 
 
   (ii)  Any other such IT service or system (i.e., other than cloud computing) 
shall be subject to the security requirements specified elsewhere in this contract. 
 
  (2)  For covered contractor information systems that are not part of an IT service 
or system operated on behalf of the Government and therefore are not subject to the 
security requirement specified at paragraph (b)(1) of this clause, the following security 
requirements apply: 
 
   (i)  Except as provided in paragraph (b)(2)(ii) of this clause, the covered 
contractor information system shall be subject to the security requirements in National 
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, 
“Protecting Controlled Unclassified Information in Nonfederal Information Systems 
and Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-
171) in effect at the time the solicitation is issued or as authorized by the Contracting 
Officer. 
 
   (ii)(A)  The Contractor shall implement NIST SP 800-171, as soon as 
practical, but not later than December 31, 2017.  For all contracts awarded prior to 
October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), 
via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security 
requirements specified by NIST SP 800-171 not implemented at the time of contract 
award. 
 
    (B)  The Contractor shall submit requests to vary from NIST SP 800-171 
in writing to the Contracting Officer, for consideration by the DoD CIO.  The Contractor 
need not implement any security requirement adjudicated by an authorized 
representative of the DoD CIO to be nonapplicable or to have an alternative, but equally 
effective, security measure that may be implemented in its place.   
 
    (C)  If the DoD CIO has previously adjudicated the contractor’s requests 
indicating that a requirement is not applicable or that an alternative security measure 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm#252.227-7013
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm#252.239-7010
http://dx.doi.org/10.6028/NIST.SP.800-171
http://dx.doi.org/10.6028/NIST.SP.800-171
mailto:osd.dibcsia@mail.mil
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is equally effective, a copy of that approval shall be provided to the Contracting Officer 
when requesting its recognition under this contract. 
 
    (D)  If the Contractor intends to use an external cloud service provider 
to store, process, or transmit any covered defense information in performance of this 
contract, the Contractor shall require and ensure that the cloud service provider meets 
security requirements equivalent to those established by the Government for the 
Federal Risk and Authorization Management Program (FedRAMP) Moderate baseline 
(https://www.fedramp.gov/resources/documents/) and that the cloud service provider 
complies with requirements in paragraphs (c) through (g) of this clause for cyber 
incident reporting, malicious software, media preservation and protection, access to 
additional information and equipment necessary for forensic analysis, and cyber 
incident damage assessment. 
 
  (3)  Apply other information systems security measures when the Contractor 
reasonably determines that information systems security measures, in addition to 
those identified in paragraphs (b)(1) and (2) of this clause, may be required to 
provide adequate security in a dynamic environment or to accommodate special 
circumstances (e.g., medical devices) and any individual, isolated, or temporary 
deficiencies based on an assessed risk or vulnerability.  These measures may be 
addressed in a system security plan. 
 
 (c)  Cyber incident reporting requirement. 
 
  (1)  When the Contractor discovers a cyber incident that affects a covered 
contractor information system or the covered defense information residing therein, or 
that affects the contractor’s ability to perform the requirements of the contract that are 
designated as operationally critical support and identified in the contract, the 
Contractor shall— 
 
   (i)  Conduct a review for evidence of compromise of covered defense 
information, including, but not limited to, identifying compromised computers, servers, 
specific data, and user accounts.  This review shall also include analyzing covered 
contractor information system(s) that were part of the cyber incident, as well as other 
information systems on the Contractor’s network(s), that may have been accessed as a 
result of the incident in order to identify compromised covered defense information, or 
that affect the Contractor’s ability to provide operationally critical support; and 
 
   (ii)  Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. 
 
  (2)  Cyber incident report.  The cyber incident report shall be treated as 
information created by or for DoD and shall include, at a minimum, the required 
elements at https://dibnet.dod.mil. 
 

(3)  Medium assurance certificate requirement.  In order to report cyber incidents 
in accordance with this clause, the Contractor or subcontractor shall have or acquire a 
DoD-approved medium assurance certificate to report cyber incidents.  For information 
on obtaining a DoD-approved medium assurance certificate, see 
https://public.cyber.mil/eca/. 
 
 (d)  Malicious software.  When the Contractor or subcontractors discover and isolate 
malicious software in connection with a reported cyber incident, submit the malicious 

https://www.fedramp.gov/resources/documents/
https://dibnet.dod.mil/
https://dibnet.dod.mil/
https://public.cyber.mil/eca/
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software to DoD Cyber Crime Center (DC3) in accordance with instructions provided by 
DC3 or the Contracting Officer.  Do not send the malicious software to the Contracting 
Officer. 
 
 (e)  Media preservation and protection.  When a Contractor discovers a cyber 
incident has occurred, the Contractor shall preserve and protect images of all known 
affected information systems identified in paragraph (c)(1)(i) of this clause and all 
relevant monitoring/packet capture data for at least 90 days from the submission of the 
cyber incident report to allow DoD to request the media or decline interest. 
 
 (f)  Access to additional information or equipment necessary for forensic analysis.  
Upon request by DoD, the Contractor shall provide DoD with access to additional 
information or equipment that is necessary to conduct a forensic analysis. 
 
 (g)  Cyber incident damage assessment activities.  If DoD elects to conduct a damage 
assessment, the Contracting Officer will request that the Contractor provide all of the 
damage assessment information gathered in accordance with paragraph (e) of this 
clause. 
 
 (h)  DoD safeguarding and use of contractor attributional/proprietary information.  
The Government shall protect against the unauthorized use or release of information 
obtained from the contractor (or derived from information obtained from the contractor) 
under this clause that includes contractor attributional/proprietary information, 
including such information submitted in accordance with paragraph (c).  To the 
maximum extent practicable, the Contractor shall identify and mark 
attributional/proprietary information.  In making an authorized release of such 
information, the Government will implement appropriate procedures to minimize the 
contractor attributional/proprietary information that is included in such authorized 
release, seeking to include only that information that is necessary for the authorized 
purpose(s) for which the information is being released. 
 
 (i)  Use and release of contractor attributional/proprietary information not created by 
or for DoD.  Information that is obtained from the contractor (or derived from 
information obtained from the contractor) under this clause that is not created by or for 
DoD is authorized to be released outside of DoD— 
 
  (1)  To entities with missions that may be affected by such information; 
 
  (2)  To entities that may be called upon to assist in the diagnosis, detection, or 
mitigation of cyber incidents; 
 
  (3)  To Government entities that conduct counterintelligence or law enforcement 
investigations; 
 
  (4)  For national security purposes, including cyber situational awareness and 
defense purposes (including with Defense Industrial Base (DIB) participants in the 
program at 32 CFR part 236); or 
 
  (5)  To a support services contractor (“recipient”) that is directly supporting 
Government activities under a contract that includes the clause at 252.204-7009, 
Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber 
Incident Information. 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7009
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 (j)  Use and release of contractor attributional/proprietary information created by or 
for DoD.  Information that is obtained from the contractor (or derived from information 
obtained from the contractor) under this clause that is created by or for DoD (including 
the information submitted pursuant to paragraph (c) of this clause) is authorized to be 
used and released outside of DoD for purposes and activities authorized by paragraph 
(i) of this clause, and for any other lawful Government purpose or activity, subject to all 
applicable statutory, regulatory, and policy based restrictions on the Government’s use 
and release of such information. 
 
 (k)  The Contractor shall conduct activities under this clause in accordance with 
applicable laws and regulations on the interception, monitoring, access, use, and 
disclosure of electronic communications and data. 
 
 (l)  Other safeguarding or reporting requirements.  The safeguarding and cyber 
incident reporting required by this clause in no way abrogates the Contractor’s 
responsibility for other safeguarding or cyber incident reporting pertaining to its 
unclassified information systems as required by other applicable clauses of this 
contract, or as a result of other applicable U.S. Government statutory or regulatory 
requirements. 
 
 (m)  Subcontracts.  The Contractor shall— 
 
  (1)  Include this clause, including this paragraph (m), in subcontracts, or similar 
contractual instruments, for operationally critical support, or for which subcontract 
performance will involve covered defense information, including subcontracts for 
commercial items, without alteration, except to identify the parties.  The Contractor 
shall determine if the information required for subcontractor performance retains its 
identity as covered defense information and will require protection under this clause, 
and, if necessary, consult with the Contracting Officer; and 
 
  (2)  Require subcontractors to— 
 
   (i)  Notify the prime Contractor (or next higher-tier subcontractor) when 
submitting a request to vary from a NIST SP 800-171 security requirement to the 
Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this clause; and 
 
   (ii)  Provide the incident report number, automatically assigned by DoD, to 
the prime Contractor (or next higher-tier subcontractor) as soon as practicable, when 
reporting a cyber incident to DoD as required in paragraph (c) of this clause. 
 

(End of clause) 
 
252.204-7013  Reserved. 
 
252.204-7014  Limitations on the Use or Disclosure of Information by 
Litigation Support Contractors. 
As prescribed in 204.7403(a), use the following clause: 
 

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY 
 LITIGATION SUPPORT CONTRACTORS (MAY 2016) 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_74.htm#204.7403
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 (a)  Definitions.  As used in this clause— 
 
 “Computer software” means computer programs, source code, source code listings, 
object code listings, design details, algorithms, processes, flow charts, formulae, and 
related material that would enable the software to be reproduced, recreated, or 
recompiled.  Computer software does not include computer data bases or computer 
software documentation. 
 
 “Litigation information” means any information, including sensitive information, 
that is furnished to the contractor by or on behalf of the Government, or that is 
generated or obtained by the contractor in the performance of litigation support work 
under a contract.  The term does not include information that is lawfully, publicly 
available without restriction, including information contained in a publicly available 
solicitation. 
 
 “Litigation support” means administrative, technical, or professional services 
provided in support of the Government during or in anticipation of litigation. 
 
 "Litigation support contractor" means a contractor (including its experts, technical 
consultants, subcontractors, and suppliers) providing litigation support under a contract 
that contains this clause. 
 
 “Sensitive information” means controlled unclassified information of a commercial, 
financial, proprietary, or privileged nature.  The term includes technical data and 
computer software, but does not include information that is lawfully, publicly available 
without restriction. 
 
 “Technical data” means recorded information, regardless of the form or method of 
the recording, of a scientific or technical nature (including computer software 
documentation).  The term does not include computer software or data incidental to 
contract administration, such as financial and/or management information. 
 
 (b)  Limitations on use or disclosure of litigation information.  Notwithstanding any 
other provision of this contract, the Contractor shall— 
 
  (1)  Access and use litigation information only for the purpose of providing 
litigation support under this contract; 
 
  (2)  Not disclose litigation information to any entity outside the Contractor’s 
organization unless, prior to such disclosure the Contracting Officer has provided 
written consent to such disclosure; 
 
  (3)  Take all precautions necessary to prevent unauthorized disclosure of 
litigation information; 
 
  (4)  Not use litigation information to compete against a third party for 
Government or nongovernment contracts; and 
 
  (5)  Upon completion of the authorized litigation support activities, destroy or 
return to the Government at the request of the Contracting Officer all litigation 
information in its possession. 
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 (c)  Violation of paragraph (b)(1), (b)(2), (b)(3), (b)(4), or (b)(5) of this clause, is a basis 
for the Government to terminate this contract. 
 
 (d)  Indemnification and creation of third party beneficiary rights.  The Contractor 
agrees— 
 
  (1)  To indemnify and hold harmless the Government, its agents, and employees 
from any claim or liability, including attorneys’ fees, court costs, and expenses, arising 
out of, or in any way related to, the misuse or unauthorized modification, reproduction, 
release, performance, display, or disclosure of any litigation information; and 
 
  (2)  That any third party holding proprietary rights or any other legally 
protectable interest in any litigation information, in addition to any other rights it may 
have, is a third party beneficiary under this contract who shall have a right of direct 
action against the Contractor, and against any person to whom the Contractor has 
released or disclosed such litigation information, for any such unauthorized use or 
disclosure of such information. 
 
 (e)  Contractor employees.  The Contractor shall ensure that its employees are 
subject to use and nondisclosure obligations consistent with this clause prior to the 
employees being provided access to or use of any litigation information covered by this 
clause. 
 
 (f)  Flowdown.  Include the substance of this clause, including this paragraph (f), in 
all subcontracts, including subcontracts for commercial items. 
 

(End of clause) 
 
252.204-7015  Notice of Authorized Disclosure of Information for Litigation 
Support. 
As prescribed in 204.7403(b), use the following clause: 
 

NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION 
FOR LITIGATION SUPPORT (MAY 2016) 

 
 (a)  Definitions.  As used in this clause— 
 
 “Computer software” means computer programs, source code, source code listings, 
object code listings, design details, algorithms, processes, flow charts, formulae, and 
related material that would enable the software to be reproduced, recreated, or 
recompiled.  Computer software does not include computer data bases or computer 
software documentation. 
 
 “Litigation support” means administrative, technical, or professional services 
provided in support of the Government during or in anticipation of litigation. 
 
 "Litigation support contractor" means a contractor (including its experts, technical 
consultants, subcontractors, and suppliers) providing litigation support under a contract 
that contains the clause at 252.204-7014, Limitations on the Use or Disclosure of 
Information by Litigation Support Contractors. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_74.htm#204.7403
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7014
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 “Sensitive information” means controlled unclassified information of a commercial, 
financial, proprietary, or privileged nature. The term includes technical data and 
computer software, but does not include information that is lawfully, publicly available 
without restriction. 
 
 “Technical data” means recorded information, regardless of the form or method of 
the recording, of a scientific or technical nature (including computer software 
documentation).  The term does not include computer software or data incidental to 
contract administration, such as financial and/or management information. 
 
 (b)  Notice of authorized disclosures.  Notwithstanding any other provision of this 
solicitation or contract, the Government may disclose to a litigation support contractor, 
for the sole purpose of litigation support activities, any information, including sensitive 
information, received-- 
 
  (1)  Within or in connection with a quotation or offer; or 
 
  (2)  In the performance of or in connection with a contract. 
 
 (c)  Flowdown.  Include the substance of this clause, including this paragraph (c), in 
all subcontracts, including subcontracts for commercial items. 
 

(End of clause) 
 
252.204-7016  Covered Defense Telecommunications Equipment or Services—
Representation. 
As prescribed in 204.2105(a), use the following provision: 

 
COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES—

REPRESENTATION (DEC 2019) 
 

 (a)  Definitions.  As used in this provision, “covered defense telecommunications 
equipment or services” has the meaning provided in the clause 252.204-7018, 
Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or 
Services. 
 
 (b)  Procedures.  The Offeror shall review the list of excluded parties in the System 
for Award Management (SAM) (https://www.sam.gov/) for entities excluded from 
receiving federal awards for “covered defense telecommunications equipment or 
services”. 
 
 (c)  Representation.  The Offeror represents that it [  ] does, [  ] does not provide 
covered defense telecommunications equipment or services as a part of its offered 
products or services to the Government in the performance of any contract, subcontract, 
or other contractual instrument. 
 

(End of provision) 
 
252.204-7017  Prohibition on the Acquisition of Covered Defense 
Telecommunications Equipment or Services—Representation. 
As prescribed in 204.2105(b), use the following provision: 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7018
https://www.sam.gov/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105
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PROHIBITION ON THE ACQUISITON OF COVERED DEFENSE 
TELECOMMUNICATIONS EQUIPMENT OR SERVICES—REPRESENTATION 

(DEC 2019) 
 
 The Offeror is not required to complete the representation in this provision if the 
Offeror has represented in the provision at 252.204-7016, Covered Defense 
Telecommunications Equipment or Services—Representation, that it “does not 
provide covered defense telecommunications equipment or services as a part of its 
offered products or services to the Government in the performance of any contract, 
subcontract, or other contractual instrument.” 
 
 (a) Definitions.  “Covered defense telecommunications equipment or services,” 
“covered mission,” “critical technology,” and “substantial or essential component,” as 
used in this provision, have the meanings given in the 252.204-7018 clause, Prohibition 
on the Acquisition of Covered Defense Telecommunications Equipment or Services, of 
this solicitation. 
 
 (b)  Prohibition.  Section 1656 of the National Defense Authorization Act for 
Fiscal Year 2018 (Pub. L. 115-91) prohibits agencies from procuring or obtaining, or 
extending or renewing a contract to procure or obtain, any equipment, system, or 
service to carry out covered missions that uses covered defense telecommunications 
equipment or services as a substantial or essential component of any system, or as 
critical technology as part of any system.   
 
 (c)  Procedures.  The Offeror shall review the list of excluded parties in the 
System for Award Management (SAM) at https://www.sam.gov for entities that are 
excluded when providing any equipment, system, or service to carry out covered 
missions that uses covered defense telecommunications equipment or services as a 
substantial or essential component of any system, or as critical technology as part of 
any system, unless a waiver is granted. 
 
 (d)  Representation.  If in its annual representations and certifications in SAM 
the Offeror has represented in paragraph (c) of the provision at 252.204-7016, 
Covered Defense Telecommunications Equipment or Services—Representation, that 
it “does” provide covered defense telecommunications equipment or services as a 
part of its offered products or services to the Government in the performance of any 
contract, subcontract, or other contractual instrument, then the Offeror shall 
complete the following additional representation: 
 

The Offeror represents that it [  ] will [  ] will not provide covered defense 
telecommunications equipment or services as a part of its offered products or 
services to DoD in the performance of any award resulting from this solicitation. 

 
 (e)  Disclosures.  If the Offeror has represented in paragraph (d) of this provision 
that it “will provide covered defense telecommunications equipment or services,” the 
Offeror shall provide the following information as part of the offer: 
 
  (1)  A description of all covered defense telecommunications equipment and 
services offered (include brand or manufacturer; product, such as model number, 
original equipment manufacturer (OEM) number, manufacturer part number, or 
wholesaler number; and item description, as applicable). 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7016
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7018
https://www.sam.gov/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7016
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  (2)  An explanation of the proposed use of covered defense 
telecommunications equipment and services and any factors relevant to 
determining if such use would be permissible under the prohibition referenced in 
paragraph (b) of this provision. 
 
  (3)  For services, the entity providing the covered defense 
telecommunications services (include entity name, unique entity identifier, and 
Commercial and Government Entity (CAGE) code, if known). 
 
  (4)  For equipment, the entity that produced or provided the covered defense 
telecommunications equipment (include entity name, unique entity identifier, 
CAGE code, and whether the entity was the OEM or a distributor, if known). 
 

(End of provision) 
 
252.204-7018  Prohibition on the Acquisition of Covered Defense 
Telecommunications Equipment or Services. 
As prescribed in 204.2105(c), use the following clause: 
 

PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE  
TELECOMMUNICATIONS EQUIPMENT OR SERVICES (JAN 2021) 

 
(a)  Definitions.  As used in this clause— 

 
 “Covered defense telecommunications equipment or services” means— 
 
  (1)  Telecommunications equipment produced by Huawei Technologies 
Company or ZTE Corporation, or any subsidiary or affiliate of such entities; 
 
  (2)  Telecommunications services provided by such entities or using such 
equipment; or 
 
  (3)  Telecommunications equipment or services produced or provided by an 
entity that the Secretary of Defense reasonably believes to be an entity owned or 
controlled by, or otherwise connected to, the government of a covered foreign 
country.  
 
 “Covered foreign country” means— 
 
  (1)  The People’s Republic of China; or 
 
  (2)  The Russian Federation. 
 
 “Covered missions” means— 
 
  (1)  The nuclear deterrence mission of DoD, including with respect to nuclear 
command, control, and communications, integrated tactical warning and attack 
assessment, and continuity of Government; or 
 
    (2)  The homeland defense mission of DoD, including with respect to 
ballistic missile defense.  
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2105


Defense Federal Acquisition Regulation Supplement 
 
Part 252—Solicitation Provisions and Contract Clauses 
 

 
1998 EDITION  252.204-21 
 

 “Critical technology” means— 
 
  (1)  Defense articles or defense services included on the United States 
Munitions List set forth in the International Traffic in Arms Regulations under 
subchapter M of chapter I of title 22, Code of Federal Regulations;  
 
  (2)  Items included on the Commerce Control List set forth in Supplement 
No. 1 to part 774 of the Export Administration Regulations under subchapter C of 
chapter VII of title 15, Code of Federal Regulations, and controlled— 
 
   (i)  Pursuant to multilateral regimes, including for reasons relating to 
national security, chemical and biological weapons proliferation, nuclear 
nonproliferation, or missile technology; or 
 
   (ii) For reasons relating to regional stability or surreptitious listening; 
 
  (3)  Specially designed and prepared nuclear equipment, parts and 
components, materials, software, and technology covered by part 810 of title 10, 
Code of Federal Regulations (relating to assistance to foreign atomic energy 
activities);  
 
  (4)  Nuclear facilities, equipment, and material covered by part 110 of title 
10, Code of Federal Regulations (relating to export and import of nuclear equipment 
and material); 
 
  (5)  Select agents and toxins covered by part 331 of title 7, Code of Federal 
Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or 
 
  (6)  Emerging and foundational technologies controlled pursuant to section 
1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817). 
 
 “Substantial or essential component” means any component necessary for the 
proper function or performance of a piece of equipment, system, or service. 
 
 (b)  Prohibition.  In accordance with section 1656 of the National Defense 
Authorization Act for Fiscal Year 2018 (Pub. L. 115-91), the contractor shall not 
provide to the Government any equipment, system, or service to carry out covered 
missions that uses covered defense telecommunications equipment or services as a 
substantial or essential component of any system, or as critical technology as part of 
any system, unless the covered defense telecommunication equipment or services 
are covered by a waiver described in Defense Federal Acquisition Regulation 
Supplement 204.2104. 
 
 (c)  Procedures.  The Contractor shall review the list of excluded parties in the 
System for Award Management (SAM) at https://www.sam.gov for entities that are 
excluded when providing any equipment, system, or service, to carry out covered 
missions, that uses covered defense telecommunications equipment or services as a 
substantial or essential component of any system, or as critical technology as part of 
any system, unless a waiver is granted. 
 
 (d)  Reporting. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_21.htm#204.2104
https://www.sam.gov/
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  (1)  In the event the Contractor identifies covered defense 
telecommunications equipment or services used as a substantial or essential 
component of any system, or as critical technology as part of any system, during 
contract performance, the Contractor shall report at https://dibnet.dod.mil the 
information in paragraph (d)(2) of this clause. 
 
  (2)  The Contractor shall report the following information pursuant to 
paragraph (d)(1) of this clause: 
 
   (i)  Within 3 business days from the date of such identification or  
notification:  the contract number; the order number(s), if applicable; supplier 
name; brand; model number (original equipment manufacturer number, 
manufacturer part number, or wholesaler number); item description; and any 
readily available information about mitigation actions undertaken or recommended. 
 
   (ii)  Within 30 business days of submitting the information in paragraph  
(d)(2)(i) of this clause:  any further available information about mitigation actions 
undertaken or recommended.  In addition, the Contractor shall describe the efforts 
it undertook to prevent use or submission of a covered defense telecommunications 
equipment or services, and any additional efforts that will be incorporated to 
prevent future use or submission of covered telecommunications equipment or 
services. 
 
 (e)  Subcontracts.  The Contractor shall insert the substance of this clause, 
including this paragraph (e), in all subcontracts and other contractual instruments, 
including subcontracts for the acquisition of commercial items.   
 

(End of clause) 
 
252.204-7019  Notice of NIST SP 800-171 DoD Assessment Requirements. 
As prescribed in 204.7304(d), use the following provision: 
 
NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) 
 
 (a)  Definitions.   
 
 “Basic Assessment”, “Medium Assessment”, and “High Assessment” have the 
meaning given in the clause 252.204-7020, NIST SP 800-171 DoD Assessments. 
 
 “Covered contractor information system” has the meaning given in the clause 
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting, of this solicitation.    
 
 (b)  Requirement.  In order to be considered for award, if the Offeror is required 
to implement NIST SP 800-171, the Offeror shall have a current assessment (i.e., 
not more than 3 years old unless a lesser time is specified in the solicitation) (see 
252.204-7020) for each covered contractor information system that is relevant to the 
offer, contract, task order, or delivery order. The Basic, Medium, and High NIST SP 
800-171 DoD Assessments are described in the NIST SP 800-171 DoD Assessment 
Methodology located at  
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_impleme
ntation_of_NIST_SP_800-171.html.  

https://dibnet.dod.mil/
https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7020
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7020
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
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 (c)  Procedures.   
 
  (1)  The Offeror shall verify that summary level scores of a current NIST SP 
800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is 
specified in the solicitation) are posted in the Supplier Performance Risk System 
(SPRS) (https://www.sprs.csd.disa.mil/) for all covered contractor information 
systems relevant to the offer.  
 
  (2)  If the Offeror does not have summary level scores of a current NIST SP 
800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is 
specified in the solicitation) posted in SPRS, the Offeror may conduct and submit a 
Basic Assessment to webptsmh@navy.mil for posting to SPRS in the format 
identified in paragraph (d) of this provision.   
 
 (d) Summary level scores.  Summary level scores for all assessments will be 
posted 30 days post-assessment in SPRS to provide DoD Components visibility into 
the summary level scores of strategic assessments.  
 
  (1)  Basic Assessments.  An Offeror may follow the procedures in paragraph 
(c)(2) of this provision for posting Basic Assessments to SPRS.   
 
   (i)  The email shall include the following information: 
 
    (A)  Cybersecurity standard assessed (e.g., NIST SP 800-171  
Rev 1).   
 
    (B)  Organization conducting the assessment (e.g., Contractor self-
assessment). 
 
    (C)  For each system security plan (security requirement 3.12.4) 
supporting the performance of a DoD contract— 
 
     (1)  All industry Commercial and Government Entity (CAGE) 
code(s) associated with the information system(s) addressed by the system security 
plan; and 
 
     (2)  A brief description of the system security plan architecture, 
if more than one plan exists. 
 
    (D)  Date the assessment was completed. 
 
    (E)  Summary level score (e.g., 95 out of 110, NOT the individual 
value for each requirement). 
 
    (F)  Date that all requirements are expected to be implemented (i.e., 
a score of 110 is expected to be achieved) based on information gathered from 
associated plan(s) of action developed in accordance with NIST SP 800-171.   
 
   (ii)  If multiple system security plans are addressed in the email 
described at paragraph (d)(1)(i) of this section, the Offeror shall use the following 
format for the report: 

https://www.sprs.csd.disa.mil/
mailto:webptsmh@navy.mil
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System Security 
Plan 

CAGE 
Codes 
supported  
by this plan 

Brief 
description of 
the plan 
architecture 

Date of 
assessment 

Total 
Score 

Date 
score of 
110 will 
achieved 

      
      
      
 
  (2)  Medium and High Assessments.  DoD will post the following Medium 
and/or High Assessment summary level scores to SPRS for each system assessed: 
 
   (i)  The standard assessed (e.g., NIST SP 800-171 Rev 1). 
 
   (ii)  Organization conducting the assessment, e.g., DCMA, or a specific 
organization (identified by Department of Defense Activity Address Code 
(DoDAAC)). 
 
   (iii)  All industry CAGE code(s) associated with the information 
system(s) addressed by the system security plan.    
 
   (iv)  A brief description of the system security plan architecture, if more 
than one system security plan exists.   
 
   (v)  Date and level of the assessment, i.e., medium or high. 
 
   (vi)  Summary level score (e.g., 105 out of 110, not the individual value 
assigned for each requirement). 
 
   (vii)  Date that all requirements are expected to be implemented (i.e., a 
score of 110 is expected to be achieved) based on information gathered from 
associated plan(s) of action developed in accordance with NIST SP 800-171.   
 
  (3)  Accessibility.   
 
   (i)  Assessment summary level scores posted in SPRS are available to 
DoD personnel, and are protected, in accordance with the standards set forth in 
DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product 
Performance Information (PI).    
 
   (ii)  Authorized representatives of the Offeror for which the assessment 
was conducted may access SPRS to view their own summary level scores, in 
accordance with the SPRS Software User’s Guide for Awardees/Contractors 
available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.  
 
   (iii)  A High NIST SP 800-171 DoD Assessment may result in 
documentation in addition to that listed in this section.  DoD will retain and protect 
any such documentation as “Controlled Unclassified Information (CUI)” and 
intended for internal DoD use only.  The information will be protected against 
unauthorized use and release, including through the exercise of applicable 
exemptions under the Freedom of Information Act (e.g., Exemption 4 covers trade 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
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secrets and commercial or financial information obtained from a contractor that is 
privileged or confidential). 
 

(End of provision) 
 
252.204-7020  NIST SP 800-171 DoD Assessment Requirements.  
As prescribed in 204.7304(e), use the following clause: 
 

NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) 
 
 (a)  Definitions.   
 
 “Basic Assessment” means a contractor’s self-assessment of the contractor’s 
implementation of NIST SP 800-171 that— 
 
  (1)  Is based on the Contractor’s review of their system security plan(s) 
associated with covered contractor information system(s); 
 
  (2)  Is conducted in accordance with the NIST SP 800-171 DoD Assessment 
Methodology; and 
 
  (3)  Results in a confidence level of “Low” in the resulting score, because it is 
a self-generated score. 
 
 “Covered contractor information system” has the meaning given in the clause 
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting, of this contract. 
 
 “High Assessment” means an assessment that is conducted by Government 
personnel using NIST SP 800-171A, Assessing Security Requirements for 
Controlled Unclassified Information that— 
 
  (1)  Consists of— 
 
   (i)  A review of a contractor’s Basic Assessment; 
 
   (ii)  A thorough document review;  
 
   (iii)  Verification, examination, and demonstration of a Contractor’s 
system security plan to validate that NIST SP 800-171 security requirements have 
been implemented as described in the contractor’s system security plan; and 
 
   (iv)  Discussions with the contractor to obtain additional information or 
clarification, as needed; and 
 
  (2)  Results in a confidence level of “High” in the resulting score.   
 
 “Medium Assessment” means an assessment conducted by the Government 
that— 
 
  (1)  Consists of— 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm#204.7304
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
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   (i)  A review of a contractor’s Basic Assessment; 
 
   (ii)  A thorough document review; and 
 
   (iii)  Discussions with the contractor to obtain additional information or 
clarification, as needed; and  
 
  (2)  Results in a confidence level of “Medium” in the resulting score. 
 
 (b)  Applicability.  This clause applies to covered contractor information systems 
that are required to comply with the National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-171, in accordance with Defense 
Federal Acquisition Regulation System (DFARS) clause at 252.204-7012, 
Safeguarding Covered Defense Information and Cyber Incident Reporting, of this 
contract.   
 
 (c)  Requirements.  The Contractor shall provide access to its facilities, systems, 
and personnel necessary for the Government to conduct a Medium or High NIST SP 
800-171 DoD Assessment, as described in NIST SP 800-171 DoD Assessment 
Methodology at 
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_impleme
ntation_of_NIST_SP_800-171.html, if necessary. 
 
 (d)  Procedures.  Summary level scores for all assessments will be posted in the 
Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.mil/) to 
provide DoD Components visibility into the summary level scores of strategic 
assessments.  
 
  (1)  Basic Assessments.  A contractor may submit, via encrypted email, 
summary level scores of Basic Assessments conducted in accordance with the NIST 
SP 800-171 DoD Assessment Methodology to webptsmh@navy.mil for posting to 
SPRS.   
 
   (i)  The email shall include the following information: 
 
    (A)  Version of NIST SP 800-171 against which the assessment was 
conducted.  
 
    (B)  Organization conducting the assessment (e.g., Contractor self-
assessment). 
 
    (C)  For each system security plan (security requirement 3.12.4) 
supporting the performance of a DoD contract— 
 
     (1)  All industry Commercial and Government Entity (CAGE) 
code(s) associated with the information system(s) addressed by the system security 
plan; and  
 
     (2)  A brief description of the system security plan architecture, 
if more than one plan exists. 
 
    (D)  Date the assessment was completed.  

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.sprs.csd.disa.mil/
mailto:webptsmh@navy.mil
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    (E)  Summary level score (e.g., 95 out of 110, NOT the individual 
value for each requirement). 
 
    (F)  Date that all requirements are expected to be implemented (i.e., 
a score of 110 is expected to be achieved) based on information gathered from 
associated plan(s) of action developed in accordance with NIST SP 800-171.   
 
   (ii)  If multiple system security plans are addressed in the email 
described at paragraph (b)(1)(i) of this section, the Contractor shall use the 
following format for the report: 
 

System Security 
Plan 

CAGE 
Codes 
supported  
by this plan 

Brief 
description of 
the plan 
architecture 

Date of 
assessment 

Total 
Score 

Date 
score of 
110 will 
achieved 

      
      
      
 
  (2)  Medium and High Assessments.  DoD will post the following Medium 
and/or High Assessment summary level scores to SPRS for each system security 
plan assessed: 
 
   (i)  The standard assessed (e.g., NIST SP 800-171 Rev 1). 
 
   (ii)  Organization conducting the assessment, e.g., DCMA, or a specific 
organization (identified by Department of Defense Activity Address Code 
(DoDAAC)). 
 
   (iii)  All industry CAGE code(s) associated with the information 
system(s) addressed by the system security plan.    
 
   (iv)  A brief description of the system security plan architecture, if more 
than one system security plan exists.   
 
   (v)  Date and level of the assessment, i.e., medium or high. 
 
   (vi)  Summary level score (e.g., 105 out of 110, not the individual value 
assigned for each requirement). 
 
   (vii)  Date that all requirements are expected to be implemented (i.e., a 
score of 110 is expected to be achieved) based on information gathered from 
associated plan(s) of action developed in accordance with NIST SP 800-171.   
 
 (e)  Rebuttals.   
 
  (1)  DoD will provide Medium and High Assessment summary level scores to 
the Contractor and offer the opportunity for rebuttal and adjudication of assessment 
summary level scores prior to posting the summary level scores to SPRS (see SPRS 
User’s Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf).   
 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
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  (2)  Upon completion of each assessment, the contractor has 14 business 
days to provide additional information to demonstrate that they meet any security 
requirements not observed by the assessment team or to rebut the findings that 
may be of question. 
 
 (f)  Accessibility.   
 
  (1)  Assessment summary level scores posted in SPRS are available to DoD 
personnel, and are protected, in accordance with the standards set forth in DoD 
Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product 
Performance Information (PI).    
 
  (2)  Authorized representatives of the Contractor for which the assessment 
was conducted may access SPRS to view their own summary level scores, in 
accordance with the SPRS Software User’s Guide for Awardees/Contractors 
available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.  
 
  (3)  A High NIST SP 800-171 DoD Assessment may result in documentation 
in addition to that listed in this clause.  DoD will retain and protect any such 
documentation as “Controlled Unclassified Information (CUI)” and intended for 
internal DoD use only.  The information will be protected against unauthorized use 
and release, including through the exercise of applicable exemptions under the 
Freedom of Information Act (e.g., Exemption 4 covers trade secrets and commercial 
or financial information obtained from a contractor that is privileged or 
confidential). 
 
 (g)  Subcontracts.   
 
  (1)  The Contractor shall insert the substance of this clause, including this 
paragraph (g), in all subcontracts and other contractual instruments, including 
subcontracts for the acquisition of commercial items (excluding COTS items). 
 
  (2)  The Contractor shall not award a subcontract or other contractual 
instrument, that is subject to the implementation of NIST SP 800-171 security 
requirements, in accordance with DFARS clause 252.204-7012 of this contract, 
unless the subcontractor has completed, within the last 3 years, at least a Basic 
NIST SP 800-171 DoD Assessment, as described in 
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_impleme
ntation_of_NIST_SP_800-171.html, for all covered contractor information systems 
relevant to its offer that are not part of an information technology service or system 
operated on behalf of the Government. 
 
  (3)  If a subcontractor does not have summary level scores of a current NIST 
SP 800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is 
specified in the solicitation) posted in SPRS, the subcontractor may conduct and 
submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD 
Assessment Methodology, to webptsmh@navy.mil for posting to SPRS along with 
the information required by paragraph (d) of this clause. 
 

(End of clause) 
 
252.204-7021  Cybersecurity Maturity Model Certification Requirement. 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
mailto:webptsmh@navy.mil
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As prescribed in 204.7503(a) and (b), insert the following clause: 
 

CYBERSECURITY MATURITY MODEL CERTIFICATION REQUIREMENTS 
(NOV 2020) 

 
 (a)  Scope.  The Cybersecurity Maturity Model Certification (CMMC) CMMC is a 
framework that measures a contractor’s cybersecurity maturity to include the 
implementation of cybersecurity practices and institutionalization of processes (see 
https://www.acq.osd.mil/cmmc/index.html).   
 
  (b)  Requirements.  The Contractor shall have a current (i.e. not older than 3 
years) CMMC certificate at the CMMC level required by this contract and maintain 
the CMMC certificate at the required level for the duration of the contract. 
 
 (c)  Subcontracts.  The Contractor shall— 
 
  (1)  Insert the substance of this clause, including this paragraph (c), in all 
subcontracts and other contractual instruments, including subcontracts for the 
acquisition of commercial items, excluding commercially available off-the-shelf 
items; and  
 
  (2)  Prior to awarding to a subcontractor, ensure that the subcontractor has 
a current (i.e., not older than 3 years) CMMC certificate at the CMMC level that is 
appropriate for the information that is being flowed down to the subcontractor. 
 

(End of clause) 
 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_75.htm#204.7503
https://www.acq.osd.mil/cmmc/index.html
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252.239-7000  Protection Against Compromising Emanations. 
As prescribed in 239.7103(a), use the following clause: 
 

PROTECTION AGAINST COMPROMISING EMANATIONS (OCT 2019) 
 
 (a)  The Contractor shall provide or use only information technology, as specified by 
the Government, that has been accredited to meet the appropriate information 
assurance requirements of— 
 
  (1)  The National Security Agency National TEMPEST Standards (NSTISSAM 
TEMPEST 1-92, Compromising Emanations Laboratory Test Requirements, 
Electromagnetics (U)); or 
 
  (2)  Other standards specified by this contract, including the date through which 
the required accreditation is current or valid for the contract. 
 
 (b)  Upon request of the Contracting Officer, the Contractor shall provide 
documentation supporting the accreditation. 
 
 (c)  The Government may, as part of its inspection and acceptance, conduct 
additional tests to ensure that information technology delivered under this contract 
satisfies the information assurance standards specified.  The Government may conduct 
additional tests— 
 
  (1)  At the installation site or contractor's facility; and 
 
  (2)  Notwithstanding the existence of valid accreditations of information 
technology prior to the award of this contract. 
 
 (d)  Unless otherwise provided in this contract under the Warranty of Supplies or 
Warranty of Systems and Equipment clause, the Contractor shall correct or replace 
accepted information technology found to be deficient within 1 year after proper 
installations. 
 
  (1)  The correction or replacement shall be at no cost to the Government. 
 
  (2)  Should a modification to the delivered information technology be made by 
the Contractor, the 1-year period applies to the modification upon its proper 
installation. 
 
  (3)  This paragraph (d) applies regardless of f.o.b. point or the point of 
acceptance of the deficient information technology. 
 

(End of clause) 
 
252.239-7001  Information Assurance Contractor Training and Certification. 
As prescribed in 239.7103(b), use the following clause: 
 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_71.htm#239.7103
https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_71.htm#239.7103
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INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION  
(JAN 2008) 

 
 (a)  The Contractor shall ensure that personnel accessing information systems have 
the proper and current information assurance certification to perform information 
assurance functions in accordance with DoD 8570.01-M, Information Assurance 
Workforce Improvement Program.  The Contractor shall meet the applicable 
information assurance certification requirements, including— 
 
  (1)  DoD-approved information assurance workforce certifications appropriate 
for each category and level as listed in the current version of DoD 8570.01-M; and  
 
  (2)  Appropriate operating system certification for information assurance 
technical positions as required by DoD 8570.01-M. 
 
 (b)  Upon request by the Government, the Contractor shall provide documentation 
supporting the information assurance certification status of personnel performing 
information assurance functions. 
 
 (c)  Contractor personnel who do not have proper and current certifications shall be 
denied access to DoD information systems for the purpose of performing information 
assurance functions. 
 

(End of clause) 
 
252.239-7002  Access. 
As prescribed in 239.7411(a), use the following clause: 
 

ACCESS (DEC 1991) 
 
 (a)  Subject to military security regulations, the Government shall permit the 
Contractor access at all reasonable times to Contractor furnished facilities.  However, if 
the Government is unable to permit access, the Government at its own risk and expense 
shall maintain these facilities and the Contractor shall not be responsible for the service 
involving any of these facilities during the period of nonaccess, unless the service failure 
results from the Contractor's fault or negligence. 
 
 (b)  During periods when the Government does not permit Contractor access, the 
Government will reimburse the Contractor at mutually acceptable rates for the loss of 
or damage to the equipment due to the fault or negligence of the Government.  Failure 
to agree shall be a dispute concerning a question of fact within the meaning of the 
Disputes clause of this contract. 
 

(End of clause) 
 
252.239-7003  Reserved. 
 
252.239-7004  Orders for Facilities and Services. 
As prescribed in 239.7411(a), use the following clause: 
 

ORDERS FOR FACILITIES AND SERVICES (SEP 2019) 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_74.htm#239.7411
https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_74.htm#239.7411
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 (a)  Definitions.  As used in this clause— 
 
 “Governmental regulatory body” means the Federal Communications Commission, 
any statewide regulatory body, or any body with less than statewide jurisdiction when 
operating under the state authority.  Regulatory bodies whose decisions are not subject 
to judicial appeal and regulatory bodies which regulate a company owned by the same 
entity that creates the regulatory body are not governmental regulatory bodies. 
 
 (b)  The Contractor shall acknowledge a communication service authorization or 
other type order for supplies and facilities by— 
 
  (1)  Commencing performance after receipt of an order; or 
 
  (2)  Written acceptance by a duly authorized representative. 
 
 (c)  The Contractor shall furnish the services and facilities under this 
agreement/contract in accordance with all applicable tariffs, rates, charges, regulations, 
requirements, terms, and conditions of— 
 
  (1)  Service and facilities furnished or offered by the Contractor to the general 
public or the Contractor's subscribers; or 
 
  (2)  Service as lawfully established by a governmental regulatory body. 
 
 (d)  The Government will not prepay for services. 
 
 (e)  For nontariffed services, the Contractor shall charge the Government at the 
lowest rate and under the most favorable terms and conditions for similar service and 
facilities offered to any other customer. 
 
 (f)  Recurring charges for services and facilities shall, in each case, start with the 
satisfactory beginning of service or provision of facilities or equipment and are payable 
monthly in arrears. 
 
 (g)  Expediting charges are costs necessary to get services earlier than normal.  
Examples are overtime pay or special shipment.  When authorized, expediting charges 
shall be the additional costs incurred by the Contractor and the subcontractor.  The 
Government shall pay expediting charges only when— 
 
  (1)  They are provided for in the tariff established by a governmental regulatory 
body; or 
 
  (2)  They are authorized in a communication service authorization or other 
contractual document. 
 
 (h)  When services normally provided are technically unacceptable and the 
development, fabrication, or manufacture of special equipment is required, the 
Government may— 
 
  (1)  Provide the equipment; or 
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  (2)  Direct the Contractor to acquire the equipment or facilities.  If the 
Contractor acquires the equipment or facilities, the acquisition shall be competitive, if 
practicable. 
 
   (i)  If at any time the Government defers or changes its orders for any of the 
services but does not cancel or terminate them, the amount paid or payable to the 
Contractor for the services deferred or modified shall be equitably adjusted under 
applicable tariffs filed by the Contractor with the regulatory commission in effect at the 
time of deferral or change.  If no tariffs are in effect, the Government and the 
Contractor shall equitably adjust the rates by mutual agreement.  Failure to agree on 
any adjustment shall be a dispute concerning a question of fact within the meaning of 
the Disputes clause of this contract. 

 
(End of clause) 

 
252.239-7005  Reserved. 
 
252.239-7006  Reserved. 
 
252.239-7007  Cancellation or Termination of Orders. 
As prescribed in 239.7411(a), use the following clause: 
 

CANCELLATION OR TERMINATION OF ORDERS  (SEP 2019) 
 
 (a)  Definitions. 
 
 “Actual nonrecoverable costs” means the installed costs of the facilities and 
equipment, less cost of reusable materials, and less net salvage value. 
  
 “Basic cancellation liability” means the actual nonrecoverable cost, which the 
Government shall reimburse the Contractor at the time services are cancelled. 
 
 “Basic termination liability” means the nonrecoverable cost amortized in equal 
monthly increments throughout the liability period. 
 
 “Installed costs” means the actual cost of equipment and materials specifically 
provided or used, plus the actual cost of installing (including engineering, labor, 
supervision, transportation, rights-of-way, and any other items which are chargeable to 
the capital accounts of the Contractor), less any costs the government may have directly 
reimbursed the Contractor under the Special Construction and Equipment Charges 
clause of this agreement/contract. 
 
 “Net salvage value” means the salvage value less the cost of removal. 
 
 (b)  If the Government cancels any of the services ordered under this 
agreement/contract, before the services are made available to the Government, or 
terminates any of these services after they are made available to the Government, 
the Government will reimburse the Contractor for the actual nonrecoverable costs 
the Contractor has reasonably incurred in providing facilities and equipment for 
which the Contractor has no foreseeable reuse.  The Government will not reimburse 
the Contractor for any actual nonrecoverable costs incurred after notice of award, but 
prior to execution of the order. 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_74.htm#239.7411
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 (c)  When feasible, the Contractor shall reuse cancelled or terminated facilities or 
equipment to minimize the charges to the Government. 
 
 (d)  If at any time the Government requires that telecommunications facilities or 
equipment be relocated within the Contractor's service area, the Government will have 
the option of paying the costs of relocating the facilities or equipment in lieu of paying 
any termination or cancellation charge under this clause. The basic cancellation liability 
or basic termination liability applicable to the facilities or equipment in their former 
location shall continue to apply to the facilities and equipment in their new location. 
Monthly recurring charges shall continue to be paid during the period. 
 
 (e)  When there is another requirement or foreseeable reuse in place of cancelled or 
terminated facilities or equipment, no charge shall apply and the basic cancellation 
liability or basic termination liability shall be appropriately reduced.  When feasible, the 
Contractor shall promptly reuse discontinued channels or facilities, including 
equipment for which the Government is obligated to pay a minimum service charge. 
 
 (f)  The amount of the Government's liability upon cancellation or termination of any 
of the services ordered under this agreement/contract will be determined under 
applicable tariffs governing cancellation and termination charges which— 
 
  (1)  Are filed by the Contractor with a governmental regulatory body, as defined 
in the Rates, Charges, and Services clause of this agreement/contract; 
 
  (2)  Are in effect on the date of termination; and 
 
  (3)  Provide specific cancellation or termination charges for the facilities and 
equipment involved or show how to determine the charges. 
 
 (g)  The amount of the Government's liability upon cancellation or termination of 
any of the services ordered under this agreement/contract, which are not subject to a 
governmental regulatory body, will be determined under a mutually agreed schedule in 
the communication services authorization (CSA) or other contractual document. 
 
 (h)  If no applicable tariffs are in effect on the date of cancellation or termination or 
set forth in the applicable CSA or other contractual document, the Government's 
liability will be determined under the following settlement procedures— 
 
  (1)  The Contractor agrees to provide the Contracting Officer, in such reasonable 
detail as the Contracting Officer may require, inventory schedules covering all items of 
property or facilities in the Contractor's possession, the cost of which is included in the 
Basic Cancellation or Termination Liability for which the Contractor has no foreseeable 
reuse. 
 
  (2)  The Contractor shall use its best efforts to sell property or facilities when the 
Contractor has no foreseeable reuse or when the Government has not exercised its 
option to take title under the Title to Telecommunications Facilities and Equipment 
clause of this agreement/contract.  The Contractor shall apply any proceeds of the sale 
to reduce any payments by the Government to the Contractor under a cancellation or 
termination settlement. 
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  (3)  The Contractor shall record actual nonrecoverable costs under established 
accounting procedures prescribed by the cognizant governmental regulatory authority 
or, if no such procedures have been prescribed, under generally accepted accounting 
procedures applicable to the provision of telecommunication services for public use. 
 
  (4)  The net salvage value shall be deducted from the Contractor’s installed cost.  
In determining net salvage value, the Contractor shall consider the foreseeable reuse of 
the facilities and equipment by the Contractor.  The Contractor shall make allowance 
for the cost of dismantling, removal, reconditioning, and disposal of the facilities and 
equipment when necessary either for the sale of facilities or their reuse by the 
Contractor in another location. 
 
  (5)  Upon termination of services, the Government will reimburse the 
Contractor for the nonrecoverable cost less such costs amortized to the date services are 
terminated and establish the liability period as mutually agreed to but not to exceed ten 
years.  In the case of either a cancellation or a termination, the Government’s presumed 
maximum liability will be capped by the unpaid non-recurring charges and the monthly 
recurring charges set out in the contract/agreement.  The presumed maximum liability 
for monthly recurring charges shall be capped at monthly recurring charges for the 
minimum service period and any required notice period. 
 
  (6)  When the basic cancellation liability or basic termination liability 
established by the CSA or other contractual document is based on estimated costs, the 
Contractor agrees to settle on the basis of actual cost at the time of cancellation or 
termination. 
 
  (7)  The Contractor agrees that, if after settlement but within the termination 
liability period of the services, should the Contractor make reuse of equipment or 
facilities which were treated as nonreusable or nonsalvable in the settlement, the 
Contractor shall reimburse the Government for the value of the equipment or facilities. 
 
  (8)  The Contractor agrees to exclude— 
 
   (i)  Any costs which are not included in determining cancellation and 
termination charges under the Contractor's standard practices or procedures; and 
 
   (ii)  Charges not ordinarily made by the Contractor for similar facilities or 
equipment, furnished under similar circumstances. 
 
 (i)  The Government may, under such terms and conditions as it may prescribe, 
make partial payments and payments on account against costs incurred by the 
Contractor in connection with the cancelled or terminated portion of this 
agreement/contract.  The Government may make these payments if the Contracting 
Officer determines that the total of the payments is within the amount the Contractor is 
entitled.  If the total of the payments is in excess of the amount finally agreed or 
determined to be due under this clause, the Contractor shall pay the excess to the 
Government upon demand. 
 
 (j)  Failure to agree shall be a dispute concerning a question of fact within the  
meaning of the Disputes clause. 
 

(End of clause) 
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252.239-7008  Reserved. 
 
252.239-7009  Representation of Use of Cloud Computing. 
As prescribed in 239.7604(a), use the following provision: 
 

REPRESENTATION OF USE OF CLOUD COMPUTING (SEP 2015) 
 

 (a)  Definition.  “Cloud computing,” as used in this provision, means a model for 
enabling ubiquitous, convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal management effort 
or service provider interaction.  This includes other commercial terms, such as on-
demand self-service, broad network access, resource pooling, rapid elasticity, and 
measured service.  It also includes commercial offerings for software-as-a-service, 
infrastructure-as-a-service, and platform-as-a-service. 
 
 (b)  The Offeror shall indicate by checking the appropriate blank in paragraph (c) of 
this provision whether the use of cloud computing is anticipated under the resultant 
contract. 
 
 (c)  Representation.  The Offeror represents that it— 
 
  _____ Does anticipate that cloud computing services will be used in the 
performance of any contract or subcontract resulting from this solicitation. 
 
  _____ Does not anticipate that cloud computing services will be used in the 
performance of any contract or subcontract resulting from this solicitation. 
 

(End of provision) 
 
 
252.239-7010  Cloud Computing Services. 
As prescribed in 239.7604(b), use the following clause: 
 

CLOUD COMPUTING SERVICES (OCT 2016) 
 
 (a)  Definitions.  As used in this clause— 

 
“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management 
Framework (RMF) for DoD Information Technology (IT), means the senior Federal 
official or executive with the authority to formally assume responsibility for operating 
an information system at an acceptable level of risk to organizational operations 
(including mission, functions, image, or reputation), organizational assets, individuals, 
other organizations, and the Nation. 
 
“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned and released 
with minimal management effort or service provider interaction. This includes other 
commercial terms, such as on-demand self-service, broad network access, resource 
pooling, rapid elasticity, and measured service.  It also includes commercial offerings for 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_76.htm#239.7604
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software-as-a-service, infrastructure-as-a-service, and platform-as-a-service. 
 
“Compromise” means disclosure of information to unauthorized persons, or a violation 
of the security policy of a system, in which unauthorized intentional or unintentional 
disclosure, modification, destruction, or loss of an object, or the copying of information to 
unauthorized media may have occurred. 
 
“Cyber incident” means actions taken through the use of computer networks that 
result in a compromise or an actual or potentially adverse effect on an information 
system and/or the information residing therein. 
 
“Government data” means any information, document, media, or machine readable 
material regardless of physical form or characteristics, that is created or obtained by the 
Government in the course of official Government business. 
 
“Government-related data” means any information, document, media, or machine 
readable material regardless of physical form or characteristics that is created or 
obtained by a contractor through the storage, processing, or communication of 
Government data. This does not include contractor’s business records e.g. financial 
records, legal records etc. or data such as operating procedures, software coding or 
algorithms that are not uniquely applied to the Government data. 
 
“Information system” means a discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, dissemination, or disposition of 
information. 
 
“Media” means physical devices or writing surfaces including, but not limited to, 
magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and 
printouts onto which information is recorded, stored, or printed within an information 
system. 
 
“Spillage” security incident that results in the transfer of classified or controlled 
unclassified information onto an information system not accredited (i.e., authorized) 
for the appropriate security level. 
 
 (b)  Cloud computing security requirements.  The requirements of this clause are 
applicable when using cloud computing to provide information technology services 
in the performance of the contract. 
 
  (1)  If the Contractor indicated in its offer that it “does not anticipate the use of 
cloud computing services in the performance of a resultant contract,” in response to 
provision 252.239-7009, Representation of Use of Cloud Computing, and after the 
award of this contract, the Contractor proposes to use cloud computing services in the 
performance of the contract, the Contractor shall obtain approval from the Contracting 
Officer prior to utilizing cloud computing services in performance of the contract. 
 
  (2)  The Contractor shall implement and maintain administrative, technical, 
and physical safeguards and controls with the security level and services required 
in accordance with the Cloud Computing Security Requirements Guide (SRG) 
(version in effect at the time the solicitation is issued or as authorized by the 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm#252.239-7009
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Contracting Officer) found at http://iase.disa.mil/cloud_security/Pages/index.aspx, 
unless notified by the Contracting Officer that this requirement has been waived by 
the DoD Chief Information Officer. 
 
  (3)  The Contractor shall maintain within the United States or outlying areas 
all Government data that is not physically located on DoD premises, unless the 
Contractor receives written notification from the Contracting Officer to use another 
location, in accordance with DFARS 239.7602-2(a). 
 
 (c)  Limitations on access to, and use and disclosure of Government data and 
Government-related data. 
 
  (1)  The Contractor shall not access, use, or disclose Government data unless 
specifically authorized by the terms of this contract or a task order or delivery order 
issued hereunder. 
 
   (i)  If authorized by the terms of this contract or a task order or delivery 
order issued hereunder, any access to, or use or disclosure of, Government data 
shall only be for purposes specified in this contract or task order or delivery order. 
 
   (ii)  The Contractor shall ensure that its employees are subject to all such 
access, use, and disclosure prohibitions and obligations. 
 
   (iii)  These access, use, and disclosure prohibitions and obligations shall 
survive the expiration or termination of this contract. 

 
  (2)  The Contractor shall use Government-related data only to manage the 
operational environment that supports the Government data and for no other 
purpose unless otherwise permitted with the prior written approval of the 
Contracting Officer. 
 
 (d)  Cloud computing services cyber incident reporting.  The Contractor shall 
report all cyber incidents that are related to the cloud computing service provided 
under this contract.  Reports shall be submitted to DoD via http://dibnet.dod.mil/. 
 
 (e)  Malicious software.  The Contractor or subcontractors that discover and isolate 
malicious software in connection with a reported cyber incident shall submit the 
malicious software in accordance with instructions provided by the Contracting Officer. 
 
 (f)  Media preservation and protection.  When a Contractor discovers a cyber incident 
has occurred, the Contractor shall preserve and protect images of all known affected 
information systems identified in the cyber incident report (see paragraph (d) of this 
clause) and all relevant monitoring/packet capture data for at least 90 days from the 
submission of the cyber incident report to allow DoD to request the media or decline 
interest. 
 
 (g)  Access to additional information or equipment necessary for forensic analysis.  
Upon request by DoD, the Contractor shall provide DoD with access to additional 
information or equipment that is necessary to conduct a forensic analysis. 
 
 (h)  Cyber incident damage assessment activities.  If DoD elects to conduct a damage 
assessment, the Contracting Officer will request that the Contractor provide all of the 

http://iase.disa.mil/cloud_security/Pages/index.aspx
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damage assessment information gathered in accordance with paragraph (f) of this 
clause. 
 
 (i)  Records management and facility access. 
 
  (1)  The Contractor shall provide the Contracting Officer all Government data 
and Government-related data in the format specified in the contract. 
 
  (2)  The Contractor shall dispose of Government data and Government-
related data in accordance with the terms of the contract and provide the 
confirmation of disposition to the Contracting Officer in accordance with contract 
closeout procedures. 
 
  (3)  The Contractor shall provide the Government, or its authorized 
representatives, access to all Government data and Government-related data, 
access to contractor personnel involved in performance of the contract, and physical 
access to any Contractor facility with Government data, for the purpose of audits, 
investigations, inspections, or other similar activities, as authorized by law or 
regulation. 
 
 (j)  Notification of third party access requests.  The Contractor shall notify the 
Contracting Officer promptly of any requests from a third party for access to 
Government data or Government-related data, including any warrants, seizures, or 
subpoenas it receives, including those from another Federal, State, or local agency.  
The Contractor shall cooperate with the Contracting Officer to take all measures to 
protect Government data and Government-related data from any unauthorized 
disclosure. 
 
 (k)  Spillage.  Upon notification by the Government of a spillage, or upon the 
Contractor’s discovery of a spillage, the Contractor shall cooperate with the 
Contracting Officer to address the spillage in compliance with agency procedures. 
 
 (l)  Subcontracts.  The Contractor shall include this clause, including this 
paragraph (l), in all subcontracts that involve or may involve cloud services, 
including subcontracts for commercial items. 
 

(End of clause) 
 
252.239-7011  Special Construction and Equipment Charges. 
As prescribed in 239.7411(b), use the following clause: 
 

SPECIAL CONSTRUCTION AND EQUIPMENT CHARGES (DEC 1991) 
 
 (a)  The Government will not directly reimburse the Contractor for the cost of 
constructing any facilities or providing any equipment, unless the Contracting Officer 
authorizes direct reimbursement. 
 
 (b)  If the Contractor stops using facilities or equipment which the Government has, 
in whole or part, directly reimbursed, the Contractor shall allow the Government credit 
for the value of the facilities or equipment attributable to the Government's 
contribution.  Determine the value of the facilities and equipment on the basis of their 
foreseeable reuse by the Contractor at the time their use is discontinued or on the basis 
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of the net salvage value, whichever is greater.  The Contractor shall promptly pay the 
Government the amount of any credit. 
 
 (c)  The amount of the direct special construction charge shall not exceed— 
 
  (1)  The actual costs to the Contractor; and 
 
  (2)  An amount properly allocable to the services to be provided to the 
Government. 
 
 (d)  The amount of the direct special construction charge shall not include costs 
incurred by the Contractor which are covered by— 
 
  (1)  A cancellation or termination liability; or 
 
  (2)  The Contractor's recurring or other nonrecurring charges. 
 
 (e)  The Contractor represents that— 
 
  (1)  Recurring charges for the services, facilities, and equipment do not include 
in the rate base any costs that have been reimbursed by the Government to the 
Contractor; and 
 
  (2)  Depreciation charges are based only on the cost of facilities and equipment 
paid by the Contractor and not reimbursed by the Government. 
 
 (f)  If it becomes necessary for the Contractor to incur costs to replace any facilities 
or equipment, the Government shall assume those costs or reimburse the Contractor for 
replacement costs at mutually acceptable rates under the following circumstances— 
 
  (1)  The Government paid direct special construction charges; or 
 
  (2)  The Government reimbursed the Contractor for those facilities or equipment 
as a part of the recurring charges; and 
 
  (3)  The need for replacement was due to circumstances beyond the control and 
without the fault of the Contractor. 
 
 (g)  Before incurring any costs under paragraph (f) of this clause, the Government 
shall have the right to terminate the service under the Cancellation or Termination of 
Orders clause of this contract. 
 

(End of clause) 
 
252.239-7012  Title to Telecommunication Facilities and Equipment. 
As prescribed in 239.7411(b), use the following clause: 
 

TITLE TO TELECOMMUNICATION FACILITIES AND EQUIPMENT (DEC 1991) 
 
 (a)  Title to all Contractor furnished facilities and equipment used under this 
agreement/contract shall remain with the Contractor even if the Government paid the 
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costs of constructing the facilities or equipment.  A mutually accepted communications 
service authorization may provide for exceptions. 
 
 (b)  The Contractor shall operate and maintain all telecommunication facilities and 
equipment used under this agreement/contract whether the Government or the 
Contractor has title. 
 

(End of clause) 
 

252.239-7013  Term of Agreement and Continuation of Services. 
 Basic.  As prescribed in 239.7411(c)(1), use the following clause: 
 
TERM OF AGREEMENT AND CONTINUATION OF SERVICES–BASIC (OCT 2019) 
 
 (a)  This basic agreement is not a contract.  The Government incurs liability only 
upon issuance of a communication service authorization, which is a contract that 
incorporates the terms and conditions of this basic agreement. 
 
 (b)  This agreement shall continue in force from year to year, unless terminated by 
either party by 30 days’ written notice.  Termination of this basic agreement does not 
terminate or cancel any communication service authorizations issued under this basic 
agreement prior to the termination.   
 
 (c)  Communication service authorizations issued under this basic agreement may be 
modified to incorporate the terms and conditions of a new basic agreement negotiated 
with the Contractor. 
 

(End of clause) 
 
 Alternate I.  As prescribed in 239.7411(c)(2), use the following clause, which uses a 
different paragraph (c) than the basic clause and adds a new paragraph (d). 
 

TERM OF AGREEMENT AND CONTINUATION OF SERVICES–ALTERNATE I 
(OCT 2019) 

 
 (a)  This basic agreement is not a contract.  The Government incurs liability only 
upon issuance of a communication service authorization, which is a contract that 
incorporates the terms and conditions of this basic agreement. 
 
 (b)  This agreement shall continue in force from year to year, unless terminated by 
either party by 30 days’ written notice.  Termination of this basic agreement does not 
terminate or cancel any communication service authorizations issued under this basic 
agreement prior to the termination.   
 
 (c)  The Contractor’s current communication services authorizations have been 
modified to incorporate the terms and conditions of this basic agreement.    
 
  (1)  All current communication service authorizations issued by 
___________________ that incorporate Basic Agreement Number __________, dated 
__________________, are modified to incorporate this basic agreement.   
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/239_74.htm#239.7411
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  (2)  Current communication service authorizations, issued by the activity in 
paragraph (c)(1) of this clause, that incorporate other agreements with the Contractor 
may also be modified to incorporate this basic agreement. 
 
 (d)  Communication service authorizations issued under this basic agreement may 
be modified to incorporate a new basic agreement with the Contractor. 
 

(End of clause) 
 

252.239-7014  Reserved. 
 
252.239-7015  Reserved. 
 
252.239-7016  Telecommunications Security Equipment, Devices, Techniques, 
and Services. 
As prescribed in 239.7411(d), use the following clause: 
 

TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, 
AND SERVICES (DEC 1991) 

 
 (a)  Definitions.  As used in this clause— 
 
  (1)  “Securing” means the application of Government-approved 
telecommunications security equipment, devices, techniques, or services to contractor 
telecommunications systems. 
 
  (2)  “Sensitive information” means any information the loss, misuse, or 
modification of which, or unauthorized access to, could adversely affect the national 
interest or the conduct of Federal programs, or the privacy to which individuals are 
entitled under 5 U.S.C. 552a (the Privacy Act), but which has not been specifically 
authorized under criteria established by an Executive Order or Act of Congress to be 
kept secret in the interest of national defense or foreign policy. 
 
  (3)  “Telecommunications systems” means voice, record, and data 
communications, including management information systems and local data networks 
that connect to external transmission media, when employed by Government agencies, 
contractors, and subcontractors to transmit— 
 
   (i)  Classified or sensitive information; 
 
   (ii)  Matters involving intelligence activities, cryptologic activities related to 
national security, the command and control of military forces, or equipment that is an 
integral part of a weapon or weapons system; or 
 
   (iii)  Matters critical to the direct fulfillment of military or intelligence 
missions. 
 
 (b)  This solicitation/contract identifies classified or sensitive information that 
requires securing during telecommunications and requires the Contractor to secure 
telecommunications systems.  The Contractor agrees to secure information and systems 
at the following location:  (Identify the location.) 
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 (c)  To provide the security, the Contractor shall use Government-approved 
telecommunications equipment, devices, techniques, or services.  A list of the approved 
equipment, etc. may be obtained from (identify where list can be obtained).  Equipment, 
devices, techniques, or services used by the Contractor must be compatible or 
interoperable with (list and identify the location of any telecommunications security 
equipment, device, technique, or service currently being used by the technical or 
requirements organization or other offices with which the Contractor must 
communicate). 
 
 (d)  Except as may be provided elsewhere in this contract, the Contractor shall 
furnish all telecommunications security equipment, devices, techniques, or services 
necessary to perform this contract.  The Contractor must meet ownership eligibility 
conditions for communications security equipment designated as controlled 
cryptographic items. 
 
 (e)  The Contractor agrees to include this clause, including this paragraph (e), in all 
subcontracts which require securing telecommunications. 
 

(End of clause) 
 
252.239-7017  Notice of Supply Chain Risk. 
As prescribed in 239.7306(a), use the following provision: 
 

NOTICE OF SUPPLY CHAIN RISK (FEB 2019) 
 
 (a)  Definitions.  “Supply chain risk,” as used in this provision, means the risk that 
an adversary may sabotage, maliciously introduce unwanted function, or otherwise 
subvert the design, integrity, manufacturing, production, distribution, installation, 
operation, or maintenance of a covered system so as to surveil, deny, disrupt, or 
otherwise degrade the function, use, or operation of such system (10 U.S.C. 2339a). 
 
 (b)  In order to manage supply chain risk, the Government may use the authorities 
provided by section 10 U.S.C. 2339a.  In exercising these authorities, the Government 
may consider information, public and non-public, including all-source intelligence, 
relating to an offeror and its supply chain. 
 
 (c)  If the Government exercises the authority provided in 10 U.S.C. 2339a to limit 
disclosure of information, no action undertaken by the Government under such 
authority shall be subject to review in a bid protest before the Government 
Accountability Office or in any Federal court. 
 

(End of provision) 
 
252.239-7018  Supply Chain Risk. 
As prescribed in 239.7306(b), use the following clause: 
 

SUPPLY CHAIN RISK (FEB 2019) 
 
 (a)  Definitions.  As used in this clause– 
 
“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR 
2.1, any equipment, or interconnected system(s) or subsystem(s) of equipment, that is 
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used in the automatic acquisition, storage, analysis, evaluation, manipulation, 
management, movement, control, display, switching, interchange, transmission, or 
reception of data or information by the agency. 
 
 (1)  For purposes of this definition, equipment is used by an agency if the equipment 
is used by the agency directly or is used by a contractor under a contract with the 
agency that requires— 
 
  (i)  Its use; or 
 
  (ii)  To a significant extent, its use in the performance of a service or the 
furnishing of a product. 
 
 (2)  The term “information technology” includes computers, ancillary equipment 
(including imaging peripherals, input, output, and storage devices necessary for 
security and surveillance), peripheral equipment designed to be controlled by the 
central processing unit of a computer, software, firmware and similar procedures, 
services (including support services), and related resources. 
 
 (3)  The term “information technology” does not include any equipment acquired by a 
contractor incidental to a contract. 
 
“Supply chain risk,”  means the risk that an adversary may sabotage, maliciously 
introduce unwanted function, or otherwise subvert the design, integrity, 
manufacturing, production, distribution, installation, operation, or maintenance of a 
covered system  so as to surveil, deny, disrupt, or otherwise degrade the function, use, 
or operation of such system (see 10 U.S.C. 2339a). 
 
 (b)  The Contractor shall mitigate supply chain risk in the provision of supplies and 
services to the Government. 
 
 (c)  In order to manage supply chain risk, the Government may use the authorities 
provided by 10 U.S.C. 2339a.  In exercising these authorities, the Government may 
consider information, public and non-public, including all-source intelligence, relating to 
a Contractor’s supply chain. 
 
 (d)  If the Government exercises the authority provided in 10 U.S.C. 2339a to limit 
disclosure of information, no action undertaken by the Government under such 
authority shall be subject to review in a bid protest before the Government 
Accountability Office or in any Federal court. 
 

(End of clause) 



Defense Federal Acquisition Regulation Supplement 
 
Part 252--Solicitation Provisions and Contract Clauses  
 
 

 
 
1998 EDITION  252.244-1 

(Revised January 15, 2021) 
 
 
252.244-7000  Subcontracts for Commercial Items. 
As prescribed in 244.403, use the following clause: 
 

SUBCONTRACTS FOR COMMERCIAL ITEMS (JAN 2021) 
 

 (a)  The Contractor is not required to flow down the terms of any Defense Federal 
Acquisition Regulation Supplement (DFARS) clause in subcontracts for commercial 
items at any tier under this contract, unless so specified in the particular clause. 
 
 (b)  While not required, the Contractor may flow down to subcontracts for 
commercial items a minimal number of additional clauses necessary to satisfy its 
contractual obligation. 
 
 (c)(1)  In accordance with 10 U.S.C. 2380b, the Contractor shall treat as commercial 
items any items valued at less than $10,000 per item that were purchased by the 
Contractor for use in the performance of multiple contracts with the Department of 
Defense and other parties and are not identifiable to any particular contract when 
purchased. 
 
  (2)  The Contractor shall ensure that any items to be used in performance of this 
contract, that are treated as commercial items pursuant to paragraph (c)(1) of this 
clause, meet all terms and conditions of this contract that are applicable to commercial 
items in accordance with the clause at Federal Acquisition Regulation 52.244-6 and 
paragraph (a) of this clause. 
 
 (d)  The Contractor shall include the terms of this clause, including this paragraph 
(d), in subcontracts awarded under this contract, including subcontracts for the  
acquisition of commercial items. 
 

(End of clause) 
 
252.244-7001  Contractor Purchasing System Administration.  
 
 Basic.  As prescribed in 244.305-71 and 244.305-71(a), use the following clause: 
 

CONTRACTOR PURCHASING SYSTEM ADMINISTRATION-BASIC (MAY 2014) 
 
 (a)  Definitions.  As used in this clause—  
 
“Acceptable purchasing system” means a purchasing system that complies with the 
system criteria in paragraph (c) of this clause. 
 
“Purchasing system” means the Contractor’s system or systems for purchasing and 
subcontracting, including make-or-buy decisions, the selection of vendors, analysis of 
quoted prices, negotiation of prices with vendors, placing and administering of orders, 
and expediting delivery of materials. 
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“Significant deficiency” means a shortcoming in the system that materially affects the 
ability of officials of the Department of Defense to rely upon information produced by 
the system that is needed for management purposes. 
 
 (b)  General.  The Contractor shall establish and maintain an acceptable purchasing 
system.  Failure to maintain an acceptable purchasing system, as defined in this clause, 
may result in disapproval of the system by the Contracting Officer and/or withholding 
of payments. 
 
 (c)  System criteria.  The Contractor’s purchasing system shall— 
 
  (1)  Have an adequate system description including policies, procedures, and 
purchasing practices that comply with the Federal Acquisition Regulation (FAR) and 
the Defense Federal Acquisition Regulation Supplement (DFARS); 
 
  (2)  Ensure that all applicable purchase orders and subcontracts contain all 
flowdown clauses, including terms and conditions and any other clauses needed to carry 
out the requirements of the prime contract; 
 
  (3)  Maintain an organization plan that establishes clear lines of authority and 
responsibility; 
 
  (4)  Ensure all purchase orders are based on authorized requisitions and include 
a complete and accurate history of purchase transactions to support vendor selected, 
price paid, and document the subcontract/purchase order files which are subject to 
Government review; 
 
  (5)  Establish and maintain adequate documentation to provide a complete and 
accurate history of purchase transactions to support vendors selected and prices paid; 
 
  (6)  Apply a consistent make-or-buy policy that is in the best interest of the 
Government; 
 
  (7)  Use competitive sourcing to the maximum extent practicable, and ensure 
debarred or suspended contractors are properly excluded from contract award; 
 
  (8)  Evaluate price, quality, delivery, technical capabilities, and financial 
capabilities of competing vendors to ensure fair and reasonable prices; 
 
  (9)  Require management level justification and adequate cost or price analysis, 
as applicable, for any sole or single source award; 
 
  (10)  Perform timely and adequate cost or price analysis and technical 
evaluation for each subcontractor and supplier proposal or quote to ensure fair and 
reasonable subcontract prices; 
 
  (11)  Document negotiations in accordance with FAR 15.406-3; 
 
  (12)  Seek, take, and document economically feasible purchase discounts, 
including cash discounts, trade discounts, quantity discounts, rebates, freight 
allowances, and company-wide volume discounts; 
 



Defense Federal Acquisition Regulation Supplement 
 
Part 252--Solicitation Provisions and Contract Clauses  
 
 

 
 
1998 EDITION  252.244-3 

  (13)  Ensure proper type of contract selection and prohibit issuance of cost-plus-
a-percentage-of-cost subcontracts; 
 
  (14)  Maintain subcontract surveillance to ensure timely delivery of an 
acceptable product and procedures to notify the Government of potential subcontract 
problems that may impact delivery, quantity, or price; 
 
  (15)  Document and justify reasons for subcontract changes that affect cost or 
price; 
 
  (16)  Notify the Government of the award of all subcontracts that contain the 
FAR and DFARS flowdown clauses that allow for Government audit of those 
subcontracts, and ensure the performance of audits of those subcontracts; 
 
  (17)  Enforce adequate policies on conflict of interest, gifts, and gratuities, 
including the requirements of  41 U.S.C. chapter 87, Kickbacks; 
 
  (18)  Perform internal audits or management reviews, training, and maintain 
policies and procedures for the purchasing department to ensure the integrity of the 
purchasing system; 
 
  (19)  Establish and maintain policies and procedures to ensure purchase orders 
and subcontracts contain mandatory and applicable flowdown clauses, as required by 
the FAR and DFARS, including terms and conditions required by the prime contract 
and any clauses required to carry out the requirements of the prime contract, including 
the requirements of 252.246-7007, Contractor Counterfeit Electronic Part Detection and 
Avoidance System, if applicable; 
 
  (20)  Provide for an organizational and administrative structure that ensures 
effective and efficient procurement of required quality materials and parts at the best 
value from responsible and reliable sources, including the requirements of 252.246-
7007, Contractor Counterfeit Electronic Part Detection and Avoidance System, if 
applicable; 
 
  (21)  Establish and maintain selection processes to ensure the most responsive 
and responsible sources for furnishing required quality parts and materials and to 
promote competitive sourcing among dependable suppliers so that purchases are 
reasonably priced and from sources that meet contractor quality requirements, 
including the requirements of 252.246-7007, Contractor Counterfeit Electronic Part 
Detection and Avoidance System, and the item marking requirements of 252.211-7003, 
Item Unique Identification and Valuation, if applicable; 
 
  (22)   Establish and maintain procedures to ensure performance of adequate 
price or cost analysis on purchasing actions;  
 
  (23)  Establish and maintain procedures to ensure that proper types of 
subcontracts are selected, and that there are controls over subcontracting, including 
oversight and surveillance of subcontracted effort; and 
 
  (24)  Establish and maintain procedures to timely notify the Contracting Officer, 
in writing, if— 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007
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https://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7003


Defense Federal Acquisition Regulation Supplement 
 
Part 252--Solicitation Provisions and Contract Clauses  
 
 

 
 
1998 EDITION  252.244-4 

        (i)  The Contractor changes the amount of subcontract effort after award 
such that it exceeds 70 percent of the total cost of the work to be performed under the 
contract, task order, or delivery order.  The notification shall identify the revised cost of 
the subcontract effort and shall include verification that the Contractor will provide 
added value; or 
 
        (ii)  Any subcontractor changes the amount of lower-tier subcontractor effort 
after award such that it exceeds 70 percent of the total cost of the work to be performed 
under its subcontract.  The notification shall identify the revised cost of the subcontract 
effort and shall include verification that the subcontractor will provide added value as 
related to the work to be performed by the lower-tier subcontractor(s).  
 
 (d)  Significant deficiencies.  (1)  The Contracting Officer will provide notification of 
initial determination to the Contractor, in writing, of any significant deficiencies.  The 
initial determination will describe the deficiency in sufficient detail to allow the 
Contractor to understand the deficiency.  
 
  (2)  The Contractor shall respond within 30 days to a written initial 
determination from the Contracting Officer that identifies significant deficiencies in the 
Contractor's purchasing system.  If the Contractor disagrees with the initial 
determination, the Contractor shall state, in writing, its rationale for disagreeing. 
 
  (3)  The Contracting Officer will evaluate the Contractor's response and notify 
the Contractor, in writing, of the Contracting Officer’s final determination concerning— 
 
   (i)  Remaining significant deficiencies; 
 
   (ii)  The adequacy of any proposed or completed corrective action; and  
 
   (iii)  System disapproval, if the Contracting Officer determines that one or 
more significant deficiencies remain. 
 
 (e)  If the Contractor receives the Contracting Officer’s final determination of 
significant deficiencies, the Contractor shall, within 45 days of receipt of the final 
determination, either correct the significant deficiencies or submit an acceptable 
corrective action plan showing milestones and actions to eliminate the deficiencies. 
 
 (f)  Withholding payments.  If the Contracting Officer makes a final determination to 
disapprove the Contractor’s purchasing system, and the contract includes the clause at 
252.242-7005, Contractor Business Systems, the Contracting Officer will withhold 
payments in accordance with that clause. 
 

(End of clause) 
 
 Alternate I.  As prescribed in 244.305-71 and 244.305-71(b), use the following clause, 
which amends paragraph (c) of the basic clause by deleting paragraphs (c)(1) through 
(c)(18) and (c)(22) through (c)(24), and revising and renumbering paragraphs (c)(19) 
through (c)(21) of the basic clause. 
 

CONTRACTOR PURCHASING SYSTEM ADMINISTRATION—ALTERNATE I  
(MAY 2014) 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252242.htm#252.242-7005
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 The following paragraphs (a) through (f) of this clause do not apply unless the 
Contractor is subject to the Cost Accounting Standards under 41 U.S.C. chapter 15, as 
implemented in regulations found at 48 CFR 9903.201-1. 
 
 (a)  Definitions.  As used in this clause— 
 
 “Acceptable purchasing system” means a purchasing system that complies with the 
system criteria in paragraph (c) of this clause. 
 
 “Purchasing system” means the Contractor’s system or systems for purchasing and 
subcontracting, including make-or-buy decisions, the selection of vendors, analysis of 
quoted prices, negotiation of prices with vendors, placing and administering of orders, 
and expediting delivery of materials. 
 
 “Significant deficiency” means a shortcoming in the system that materially affects 
the ability of officials of the Department of Defense to rely upon information produced 
by the system that is needed for management purposes. 
 
 (b)  Acceptable purchasing system.  The Contractor shall establish and maintain an 
acceptable purchasing system.  Failure to maintain an acceptable purchasing system, 
as defined in this clause, may result in disapproval of the system by the Contracting 
Officer and/or withholding of payments. 
 
 (c)  System criteria.  The Contractor’s purchasing system shall— 
 
  (1)  Establish and maintain policies and procedures to ensure purchase orders 
and subcontracts contain mandatory and applicable flowdown clauses, as required by 
the FAR and DFARS, including terms and conditions required by the prime contract 
and any clauses required to carry out the requirements of the prime contract, including 
the requirements of 252.246-7007, Contractor Counterfeit Electronic Part Detection and 
Avoidance System; 
 
  (2)  Provide for an organizational and administrative structure that ensures 
effective and efficient procurement of required quality materials and parts at the best 
value from responsible and reliable sources, including the requirements of 252.246-
7007, Contractor Counterfeit Electronic Part Detection and Avoidance System, and, if 
applicable, the item marking requirements of 252.211-7003, Item Unique Identification 
and Valuation; and 
 
  (3)  Establish and maintain selection processes to ensure the most responsive 
and responsible sources for furnishing required quality parts and materials and to 
promote competitive sourcing among dependable suppliers so that purchases are from 
sources that meet contractor quality requirements, including the requirements of 
252.246-7007, Contractor Counterfeit Electronic Part Detection and Avoidance System. 
 
 (d)  Significant deficiencies.  (1)  The Contracting Officer will provide notification of 
initial determination to the Contractor, in writing, of any significant deficiencies.  The 
initial determination will describe the deficiency in sufficient detail to allow the 
Contractor to understand the deficiency. 
 
  (2)  The Contractor shall respond within 30 days to a written initial 
determination from the Contracting Officer that identifies significant deficiencies in the 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm#252.246-7007
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Contractor's purchasing system.  If the Contractor disagrees with the initial 
determination, the Contractor shall state, in writing, its rationale for disagreeing. 
 
  (3)  The Contracting Officer will evaluate the Contractor's response and notify 
the Contractor, in writing, of the Contracting Officer’s final determination concerning— 
 
   (i)  Remaining significant deficiencies; 
 
   (ii)  The adequacy of any proposed or completed corrective action; and 
 
   (iii)  System disapproval, if the Contracting Officer determines that one or 
more significant deficiencies remain. 
 
 (e)  If the Contractor receives the Contracting Officer’s final determination of 
significant deficiencies, the Contractor shall, within 45 days of receipt of the final 
determination, either correct the significant deficiencies or submit an acceptable 
corrective action plan showing milestones and actions to eliminate the deficiencies. 
 
 (f)  Withholding payments.  If the Contracting Officer makes a final determination to 
disapprove the Contractor’s purchasing system, and the contract includes the clause at 
252.242-7005, Contractor Business Systems, the Contracting Officer will withhold 
payments in accordance with that clause. 
 

(End of clause) 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252242.htm#252.242-7005
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(Revised January 15, 2021) 
 
 
252.245–7000  Government-Furnished Mapping, Charting, and Geodesy 
Property. 
As prescribed in 245.107(2), use the following clause: 
 
GOVERNMENT-FURNISHED MAPPING, CHARTING, AND GEODESY PROPERTY 

(APR 2012) 
 
 (a)  Definition.  “Mapping, charting, and geodesy (MC&G) property” means geodetic, 
geomagnetic, gravimetric, aeronautical, topographic, hydrographic, cultural, and 
toponymic data presented in the form of topographic, planimetric, relief, or thematic 
maps and graphics; nautical and aeronautical charts and publications; and in 
simulated, photographic, digital, or computerized formats. 
 
 (b)  The Contractor shall not duplicate, copy, or otherwise reproduce MC&G 
property for purposes other than those necessary for performance of the contract. 
 
 (c)  At the completion of performance of the contract, the Contractor, as directed by 
the Contracting Officer, shall either destroy or return to the Government all 
Government-furnished MC&G property not consumed in the performance of this 
contract. 
 

(End of clause) 
 

252.245–7001  Tagging, Labeling, and Marking of Government-Furnished 
Property. 
As prescribed in 245.107(3), use the following clause: 
 

TAGGING, LABELING, AND MARKING OF GOVERNMENT-FURNISHED 
PROPERTY (APR 2012) 

 
 (a)  Definitions.  As used in this clause— 
 
 “Government-furnished property” is defined in the clause at FAR 52.245-1, 
Government Property.  
 
 “Serially-managed item” means an item designated by DoD to be uniquely tracked, 
controlled, or managed in maintenance, repair, and/or supply systems by means of its 
serial number. 
   
 (b)  The Contractor shall tag, label, or mark Government-furnished property items 
identified in the contract as subject to serialized item management (serially-managed 
items). 
 
 (c)  The Contractor is not required to tag, label, or mark Government-furnished 
property previously tagged, labeled, or marked. 
 

(End of clause) 
 

 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/245_1.htm#245.107
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252.245-7002  Reporting Loss of Government Property. 
As prescribed in 245.107(4), use the following clause: 
 

REPORTING LOSS OF GOVERNMENT PROPERTY (JAN 2021) 
 
 (a)  Definitions.  As used in this clause— 
 
 “Government property” is defined in the clause at FAR 52.245-1, Government 
Property.  
 
 “Loss of Government property” means unintended, unforeseen, or accidental loss, 
damage, or destruction of Government property that reduces the Government’s 
expected economic benefits of the property.  Loss of Government property does not 
include purposeful destructive testing, obsolescence, normal wear and tear, or 
manufacturing defects.  Loss of Government property includes, but is not limited to— 
 
  (1)  Items that cannot be found after a reasonable search; 
 
   (2)  Theft;   
 
   (3)  Damage resulting in unexpected harm to property requiring repair to 
restore the item to usable condition; or 
 
  (4)  Destruction resulting from incidents that render the item useless for its 
intended purpose or beyond economical repair. 
 
 “Unit acquisition cost” means— 
 
  (1)  For Government-furnished property, the dollar value assigned by the 
Government and identified in the contract; and 
 
  (2)  For Contractor-acquired property, the cost derived from the Contractor’s 
records that reflect consistently applied, generally acceptable accounting principles. 
 
 (b)  Reporting loss of Government property. 
 
  (1)  The Contractor shall use the property loss function in the Government-
Furnished Property (GFP) module of the Procurement Integrated Enterprise 
Environment (PIEE) for reporting loss of Government property.  Reporting value shall 
be at unit acquisition cost.  Current PIEE users can access the GFP module by logging 
into their account.  New users may register for access and obtain training on the PIEE 
home page at https://piee.eb.mil/piee-landing. 
 
  (2)  Unless otherwise provided for in this contract, the requirements of 
paragraph (b)(1) of this clause do not apply to normal and reasonable inventory 
adjustments, i.e., losses of low-risk consumable material such as common hardware, as 
agreed to by the Contractor and the Government Property Administrator.  Such losses 
are typically a product of normal process variation.  The Contractor shall ensure that its 
property management system provides adequate management control measures, e.g., 
statistical process controls, as a means of managing such variation.  
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/245_1.htm#245.107
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  (3)  The Contractor shall report losses of Government property outside normal 
process variation, e.g., losses due to— 
   (i)  Theft;  
 
   (ii)  Inadequate storage;  
 
   (iii)  Lack of physical security; or  
 
   (iv)  “Acts of God.”    
 
  (4)  This reporting requirement does not change any liability provisions or other 
reporting requirements that may exist under this contract. 
 

(End of clause) 
 

252.245-7003  Contractor Property Management System Administration. 
As prescribed in 245.107(5), insert the following clause: 
 

CONTRACTOR PROPERTY MANAGEMENT SYSTEM ADMINISTRATION  
(APR 2012) 

 
 (a)  Definitions.  As used in this clause—  
 
“Acceptable property management system” means a property system that complies with 
the system criteria in paragraph (c) of this clause. 
 
“Property management system” means the Contractor’s system or systems for 
managing and controlling Government property. 
 
“Significant deficiency” means a shortcoming in the system that materially affects the 
ability of officials of the Department of Defense to rely upon information produced by 
the system that is needed for management purposes. 
 
 (b)  General.  The Contractor shall establish and maintain an acceptable property 
management system.  Failure to maintain an acceptable property management system, 
as defined in this clause, may result in disapproval of the system by the Contracting 
Officer and/or withholding of payments. 
 
 (c)  System criteria.  The Contractor’s property management system shall be in 
accordance with paragraph (f) of the contract clause at Federal Acquisition Regulation 
52.245-1.  
 
 (d)  Significant deficiencies. (1)  The Contracting Officer will provide an initial 
determination to the Contractor, in writing, of any significant deficiencies.  The initial 
determination will describe the deficiency in sufficient detail to allow the Contractor to 
understand the deficiency.  
 
  (2)  The Contractor shall respond within 30 days to a written initial 
determination from the Contracting Officer that identifies significant deficiencies in the 
Contractor's property management system.  If the Contractor disagrees with the initial 
determination, the Contractor shall state, in writing, its rationale for disagreeing. 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/245_1.htm#245.107
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  (3)  The Contracting Officer will evaluate the Contractor's response and notify 
the Contractor, in writing, of the Contracting Officer’s final determination concerning— 
   (i)  Remaining significant deficiencies; 
 
   (ii)  The adequacy of any proposed or completed corrective action; and  
 
   (iii)  System disapproval, if the Contracting Officer determines that one or 
more significant deficiencies remain. 
 
 (e)  If the Contractor receives the Contracting Officer’s final determination of 
significant deficiencies, the Contractor shall, within 45 days of receipt of the final 
determination, either correct the significant deficiencies or submit an acceptable 
corrective action plan showing milestones and actions to eliminate the significant 
deficiencies. 
 
 (f)  Withholding payments.  If the Contracting Officer makes a final determination to 
disapprove the Contractor’s property management system, and the contract includes 
the clause at 252.242-7005, Contractor Business Systems, the Contracting Officer will 
withhold payments in accordance with that clause. 
 

(End of clause) 
 

252.245-7004  Reporting, Reutilization, and Disposal. 
As prescribed in 245.107(5), use the following clause: 
 

REPORTING, REUTILIZATION, AND DISPOSAL (DEC 2017) 
 
 (a)  Definitions.  As used in this clause— 
 
  (1)  “Demilitarization” means the act of eliminating the functional 
capabilities and inherent military design features from DoD personal property.  
Methods and degree range from removal and destruction of critical features to total 
destruction by cutting, tearing, crushing, mangling, shredding, melting, burning, 
etc. 
 
  (2)   “Export-controlled items” means items subject to the Export 
Administration Regulations (EAR) (15 CFR parts 730-774) or the International 
Traffic in Arms Regulations [(ITAR)] (22 CFR parts 120-130).  The term includes— 
 
   (i)  “Defense items,” defined in the Arms Export Control Act, 22 U.S.C. 
2778(j)(4)(A), as defense articles, defense services, and related technical data, etc.; 
and  
 
   (ii)  “Items,” defined in the EAR as “commodities,” “software,” and 
“technology,” terms that are also defined in the EAR, 15 CFR 772.1.   
 
  (3)  “Ineligible transferees” means individuals, entities, or countries— 
 
   (i)  Excluded from Federal programs by the General Services 
 Administration as identified in the System for Award Management Exclusions 
located at https://www.acquisition.gov; 
 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252242.htm#252.242-7005
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   (ii)  Delinquent on obligations to the U.S. Government under surplus 
sales contracts; 
   (iii)  Designated by the Department of Defense as ineligible, debarred, or 
suspended from defense contracts; or 
 
   (iv)  Subject to denial, debarment, or other sanctions under export 
control laws and related laws and regulations, and orders administered by the 
Department of State, the Department of Commerce, the Department of Homeland 
Security, or the Department of the Treasury. 
 
  (4)  “Scrap” means property that has no value except for its basic material 
content.  For purposes of demilitarization, scrap is defined as recyclable waste and 
discarded materials derived from items that have been rendered useless beyond 
repair, rehabilitation, or restoration such that the item’s original identity, utility, 
form, fit, and function have been destroyed.  Items can be classified as scrap if 
processed by cutting, tearing, crushing, mangling, shredding, or melting.  Intact or 
recognizable components and parts are not “scrap.” 
 
  (5)  “Serviceable or usable property” means property with potential for 
reutilization or sale “as is” or with minor repairs or alterations. 
 
 (b)  Inventory disposal schedules.  Unless disposition instructions are otherwise 
included in this contract, the Contractor shall complete SF 1428, Inventory 
Schedule B, within the Plant Clearance Automated Reutilization Screening System 
(PCARSS).  Information on PCARSS can be obtained from the plant clearance 
officer and at http://www.dcma.mil/WBT/PCARSS/. 
 
  (1)  The SF 1428 shall contain the following: 
 
   (i)  If known, the applicable Federal Supply Code (FSC) for all items, 
except items in scrap condition. 
 
   (ii)  If known, the manufacturer name for all aircraft components under 
Federal Supply Group (FSG) 16 or 17 and FSCs 2620, 2810, 2915, 2925, 2935, 2945, 
2995, 4920, 5821, 5826, 5841, 6340, and 6615. 
 
   (iii)  The manufacturer name, make, model number, model year, and 
serial number for all aircraft under FSCs 1510 and 1520. 
 
   (iv)  Appropriate Federal Condition Codes.  See Appendix 2 of DLM 
4000.25-2, Military Standard Transaction Reporting and Accounting Procedures 
(MILSTRAP) manual, edition in effect as of the date of this contract.  Information on 
Federal Condition Codes can be obtained at 
http://www.dla.mil/HQ/InformationOperations/DLMS/elibrary/manuals/MILSTRAP/. 
 
   (2)  If the schedules are acceptable, the plant clearance officer shall 
complete and send the Contractor a DD Form 1637, Notice of Acceptance of 
Inventory. 
 
 (c)  Proceeds from sales of surplus property.  Unless otherwise provided in the 
contract, the proceeds of any sale, purchase, or retention shall be— 
 

http://www.dcma.mil/WBT/PCARSS/
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  (1)  Forwarded to the Contracting Officer; 
 
  (2)  Credited to the Government as part of the settlement agreement; 
 
  (3)  Credited to the price or cost of the contract; or 
 
  (4)  Applied as otherwise directed by the Contracting Officer. 
 
 (d)  Demilitarization, mutilation, and destruction.  If demilitarization, 
mutilation, or destruction of contractor inventory is required, the Contractor shall 
demilitarize, mutilate, or destroy contractor inventory, in accordance with the terms 
and conditions of the contract and consistent with Defense Demilitarization 
Manual, DoDM 4160.28-M, edition in effect as of the date of this contract.  The 
plant clearance officer may authorize the purchaser to demilitarize, mutilate, or 
destroy as a condition of sale provided the property is not inherently dangerous to 
public health and safety. 
 
 (e)  Classified Contractor inventory.  The Contractor shall dispose of classified 
contractor inventory in accordance with applicable security guides and regulations 
or as directed by the Contracting Officer. 
 
 (f)  Inherently dangerous Contractor inventory.  Contractor inventory dangerous 
to public health or safety shall not be disposed of unless rendered innocuous or until 
adequate safeguards are provided. 
 
 (g)  Contractor inventory located in foreign countries.  Consistent with contract 
terms and conditions, property disposition shall be in accordance with foreign and 
U.S. laws and regulations, including laws and regulations involving export controls, 
host nation requirements, Final Governing Standards, and Government-to-
Government agreements.  The Contractor's responsibility to comply with all 
applicable laws and regulations regarding export-controlled items exists 
independent of, and is not established or limited by, the information provided by 
this clause. 
 
 (h)  Disposal of scrap. 
 
  (1)  Contractor with scrap procedures. 
 
   (i)  The Contractor shall include within its property management 
procedure, a process for the accountability and management of Government-owned 
scrap.  The process shall, at a minimum, provide for the effective and efficient 
disposition of scrap, including sales to scrap dealers, so as to minimize costs, 
maximize sales proceeds, and, contain the necessary internal controls for mitigating 
the improper release of non-scrap property. 
 
   (ii)  The Contractor may commingle Government and contractor-owned 
scrap and provide routine disposal of scrap, with plant clearance officer 
concurrence, when determined to be effective and efficient. 
 
  (2)  Scrap warranty.  The plant clearance officer may require the Contractor 
to secure from scrap buyers a DD Form 1639, Scrap Warranty. 
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 (i)  Sale of surplus Contractor inventory. 
 
  (1)  The Contractor shall conduct sales of contractor inventory (both useable 
property and scrap) in accordance with the requirements of this contract and plant 
clearance officer direction. 
 
   (2)  Any sales contracts or other documents transferring title shall include 
the following statement: 
 
 “The Purchaser certifies that the property covered by this contract will be used 
in (name of country).  In the event of resale or export by the Purchaser of any of the 
property, the Purchaser agrees to obtain the appropriate U.S. and foreign export or 
re-export license approval.” 
 
 (j)  Restrictions on purchase or retention of Contractor inventory. 
 
  (1)  The Contractor may not knowingly sell the inventory to any person or 
that person's agent, employee, or household member if that person— 
 
   (i)  Is a civilian employee of the DoD or the U.S. Coast Guard; 
 
   (ii)  Is a member of the armed forces of the United States,  
including the U.S. Coast Guard; or 
 
   (iii)  Has any functional or supervisory responsibilities for or within the 
DoD’s property disposal/disposition or plant clearance programs or for the disposal 
of contractor inventory. 
 
  (2)  The Contractor may conduct Internet-based sales, to include use of a 
third party. 
 
  (3)  If the Contractor wishes to bid on the sale, the Contractor or its 
employees shall submit bids to the plant clearance officer prior to soliciting bids 
from other prospective bidders. 
 
  (4)  The Contractor shall solicit a sufficient number of bidders to obtain 
adequate competition.  Informal bid procedures shall be used, unless the plant 
clearance officer directs otherwise.  The Contractor shall include in its invitation for 
bids, the sales terms and conditions provided by the plant clearance officer. 
 
  (5)  The Contractor shall solicit bids at least 15 calendar days before bid 
opening to allow adequate opportunity to inspect the property and prepare bids. 
 
  (6)  For large sales, the Contractor may use summary lists of items offered 
as bid sheets with detailed descriptions attached. 
 
  (7)  In addition to mailing or delivering notice of the proposed sale to 
prospective bidders, the Contractor may (when the results are expected to justify 
the additional expense) display a notice of the proposed sale in appropriate public 
places, e.g., publish a sales notice on the Internet in appropriate trade journals or 
magazines and local newspapers. 
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  (8)  The plant clearance officer or representative will witness the bid 
opening.  The Contractor shall submit, either electronically or manually, two copies 
of the bid abstract. 
 
  (9)  The following terms and conditions shall be included in sales contracts 
involving the demilitarization, mutilation, or destruction of property: 
 
   (i)  Demilitarization, mutilation, or destruction on Contractor or 
subcontractor premises.  Item(s) ______ require demilitarization, mutilation, or 
destruction by the Purchaser.  Insert item number(s) and specific demilitarization, 
mutilation, or destruction requirements for item(s) shown in Defense 
Demilitarization Manual, DoDM 4160.28-M, edition in effect as of the date of this 
contract.  Demilitarization shall be witnessed and verified by a Government 
representative using DRMS Form 145 or equivalent. 
 
   (ii)  Demilitarization, mutilation, or destruction off Contractor or 
subcontractor premises.   
 
    (A)  Item(s) ______ require demilitarization, mutilation, or 
destruction by the Purchaser.  Insert item number(s) and specific demilitarization, 
mutilation, or destruction requirements for item(s) shown in Defense 
Demilitarization Manual, DoDM 4160.28-M, edition in effect as of the date of this 
contract.  Demilitarization shall be witnessed and verified by a Government 
representative using DRMS Form 145 or equivalent. 
 
    (B)  Property requiring demilitarization shall not be removed, and 
title shall not pass to the Purchaser, until demilitarization has been accomplished 
and verified by a Government representative.  Demilitarization will be 
accomplished as specified in the sales contract.  Demilitarization shall be witnessed 
and verified by a Government representative using DRMS Form 145 or equivalent. 
 
    (C)  The Purchaser agrees to assume all costs incident to the 
demilitarization and to restore the working area to its present condition after 
removing the demilitarized property. 
 
   (iii)  Failure to demilitarize.  If the Purchaser fails to demilitarize, 
mutilate, or destroy the property as specified in the contract, the Contractor may, 
upon giving 10 days written notice from date of mailing to the Purchaser– 
 
    (A)  Repossess, demilitarize, and return the property to the 
Purchaser, in which case the Purchaser hereby agrees to pay to the Contractor, 
prior to the return of the property, all costs incurred by the Contractor in 
repossessing, demilitarizing, and returning the property; 
 
    (B)  Repossess, demilitarize, and resell the property, and charge the 
defaulting Purchaser with all costs incurred by the Contractor.  The Contractor 
shall deduct these costs from the purchase price and refund the balance of the 
purchase price, if any, to the Purchaser.  In the event the costs exceed the purchase 
price, the defaulting Purchaser hereby agrees to pay these costs to the Contractor; 
or 
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    (C)  Repossess and resell the property under similar terms and 
conditions.  In the event this option is exercised, the Contractor shall charge the 
defaulting Purchaser with all costs incurred by the Contractor.  The Contractor 
shall deduct these costs from the original purchase price and refund the balance of 
the purchase price, if any, to the defaulting Purchaser.  Should the excess costs to 
the Contractor exceed the purchase price, the defaulting Purchaser hereby agrees to 
pay these costs to the Contractor. 

 
(End of clause) 
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